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if($module == 'admin') {




mt_srand();
$cookie_pre = random(5, 'abcdefghigklmnopqrstuvwxyzABCDEFGHIGKLMNOPQRSTUVWX

mt_srand(); W K HHS R L EBA
$auth_key = random(20, '1294567890@abcdefghigklmnopqrstuvwxyzABCDEFGHIGKLMNO)
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https://github.com/php/php-
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PHPAPI void php_mt_srand(uint32_t seed)

{
/* Seed the generator with a simple uint32 */
php_mt_initialize(seed, BG(state));
php_mt_reload();
/* Seed only once */
BG(mt_rand_is_seeded) = 1;

}
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/* {{{ php_mt_rand
*/

PHPAPI uint32_t php_mt_rand(void)

{



/* Pull a 32-bit integer from the generator state
Every other access function simply transforms the numbers extracted here */
register uint32_t si;
if (UNEXPECTED(!BG(mt_rand_is seeded))) {
php_mt_srand (GENERATE_SEED());
}
if (BG(left) == 0) {
php_mt_reload();

}

--BG(left);

sl = *BG(next)++;

sl ~= (s1 >> 11);

sl ~= (sl << 7) & 0x9d2c5680U;
s1 A= (sl << 15) & Oxefc60000U;
return ( s1 ~ (s1 >> 18) );

}
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public static function set_cookie($var, $value
$time = $time > 0 ? $time : ($value == '' ?
$s = $_SERVER['SERVER _PORT'] == '443' ? 1 :

$httponly = $var=="userid'||$var==

$var = pc_base:
$_COOKIE[$var]
if (is_array($value)) {

foreach($value as $k=>$%v) {

= $value;

setcookie($var.'['.$k

md5(PC_PATH. 'cookie'.$var).pc_base:
pc_base:
$httponly);
}
} else {
setcookie($var, sys_auth($value,

md5(PC_PATH. 'cookie'.$var).pc_base:

pc_base::load_config('system', 'cookie_path'), pc_base:
$httponly);

}
}
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function sys_auth($string, $operation =
$ckey_length = 4;
$key = md5($key != "' ? $key :
$keya = md5(substr($key, 0, 16));
$keyb = md5(substr($key, 16, 16));
$keyc =

pc_base:

$ckey length ? ($operation

$cryptkey = $keya.md5($keya.$keyc);
$key length = strlen($cryptkey);

$string = $operation == 'DECODE’

2295

)

.'1", sys_auth($v,

:load_config('system', 'cookie_path'), pc_base:

"ENCODE ',

ELTIY

"ENCODE', $key = "'

:load_config('system',

'DECODE*
substr(md5(microtime()), -$ckey length)) : '';

: sprintf('%010d', $expiry ? $expiry + time() :

= '', $time =

0) {
SYS_TIME - 3600 :
9;

9);

"auth'?true:false;

:load_config('system', 'cookie_pre').$var;

"ENCODE',

:load_config('system', "auth_key')), $time,

:load_config('system', "auth_key')), $time,

g sys_auth() BHTI0ZRY:

> $expiry = 0) {

‘auth_key'));

? substr($string, 0, $ckey_length):

? base64_decode(strtr(substr($string, $ckey length), '-_',

9).substr(md5($string.$keyb), 0, 16).$string;

:load_config('system', 'cookie_domain'), $s,

:load_config('system', 'cookie_domain'), $s,

+/'))



$string_length = strlen($string);
$result = '';

$box = range(@, 255);

$rndkey = array();

for($i = 0; $i <= 255; $i++) {

$rndkey[$i] = ord($cryptkey[$i % $key length]);
}
for($j = $i = 0; $i < 256; $i++) {
$j = ($J + $box[$i] + $rndkey[$i]) % 256;
$tmp = $box[$i];
$box[$i] = $box[$3];
$box[$j] = $tmp;
}
for($a = $j = $i = 0; $i < $string_length; $i++) {
$a = ($a + 1) % 256;
$5 = ($j + $box[$a]) % 256;
$tmp = $box[$a];
$box[$a] = $box[$]];

$box[$j] = $tmp;

$result .= chr(ord($string[$i]) ~ ($box[($box[$a] + $box[$]j]) % 256]1));
}
if($operation == 'DECODE') {

if((substr($result, @, 10) == 0 || substr($result, 0, 10) - time() > 0) && substr($result, 10,
16) == substr(md5(substr($result, 26).%keyb), 0, 16)) {

return substr($result, 26);

} else {
return '';
}
} else {
return $keyc.rtrim(strtr(base64 _encode($result), '+/', '-_'), '=");
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sys_auth($value, 'ENCODE', md5(PC_PATH. 'cookie'.$var).pc_base::load_config('system', 'auth_key"))
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1. PC_PATH
2. $var

3. auth_key
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//PHPCMS HEZLFE 77
define('PC_PATH', dirname(__FILE__).DIRECTORY_SEPARATOR);

SChr a2 WEB HERR, BHlEiRE IR AXNEREFREEEE — WEB IBZitEE, Fr=E,
PHPCMS BIFFAIRFAALY, REMTENREENZEMRGAE, thal
/caches/configs/system.php 314 :



T KSR SHA

BRHASHkE:

# [Time Memaory Function Location
1 0.0002 246:46{maink | .../ syatem,php0




# [Time Mermory Function

Location

1 0.0009 248416(Imain)( )

.../ systam php:0 e jra=

|I.:

MIEIRFEIXA auth_key ROBEEHEHE T

. AR R S FIWEBER AT
L JE Sk 22 )5 B I Cook i e B

o R R 3K Hh 22 B 1 1 L ) Cookde ) A A5 CHEVAR N 5 B
. FUBT AR IS BT H e 7 1 Cook d e I i R 457 ER AH 45

vi A W N R

« AW ULnt32_t /AT I I, AT BT T Hjauth_key
R AT IR

e i FhZade bRl

A I o key Dy 1T 1 - 3R X R 2B BRI AR

MEFBRIFIEMERE — 1R T, EKEI—MEE set_cookie() J1ZERI—1> Cookie BP
B], XPNEME PHPCMS RV R, BATBER— MM G, MM aIFEIIE
FPRAEBRAIEEDE], Ehal: phpecms/modules/mood/index.php #RY post() L

public function post() {

if (isset($_GET['callback']) && !preg_match('/~[a-zA-Z_][a-zA-Z0-9_]+%$/', $_GET['callback']))

unset($_GET[ 'callback']);

$mood_id =& $this->mood_id;

$setting =& $this->setting;

$cookies = param::get_cookie('mood_id");

$cookie = explode(',"', $cookies);

if (in_array($this->mood_id, $cookie)) {
$this->_show_result(0, L('expressed'));

} else {

$mood_db = pc_base::load_model( 'mood_model");

$key = isset($_GET['k']) && intval($_GET['k']) ? intval($_GET['k']) : '';
if (!in_array($key, array(1, 2, 3, 4, 5, 6, 7, 8, 9, 10)))

$this->_show_result(0, L('illegal parameters'));

$fields = 'n'.$key;

if ($data = $mood_db->get_one(array('catid'=>$this->catid,

‘contentid'=>$this->contentid))) {

'siteid'=>$this->siteid,



$mood_db->update(array('total'=>"'+=1"', $fields=>'+=1"', 'lastupdate'=>SYS_TIME),
array('id'=>$data['id']));
$data[ 'total' ]++;
$data[$fields]++;
} else {

$mood_db->insert(array( 'total'=>"1", $fields=>'1"', 'catid'=>$this->catid, 'siteid'=>$this-
>siteid, 'contentid'=>$this->contentid, "’

lastupdate'=>SYS_TIME));

$data[ 'total'] 1;

$data[$fields] 1;

}

param: :set_cookie('mood_id', $cookies.',"'.$mood_id);
foreach ($setting as $k=>$v) {
$setting[$k]['fields'] = 'n'.$k;
if (lisset($data[$setting[$k]['fields']])) $data[$setting[$k]['fields']] = 0;
if (isset($data['total']) && !empty($data[ 'total'])) {
$setting[$k][ 'per'] = ceil(($data[$setting[$k]['fields']]/$data[ 'total']) * 60);
} else {
$setting[$k]['per']

9;

}
ob_start();

include template('mood', 'index');
$html = ob_get_contents();
ob_clean();
$this->_show_result(1l,$html);
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public function __construct() {
$this->setting = getcache('mood_program', 'commons');
$this->mood_id = isset($_GET['id']) ? $_GET['id'] : '';
if(!preg_match("/"~[a-z0-9_\-]+$/i",$this->mood_id)) showmessage((L('illegal_parameters')));
if (empty($this->mood_id)) {



showmessage(L('id_cannot_be_empty'));

}
list($this->catid, $this->contentid, $this->siteid) = id_decode($this->mood_id);

$this->setting = isset($this->setting[$this->siteid]) ? $this->setting[$this->siteid]
foreach ($this->setting as $k=>$v) {

if (empty($v['use'])) unset($this->setting[$k]);

}
define('SITEID', $this->siteid);
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req:
GET /index.php?m=mood&c=index&a=post&k=1&id=nqtest HTTP/1.1
Host: phpcms

Connection: close

res:

HTTP/1.1 200 OK

Content-Type: text/html; charset=utf-8

Connection: close

Set-Cookie: xHifh_mood_id=09a5aQTLUUxyVdgD66CHWOSEbFrKPOZtaxs1T11tBrvn4z2Xx
Content-Length: 1000

(%)

: array();
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<?php

function sys_auth($string, $operation = 'ENCODE', $key = '', $expiry = 0) {
$ckey length = 4;
$key = md5($key != '" ? $key : pc_base::load_config('system', "auth_key'));



$keya = md5(substr($key, 0, 16));

$keyb = md5(substr($key, 16, 16));

$keyc = $ckey length ? ($operation == 'DECODE' ? substr($string, 0, $ckey length):
substr(md5(microtime()), -$ckey length)) : '';

$cryptkey = $keya.md5($keya.$keyc);

$key length = strlen($cryptkey);
$string = $operation == 'DECODE' ? base64 decode(strtr(substr($string, $ckey length), '-_', '+/"))
: sprintf('%010d', $expiry ? $expiry + time() : 0).substr(md5($string.$keyb), 0, 16).$string;
$string_length = strlen($string);
$result = '';
$box = range(@, 255);
$rndkey = array();
for($i = 0; $i <= 255; $i++) {
$rndkey[$i] = ord($cryptkey[$i % $key length]);
}
for($j = $1i = 0; $i < 256; $i++) {
$5 = ($j + $box[$i] + $rndkey[$i]) % 256;
$tmp = $box[$i];
$box[$i] = $box[$]];
$box[$j] = $tmp;
}
for($a = $j = $i = 0; $i < $string_length; $i++) {
$a = ($a + 1) % 256;
$3j ($j + $box[%$a]) % 256;
$tmp = $box[%$a];
$box[$a] = $box[$7];

$box[$j] = $tmp;

$result .= chr(ord($string[$i]) ~ ($box[($box[$a] + $box[$]j]) % 256]1));
}
if($operation == 'DECODE') {

if((substr($result, @, 10) == 0 || substr($result, 0, 10) - time() > 0) && substr($result, 10,
16) == substr(md5(substr($result, 26).$keyb), 0, 16)) {
return substr($result, 26);
} else {
return '';

¥
} else {

return $keyc.rtrim(strtr(base64_encode($result), '+/', '-_'), '=');



}
}
function random($length, $chars = '0123456789"', $seed) {

$hash = "'

$max = strlen($chars) - 1;

mt_srand($seed);

for($i = 0; $i < $length; $i++) {
$hash .= $chars[mt_rand(0, $max)];

}

return $hash;

}
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Testing seed 9985
Testing seed 9986
Testing seed 9987
Testing seed 9988
Testing seed 9989
Testing seed 9990
Testing seed 9991
Testing seed 9992
Testing seed 9993
Testing seed 9994
Testing seed 9995
Testing seed 9996
Testing seed 9997
Testing seed 9998
Testing seed 9999
Testing seed 10000
seed: 10000
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function random($length, $chars = '0123456789"') {
$hash = '';
$max = strlen($chars) - 1;

mt_srand(10000);
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$hash .= $chars[mt_rand(0, $max)];
}

return $hash;

}
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