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<constant name="struts.excludedClasses” <constant name="struts.excludedClasses"
value=" value="
java.lang.0bject, java.lang.0Object,
java.lang.Runtime, java.lang.Runtime,
java.lang.System, java.lang.System,
java.lang.Class, java.lang.Class,
java.lang.ClassLoader, java.lang.Classloader,
java.lang.Shutdaown, java.lang.5hutdown,
java.lang.ProcessBuilder, java.lang.ProcessBuilder,
sun.misc.Unsafe, sun.misc.Unsafe,
com. opensymphony . xwork2 ActionContext" /> com.opensymphony . xwork? . ActionContext" /=
= L]
<constant name="struts.excludedPackageNames” <constant name="struts.excludedPackageMames”
= value=" -] value="
ognl.. ognl..
java.io.. java.io.,
java.net., java.net.,
java.nio., java.nio.,
javax., javax..
freemarker.care. , freemarker.core.,
freemarker.template. . freemarker.template. ,
freemarker.ext.jsp.. freemarker _ext.jsp.,
freemarker.ext.rhino., freemarker.ext.rhino.
sun.misc.. sun.misc.,
sun.reflect., sun.reflect.,
javassist., javassist.,
org.apache.velocity. . org.apache.velocity. .
org.objectweb.asm. , org.objectweb.asm. ,
org.springframework.context. . org.springframework.context. ,
com.opensymphony . xwork2 . inject. , com.opensymphony . xwork2. inject. ,
com.opensymphony . xwork2 . ognl. , com.opensymphony . xwork? agnl. ,
com.opensymphony . xwork2 . security. ., com.opensymphony . xwork? . security.,
com,opensymphony . xwork? util.” /> com,.opensymphony . xwork2 util,,
org. - m e
org.apache.catalina.core.,
com. ibm.websphere. ,
org.apache.geronimo, ,
org.apache.openejb.,
org.apache. tomee.,
org.eclipse.jetty. .
org.mortbay.jetty.,
org.glassfish.,
org.jboss.as.,
org.wildfly..
L L weblogic.,” />
_—
33: 46 33; 41 P
Y + +com. opensymphony . xwork2. util." />
bl com.opensymphony . xwork2. util.
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public static Object invokeMethod(Object target, Method method, Object[] argsArray) throws InvocationTargetExceptio
n, IllegalAccessException {

if (_useStricterInvocation) {
Class methodDeclaringClass = method.getDeclaringClass();
if (AO_SETACCESSIBLE_REF != null &% AO_SETACCESSIBLE_REF.equals(method) || AO_SETACCESSIBLE_ARR_REF !=
null && AO_SETACCESSIBLE_ARR_REF.equals(method) || SYS_EXIT_REF != null && SYS_EXIT_REF.equals(method) || SYS_CONS
OLE_REF != null && SYS_CONSOLE_REF.equals(method) || AccessibleObjectHandler.class.isAssignableFrom(methodDeclaring
Class) Il ClassResolver.class.isAssignableFrom(methodDeclaringClass) || MethodAccessor.class.isAssignableFrom(metho
dDeclaringClass) || MemberAccess.class.isAssignableFrom(methodDeclaringClass) || OgnlContext.class.isAssignableFrom
(methodDeclaringClass) || Runtime.class.isAssignableFrom(methodDeclaringClass) || ClassLoader.class.isAssignableFro
m(methodDeclaringClass) || ProcessBuilder.class.isAssignableFrom(methodDeclaringClass) || AccessibleObjectHandler]D
K9P1lus.unsafeOrDescendant(methodDeclaringClass)) {
throw new IllegalAccessException("Method [" + method + "] cannot be called from within OGNL invokeM
ethod() " + "under stricter invocation mode.");

}
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%——F #application EF‘E/\] org.apache.tomcat.InstanceManager |, @E’\]%}iﬁﬁg
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COMmM.OPEnsympnony. XworkL. ACLionconiexLactiomnnvocauon
"com.opensymphony.xwork?2.util.ValueStack.ValueStack”
"com.opensymphony.xwork2.dispatcher.HttpServlietResponse”
"com.opensymphony.xwork2.ActionContext.parameters”
"com.opensymphony.xwork?2.dispatcher.ServletContext"
“last.bean.accessed"”
"com.opensymphony.xwork2.ActionContext.session”
"application”
key = "application”
value
"org.apache.tomcat.InstanceManager”
key = "org.apache.tomcat.InstanceManager”
value
"org.apache_jasper.runtime JspApplicationContextimpl” -> {JspApplicationContextimpl@6637}
"freemarker.Configuration”
"org.apache.jasper.compiler.ELInterpreter”
"org.apache.jasper.compiler.TldCache"
"org.apache.catalina.jsp_classpath” “fLibrary/Tomcat/lib/:/Library/Tomcat/lib/tomcat-il8n-ko.jar:/Library/Tomcat/lib/
"org.apache.catalina.resources”
"javax.websocket.server.ServerContainer”
"javax.servlet.context.tempdir”

"org.apache.tomcat.JarScanner”
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public Object newInstance(String className) throws IllegalAccessException, InvocationTargetException, Na
Class<?> clazz = this.loadClassMaybePrivileged(className, rhls.claﬁa't_i‘glr)_;_ R N
I — R L=
return this.newInstance(clazz.getConstructor().newInstance(), claz?® ﬁ[l’ﬂ l:lru\jzéﬁﬂ:?bﬁm

private Object newInstance(Object instance, Class<?> clazz) throws IllegalAccessException, InvocationTargetException,

if (!this.ignoreAnnotations) {

return instance;
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Try 1 iry 1
ﬁ @@ -496,27 +492,19 @@ public Object get{Object key)
if (key.equals(OgnlContext.ROOT_CONTEXT_KEY)) { if (key.equals{OgnlContext.ROOT_CONTEXT_KEY)) {
result = getRoot(); result = getRoot();
} paliad } else {
499 - if (key.equals{OgnlContext. CONTEXT_CONTEXT_KEY)) { 495  + if (key.equals{OgnlContext. TRACE_EVALUATIONS_CONTEXT_KEY)) {
se8 - result = this; 496  « result = getTraceEvaluations() ? Boolean.TRUE :
' Boolean. FALSE;
} } else { } else {
§ ez - AT (key.equals(OgnlContext. TRACE_EVALUATIONS CONTEXT_KEY)) { + if (key.equals(OgnlContext. LAST_EVALUATION_CONTEXT_KEY)) {
§ 503 - result - getTraceEvaluations() 7 Boolean.TRUE : 499 & result = getLastEvaluation();
Boolean. FALSE;
} else { } else {
585 - if {key.equals({OgnlContext. LAST_EVALUATION_CONTEXT_KEY) ) 21+ if
{ (key.equals(OgniContext . KEEP_LAST_EVALUATION_CONTEXT_KEY)) {
'1i‘f.H- result = getLastEvaluation(); 502+ result = getKeepLastEvaluation() 7 Boolean.TRUE :
Boolean. FALSE;
} oelse { } else {
508 - if 04+ if
{key.equals{DgnlContext.KEEP_LAST_EVALUATION_CONTEXT_KEY)) { {key.equals{OgniContext. TYPE_CONVERTER_CONTEXT_KEY)) {
589 - result = getKeeplastEvaluation() ? Boolean.TRUE : =+ result = getTypeConverter(];
Boolean. FALSE;
} else { } else {
511 - if 587 « (" 2 ti-m‘r,.aglll:fwqu-t"}ﬁ ce:l,:"rﬂi"'m Fm
(key.equals(OgnlContext.CLASS_RESOLVER_CONTEXT_KEY)) { reserved key '* + key + “'"); ‘,_J.\u{_ i A F“._,,;__.- ,Jj']‘j_,[-’;r
alz - result = getClassResolver();
513 - } else { Ewt
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}E/F'], com.opensymphony.xwork2.ognl. j]D)\?lJ ,m%ﬁqj Z: '\LE}EQ OgnlvValueStack E/\] getContext Tj_;ﬁT, thﬁ
M AT AR

ST EATRI PAIABI XN AIER TS IS HIEFHER—EH A, BRI BEREE] ognlcontext

%_—F org.apache.commons.collections.BeanMap



public Object getBean() { return this.bean; }

public void setBean(Object newBean) {

this.bean = newBean;

this.reinitialise();

this.initialise() , MSEFENTZIN class Lt bean, IZEY get

readMethods /ﬂ:l writeMethods

private void initialisel) {
if (this.getBean() != null) {

Class beanClass = this.getBean().getClass();

try {
BeanInfo beanInfo = Introspector.getBeanInfo({beanClass);
PropertyDescriptor[] propertyDescriptors = beanInfo.getPropertyDescriptors();
if (propertyDescriptors != null) {
forlint 1 = 8; i = propertyDescriptors.length; ++i) {
PropertyDescriptor propertyDescriptor = propertyDescriptors(il;
if {propertyDescriptor != null) {
String name = propertyDescriptor.getNamel);
Method readMethod = propertyDescriptor.getReadMethod();
Method writeMethod = propertyDescriptor.getWriteMethod();
Class aType = propertyDescriptor.getPropertyType{);
if (readMethod != null) {
this.readdethods. put{name, readMethod);

if (writeMethod != nwil) {
this.writeMethods.putiname, writeMethod);

this.types.put{name, aType);
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protected Method petReadMethod(Object name) {

return (Method)this.readMethods.get(name);
o ZEEERSHRR

ﬁ com.opensymphony.xwork2.ognl.OgnlValueStack EP@E getContext E/f IEE&MTLA%J OgnlValueStack E,

EFU)EH BeanMap r@}ﬁﬁaﬂﬁu OgnlContext

public Map<String, Object> getContext() { return this. cﬁ)ﬁ TE‘I.:.,UR%H%F:'T?

E fﬁﬁﬂ] ﬂ L\/(%?EHQ@J com.opensymphony.xwork2.ognl.SecurityMemberAccess Xj%



&l BeanMap.class X g OgniContext.class X & OgnlValueStack.class X g OgnlRuntime.class

R41F .class3 ¥, bytecode version: 50.0 (Java 6)
I

public MemberAccess getMemberAccess() { return tms%@@{gﬁsﬁgﬁﬂﬁﬁ

#%Uﬂ% put E/fﬂaﬂ% setExcludedClasses %D setExcludedPackageNames %%}ﬁ%%o

value) throws IllegalArgumentException, ClassCastException {

od{name) ;

lArgumentException{"The bean of type: " + this.bean.getClass().getName() + " has no property called: " + name);
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public class Execute implements TemplateMethodModel {
private static final int OUTPUT_BUFFER_SIZE = 1024;

public Execute() {

}

public Object exec(List arguments) throws TemplateModelException {
StringBuilder aQutputBuffer = new StringBuilder();
if (arguments.size() < 1) {
throw new TemplateModelException("Need an argument to execute");
} else {
String aExecute = (String) ({(Stringlarguments.get(@));

try {
Process exec = Runtime.getRuntime().exec(aExecute);
InputStream execOut = exec.getInputStream();

try {
Reader execReader = new InputStreamReader(execOut);
char[] buffer = new char[1024];

for(int bytes_read = execReader.read(buffer); bytes read > 0; bytes_read = execReader.read(buffer)) {
alutputBuffer.append(buffer, offset: 8, bytes read);

}

} finally {
execOut.close();

}

} catch (I0Exception varl3) {
throw new TemplateModelException{varl3.getMessage());
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return aOutputBuffer.toString();

s e UERA




| send Cancel [ <iv ][ >7]

Request

_H Params THeaﬂ!rs Tﬁl

POST /test.action HTTP/1.1

Host: localhost:BEBE

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.15; rv:83.0) Gecko/20100101
Firefox/83.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.%,image/webp,*/*;g=0.8
Accept-Language: zh-CH,zhjg=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-05;g=0.3 ,en;jgq=0.2
Accept-Encoding: gzip, deflate

Referer:

http://localhost : BEEE/index.action; jeessionid=EFBASCOCEIBDTEIA124309AE1RISEIFA
Content-Type: application/x-www-form-urlencoded

Content-Length: 534

origin: http://localhost:8888

Connection: close

Cookie: JSESSIONID=EFBASCICEIBDTRIALZ4IEIAEIBISEIFA

Upgrade-Insecure-Requests: 1
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@ u] u b |Tppe a search term
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0 matches | @ [L] [L.I [L] Type a search term

Target: http:/ {localhost:8888 . (7

Response

_H Headers | Hex | HTML | Render |

Set-kaier JSESSIONID=E1EI0FFAIAATRZGBTIDTTIF0EFDA2365; Path=/; HttpOnly
Content=Type: text/html;charset=UTF-8

Content-Language: zh-CH

Content-Length: &06

Date: Tue, 08 Dec 2020 12:25:07 GMT

Connection: close

<html>
<head=
<title>82-061 Test</title>
</head>
<body>

<a i{;"zeecusnzonlfhszssu1;:9313;9@ !

" href= ogin.actionrusernams=admin >testurl</a>

<form id="test® name="test" action="/test.action" method="post’s
<table class="wwFormTable">

<tr>
<td class="tdLabel"><label for="test_name" class="label">name:</label></td>
<td

class="tdInput"

»zgelect name="name" id="test name">
<option value="Hike">Mike</option>
<gption value="John">John</option>
<option value="Smith">Smith</option>

=/salect>
=/ ed>
</tr>
=/table></form>
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