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[E42EF  unicastRef.ref#invoke HYNLIF/E RegistryImpl_Skel#dispatch F:

var8 = var2.getInputStream
var7 String)vars.readObjec

IL- -||_ ass |"ll Q T.-F ouna

var2 PeleaselnputStPeaw_J
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fil %  UnicastRef.ref#invoke HYVEAN:
public void hello() throws RemoteException;

FULAN T & evilServer,
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Lease dirty(0bjFID[] varl var2, Lease varg RemoteException

aCall vars newCal operations, opnum: 1, hash:

ObjectOutput varé

v @ ep = {TCPEndpoint@1131} ... toString()
= "127.0.0.1"

vard. writel

TOF

LU

ref.invoke[vars

Connection var7 StreamRemoteCall)vars) .getConnection
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p3: Evil Server {EF
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XNEENY “Client g RN IGE" #H1T—ENDHT, IERBEELDE ysoserial exploit/IRMPListener AIYEFRRRN
BRIERFEII payload, HHEIBRE—TXENTFT, XTREFT FXE1H,

p4: Server A& RFFIt payload2

1%%E p3 BUMAE, BRI unicastRef#invoke , EIFH T StreamRemoteCall#executeCall , X PREERIHRUIT:

}

varl 2484 evilServer &FRHFUER FIILAORN, B2 2 TeEd NRFIIMt., B RMI Server 1EIX 2R IR[EIHY
. BIX p3 158y “ysoserial exploit/IRMPListener HASTEFHFEELER/FIE payload, HEIRE— T X#HF 70 “ HL
PaEX FT,

Server £ Client 1% evilServer BRI BIRE FitFilter , PIAEIXTMERFEELE BT R F5IMt, payload
I

£ jdk8u242-be7 X—IRAE, ALK dispatch() FHAEEIE readobject() RFFIMN Client InEiE, mExKH
readstring() FIETUE R T BEXRFIIN. ELIRE
(https://hg.openjdk.java.net/jdk8u/jdk8u/jdk/file/034a65a05bfb/src/share/classes/sun/rmi/registry/Registryimpl_
Skel.java)
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caze 2: /7 lookup(String)
{
java lang String fparam String 1;
trw {
ObjectInputStream in = (ObjectInputStream)call. getInputStream();
fparam String 1 =
SharedSecrets. getTavalbjectInputStreanBeadString|). readStringing;
} catch (ClassCastException | I0Exception ) {
call. dizcardFendingRef=();
throw new java rmi. UnmarshalException(”error unmarshalling arguments”, e);
b finally {
call. rel eazelnputStreant);

h
java rmi. Remote $result = server.lu:--:-]:upl:$param_5tring_1:|;
try {
java 1o.0bjectOutput out = call. zetResultStream(true);
ont. writelbject ($result);
} ecateh (java io. I0Exception o) {

throw new jawa rmi. MarczhalExeception! error marshalling retuwrn”, e);

h
break;

(https://shs3.b.gianxin.com/attack_forum/2021/09/attach-9fd262ddad4f7ebdf1fc25dee4cd9a903ade0245.png)

FRUAB RIS, ERTA@IY Client i B 1% & 1% payload %3 Registry I TIE 7.
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AT -RMUR A B3 T LR i 7
BT RMIBER, FrBEHIENREERIMER, AL Client Il & FFIC R EH N BN,
Z3H9 Demo ® Server UsEIAIXAY Demo, Client TmfCRBanT:

import java.rmi.RemoteException;

YR 2T —T lookup() 2fE, Debug VIR PILA&IN, £ sun.rmi.registry.RegistryImpl_Stub#lookup 4b, 15K
58 Registry @R B{EEIREHTRFFIML:

import java.rmi.server.UnicastRemoteObject;
BIX DB Registry RIS G517 Registry QA BIREGEIREIRY, 0B EXXELEHIE, X—80EED.

Tj_: sun.rmi.registry.RegistryImpl_Skel#dispatch ‘:F‘ switch() FIHfT T Client Wﬁﬁ%ﬂl\] opnum E, T%E%QD—FI

B/a Reigstry I BXLEXS %G &L Client, 52— RMI  lookup() &K,

DITIERIA, Registry i) Remote Objectsiz FIZEH RemoteCall RN ZRHIERA, BHHNBEHE—EE Registry
i, ABENEPTER lookup() i Registry imhY Client ES# I IE?

FaSE 22X, ysoserial FIRLE—IU exploit/IRMPServer B9 exp, BINXE T ERITIY” 1ER Client iGHY
RGQISU\/”O AT EFT Client il FIM RHFNEE sun.rmi.registry.RegistryImpl_Stub#lookup |, iiks=as

sun.rmi.transport.StreamRemoteCall#executeCall FERE:

public class MyRmiServiceImpl extends UnicastRemoteObject implements MyRmiService {
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public MyRmiServiceImpl() throws RemoteException {
FA, = RMI Client IsXS exploit/IRMPServer FT/EHI RMI Server &2 RMI1EK, B &,

EEAR Client Im=#X Server n/3T, FBBBLAIA RMIFIER TR ZSFAEMRKHIRIXLIE? NEXREBEE,

Mt 28], oIt ysoserial B9 exploit/JRMPListener 23 DUBFZEENNL,

ysoserial — exploit/RMIRegistryExploit
1Z Exp 27F main() X RMI Registry #17 1ist() #1E:
3

m list() %‘T%T/E/z_%l@ﬂ% UnicastRef#invoke f@ﬁ\iﬁﬁﬁ,ﬁﬁﬁ‘%ﬁﬁﬁzéﬂﬁ’@liem ﬁﬁuﬁ%}i&}?ﬁﬂﬁliﬁ” ':F‘ Client ﬁﬁmﬁ%ﬁ}T
FOVEFEEE, PTLAIZ Exp T77E4E Server Um & bl 89X,

M1/ R A

RmiTaste
ZIT BINE#tan T, ImERN ReadMe ELIRAIREBRE 1!
https://github.com/STMCyber/RmiTaste (https://github.com/STMCyber/RmiTaste)

TEEHTF RMI BREZACERNI N FT =+ REEZEEE/MHEZ T B B2 Qoner UF 4l
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L=</ ] Puvit JIXZJH JI/INRIN TIATTIITHAA Y o I U AN T I 1) VAL AL L 48 1N N vl /2N 1Y o

connect &

ZERIVETIRNBMESFE RMIEIRSS, ERDRIEZ(ER T RegistryImpl_Stub#list SEIR:

maO.rmitaste.rmi.RmiTarget#getRegistryUnencrypted

(https://shs3.b.gianxin.com/attack_forum/2021/09/attach—f47e7a9a16e81becd?22e1e597d61737671351e8c.png)
RIS RIT,  list() RIERARS{FEA UnicastRef#invoe , ZRM S Client It &I IE,
e B X IE B A

public void hello() throws RemoteException {

HtiR=

RmiTaste FOEMAED, (enum. attack. call) #IEE(EH Enumeratetconnect H1TIEAE . MZEIETFE X ONTRIMAE
ERFTRIEEF S, AFA, RmiTaste TEMEARKEIRINEG, Ba)7% RmiTaste EEKE ysoserial, FrAFA]5
20U RmiTaste 1 &M xFIMtEE,
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rmiscout
ZT EIMEMUN T, BN ReadMe ELIGMIEFRE T
https://github.com/BishopFox/rmiscout (https://github.com/BishopFox/rmiscout)
TEREE RMI RS, BNEN NG EER ., T2V EHFEE RMI Remote Object MR FFIM.,

rmiscout BIFTEIET (Wordlist. Bruteforce. Exploit. Invoke. Probe) #EZE(FH RMIConnector#RMIConnector XY
RMI &iciER:, 0B EREEA RegistryImpl_stub#list , BUEIRI1ZA /A5 Client int & FIIMH KT,

pressWarnings("unchecked")
RMIConnector(String host,

host
.allowlUnsate
.signatures

sActivationServer:

.registry lacateRegistry.getRegistry(host, port);

regNames registry.list();
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. ~at g
pTion L._!__.I..I 1

(https://shs3.b.gianxin.com/attack_forum/2021/09/attach—1a42b038580523e349290eef16fe1d9ch2b0def4.png)

Bl /2 il

HMAIBEBIRERFIIHCERE / BRENAHIN, HBRECH Payload lINAZEBA=RFIIMER Server &K
A9 payload,

$E—, BIE— java.security.policy S{F, #F:
policy.txt

System.out.println("[Server] hello");

E_ 4, T LA/ java.security.manager , I87E policy X4, 1RE&FIIM Filter, serialFilter AYEZERT
REEZEITIRE, JNZEN —ERFIMCHERIE,

NEDERMXER URLDNS (SIERR, PREABELEFFIMEAYZEA java.net. URL

WTFIE®ER RMI RS, BT ERFEA:
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name[@] = m
class = MyRmiServer
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ST RMI Server, BT RFFIME Filter B9HLEHI, AIX TEFITRI.

| Get SubDomain || Refresh Record

pxdbi3.dnslog.cn

DNS Query Record IP Address Created Time

(https://shs3.b.qgianxin.com/attack_forum/2021/09/attach—f6b0191d11224337e1c0e6a83c0241776c0fele’ . png)

ERNER RMI Server BIARINRIP, B R H:
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| Get SubDomain H Refresh Record

pxdbi3.dnslog.cn

DNS Query Record IP Address Created Time
p3.pxdbi3.dnslog.cn ) 2021-09-13 15:19:44
p3.pxdbi3.dnslog.cn L 2021-09-13 15:19:44
B cmder - O ped

java.security.policy=

, RMI-SSL, or RMI-IIOP

(https://shs3.b.qgianxin.com/attack_forum/2021/09/attach—
548d05ce3c3119ac35e4cab5101022db64658908.png)

%1% Java RMI Registry 22 8 (https://www.anquanke.com/post/id/197829)
ysoserial JRMP tEXERSHT (Z) — payloads/JRMPClient & exploit/JRMPListener (https://xz.aliyun.com/t/2650)
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AccessController (https://docs.oracle.com/javase/8/docs/api/java/security/AccessController.html)

serialization—filtering (https://docs.oracle.com/javase/10/core/serialization—filteringl.htm)
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