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javascript:void(0);

frida E—1Mt+o0BAKNIE, EAFEICE—RNAET, EEREZTERENGISHEA.

RIEEX— APP HIToHBNIIES, £ frida SR T 7. hook MAE. BEUIME ., MNSHEIRIE, TURE—FERST, BE+THEE
X, ZETRZ, Sla‘ frida NIERNZEREEDLRSTAL, ERIPRXRIHRSZERMIEEFS frida BWESHEF. (BESLBIKTXAX,
PIZRIRERA T,

frida NIMIXEMAZRT , WIRELBREMBIIANIMKFT, RBEEFEEXENF—R—REIN., FER—TRERKMRERAI, SEHTER
At TEAR L OSHIBEERIRE.

FFoA python3.7 Eiz pip install frida #1 pip install frida-tools—E-7E Running setup.py install for frida ... - 7, RGHIBRIFRNER
F https://pypi.org/project/frida/#files & frida-xx.x.xx-py3.7-win-amd64.egg, FiEEHZIZERpythonERAY \Python37\Lib\site-packages i,

RIEIEIXTRAY frida-tools frAspip3 install frida-toolsH{TRIA =%, MMERAXE, HITHSAESEfrida-xx.x.xx-py3.7-win-amd64.eggff
X -<7ERunning setup.py install for frida ... -itt75, BTLURYE &% HEARFIMTHENAY frida-tools fRA,

RIE python3.7 &% easy install, #ifTeasy install frida-xx.x.xx-py3.7-win-amd64.egg, BPAI{E python & import frida7,

—. ApplEBEDHT

XE2— M UEIRE APP, EEEESIMENMCCTVRAIELSEN, HEitt=hE2—LE=8H1

HEWA, BRERMNIBATELAN RS 0", RABAAEER, BNSFTAL, EEAWELIE". "EXIE2"EARTERDH
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MAABERNE—RIN=E, EMHEBFERDHEE, REXEEANEM-BERHE—HEATHE. HELH. A% OMENAIF HEL
HFEBEDR, WBAXE—TIERIAPP,
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ESRERSEmE, aJLASE Vip #0 #24.

< IREXAR 72

Mg EVIP

REZIEHBEWAKLKILIT 360 %, FEMERA CharlesiiAZEI®, FHAF%ER firda [REEE DEX X4, M RAFEBHR,

. BR5S

AR frida —EKERSS, HBA1=RA frida EHThE, XERNEREFEA frida-unpack (https://github.com/dstmath/frida-unpack) ,
>> 1. XFfrida-unpack

firda-unpack [RIEZF/Afrida hook libart.sofrfJOpenMemoryfiL, EFIRNEFESHdexf9ittit, tEHdexXERNXN, NREHIEdexSH, F
MNTUEERB AR OpenMemory.js XHHRRIDE B EWME 77,

'use strict’';
/ %k k
* UL L Y i



* gndroid os: 7.1.2 32bit (64177552 ¢0penMemory /)% %)

* legu: Llibshella-2.8.s0

* 360:Libjiagu.so

*/
Interceptor.attach(Module.findExportByName("libart.so",
"_ZN3art7DexFilel@0penMemoryEPKhjRKNSt3__112basic_stringIcNS3_1l1lchar_traitsIcEENS3_9allocatorIcEEEEjPNS_6MemMapEPKNS_100atDe
xFileEPS9_"), {

onEnter: function (args) {

//dex &45 17 &

var begin = args[1]

// 77 Hmagic

console.log("magic : " + Memory.readUtf8String(begin))
//dex fileSize it

var address = parseInt(begin,16) + 0x20

//dex K

var dex_size = Memory.readInt(ptr(address))
console.log("dex_size :"
//dump dex #l/data/data/pkg/ HF T

var file = new File("/data/data/xxx.xxx.xxx/" + dex_size + ".dex", "wb")

+ dex_size)

file.write(Memory.readByteArray(begin, dex_size))
file.flush()
file.close()
s
onLeave: function (retval) {
if (retval.toInt32() > 0) {
/* do something */



1)

>>>> 2, frida-unpack{EEIRERBRER
1&H

firda-unpack BfERGZEIBER README.md Fr, HEhF&EZFOpenMemoryISHEZFR, FKAITE /system/lib 3 Z libart.so 5, AT LAEH
IDA 2Xf57E Exports BAORRIERTHES.

| Exports

Name Address Ordinal

art::DexFile: :OperMencry (uchar const#, uint, std::  1::basic string<char, std= 001EBACO
¥ art::DexFile: :OperMemcry (std::__1::basic_string<char, std:: char_tralts O01EBCZ0

® |Openﬂemory
Line 1 of 2

LUHU {00 | EOHLY

LOAD:0B1EBACO ; art::DexFile::OpenMemory(unsigned char const=, unsigned int, std::__1::basic_string<char, std::__1::char_traits{char>, std::__1::alloc
LOAD : 08 1EBACH public ZNSartTDaxF:laieopanHOlurgEPKh]RKNSts 112ba9:.e str)ngIcNSS 11char_ tra:.tsIcEENSS BallocatorIcEEEEJPNS SHomHapEPlﬂ
LOAD: 881E8ACE |

LOAD :881EBACH : DATA XREF: LOAD:@QB1ASFC t o

BAREARFEIESHR README.md E5+5EHBZE, MR LEFHMEEENTRY, EREREERNMMREZHR TER. .

XE AR TR RRETIERTT =,

KeyError #7%5

BAERERETHINEIRZ KeyError: 'payload’, EEHEIRBBIT.



RiERT™IRE 'payload' XA key, AN LE—E print(mesaage) & message EFJEIHK, &KW message B2—1FH, {'type': 'error’,
‘description’: "TypeError: cannot read property 'readU8' of null”, 'stack’: "TypeError: cannot read property 'readU8"' of null\n at
[anon] (../../../frida-gum/bindings/gumjs/duktape.c:56648)\n at frida/runtime/core.js:386\n at /script1.js:29", 'fileName':
'/_frida.js', 'lineNumber': 1480, 'columnNumber': 1}, BEMLIKE 'payload’ X key, HEFLIEZRIZEE R error’,

HAIEFHE— on_message BT,

def on_message(message, data):
if message['type'] == 'send':
base = message[ 'payload'][ 'base’]
size = int(message[ 'payload']['size'])

print(hex(base), size)



elif message[ 'type'] == 'error':
for i in message:
if 1 == "type":
print("[*] %s" % "error:")
continue
if type(message[i]) is str:
print("[*] %s" %
i+ ":\n {0}".format(message[i].replace('\t",
else:
print("[*] %s" %
i+ ":\n {0}".format(message[i]))
else:

print(message)

BITRRXNMRIBNERERT , BEXHR THAVE-,

)



j: /data/data/com.cz.babySister
error:
description:
TypeError: cannot read property 'readu8' of null
stack:
TypeError: cannot read property 'readus’ of null

at [anon] {..H..f..ffrida—ﬂumfbindingafgumjsﬁduktape.E:Sﬁﬁdﬁj

at frida/runtime/core.js:3
at /scriptil.js:29
fileName:
/ frida.js
lineNumber:
1488
[*] columniumber:
1

RBERERNMA, MERETHE js MBHN&RE—1T, MREHITERE https://bbs.pediy.com/thread-250815.htm XM FEEEEI—PAER

FiModule.getExportByName&#zModule.find EXportByN amefl=BHIEANRERE Y, =i js CBFERANRABEEFRNRERAT
RRiB KR .



Error: libart.so: unable to find export ' ZN3arti13DexFileloader1@0OpenCommonEPKhjsS2 j
stack:

Error: libart.so: unable to find export '_ZN3arti3DexFileloader1@0penCommonEPKhjs2_j

at frida/runti

at /scripti.js:2
fileName:
frida/runtime/core.js
lineNumber:

231

columnNumber:

1

ALABEIEIREREAE libart.so FAEEEY OpenMemory NSHRHEKETE, XMHoFE, i
R E 2 AU ERFTENH KB EBIRE OpenMemoryhd,

JBE frida FIAXIEARES liart.so BISH

3

import frida

import sys

jscode =

var exports = Module.enumerateExportsSync("libart.so");

for(var i=0;i<exports.length;i++){

send("name:"+exports[i].name+" address:"+exports[i].address);



def on_message(message, data):
if message['type'] == 'send':

print("[*] {0}".format(message[ 'payload']))

process = frida.get_usb_device().attach("com.cz.babySister™)
script = process.create_script(jscode)

script.on('message’', on_message)

script.load()

sys.stdin.read()

HNRMEEN, XM+DILARRT, ReEBBINDIET RIR,

2 matches

BT LAERIER OpenMemory RERIMNERY, EIERIZIE TEHE hook XNMBILESEAR, EE4L(FH new NativePointer #i—T, 7
2O, +oRaE.

XEEERHENER OpenMemory.js {3,

src =

var exports = Module.enumerateExportsSync("libart.so");



for(var i=0;i<exports.length;i++){
if(exports[i].name ==
"_ZN3art7DexFilel@0penMemoryEPKhjRKNSt3__112basic_stringIcNS3_11lchar_traitsIcEENS3_9allocatorIcEEEEjPNS_6MemMapEPKNS_100atDe
xFileEPS9 "){

var openMemory = new NativePointer(exports[i].address);

}

Interceptor.attach(openMemory, {

onEnter: function (args) {

var begin = args[1]

console.log("magic : " + Memory.readUtf8String(begin))

var address = parselInt(begin,16) + 0x20

var dex_size = Memory.readInt(ptr(address))

console.log("dex_size + dex_size)

var file = new File("/data/data/%s/" + dex_size + ".dex", "wb")
file.write(Memory.readByteArray(begin, dex_size))

file.flush()

file.close()

var send _data = {}

send _data.base parseInt(begin,16)

send_data.size dex_size



send(send_data)

}s

onLeave: function (retval) {

if (retval.toInt32() > 0) {
}

})s
"""%(package)

> 3. IRFIBRTS
BMEHET, EEEait &M frida-unpack BETHRINT .

dex SHHEFEN: /c /data/com.cz.

i
v L] =1

magic : dex

size :2697284
0x9a6e5000 2697204

magic : dex




AN HEREE, TUEIERERFNEA dex X4,

lib -
20-04-11 14:39

u shared_prefs
20-04-11 1702
o 2697204 .dex
STW--=----- 2.57TM

M 5619552 dex
-TW--- - - - 5.36M

eyt JEB hET, &KI APP HUBIBIEETE 5619552.dex 7Y, EHE —LIFTR

. Hooki#{THEf7

BT RFEFNABERESMUKERSN vip RERFIEKT, AABAFEREEERST, XERBFRE FR—ROLGEBRMGE URA
ITHERNRBRERDITT.

RBEREHSCEREREAPHIEN activity FEFTRIE, FHIRBSA Userinfo Xk, ARNRENIEEEKEIXNE, Ho. vip. ZIHAR
BEFXE—RREBBEENMN getXxx () 1 setXxx () 7iEx, AEMATLBER hookT,

>> 1. 8y



5 A2 8,175 T20015 05

BHiEFANM js KB, BEME hook {£ Userinfo 2£rh getlifen () Ai%x, REMERSRERS.

var userinfo = Java.use("com.cz.babySister.javabean.UserInfo");
userinfo.getJifen.implementation = function(){

return "100000";

™A #153:100000

BE—RZ, hook RENNEEFLKMAMEXNEES LEZIRSEE, BARMR—MEURERKSHOERIBASZ, XM EREERIRNME
FBERETNEARE,

>> 2. vip

WfE vip BHER&ZILZ=E hook getlsvip () # setlsvip () iRBXWR, BAUNZERAWZ EERSSFHITEREA vip AR, RERSH[EREES
S vip AFEEE, BNIAEHRTEREKE vip, ERLEERNKERE,



=18

~1TH

+=1T8

EEAWNZBBRESRAFPNEFKET, XMoETREEASIRT, BEL js U8,

var pay = Java.use("com.cz.babySister.alipay.q");pay.b.implementation = function(){ return "9000"}

BB 2B IR T ERIBRIS S RMRIER ST INRE, REMERRS SHAEBLRERTIEK,



package com.cz.babySister.activity;

import android.os.Handler;

import android.os.Message;

import android.widget.Toast;

import com.cz.babySister.alipay.q;

import com.cz.babySister.utils.Parselson;

class g extends Handler {
g({BuyVipActivity argl} {
this.a = argl;
super();

i

public woid handleMessage(Message arg3) {
if(arg3.what != 1) {

h
else {
q ve = new qlarg3.obj);
String v3 = vB.a();
String v@ 1 = vo.b();
Parselson.pasePay(v3);
if(ve _l.equals(™"9@e0™)) {
Toast.makeText(this.a, "x&#x2", @).show();
BuyVipActivity.a(this.a, BuyVipActivity.a(this.a), "");
I}
else {
Toast.makeText(this.a, "x&Es®", 0).show();
¥
¥

X#F hook ZRWLRZEERTLARY.

VIP3656%

>> 3. android id

android_id REREBERENE, REFEIERN—N6AHUNETF, AEXNMFLU6HEHBIFFBENFNRFTR, XM RAFHINFHFEHRZE
android_id, HiRFRwipe/FIZEEHEE.



BRAFMNTAE hook XAME, BERAFRAKTMATHAIKSEHMI 7. . 28, MEKET, MEAKHERAREINEIMISHAEETIRLERT
HIARMSMERE T, ARR—MEURERIEMNIKSHXATLUIET.

EAEREMRREE T frida f1 Charles RIERZETHINDIT TR, FMEERMIUSREFREET, KT TATATEET. EEHEUME
CISFTENEiEMKSHIBKE, KIUTRE, EMEKELEHN—TSEHE memil, HEIXIN Java KBRELHIRT TAMIBRNAIZ
android_id, HKSHEIEFTEXTAFEMAAZENN android_id FUBREBASHLIE, XBHAE AT AR EMKS EAEBE AT HIRAY
KA,

private String () {
String vl_1;

String ve = "@";
try {
vl 1 = [settings$Secure.getString(({Activity)this).getContentResolver(), "android_id");

if(vl_1 T= nuII} {

if("".equals(vl_1)) {
return ve;

'}

return v1_1;

¥

return vi;

¥

catch(Exception v1} {
vl.printStackTrace();
return ve;

¥

return vl _1;

i)
X I & hook T—TiR[E android_id FRFERRIEE, BEKX—T, REXMEMRNEEFAT.

BELE js (818, ER—THFKE, Secure X2 android.provider.Settings BI—1"WEBE, FEAIE hook Y getString () A% Secure £
F, hook EIHMEERL" Java.use("android.provider.Settings$Secure"#iA~SiREE.



var sec = Java.use("android.provider.Settings$Secure");
sec.getString.implementation = function(argl,arg2){

return "5c80b60fclf73307";

BiTZfE, BUREREMNALUERET.

>>>> 5.2, {ERINE

{#F Charles MMARGEADNR, 1B frida! FTLUET frida & hook {£ APP #iE M ZiBERFNFUEIRIBSRORED, ARITENHKIEKFNIRMEIE
12, XtF APP MRS SFHITHIMBIBEKIFKNEBIEE—STR T .

— M ZIFRINFWEREICBBEEE—1TEF, BNIRERI P R/REEREELEXNEMATLLT.

HA15G LoginActivity {FAXD R, EHMESRFEM activity R PHREREABAKSHZBNMS, ARS8 JEB XX R5ITHEEHRHTOITE
iR, AJLKEIMNBSIERAGEHE—TRFR, FEBXRNGEE=1.



public static String a(5tring arg2, String arg3) {

try {
URLConnection v2_1 = new URL({arg2).openConnection(Proxy.N0 PROXY);
((HttpURLConnection)v2_1).setRequestMethod("POST");
((HttpURLConnection}v2_ 1} .setDobutput(true);
((HttpURLConnecticn)v2_1).setDoInput(true);
PrintWriter v@ = new PrintWriter({{HttpURLConnection)v2 1).getOutputStream());
ve.write(arg3);
ve.flush(});
((HttpURLConnection)v2_ 1}).connect()};
InputStream v2_2 = ((HttpURLConnection)v2_1).getInputStream();
argd = a.a(v2_2);
w2 2.close();
return arg3;

1

catch{Exception v2} {
v2.printStackTrace();
return null;

public static String a(5tring argl)} {

try {
URLConnection vl_1 = new URL{argl).openConnection{Proxy.N0_PROXY);
((HttpURLConnection}vl 1}.connect(};
InputStream vl_2 = ((HttpURLConnection)vl 1).getInputStream();
String v@ = a.afvl_2);
vl 2.close();
return ve;

1

catch(Exception v1} {
vl.printstackTrace()};
return null;



public static String b{S5tring arge} {

kKeyManager[] v@ = null;

try {
b vl = new b();
com.cz.babySister.c.afa v2 = new com.cz.babySister.c.a%a();
SSLContext v3 = SSlContext.getInstance("TLS™);
v3.init{v®, new XS@9TrustManager[]{vl}, new SecureRandom()});
HttpsURLConnecticn.setDefaultsslsocketFactory(v3.getSocketFactory());
HttpsURLConnection.setDefaultHostnameVerifier(( (HostnameVerifieriv2));
URLCocnnecticon ve_1 = new URL{argb)}.openConnection(Proxy.M0_PROXY);
((HttpURLConnection)ve_1}).connect();
InputStream wb_2 = ((HttpURLConnection)ve_1).getInputStream();
string vl 1 = a.a(ve_2);
vb_ 2.close();
return vl _1;

h

catch(Exception we} {
ve.printstackTrace();
return ({String)ve);

B LAERIEFER T openConnection(Proxy.NO_PROXY), Charles H#AIMARE, BNHREANNSEHEEMNSBIERK, REMNSHEZWHEIE,
RIEEA(EIT frida 3E hook FX=ANAEFTEIE k.

BiEMLE js K18,

Java.perform(function(){

/*
* RN
*/

var client = Java.use("com.cz.babySister.c.a")

client.a.overload("java.lang.String","java.lang.String").implementation = function(argl,arg2){

Send("T}R@J**********************************************“)



send("request_url: "+argl+arg2);

var response_datal = this.a(argl,arg2);
send("response_data: ");
send(response_datal)

return response_datal;

client.a.overload("java.lang.String").implementation = function(argl){

Send("'ﬁﬂ@,**********************************************")
send("request_url: "+argl);

var response_data2 = this.a(argl);

send("response_data: ");

send(response_data2)

return response_data2;

client.b.overload("java.lang.String").implementation = function(argl){

Send(":}m@,**********************************************")
send("request_url: "+argl);

var response_data3 = this.b(argl);

send("response_data: ");

send(response_data3)

return response_data3;



FERTHREEIREINE—T json HIE, HAITLIE on_message R EEMBHT—TCEHNIEITEILHR, KEMETLE json BITSHIE,
on_message REEXUT.

def on_message(message, data):
if message['type'] == 'send':

try:

print(json.dumps(json.loads(message['payload'].encode('utf8')), sort_keys=True, indent=4, separators=(', ',
"), ensure_ascii=False))
except:

print("[*] {0}".format(message[ 'payload']))

elif message[ 'type'] == ‘'error':
for i in message:
if i == "type":
print("[*] %s" % "error:")
continue
if type(message[i]) is str:
print("[*] %s" %
i+ ":\n {0}".format(message[i].replace('\t"', ' "))
else:
print("[*] %s" %
i+ ":\n {0}".format(message[i]))
else:

print(message)



HAJiz{T frida A, ARERKSER TR,

X2ERETHINZIERFNIR A EE

ERa APP It RPN SHIT—EMBZBREZWSZIAEAM=BRIRRER, LUKRXT APP BIEE.






“version": "14.3"

[*] response data:

> 5.3. {EMADronyfit&Charlesili&
FATLAEER frida TEWEINTMEoRINR, MEMAZSRMNBARET,

H 4t X HF openConnection(Proxy.NO _PROXY) 3ERMAZI &R, FHIIeTLABEIEFEA Drony KBS Charles 34, Charles #] Drony
E BN ERIRET LIS EXFRE, https://www.jianshu.com/p/1d0360e50a01 Flhttps://www.jianshu.com/p/75b3ad732183,

Drony

LOG

UL T ST ST D B '|'|_'II. T TR 1T TS T T 0.1 T°F




rer add to vpn: 19-

C rvers from android
getDnsServers from android.os.Syste
114.174.174.114
getDnsServers from android.os.SystemProperties (MOT used):
192.168.43.1
getDnsServers from wifi

rers Frnm .*.rlﬂ D‘ B 8.8

'F'HLILI
iﬂterfacehdd
interfaceAddre
interfaceAddress: , 17 09.15
interfaceAdd 128 [null]
8 [null]

lllactive net k is set with netwa ): [type: WIFI[,

state: CONNECTED/CONNEC TED,. reason: (unspecified),

extra: WiredsS5 ailover: false, available: true, roaming:

false, metered: ] linkProperties{InterfaceName: eth1
arlrl':'l?ff'fc 54"¥a'§f /64,172.17.100.15/24]

s: null MTU: O
2144 524288 1048576

addNneQarnrar add tAavnn- 171417417411 4

ON




Drony #ERMNIEMZC&E FEIRSH OFF mE—TII#RE ON BFFREITHED LogT, HMAEBHMATLAIEES] Setting WE, EEIFEFHIN
8, FKE—T Charles BIER.

MBRE RERNREHENE



Overview Contents Summary Chart Notes

Name Value

name tv_testl

pass tv_testl

key 308202d5308201bda00302010202041669d90f300d06092a864886f 704!

rightkey | 376035775
memi 1 5cB0b60fc1f73306
login login

Headers Text Hex Fgpp Raw

[
"memil”: "2020-04-117,
"memil”: "ScB0bG0fclfT33077,

"pass” : "tv_testl”,
"{ifen": 07,

“today”: "2020-04-117,
"name” : "tv_testl”,
“vipday“: 07,
"startviptime”: 07,

"endviptime”: “07,
"isvip”: "false”,
"requesteode”: 07,
“yijian”: 07

1]



oeIver
. Headers Raw
https://www. google-analytics. com

https://ssl. google—analytics. com
https://stats. g. doubleclick. net
https://api. fghrsh. net
https://www. kanzue. com : et i e s
https://passport. kanxue. com describe”: "BRFKIER, TEEH

“version : "14.37,

zhen. aliyuncs. con/apk/mov

SHEEF R AL EME TSR F002434728036",

"url”: "http://jsentv. oss—cn—shen

https://app. yinxiang. com EOEGHT: “HC,
https://accounts. google. com ischenge : “false
13 http://jsontv. oss—cn—shenzhen. aliyunes. con || }

{8 message

IR PR EE

message. txt

0 apk

-8 tvjson
weishil. txt
qital. txt
cctvl. txt

'y =)

https://ssl. google—analvtics. com

= ) [{

i https://stats. g. doubleclick. net L ) ) ) .
A hitps: //api Sghweh, ien img”: "http://jsentv. oss—cn—shenzhen. aliyunes. con/icon/cetv. png’,
i j apl. sSh. ne = x = L EF . s P =
_J https: //www. kanzue. com url”: “http://cctvalihSea. v. myalicdn. con/live/cetvl_2/index. m3uB”,

: 5 ) Cname”: “CCTVIAEE

[~} https://passport. kanxue. com name”: “CCTVIERH

wi https://app. yinzxiang. com Lot

i https://accounts. google. com "img”: “http://jsontv. oss—en—shenzhen. aliyuncs. com/icon/cctv. png”,
@ http://jsontv. oss—en—shenzhen. aliyuncs. con "url”: “http://cctvalihSca. v.myalicdn. con/live/cctv2_2/index. m3ud”,
E| ‘r‘ | message "name”: "CCTV2-If43~

message. txt e
= [4 apk
: appinfo. txt {

tvison “img”: “http://jsontv. oss—en—shenzhen. aliyuncs. com/icon/cctv. png”,

weishil. txt "url”: “http://cctvalihdca. v.myalicdn. con/live/cctv3_2/index. m3uB”,
gital. txt “name”: "CCTV-3FZ"
= 1 b A o
L4 httos://beacons. =cn. eviZ. com Foi: = B

ST LABERIRAIER frida RIELUMBHMR+5F.

>> 5.4, frida Hook /X85

import frida

import sys

import json



jscode =
function log(){

var Log = Java.use("android.util.Log");

var Throwable = Java.use("java.lang.Throwable");

console.log(Log.getStackTraceString(Throwable.$new()));

Java.perform(function(){

/*
* R
*/
var client = Java.use("com.cz.babySister.c.a")
client.a.overload("java.lang.String","java.lang.String").implementation = function(argl,arg2){
send(“}m@**********************************************")
send("request_url: "+argl+arg2);
var response_datal = this.a(argl,arg2);
send("response_data: ");
send(response_datal)

return response_datal;

client.a.overload("java.lang.String").implementation = function(argl){
Send("}[ﬂ@**********************************************")
send("request_url: "+argl);
var response_data2 = this.a(argl);
send("response_data: ");

send(response_data2)



return response_data2;

client.b.overload("java.lang.String").implementation = function(argl){
send("}m@**********************************************")
send("request_url: "+argl);
var response_data3 = this.b(argl);
send("response_data: ");
send(response_data3)

return response_data3;

/*

* hook UserInfolZitiisy, MBI — IR 7o AL 3R 55 2% B8
*/

var userinfo = Java.use("com.cz.babySister.javabean.UserInfo");
userinfo.getJifen.implementation = function(){

return "100000";

}
/*
* hook BB MM, SZATRIGAL Bk 2l
*/

var pay = Java.use("com.cz.babySister.alipay.q");
pay.b.implementation = function(){

return "9000"



/*

* Bivip HIE S, RS R 72K St %android_id, hookfZifandroid_id
*/

var sec = Java.use("android.provider.Settings$Secure")
sec.getString.implementation = function(argl,arg2){

return "9774d56d682e549a3"

})s

def on_message(message, data):
if message[ 'type'] == 'send':
try:
print(json.dumps(json.loads(message[ 'payload'].encode('utf8')), sort_keys=True, indent=4, separators=(', ',
'), ensure_ascii=False))
except:

print("[*] {0}".format(message[ 'payload']))

elif message['type'] == 'error':
for 1 in message:
if 1 == "type":
print("[*] %s" % "error:")
continue

if type(message[i]) is str:



print("[*] %s" %
i+ ":\n {0}".format(message[i].replace('\t"', ' "))
else:
print("[*] %s" %
i+ ":\n {0}".format(message[i]))
else:

print(message)

process = frida.get usb_device().attach('com.cz.babySister")
script = process.create_script(jscode)

script.on('message', on_message)

script.load()

sys.stdin.read()
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public static String a(Context arge, String arg?) {
String v8 = null;

try {
String vl =
String w2 =
String w3 = a.afarge);
String v6_1 = a.b{args);

StringBuilder v4 = new StringBuilder();
vd.append(“file=readfileffilename=");
vd.append(arg?);

vd.append (" &name=");

vd.append (vl);

vd.append ("&memil="};

vd.append(v2);

w4, append(“&key=");

vd.append(v3);

vd.append ("&rightkey="};
vd.append(ve_1);

return a.a("http://39.108.64.125/WebRoot/superMaster/Server™, vid.toString()});

1

catch(Exception ve)} {
vB.printStackTrace();
return ve;

BIFANHEKSEE, memil BMNBIEEIRIEE android_id, MRKSHINIE, XMEES—EFRNANEZR, HHE

AR T .

arge.getsharedPreferences("userInfo”, @).getString{“"name”, v@);
SettingsfSecure.getString(arge.getContentResolver(}, "android id"};

L.
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public static String a(Context argd) {

try {
Signature[] v4_1 = argd.getPackageManager().getPackageInfo(argd.getPackageName(), @x40).signatures;
StringBuilder v@ = new StringBuilder();
int vl = w4 1.length;
int v2;
for(v2 = 8; v2 < vl; ++v2) {

v@.append(v4_1[v2].toCharsString());

¥

return v8.toString();
catch({PackageManager$NameNotFoundException wv4) {

vd. printstackTrace();

return "

BET right_key £maIMEE, TLURIMEBRBABIER X509Certificate FEFIS.

public static String b{Context arg5) {
Iterator v@ = args.getPackageManager().getInstalledPackages(@x4@).iterator();
while(w@.hasMext()) {
Object vl = wB.next(};
if(!((PackageInfo)vl).packageName.equals(args.getPackageName())) {
continue;
¥

try {
CertificateFactory v2 = CertificateFactory.getInstance("X.509");
ByteArrayInputStream v3 = new BytefrrayInputStream(((PackageInfo)vl).signatures[@].toByteArray());
Certificate vl_2 = wv2.generateCertificate(((InputStream)v3));
v3.close();
string v5 = ((XS@9Certificate)vl_2).getSerialNumber().toString().trim();
return v5;

catch(Exception v1_1) {

vl _1.printStackTrace();
continue;

¥

return "123";

UARILEMK SN +oER, FI=DRMNTUBENE, ERNEEEN.
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public void run() {
SharedPreferences$Editor v _1;
String v8 = "date";

String v1 = "name";
String v2 = "http://39.108.64.125/WebRoot/superMaster/Server";
String v3 = "name="};
String v4 = "";
long v5 = @;
try {
String v7 = MainActivity.n(this.c);
String vB8 = this.c.b();

String v9 = BaseActivity.rightkey(this.c);
StringBuilder v1® = new StringBuilder();
vl@.append(v3);

v1@.append(this.a);

vle.append("&pass=");

v1@.append(this.b); // key
vl@.append("&key="};

v1@.append(vd);
vi@.append("&rightkey=");
v1@.append(v3);
v1@.append("&memil=");
vi@e.append({v7);

v1@.append(“&login=login™);
v7 = a.a(v2, vle.tostring());
if(v7? !'= null && !va4.equals(v?)) {
List v7_1 = Parselson.parseRegisterName(v7);
if(v7_1 != null && v7 1l.size() > @) {
if(v7_1.get(@).getPass().equals(this.b)) {
v9 1 = MainActivity.l(this.c).edit();
vo_1.putLong(”shengyuday™, v5);
vO_1.putString(vl, v7_1l.get(@).getName());
v9_ 1.putString(vl, v7_l.get(@).getName());
vl = v7_1.get(@).getIsvip();
MyApplication.g = v7_l.get(0).getToday();
if("true".equals{vl)) {
MainActivity.l = true;
Myspplication.d = Integer.parselnt(v?_1l.get(0).getVipday());

else {
a.a(v2, v3 + this.g + "8vip=vip"};
¥

v _1.putString(“pass", v7_l.get(@).getPass());
vl = v7_1.get(@).getdifen(};
if(vl == null) {
goto label 186;
¥

goto label 89;
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public void run{) {
String w8 = “http://39.108.64.125/WebRoot/superMaster/Server”;

String vl = "";
string v2 = "name=";
try {

5tring v3 = BaseActivity.b(this.c}.getString("name", null};
5tring v4 = BaseActivity.b(this.c).getString("pass™, null};
StringBuilder v5 = new StringBuilder(};
vS.append{v2);
vS.append(v3);
v5.append(“"&pass=");
vS.append{v4);
int w4 1 = StringResource.querylifen(vS.toString());
if(va 1 == -1} {

return;

¥

v4 1 -= this.q;
long v5_1 = System.currentTimeMillis();
StringBuilder w7 = new StringBuilder();
v7.append(5 * w5 _1});
v7.append{vl);
String v7_1 = BaseActivity.get sign(v7.toString().getBytes());
vz =w2 + v3 + "Bjifen=" + v4 1 + "Btime=" + w5 1 + “&sipgn=" + w7 1;
a.afve, v2});
ve = a.a(vd, vi);
if(ve == null) {
return;

¥

if(vl.equals(va}) {
return;
¥

if(!ve.equals{"ok™)} {
return;

I;

BaseActivity.d(this.c).postDelayed(new b(this, w4 1), @);
b

catch{Exception w8 1} {
ve 1.printStackTrace();
¥

BLAEE sign 1R time £, FHANBIRZXERSIHIEER sign BIBIE, TURKRAREERERN base64 NE,






public static String a(byte[] 5time) {

byte w8 _1;
int w15;

if(5time == null) {
return null;

i

int vl = 8;

int v@ =

if(ve == @)
return

b

1

Stime.length * B;

wa
¥

int v2 = v % 24;

vl = 24;

int v3 = w2 =8 ? vB + 1 : vB;
char[] v3_ 1 = new char[v3 * 4];

int v4 = @;
int v5 = @;
int v6 = @;
while(v4 <

) 4

int v7 = v5 + 1;
v5 = Stime[v5];

{v8 & OxFFFFFF80) == @ ? v8 >> 6

int v8 = v7 + 1;

w7 = Stime[v7];

int v@ = vB8 + 1;

vB = Stime[v8];

byte v18 = ((byte)(v7 & 15));

byte v11l = ((byte){vs & 3));

if({v5 & @xFFFFFF80) == @) {
Ve »x= 2;

1

else {
w5 vs x> 2 ™ 8w(0;

ki

byte v5 1 = ((byte)vs);

if(({v7 & OxFFFFFF80) == 8} {
VF »x= 43

1

else {
V¥ o= vl > 4~ BxFO;

1

byte v7 1 = ((byte)v?);

int vl2 =

int v13 = v6 + 1;

char[] vi4 = a.c;

v3 1[ve]

= v14[vs 173z

: vB »» b M OxFC;
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public void run() {

String v@ = "";

int vl = 6;

try {
String w2 = BuyVipActivity.e(this.d);
String v3 = BuyVipActivity.c(MyApplication.a, this.a);
String v4 = this.d.d();
5tring v5 = new SimpleDateFormat("yyyy-MM-dd HH:mm:ss", Locale.CHINA).Tormat(new Date());
String v6 = this.d.b()};
String v7 = BaseActivity.rightkey(this.d);
StringBuilder v8 = new StringBuilder(};
vB.append(“name="1;
vB.append(this.username);
vB.append(“&endviptime=");
vB.append({v3);
vB.append("&startviptime="};
v8.append(MyfApplication.a);
vB.append("&memil="};
vB.append(v2};
vB.append("&verson=");

vB.append(v4);
vB.append(this.c);
vB.append("&viptime=");
vB.append({vs);
vB.append("&key=");
vB.append(vE);
vB.append("&rightkey=");
vB.append(v7);

v2 = a.a("http://39.108.64.125/WebRoot/superMaster/Server”, vB.toString());
if(v2 != pull && !'vB.equals(v2)) {
if("ok".equals({v2)) {
BuyVipaActivity.g(this.d).postDelayed(new k{this), @);

¥
else {
BuyVipActivity.i(this.d};
if(BuyvipActivity.h(this.d) > v1) {
BuyVipActivity.a(this.d, this.a, v@);
BuyVipActivity.a(this.d, this.username, this.a);
b
else {
BuyVipActivity.a(this.d, BuyVipActivity.a(this.d));
b
¥
return;

BRSO BIE name, endviptime, startviptime, memil, verson, viptime. key. rightkey, +% &8,
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REREARN, BMNUUENREECSE—mEREMY, SHXEEHEN memil BF2E android_id IEFEBRZHE, FERMELR. . UERERT
RABEM vip RIBKRERBEMID, ATREERS fEHHIRYIZIE.

import base64

import time

import requests

requests.packages.urllib3.disable_warnings()

class tv:
def __init__ (self):

self.root = 'http://39.108.64.125/WebRoot/superMaster/Server'

self.memil = "9774d56d682e549c"

self.rightkey = "376035775"

self.key =
"308202d5308201bda00302010202041669d9bf300d060922864886170d01010b0500301b310b3009060355040613023836310c300a06035504031303776
569301e170d31363037313830383139353952170d3431303731323038313935395a301b310b3009060355040613023836310c300a0603550403130377656
930820122300d060922864886170d0101010500038201010030820102028201010095f85892400aaed3caded9dcd838d162290ae8dd51939aac6ecfde828
2f207c4cd9e507929a279e0a361t1e4847330cb53908¢c92915b2c6a93d7064bed52d073a472093f7caldf4ab681827582fe0988e9e4bc8abea3b56001cbbb
b760f9eec571bObbc97392e65aaf08c686T0e2ba353896d48a37c36716239977bd0e4dd878025cab497d8164537aec9f6599eefb98577dce972a1lb794e21
1226520e23497beec3fd8548bb5b4d263120d40115cca28116bac32378df5033f536a0d7367fef78c587fefed28c5c9b35ba684ed6e46d9369c40950cf7a
d7236d10b7a51dfd2a81f218db72323bbd19f46947410b11911263012ad4ba81749223e37591254ee715020301000123213011301d0603551d0e041604143
d43284bd5e4b0d322c9962a5b70aad4dcbc3634300d06092a864886170d01010b050003820101000F04c51Fff7633112a011777ba2842b441b15c316373d1
eled4116cf86e29d55c6ed3fadc475251blfbafac57195dbca®l66ebe565d9834552a3758b97c4528bablf7ab82bb3a9faa932f5bc10943f3daf52e0fe58
89ffb58abbeb7ealc9a2fb37dc8aabf3af476039a467336991ad4e52dccd520195cd473eb5b984e702ed9ff638aldc3abb575a7a80ae4062084d1138a06a2



0el173be9df32df631311b07352898706198ddebaaa®l11f0da8e5+f288f7cfb77505bc943f6476d6cclfeef56b68137aad91+f23¢c4bb772169539d05653a6F0

d7517192164e822b93432213a975df677903b1667f5dcle9ddb185da3281d31bfb8f67a84bd23bbcb398f8bb637dd72"

def

def

def

"login'

def

post(self, data=None):
if data is None:
data = {}

return requests.post(url=self.root,data=data)

register(self, name, password):

ret = self.post({'name’': name, 'pass': password, 'memil': self.memil, 'key self.key,
print("Register response data: ")

print(ret.content.decode('utf-8"))

login(self, name, password ):

ret = self.post({'name': name, 'pass': password, 'memil': self.memil, 'key': self.key,
"login'})

print("Login response data: ")

print(ret.content.decode('utf-8"))

updateSocre(self,name,password,jifen):

t = int(round(time.time() * 1000))

sign = base64.b64encode(str(5 * t).encode('utf-8")).decode('utf-8")

ret = self.post({'name’ : name, 'pass' : password, 'jifen' : jifen, 'time' : t, 'sign'’
print("UpdataScore response data: ")

print(ret.content.decode('utf-8"'))

"rightkey': self.rightkey})

"rightkey': self.rightkey,

sign})



# SEMIKS

print(tv.register("mee4", "mee4"))

# ERIE

print(tv.login("meed","mee4"))

# ZIH
print(tv.updateSocre("meed", "meed","1000"))
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- End -
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