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create proc updatetable
@newname nvarchar(100)
as

set @newname = replace(@newname, '''', "'’ ) /*H5| S fESQLserver iR EE LFF*/

declare @updatestat varchar(MAX)

set @updatestat = 'update mytable set name="''"' + @newname + """’

exec(@updatestat)
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exec updatetable N'’;DROP TABLE myTable--'
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Hey there!

This site is obviously not affiliated with Apple, but rather a demonstration of a flaw in the way browsers handle
Unicode domains. This is proof-of-concept works in Chrome 58 and earlier along with all versions of Firefox.

Check out the complete bloa post by Xudona Zheng for more details on the



vulnerability.
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e NFC: Normalization Form Canonical (#{j2) Composition
e NFD: Normalization Form Canonical Decomposition
e NFKC: Normalization Form Compatibility (3£%¥) Composition

o NFKD: Normalization Form Compatibility Decomposition
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import unicodedata

string = "Leonishan"
print ('NFC: ' + unicodedata.normalize('NFC', string))
print ('NFD: ' + unicodedata.normalize('NFD', string))

print ('NFKC: ' + unicodedata.normalize('NFKC', string))

print ('NFKD: ' + unicodedata.normalize('NFKD', string))

il SN

NFC: Leonishan
NFD: Leonishan
NFKC: Leonishan
NFKD: Leonishan
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from flask import Flask, abort, request



import unicodedata

from waf import waf

app = Flask(__name__)

@app.route('/")
def Welcome_name():

name = request.args.get('name")

if waf(name):
abort (403, description="XSS!!I!l")
else:
name = unicodedata.normalize('NFKD', name) #NFC, NFKC, NFD, and NFKD

return 'Results: + name

if __name__ == "'__main__

app.run(port=5000)

SRR S AT L waf:

def waf(input):
print(input)
blacklist = [~ I @, G, s, A R R () s R T L, e e e e ]
vuln_detected = False
if any(string in input for string in blacklist):

vuln_detected = True

return vuln_detected
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