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Password Manager Pro Release Notes

Version 12.1(12101)  Hotfix 24th June 2022

Security Fixes

= Aremote code execution vulnerability (CVE-2022-35405) that allowed an adversary to exploit the host via XML-RPC
has been fixed.

= Anauthentication bypass vulnerability (CVE-2022-35404) that allowed an adversary to create arbitrary directories and
ample small-sized files in the Password Manager Pro server has been fixed.
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org.apache.xmlrpc.webserver.PmpApiServlet#doPost

public class PmpApiServiet extends XmlRpcServlet {
private Threadlocal clientIpAddress = new Threadlocal();
private String port = null;
private String avthPort = null;

public PmpApiserviet() {
T

public void doPost(HttpServietRequest request, HttpServietResponse response) throws IOException, ServletException {
this. clientIpAddress. set (ClientUtil.getRemoteIPAddress(request));

PHPAPTUTiLs. setIpAddress ((String)this.clientIpAddress.get());

this.port = " + request.getServerPort();

this.authPort = ClientUtil.getClientAuthPort();

try {
if (IFeatureRole.get ("PassuordianagenentAPI") .isEditionSupported()) {...} else if (!this.port.equals(this.authPort)) {...} else {
PHPAPIUtiLs.setErrortessage((String)null);

X569Certificate[] certs = (X509Certificate[])((X569Certificate[])request.getAttribute( = "javax.serviet.request.X509Certificate));
if (certs 1= nulD) {...} else if ("https".equals(request.getschene())) {

System.out.println("This was an HTTPS request, but no client certificate is available");
}oetse {

System.out.println("This was not an HTTPS request, so no client certificate is available");
T

Super . doPost(request, response);

} catch (Exception vari2) {
var12.printStackTrace();

i3
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org.apache.xmlrpc.webserver.XmlRpcServlet#doPost

public void doPost(HttpServietRequest pRequest, HttpServletResponse pResponse) throws IOException, ServletException
this.server.execute(pRequest, pResponse);
+
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org.apache.xmlrpc.webserver.XmlRpcServletServer#execute
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public void execute(HttpServlietRequest pRequest, HttpServletResponse pResponse) throws ServletException, IOException
XmlRpcHttpRequestConfigImpl config = this.getConfig(pRequest);
ServletStreamConnection ssc = this.newStreamConnection(pRequest, pResponse);

try {
super.execute(config, ssc);

} cateh (XmlRpcException vars) {
throw new ServletExceptien(varé);

}

(https://xzfile.aliyuncs.com/media/upload/picture/2022072
2111227-1d695fec-096¢-1.png)
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public void execute(XmlRpcStreamRequestConfig pConfig,
ServerStreamConnection pConnection)
throws XmlRpcException {
log.debug( o: "execute: -=");//NO I18N
try {
Object result;
Throwable error;
InputStream istream = null;
try {
istream = getInputStream(pConfig, pConnection);
XmlRpcReguest request = (p[:onfig, istream);
result = execute(request);
istream.close();
istream = null;
error = null;
log.debug( o: "execute: Request performed successfully");//NO I18N
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org.apache.xmlrpc.server.XmlRpcStreamServer#getRequest

protected XmlRpcRequest Eetﬁequesﬂ(final XmlRpcStreamRequestConfig pConfig,
InputStream pStream) throws XmlRpcException {
final XmlRpcRequestParser parser = new XmLRpcRequestParser(pConfig, getTypeFactory());
final XMLReader xr = SAXParsers.newXMLReader();
xr.setContentHandler(parser);
try {
SecurityManager manager=new SecurityManager();
manager .setEntityExpansionLimit(0);
Xr.setProperty("http://apache.org/xml/properties/security-manager", manager);
xr.setEntityResolver(new DummyEntityResolver());
xr.parse(new InputSource(pStream));
} catch (SAXException e) |
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getResult:36, SerializableParser
(org.apache.xmlrpc.parser)

endValueTag:78, RecursiveTypeParserImpl
(org.apache.xmlrpc.parser)

endElement:185, MapParser (org.apache.xmlrpc.parser)
endElement:103, RecursiveTypeParserImpl
(org.apache.xmlrpc.parser)

endElement:165, XmlRpcRequestParser
(org.apache.xmlrpc.parser)

endElement:-1, AbstractSAXParser
(org.apache.xerces.parsers)

scanEndElement:-1, XMLNSDocumentScannerImpl
(org.apache.xerces.impl)

dispatch:-1,
XMLDocumentFragmentScannerImpl$FragmentContentDispatcher
(org.apache.xerces.impl)

scanDocument:-1, XMLDocumentFragmentScannerImpl
(org.apache.xerces.impl)

parse:-1, XML11Configuration (org.apache.xerces.parsers)
parse:-1, XML11Configuration (org.apache.xerces.parsers)
parse:-1, XMLParser (org.apache.xerces.parsers)
parse:-1, AbstractSAXParser (org.apache.xerces.parsers)
parse:-1, SAXParserImpl$JAXPSAXParser
(org.apache.xerces. jaxp)

getRequest:76, XmlRpcStreamServer
(org.apache.xmlrpc.server)

execute:212, XmlRpcStreamServer (org.apache.xmlrpc.server)
execute:112, XmlRpcServletServer
(org.apache.xmlrpc.webserver)

doPost:196, XmlRpcServlet (org.apache.xmlrpc.webserver)
doPost:117, PmpApiServlet (org.apache.xmlrpc.webserver)
service:681, HttpServlet (javax.servlet.http)
service:764, HttpServlet (javax.servlet.http)
internalDoFilter:227, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:53, WsFilter (org.apache.tomcat.websocket.server)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain



(org.apache.catalina.core)

doFilter:76, ADSFilter (com.manageengine.ads.fw.filter)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:300, PassTrixFilter
(com.adventnet.passtrix.client)

internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:414, SecurityFilter (com.adventnet.iam.security)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:34, NTLMV2CredentialAssociationFilter

(com.adventnet.authentication)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:155, NTLMV2Filter (com.adventnet.authentication)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:118, MSPOrganizationFilter
(com.adventnet.passtrix.client)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:149, PassTrixUrlRewriteFilter
(com.adventnet.passtrix.client)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:109, SetCharacterEncodingFilter
(org.apache.catalina.filters)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:32, ClientFilter (com.adventnet.cp)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:80, ParamWrapperFilter (com.adventnet.filters)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:51, RememberMeFilter
(com.adventnet.authentication.filter)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)



doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:65, AssociateCredential
(com.adventnet.authentication.filter)
internalDoFilter:189, ApplicationFilterChain
(org.apache.catalina.core)

doFilter:162, ApplicationFilterChain
(org.apache.catalina.core)

invoke:197, StandardWrapperValve
(org.apache.catalina.core)

invoke:97, StandardContextValve (org.apache.catalina.core)
invoke:540, AuthenticatorBase
(org.apache.catalina.authenticator)

invoke:135, StandardHostValve (org.apache.catalina.core)
invoke:92, ErrorReportValve (org.apache.catalina.valves)
invoke:687, AbstractAccesslLogValve
(org.apache.catalina.valves)

invoke:261, SingleSignOn

(org.apache.catalina.authenticator)

invoke:78, StandardEngineValve (org.apache.catalina.core)
service:357, CoyoteAdapter (org.apache.catalina.connector)
service:382, HttpllProcessor (org.apache.coyote.httpll)
process:65, AbstractProcessorLight (org.apache.coyote)
process:895, AbstractProtocol$ConnectionHandler
(org.apache. coyote)

doRun:1681, Nio2Endpoint$SocketProcessor
(org.apache.tomcat.util.net)

run:49, SocketProcessorBase (org.apache.tomcat.util.net)
processSocket:1171, AbstractEndpoint
(org.apache.tomcat.util.net)

completed:104,
SecureNio2Channel$HandshakeReadCompletionHandler
(org.apache.tomcat.util.net)

completed: 97,
SecureNio2Channel$HandshakeReadCompletionHandler
(org.apache.tomcat.util.net)

invokeUnchecked:126, Invoker (sun.nio.ch)

run:218, Invoker$2 (sun.nio.ch)

run:112, AsynchronousChannelGroupImpl$l (sun.nio.ch)
runWorker:1191, ThreadPoolExecutor
(org.apache.tomcat.util.threads)

run:659, ThreadPoolExecutor$Worker
(org.apache.tomcat.util.threads)

run:61, TaskThread$WrappingRunnable
(org.apache.tomcat.util.threads)

run:748, Thread (java.lang)
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com.adventnet.tools.prevalent.InputFileParser#parse

private void parse(String str) throws Exception {

SAXParserFactory factory = SAXParserFactory.newInstonce();
factory.setNamespaceAware(true);
factory.setFeature( name: "http://javax.xml.XHLConstants/feature/secure-processing”, value: true);
factory.setFeature( name: "nttp://apache.org/xml/features/disallow-doctype-decl”, wvalue: true);
factory.setFeature( name: "http://apache.org/xml/features/nonvalidating/load-external-dtd", value: false);
factory.setFeature( name: "nttp://xml.org/sax/features/external-general-entities"”, value: false);
factory.setFeature( name: "nttp://xml.org/sax/features/external-parameter-entities", value: false);
factory.setXIncludeAware(false);
SAXParser saxParser = factory.newSAXParser();
File ff = new File(str);
if (Ff.exists) {

saxParser.parse(new File(str), dh: this);
} else {

if (Istr.startsWith("nttp://")) {

throw new Exception("License File " + str + " is invalid.");

I3

URL fileUrl = new URL(str);

HttpURLConnection confFileConnection = (HttpURLConnection)fileUrl.openConnection();
InputStream fis = confFileConnection.getInputStream();

saxParser.parse(fis, dh: this);
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