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11.3 {EM EIFfETzE, SAIXYE, REER
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1. Pthso=

Hirsos{4: libshella-2.8.1.s0

4r [ = | @ helloworld.apk\lib\armeabi - &7\ 1.3 MB

= EEER

. (ERBEF)
| |libBugly.so 93.4 KB
[ libshella-2.8.1.50 115.3 KB
|| libshellx-2.8.1.50 129.0 KB
|| mix.dex 1 KB
|| mixz.dex 1 KB

1.1, (ERIDAFTHEHRERIESR:

0x023L3 HAY

0x03sLie Fia

EER

48.6 KB

93.5 KB

109.8 KB
1KB

1 KB
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Draz a file here to disasszemble 1t

ﬂ' 2356

1 dlt #h L

*

I Unexpected attribute section format ('u'), section ignored.
5

E Output window O &8 =

e L i T e e

Detected file format: ELF for ARM (Shared object) ™
Loading processor module C:\Program Files\ID& 7.@\procsiarm.dll for arm...0K

Autcanalysis subsystem has been initialized.

Assuming  cdecl calling convention by default v

Python ¥

@ ®:00000000 Down

1 i E T

=T T1TmMTTnmT wITnne

XAHEEEXHEEsectionignore

SNRIBITHFF, WEHIBRER



A AelfSEFTLL&Esection, FRLARAIFLET LA section# 900

1.1. 1581781 F

£120K, BITIZEI, RIHREERALBNKIC R

IEF“I"" O & X 1D @ Hat=s [ @ st B EEEnmns | ] Ime @’E

Function name ™ LWD:BM%B ;
: LOAD - MM 5 - — - m e m e e e e
f| sub 1174 LOAD: ea@eeeee ; | This file has been generated by The Int
f| sub_1188 LOAD: 88000000 ; | Copyright (c) 2817 Hex-Rays, <=
f| =ub_11584 LOAD : BBB6E008 ; | License info: 48-3FE
F| sub_1140 LOAD : BBBBE088 ; | Jiang Ying, Personal
F| =ub_L1AC LOAD : B30 3 +-------------—=--c-ecmmmm— e c e m e m e o e oo
F| =ub_l1BS LOAD : eaaaaa08 :
F| sub_ 1104 LOAD:PEGAEEEE ; Input SHA256 : SF73B52E4E4BD116A4C7C34984E3
7 sub_1100 LOAD: PB@G0RE8 ; Input MDS : 53A496CEBF832384F308CCASFACT
7] sub 1100 LOAD: 286000080 ; Input CRC32 : CAAS3DAE

LOAD : 8aaa008
F| sub_11E3 . b
[ I LOAD: Geaeae88 : File Name : C:\Users\Administrator\/"EZ

(B RREEBDEIBTALsUb_xxx
1.1.2{&H010editor{E4
FJF010editor, HRBIERITFITANE

1.1.3(EREIFfRFEE, SAbtXH, ABRER




. 010 Editor - C\Users\Administrator\ELFE {0 3. ELFR{- 501 0Editor\ELFTemplate.bt

ers\Administrator\ELFRC{E8E5N 3. ELFA{4-5010Editor\ELFTemplate.bi

View Format Scripts Templates Tools Window Help
3 L.ﬂ j ___J|] F Mew Template [Hex E:ﬂ i EH
5 x| 3 H}E Open Template... Ctrl+F5
~ 2 Edit Template... Ctrl+Shife+F5 [ i1} 50 « [
g &l Run Template F5 e e o
34 1 BMP Template
34
34 2 ZIP Template
34 3 WAV Template
V| 34 IGIN <formats
> |35 .5 Edit Template List.. 155 ;
V| | Befresh 33 Cnline Template Repository... JESS?
o 3 . LENGTH:
il 353

E1f64 Xword p memsz SEGHMENT RAM LENGTH:

FEile Edit Search View Format Scripts Templates Tools Window Help
; = | ot X F - = === .

O-2-B@d 30| $TEQA OB od M« EN BB @K

YWorkspace & X] Startup ELFTemplate. bt (&
Vl Edit As: Template Fun on File: libshella—F & 1(1). =o

Name Size a 344 tly'lpleldelfl Islt:clulcltl {I I -;'I-fjll::l'_-lz B

Y e B0 (R 345 local guad off = FIell():

b wm 30 (G2) 346

y @ pe 317 P_typeEd & p type:

- L 348 p flagséd = p flags:

»
W

>l a



=r o 1= ™ W | T X g | LA sy sy —ag o ] == LUl ]
B X Startup ELFTemplate. bt = libshella—2 8.1 =o (@

Edit h=: Hex Fun Seript Fun Template

-5 F - - - - -

® Select template to run on 'libshella-2.8.1.50";

Ch\Users\Administrator\ELFEC{4E5T\3 ELFE{4- 501 0Edito \ELFTemp
BMP Template
ZIP Template

WAV Template

L W g e e gy w

MGk Hsection_header table

fEFRtoolhMandiR{ER Ihexfy00

0000n:
0010h:
0020h:
0030h: L ( 34

0040h: B 00 ac 0 [ 0 0 00 01
0050R: { S 00« 32 01
0060n:
0070h:
0080h:
0090h:

Template Rezultz — ELFTemplate. bt

w struct file

5 struet elf header

5 struet program header table
l} struct section_header table I
;

strucet dymamic_symbol_table %j’goo




t Scripts  Templates

Tools

Window Help

=y 1 T == E
B EY Caleulator.. F8 T ER i Rek
& xl St Compare Files... Ctrl+M
> Edit & Ctil+T |Jlate.]:-t [
~ Hex Operations \ 3 Assign..
CODOR Histogram... Ctrl +Ehift+T Add...
CDEOh Check Sum... Ctrl+ Subtract...
CDFOh ;
CEOOR Base Converter.. F11 Multiply...
W G
CE10h i Divide...
» CE20h Windows Calculator.. i
. : Megate...
Eresl, | CE30h Windows Notepad...
£4 | Meodulus...
Register.. Set Minimurm...
i xl Options... Ctrl+, Set Maximum...
Py
w zthruct file SR
struct elf header ]
struct prosram header tahle E“‘Ery And...
zection header table Binary Ofr. _
dumamie_symbol )
Binary Xor..

ke L 4

Binary Invert...

Shift Left...
Shift Right...




Ll
T
m

=
(=]
T
w1}
]

Assign

Add

Subtract
Multiply
Divide
Megate
Modulus

Set Minimum
| Set Maximum

Swap Bytes

-

Binary And
Binary Or
| | Binary Xor
| | Binary Invert

| | Shift Left

Shift Right
Block Shift Left
Block Shift Right
Rotate Left
Rotate Right

= S|

Binary And:

Treat Data As: Signed Byte

Operand:

Description

Does a bitwise And of eas
operand.
¥[i] &= Operand

value with the

- [«] Options
Range

() Fntire File
@ Selection

fdvanced

Endian

@ Little Endian
() Biz Endian

Operand Step: .

Shkip Bytes:

1.1.4BFAHEHMAida

Help

m—mT""
otn B

==

L]
a

\._USI



% IDA - libshella-2.8.1{chan).so C\Users\AdministratoryN2ED\AndroidiBFN\EERF-EIR%. assets\libshella-2.8.1(chan).s0

File Edit Jump Search View Debugger Options Windows Help

HE e i & ) o AQ aolE F-mm X P OO Fo debuger | %l @ §
B 1

[ * ;

Library function ll Begular function M Instruction Data Tnexpl ored External =simbol

E Functions window O & X I]:I.l'k 1 ew‘k@ @ Hex View—1 [ @ Structures || [£] Enams [ Imports _ @ Exports i-_-_._i
S LOAD:

|

Function name

| CIAF): ORI 5 e o om e i i e o +
fgets LOAD : BBBEE888 ; | This file has been generated by The Interactive Disassembler (IDA) |
sscanf LOAD: BBeEE888 ; | Copyright (c) 2817 Hex-Rays, <supportfhex-rays.com: |
felose LOAD: Beee0eee ; | License info: 48-3FBD-7F@4-2C |
memcmp LOAD: @2000000 : | Jiang Ying, Personal license |
opendir L e B +
readdir LOAD: saaa0e08
sprintf LOAD: eeaeeoee ; Input 5HA256 : 7@21DDFF751883B538DBCCB66ASEZE64BFFCEREDT124682A97BFE72473EASGS
read LOAD: eeaeeaad ; Input MD5S : A2C3D3VEE21201558C89751344CES52E
- LOAD: 80000080 ; Input CRC32 : 3BCA143E

s B LOAD : BEHaHaEieEa
LH] - HE e
ety pid LOAD : 2662088 : File Name : C:\Users\Administrater\ B E iR \androidili o\ EW REIR % . assets)1:
inotifv init LOAD: peREE88 ; Format : ELF for ARM (Shared object)

iy LOAD: eeaeea82 ; Interpreter '/system/bin/linker’
Fcnt}f i L LOAD: peaeeea8 ; Needed Library 'liblog.so’
Amat oy acdiwake LOAD: B0@0eE08 ; Needed Library 'libz.so’
sleep LOAD: @2000808 ; Needed Library "libdl.so’
pthread create LOAD: B@@2eE08 ; Needed Library 'libc.so’
_ g Unwind Find exidx W

e - = a LI . - 0 " (R - -an o h

EXKIEREETR, XEHRHMA BRSO T

1.2, jnilREiENeEs



LOAD :
LOAD:
LOAD:

LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:
LOAD:

MUATE - ¢

aaeaasaAs |

aaeBe5A8
2aaas5A8
aaap65.A8
Bpaps5AE
aaaps5AC
apapE5Ea8
aaaB65E4
apapa5E8
aaae65BC
apepe5Ca
apaps5Ca
aaaps5Cs
@aaea5CC
aaaa65D8
aaap6504
apape5D4
BRSDE
R508
6508
RENA

= l:Cl l.'Cl l:-Cl
e I
i ]

L)
)
L)
e
L)
A

¥

EXPORT INI_OnLoad

JNI_OnlLoad
sTRCSH
RSBEQ
STCLS
BHI
BLPL
LDRCCB
SVCGE
BEQ
LDCGE
ADDLTS
SVCHI
BL

DCD @8x9C426706,

NN AwFRAGIFMR

- DATA

OEE -

A XRE

R®, [R@,R9,ROR#4]!
R4, R12, #8x9

sP, [SP,-R2,RPR#10]!

BEEE86E

ST e e e T

: LOAD: 888685454 10

INZiahJjni_onload
HRERToiRH TR
F2hY

DCD 8x196FD6T7E,

Bx55ERBCEY, @xC7181ESD, exBB1D3448, @xBDAAS4BF
BxDEB58863, B@xC999DAFS, BxB56BC49D, @xB257C7CA

DCD @xFD3AL184, @xACDSVESE, 6x938C61E6, @x9522B91, @xES34FD3A
AvAANIAASY AvFAFST171IR  AvFASRIART AvGRACARRA

BT EAIMEso M INBHEHEREREE. inita.init_arrayREEFE, NRFEPATEITXBRRE, IRFTFEBAFMNEREFE
JNI_onload(), MIREFENHTjni_onload().

FRLATRA AT LAEN ,

E Aoh&S R sofIRZ, jni_onload )ERILAER, B2

IR EHENRE, AFHBmakecode (HREHE: <)

1.2.13%kBYso X {&HfY.initsk.init_array

Hep@ N gisHR =T, Aga

readelflibshella.so -a

LLiE

ZlinuxisEEY ;

fREZjni_onload()MIZFLE.initak.init_arrayib,

Anitak.init_array@7ZC/ AR89, FrLA%IR

XFEZ A UERIZEBERARBRE

BT

0N

ST

Nt

1X

MR w5 E A Ea1SE



. 'u-_':,' [+

Dynamic sec
I i
Ox00000003
Ox00000002
0x00000017
Ox00000014
Ox00000011
Ox000600012
Ox00000013

Ox00000006
Ox0000000b
Ox00000005
0x0000000a
Ox00000004
Ox00000001
Ox00000001
Ox00060001
Ox00000001
0x0000000e
Ox0000001a
Ox0O0O001C
Ox00000019
0x0000001b
Ox00000010
OxE00000]1e

Ox00000000

tion at offset 0x8e2c contains 26 entries:

+ :FII

l PLTGOT)
[PLTRELS )
(JMPREL }
(PLTREL)
(REL)
(RELSZ)
(RELENT)
(RELCOUNT)
(SYMTAB)
(SYMENT)
(STRTAB)
(STRSZ)
(HASH)
(NEEDED)
(NEEDED)
(NEEDED )
(NEEDED)

( SONAME )
(FINI ARRAY)
(FINI ARRAYSZ)
(INIT ARRAY)
(INIT ARRAYSZ)
(SYMBOLIC)
(FLAGS)
(FLAGS 1)
(NULL)

1.2.283#f.init_array

& ¥ /18
0x9f44
352 (bytes)
0x1014
REL
Oxfbc
88 (bytes)
8 (bytes)
8
Oxa394
16 (bytes)
Oxbc0O8
5764 (bytes)
0xd290

a8

[liblog.so]
: [1ibz.so]
- [libdl.so]
: [libc.so]

,
#

¥

E
&
'__t'_ a
E

R

.,
#

N,
#
.

+t
[—
-
=

/#

lerqr; soname: [wellsy

0x9el8

8 (bytes)

0x9%e20

12 (bytes)

Ox0

SYMBOLIC BIND NOW
PR © NOW

Ox0

ang ]




HELInitRERITAUE, (ERIDAESE:

MY id

Dynamic section at contalns 26 entries:

fric
Ox00000003
Ox00000002
Ox00000017
Ox00000014
Oxeeeeenll
Ox00000012
Ox00000013

Ox00OOEOO6
Ox0000000b
Ox000EEE0O5
Ox0000000a
Ox00000004
Ox00000001
Ox00000001
Ox00000001
Ox00000001
0x0000000e
Ox0000001a
Ox0000001c
Ox00000019
Ox0000001D
Ox00000010
Ox0000001e

0x00000000

# F
o ==

(PLTGOT)
(PLTRELSZ)
( JMPREL )
(PLTREL)
(REL)
(RELSZ)
(RELENT)
(RELCOUNT)
(SYMTAB)
(SYMENT)
(STRTAB)
(STRSZ)
(HASH)
(NEEDED)
(NEEDED)
(NEEDED )
(NEEDED)
(SONAME )
(FINI ARRAY)

(FINI ARRAYSZ)

(INIT ARRAY)

(INIT ARRAYSZ)

(SYMBOLIC)
(FLAGS)
(FLAGS 1)
(NULL )

&5 /18
0x9ft44
352 (bytes)
0x1014
REL
Oxfbc
88 (bytes)
8 (bytes)
8
Oxa394
16 (bytes)
OxbcO8
5764 (bytes)

=
P

H
S Hof <ot <hot <hot

it @

liblog.so]
libz.so]
Libdl.so]
libc.so]
y soname: [wellsyang]

LY
ra

H

,
&

N
#

H

b
-

2 ¥R S

—
'_l

0x9e1l8

8 (bytes)

0Dx9e20

12 (bytes)

Ox0

SYMBOLIC BIND NOW
IR © NOW

Ox0




(ERRIERY) BEEER

b View—h m @ Hex View—l |:|

Structures || Enums x| Imports

LOAD: @BB89E18 of f OE1R
LOAD : &a3289ELS
LOAD : @@ea9E1C

LOAD : 88083E28
LOAD: e@@a9E24
LOAD : @8aa3E28
LOAD : @#@aa3E29
LOAD : 22ea9E2A
LOAD : @aa83E2B
LOAD : @a@a3E2C ; ELF Dyna
LOAD: 8B@a9E2C stru_9E2C
LOAD : @@eaaE2C
LOAD: e@a8a9E34
LOAD : @8a83E3C
LOAD: eaaa9E44
LOAD : e@aaaE4C
LOAD: @a@a9E54
LOAD : @8aa2ESC
LOAD: e@ea9Ee4
LOAD : eaeaSEGC
LOAD: 2aaa9E74
LOAD : @@eaa9E7C
LOAD: @a8@a9ES4
LOAD : @@ealESC
LOAD: e@@a9E94

B TRifENZEIsub_14D4

FS54mi¥F—F:

DCD sub 1398 3 DATA XREF: LOAD:8a828889CTo

3 LOAD:eea886811CTo

ALTGN éxle

LOAD: BB@E9E2R : ELF Initialization Function Table

DCD nullsub 1
DCD sub_14D4

DCB a8
DCB a
DCB a

]

DB

% Jump to address P : BeBBaaECTo

Tump address |Dx9&2m

| o=

E1f32_Dyn
ELf32_Dyn
E1f32 Dyn
E1f32 Dyn
E1f32_Dyn
E1f32_Dyn
E1f32_Dyn
E1f32 Dvn

, <0x5grr 3 DT
<@x13, <8>> ; DT_RELENT
<@x6FFFFFFA, <8>> ; DT_RELCOUNT

<6, <@xA394>> ; DT _SYMTAB

<BxB, <Bx18>> ; DT _SYMENT

<5, <@xBC@8>> ; DT _STRTAB

<BxA, <Bx1684>> ; DT_STRSI

<4, <BxD298>> ; DT_HASH

<1, <@x5093> : DT NEEDED liblog.so



LOAD :
LOAD
LOAD :
LOAD:
LOAD :
LOAD :
LOAD:
LOAD:
LOAD:
LOAD :
LOAD :
LOAD:
LOAD:
LOAD :
LOAD :
LOAD :
LOAD:
LOAD :
LOAD:
LOAD:
LOAD :
LOAD :
LOAD :
LOAD:

STMFD
ADD
SUB
LDR
ADD
LDR
ADD
LDR
AND
5TR
5TR

loc_1586

sp!, {R4,R18,R11,LR}

R11, SP, #8

SP, SP, #8x50

RO, =( GLOBAL_OFFSET TABLE_ - @x14EC)
RO, PC, R® ; GLOBAL OFFSET TABLE_
R1, =(sub _14D4 - Bx9F44)

R1, R1, R@ ; sub 14D4

RZ, =@xFFFFFege

R1, R1, R2

R1, [R11,#var C]

R@, [SP,#8x58+var 48]

; CODE XREF: sub_ 14D44+4CL

R@, =Bxd464C457F

R1, [R11,#var (]

R1, [R1]

R1, R®

loc_1524

R@, [Rll,#var C]

R@, RO, #8x1000

Re, [R11,#var C]

loc_156@



reid  noreturn sub_ 14D4()
1
unsigned int w8; f/ ST44 4
unsigned int v1; // 5T48 4
unsigned __ inte4 v2; J/ kro
char v3; // 5T27_1
int j3 f/ [sp+l4h] [bp-44h]
int v5; // [sp+18h] [bp-48h]
int w63 S/ [sp+lCh] [bp-3Ch]
char v7; // [sp+2Eh] [bp-28h]
char wB8; // [sp+2Fh] [bp-2%9h]
char v2; // [sp+3@h] [bp-28h]
char v18; // [sp+33h] [bp-25h]
unsigned int v11; // [sp+24h] [bp-24h]
_DWORD *v12; // [sp+38h] [bp-2@h]

=]

2]
o

=

Ry

I
| S ST~ Ve - TR I T Y B - S Y T < I T - R T 5 [ Oy WY i SR

1 unsigned int v13; // [sp+48h] [bp-18h]
1 unsigned int i3 // [sp+4Ch] [bp-Ch]
41
i for {( i = (unsigned int)sub_l4D4 & @xFFFFF@@@; *{ DWORD *)i != 1179483647; i -= 4896 )
2 H
21 viz = e;
22] vi2 = (_DWORD *}(i + *( DWORD *)(i + 28));
23| vi1l = 8;
241 while { 1 )
2| {
26 if ( w1l »= *{unsigned __intle *}(i + 44) )
27 goto LABEL_13;
28 if ( *v12 !'=1 || viz[6] !=5 )
29 {
30 if ( *vi2 == 1 && v12[6] == 6 )
0001404 =ub_1404:1 (1404}

2, BENIDATNERIR

adbshell su /data/local/tmp/as -p31928adb forwardtcp:31928 tcp:31928adb shell am start -D -
ncom.gianyu.app/.LoginActivityadb forward tcp:8700jdwp:15127jdb -
connectcom.sun.jdi.SocketAttach:hostname=127.0.0.1,port=86524NR HINiFIREFserverSocket r R ITAYimOnetstat-nao X §itt
HEEE + {mRB it

o

ﬁ DA - idaB5365.idb (app process) ChUsers\ADMINI~1\AppDataiLocal\Temp\ida853



3 Ij n Bemote ARMLimoe: Android debugzzer s |_gh B D @) i1} @ ﬂ |:m Ee'}: B @ '5'# b 53 gél %‘F ;é
N

b

Library function Jll Begular funetion Instruction Data Inexpl ored External =simbal
ﬂ Modulez B

Tebug View

Path
lin 40030000 00011000

AP ERlinkerdk EiCIA =

rporatione

rzAdministratorradb forward tep:d

AMm { : ;
ext relocatio = curity risk.
i i : curity risk.

: linker: app_pr
t relocat

WARNING: linker: app_pr
Starting: Intent { cmp=

-
fr=

VAdminiztrator'\Desktopihelloworld. apk

S

Thiz 1= wasting memors
Thiz 1= wasting memory

Ly
Li=te




bocepting connection from 127.0.0.

XEHEAGEALIN_E (miz bt

BibaseRI{EMN L2748 (BEENERBEITR)

4003C000+ 2748 =4003E748

LINKEr IS0/ 4/ LD ¥xat ; U
linker s dBB3IETAE § - -- - - m s e e
linker:48@3E748 BL unk 488485F4
linker:48@3E74C BLX R4
linker:4803E74E LDR R2, =(dword_4884C573 - Bu4BE3ETSL)
linker:4803E758 ADD R2, PC ; dword 48840675
linker:4803E752 LDR R3, [R2]
linker:4883E754 CMP R3, #1
- - [linker:4883E756 BLE loc_4883E76C
linker:48@3E758 LDR Rl, =(alinker - @x4883EVGE)
linker:48@3E75A MOVS Re, #4
linker:48@83E75C LDR R2, =(aDoneCallingSPF - @x4883E76A)
linker:4803E75E MOV R3, RS
linker:48@3E760 STMEA.W SP, {R4,RGE}
linker:4883E764 ADD R1, PC ;3 "linker
linker:48@3E766 ADD R2, PC ; "[ Done calling ¥s @ ¥p for "¥s
linker:48@3E768 BL unk_488485F4
linker:48@83E76C
linker:4883E76C loc_4883E76C ; CODE XREF: linker: start+1CF6tj
PO Minker-ana3F7ar MOVS pa  #2

RN ERIAT AR EERC

3. FHEi=



Litrary fosetion [l Begolar Euneticn [l Instruotion Bats Unesplared Exterml symbal

Debug Vies B _-,1 Medulen ﬂ Structurss E-I
Iy TOK ViswFE g W Daswrramsia of: Calllng Bi @ W Dor "W
ker:d ETaY DCB Bwmdd

linkerz4B@3E748 |
¥ DiFkgrideGaEies @e ek eoeeeSed oo

linker:S0Q3E740 BLX R4

Linker: 488358 T4E LDR AE, =fdword_4834C78 - SxddaiE?Sd)

Linker:SB@3ET5E ADD RZE, FC | 1 4

linker:-48@3E752 LDR RE, li]]

linker:48@3E754 CMP RE, rl
r linker:48@5ETS6 BLE loc_d4@83E el

linker:4BR3ETSE LDR RL, ={alinker - Bx4BQ3IETER)

1inker:-S8G3ET5A MOVS R, &4

linker:4883E75C LDR Ak, =({aDoneCallingSPF - dddb3ETaa)

LinkerzS8Q3ETSE MOW RY, R%

Linker:4883E758 STHEA.W | sp, {R4,RE}

linker:S48G3ET64 ADD Ri, PC

Linker: S843ET66 ADD RE, P

USEHCEN 40032T60; linker _xturt+l D00 (Zynckronized with ¥

[B5h:



b {

D' D n Bemote ARMLinue Android debuzgzer B g B D @) [w]1% @ @ ém ?ﬂ' EI @ f}# i ;g,j Qél éjr 55
TGO T T T T T O ] F T T Ot

Library function ]l Bezular function Inztruction Data Unexplored External symbol
Debugz View D @ Modules

LT_I —=

b is not supported. Usze —clazspath instead.
Vir ‘t1 1 _11 H _-u"hlnn-'

. v ‘hdminiztrato £ to W bin itomatorviewer. bat

-13"5”:‘::?:3_: 20 ; —connect com. sun. jdi. Socketfttach:hostname=127. 0.0, 1, port=2631
libc.s0:4887ER5C . 3 3 wable

= libc.so:4867E85C : : Al

- |libc.s0:4987EBG0
libc.s0:48607E8641
libc.so:4807E868
libc.so:4887ES6C
libc.so:4007ESTO
— — (libc.so:48B7EETA
libc.s0:48B7ESTE ;

lihc.sn:4EE?EB?8

"
C
B
R
B

9FiZ{TEBL  unk 400405F4 FRFTHEBEISE— M IRHEREL;

XEFEIE, JLEIFIERlibshella.somARHEMsoX 4, HAJLRiFiXSHIRIIbBugly.sofisoXX it



TR FL T g PSS Rt s e R ot e gt e R 5 | o R gt 8 PR e R [ i o (R i
7FABGEA CODElG

FABE6@ PUSH {R4,LR}

7FABEE2 LDR R4, =(unk 77FB3@B4 - Bx77FABGEA)

JFABBEE MOVS R1, #8

7FABBBE ADD R4, PC ; unk 77FB38B4

libBugly.so:f7FABBEE MOVS R, R4

libBugly.so:f7FABEEA BL unk_77FAC17®

libBugly.so:f7FAGEEE LDR R1, =(loc_77FA7920+1 - @x77FARGTS)

libBugly.sg:F7FA@67@ LDR R2, =(unk_77FB3@@0 - @x77FABG7A)

libBugly.so:
libBugly.so:
libBugly.so:
libBugly.so:
libBugly.so:

libBugly. ABE72 MOVS RE, R4

libBugly.so: R1, PC ; loc_77FAT928
libBugly.so: R2, PC ; unk 77FB30ee
libBugly.so: unk 77FACLE®

libBugly.so: {R4,PC}

libBugly.so:
=/ JFABBTE DCB exCe

H ANlibshella.sogj:

% IDA - idad0934.idb (app_process) C:\Users\ADMINI~1\AppData\Local\Temp\ida40934.idb

File Edit Jump Search Miew Debugger Options Windows Help

i | u Remote AFMLinux/Android debugger = ¢ g B o ﬂ_u i L:Q-h_l @ [ﬂ r i}: ﬁ 0$ { I'L':'-_l g ﬁ

Library function [l Regalar function M Instruction | Data [ Unexplored — External zymbol

Debug View B @ Modul e x| E
(5] IDA View—PC

libshella_2.8.1.s0:77BC28DD DCB @xBA

libshella 2.8.1.s50:77BC2BDE DCB - )

libshella 2.8.1.s0:77BC28DF DCB a8

libshella 2.8.1.50:77BC2BER ; ------——-— - oo e e e e e e e
1ibshella_2.8.1.50:778C28E@ BX LR |
Nibshelln 2.8, 1. SO0TTTBCRBED § == === = m i m rom
libshella_2.8.1.s0:77BC28E4 DCB a

libshella 2.8.1.s50:77BC28BES DCD ex36 ;

libshella 2.8.1.s0:77BC28BE6 DCB 8x98

libshella 2.8.1.s0:77BC28E7 DCB @xES

libshella 2.8.1.s50:77BC2BEE DCB 1

libshella 2.8.1.s0:77BC2BE9 DCB 1



AT iRBEENE, REEFSER, B—IRFIF—IRFT#HE:

XEREPRINEREEL

AJLAERE =N IRRE:

W DA - idad0934 ; - Users\ADMINI~1\AppData\Local\Temp\ida40934.ic

File Edit Jump Search View Debugger Options Windows Help
b O O Fenote BLinndeoid dbugger - P B OBl BE AP B O #¥ &

Library function [l Begular function M Instruction Data Unexplored External zymbol

Debug ¥iew B ﬁ—ﬁl Modules LA]

(5 IDA ViewEC

libshell B.1l.50:778C2401 DLCB @xBH

1ibs hﬂl a_ 2 B.l. 778C24D02 DCB 5]

libshell a 2.8.1.50:778L2303 DCB a

llbshelln281 O??HCEWJ ........................ e ———

libshella 2.8.1.s0:778C24D4 STMFD . {R4,R18,R11, L!} |

libshella_2.8.1.s0:77BC24D8 ADD n11 5P, #8

libshella_2.8.1.50:77BC24DC SUB SP, SP, #2x5@

libshella_2.8.1.s0:77BC24E@ LDR RO, =(unk_77BCAF44 - @x77BC24EC)

libshella_2.8.1.50:77BC24E4 ADD RB, PC, R@ ; unk_77BCAF44

libshella 2.8.1.s0:77BC24E8 LDR Rl, =0xFFFF7598

libshella_2.8. 1 ??Ef24EC ADD R1, R1, R@

lihshella_i B.l.s50:77BC24F@ LDR R2, =8xFFFFFB@8

lih&hella_z B.l.s0:77BC24F4 AND R1l, R1, R2

libshella 2.B.1.s0:77BC24F8 STR R1, [R11,#-8xC]

libshella_2.8. 1 0:778C24FC STR RB, [SP,#8x18]

libshella 2.8.1.s50:77BC2580

libshella_2.8.1.5 ??ac25aa loc_77BC2580 ; CODE XREF: libshella_2.8.1.s50:77BC25284

libshella_2.8.1.s50:776(258@ LDR R®, =unk_464CA57F

libshella_2.8.1.50:77B(2584 LDR R1, [R11,#-@xC]

UREBOWH T7BC24D4: libshella 2. 8. 1. so: T7EC24D4 (Symchronized with PC, Hex View—1)

a Hex Wiew—1

J7BEC2478 4A FF FF EB 44 180 9F ES 44 38 9F E5 44 28 9F E5 J..cucssasssaaas
'7BC2486 14 €0 1B E5 BC 26 92 E7 @C EO 1B E5 6C 480 1B E5 .....cccvvvcncnes

J7BC2493 10 58 1B E5 05 40 BA E@ oC o2 BD E5 @1 @0 AB E1 .P.....cvvvveuas
FEC24AB OE 10 AD E1 85 20 BD E5 o4 20 AP EL @8 E@ 9D E5 ....cvvvvvennnns

7762480 3EFF 2F E1 B4 @0 BD ES @8 DR 4B E2 30 BB BD EB  »>./....... K::sas



B SPHFREEMILEIEFHITRRE S
EXE A LR R ECA R E T E, BAILURHEA
staticmain(void){ do { step_over();  wait _for next event(STEP,-1); }while(PC!=0xEEDAFC2C);//{=1x a4k}

BLIRRZERIERHIITIRCRNE, REEM

LLIUSIIELLO £ 00

libshella 2.3.
libshella 2.83.
libshella 2.8.
libshella 2.8.
libshella 2.8.
libshella 2.8.
libshella 2.8B.
libshella 2.8B.
libshella 2.8.
libshella 2.8.
libshella 2.3.
libshella 2.8.
libshella 2.83.
libshella 2.8.
libshella 2.8.
libshella 2.8.
libshella 2.8.
libshella 2.8B.
libshella 2.8.
libshella 2.8.
libshella 2.83.
libshella 2.3.
libshella 2.83.
libshella 2.8.

a2 FOLLO0UF I'av MEFy ML

LS50 78228868 MOV R1, R2

.50 78225886C BL unk 782283DC

.50: 78228876 ; 61: word _73231818[8] = i;
.50:782258878 LOR R&, =2x448

.01 78228874 LODR R1, [SP,#8x58+var_43]
S0 78228878 ADD R&, R, Rl
L.50:7822887C LODR R2, =8wxd43C

.50 78228888 ADD R2, R2, R1
50178228884 LOR R3, =8xCC
50178228888 ADD R3, R3, Rl

L5031 7822888C LDR R12, [R11,#var (]
.50 78225898 STR R12, [R3]
.50:78228894 ; 62: unk 73231388 = 1i;
.s0:78228894 LDR R3, [R11,#var C]
.50 78228898 STR R2, [R2]
.S0:7B2288A9C ; B3: unk_78231384 = vl14;

S0 78225889C LOR R2, [R11,#var_ 18]
50178228848 S5TR R2, [R@]
.50:782288A4 ; B4: retur unk 7822FGR308
50178228884 BL unk 782638
50178228848 SUB 5P, R11, 8
.50:782288AC LDMFD sp!, {R4,R18,R11,PC}
.50:78228B8AC ; End of function sub 752254D4

501 782258AC

R R R e e e e e e e e e e e e e e e e e e e

HNE, REPDHHE



LIDSMELLE £L.0.L.5U00 FOLLM0DLDT
libshella 2.8.1.s50:7822F62F
libshella 2.8.1.s50:7822F638

libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella_ 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.
libshella 2.

&8

£O GO GO GO 0O GO CO 0O DO DO £ 00 G0 GO G0 G0 GO0 0O GO 0O £0 £O B
FRRERRERRRRPRPEPRPRPPPEPREERERRERERERRRER

-1l.50:
« 50
.50
.50
.50
.50
.50
.50
.50
.50
« 50
. 50
« 50
.50
.50
.50
.50
.50
.50
.50
.50
« 50
« 50
.50

J822F631

: /822FB32
:JB22F633
1 /822F634
: /B22FB35
: JB822FB36
t /B22FB37
: /822FB38
: /822F639
1 JB22FB3A
1 /B822FB36
: /B22FB3C
1 7822F63D
1 JB822FB3E
1 JB22FB3F
1 /B22FB48
1 JB822F641
1 JB822FB42
1 JB22F643
1 J822Fe44
1 /822FB45
: /822FB46
1 JB822FB47
1 7B22F648

Lo

DCB

unk_7822F638 DLB Bx71 ; q

DCE
DCE
oCE
oCe
DCE
oCe
DCB
DCB
DCE
DCB
DCE
DCe
DB
DCE
DCB
DCB
DCBE
DCB
DCE
DCB
DCE
DCE
DB
oCE

vErr
x99
; CODE XREF: sub_782234D443D81p
axr4
axFa
BxB8F
8o
Bx9E
BxFD

3
Bx83
axF6
axle6
a@xl4

5
axds ; F

4
8x6B ; k
axDa
axES
BxBE
@xB8E
axab
axE2
axDE
axdn 5 1
BxAl



libshella 2.8.1.50:7822F638 sub 7322FG38 ; CODE XREF: sub_ 78228404432
libshella 2.8.1.s50:7822F638 STMFD sp!, {R11,LR}
libshella 2.8.1.s50:7822F634 MOV R11, 5P
libshella 2.8.1.s0:7822F638 SUB 5P, 5P, #8x186
libshella 2.8.1.50:7822F63C LDR R@, =(hnk_?8239F44 - Bx7822FB48)
libshella 2.8.1.50:7822F648 ADD k8, PC, R
libshella 2.8.1.50:7822F644 SUB R1, R11, #4
libshella 2.8.1.50:7822F643 LDR R2, =8
libshella 2.8.1.s50:7822F64C LDR R3, =BxFFFFDCBC
libshella 2.8.1.s50:7822F658 ADD R3, R3, Re
libshella 2.8.1.s50:7822F654 LDR R12, =8x43C
libshella 2.8.1.50:7822F658 ADD R12, R12, R8
libshella 2.8.1.s50:7822F65C LDR LR, =@x434
libshella 2.8.1.s0:7822F660 ADD LR, LR, R@
libshella 2.8.1.50:7822F664 5TR R2, [R11,#-4]
1ibshella 2.8.1.s0:7822F668 STR R2, [LR]
libshella 2.8.1.50:7822F66C LDR R12, [R12]
libshella 2.8.1.50:7822F678@ STR R@, [SP,#3]
libshella 2.8.1.50:7822F674 MOV Re, R1
libshella 2.8.1.s50:7822F673 MOV R1, R2
libshella 2.8.1.s50:7822F67C MOV R2, R3
libshella 2.8.1.50:7822F6B8 MOV R3, R12
libshella 2.8.1.s50:7822F684 BL unk_7822835C
libshella 2.8.1.s50:7822F688 LDR k1, =1
libshells 2.8.1.s50:7822Fb6B8 ; End of function sub_7822F638
libshella 2.8.1.50:7822F688

libshella 2.8.1.50:7822F68C LDR R2, =Bx438
libshella 2.8.1.50:7822F69@ LDR R3, [SP,#3]
libshella 2.8.1.50:7822F694 ADD rR2, R2, R3
libshella 2.8.1.s0:7822F698 STR R1, [R2]
libshella 2.8.1.s50:7822F63C STR R, [SP,#4]
libshella 2.8.1.50:7822F6A8 MOV SP, R11
libshella 2.8.1.s50:7822F6A4 LDMFD P!, {R11,PC}
libshella 2.8.1.50:7822FBAd j —————-——— - o mm oo mm o

5. nopiERiFEik
EN SR E create VHEXMIBIR LR IEIX RE;
MEMNEEENE# Tnop, BIE16HIAIhexE B 90000 A0 E1

F—create REEPSWIES, ELEFECREDIT—T, W TFunk _7822835C



HER, ETCHE, MNMEScreate®E], sAFesciiRAE,

; [@eoBBBBC BYTES: CbLLﬂPSED FUNCTION create. PRESS CTRL-NUMPAD+ TO EXPAND]

J.J.Ll‘:ﬂlt‘l.l.d_d..ﬂ'..l.hui.fﬂ.f_n’_l'cl::lﬂ' R KLL, HKLL, KO
libshella 2.8.1.s50:7822F65C LDR LR, =Bx434
libshella 2.8.1.s0:7822F668 ADD LR, LR, R&
libshella 2.8.1.s0:7822F664 STR R2, [R11,#-4]
libshella 2.8.1.s0:7822F668 STR R2, [LR]
libshella 2.8.1.s0:7822F66C LDR R12, [R12]
libshella 2.8.1.s0:7822F678 STR R@, [SP,#8xl8+var_1@]
libshella 2.8.1.s0:7822F674 MOV Re, R1
libshella 2.8.1.s0:7822F673 MOV R1, R2
libshella 2.8.1.s0:7822F67C MOV R2, R3
lihshella 2 8.1 =0:7822FA2A MOV B3._R12
libshella 2.8.1.s0:7822F684 BL unk 7822835C |
libshella 2.8.1.s0:7822F688 LDR R1, =1
libshella 2.8.1.s0:7822F6B8 ; End of function sub_7B822F638
libshella 2.8.1.s0:7B822F6BB

libshella 2.8.1.s0:7822F6BC

libshella 2.8.1.s0:7822F6BC loc_VB22F6BC

libshella 2.8.1.s0:7822F65C LDR R2, =Bx438
libshella 2.8.1.s0:7822F69@ LDR R3, [SP,#3]
libshella 2.8.1.s0:7822F6594 ADD R2, R2, R3
libshella 2.8.1.s0:7822F698 STR R1, [R2]
libshella 2.8.1.s0:7822F69C STR Re, [SP,#4]
libshella 2.8.1.s0:7822F6A0 MOV 5P, R11
libshella 2.8.1.s0:7822F6A4 LDMFD sP!, {R11,PC}
libshella 2.8.1.s0:7822F6A4 ;

libshella 2.8.1.s50:7B822F6AB dword_7B22FBAE DCD 1
libshella 2.8.1.s50:78223359 DCB @xFC

libshella 2.8.1.50:78223354 DCB @xBC

libshella 2.8.1.s50:7822835E DCB OxES

libshella 2.8.1.s50:7822835C

libshella 2.8.1.s50:782238368 DCB ]

libshella 2.8.1.s50:78223369 DCB @xC6

libshella 2.8.1.50:7822336A DCB @x8F

libshella 2.8.1.50:7822336B DCB @xE2

libshella 2.8.1.50:7822336C DCB 8

libshella 2.8.1.s50:7822836D DCB @neCA




libshella 2.8.1.s0:7822F644 SUB R1, R11, #4
libshella 2.8.1.s0:7822F648 LDR R2, =8
libshella 2.8.1.s0:7822F64C LDR R3, =BxFFFFDCBC
libshella 2.8.1.s0:7822F658 ADD R3, R3, R@
libshella 2.8.1.s0:7822F654 LDR R12, =Bw43C
libshella 2.8.1.s0:7822F658 ADD R12, R12, R&
libshella 2.8.1.s0:7822F65C LDR LR, =8x434
libshella 2.8.1.s0:7822F668 ADD LR, LR, R&
libshella 2.8.1.s50:7822F664 STR R2, [RI11,#-4]
libshella 2.8.1.s0:7822F668 STR R2, [LR]
libshella 2.8.1.s0:7822F66C LDR R12, [R12]
libshella 2.8.1.s0:7822F67@ STR RO, [SP,#8x18+var_18]
libshella 2.8.1.s0:7822F674 MOV R@, R1
libshella 2.8.1.s0:7822F678 MOV R1, R2
libshella 2.8.1.s0:7822F67C MOV R2, R3
libshella 2.8.1.s0:7322F65@ MOV R3, R12
libshella 2.8.1.s0:7822F684 BL create
libshella 2.8.1.s0:7822F6B8 LDR R1, =1
libshella 2.8.1.50:7822F688 ; End of function sub_7822F638
libshella 2.8.1.s0:7822FR83

libshella 2.8.1.s0:7822F68C

libshella 2.8.1.s0:7822F6BC loc_7822F6BC

SRIETENLcreateBInop



UNEHOWH TE22FE558: =ub

libshella 2.

libshella 2.

libshella 2.8.
libshella 2.8.1.s0:
libshella 2.8.1.s0:
libshella 2.8.1.so:
libshella 2.8.1.so:
libshella 2.8.1.s0:
libshella 2.8.1.s0:
libshella 2.8.1.s0:

libshella 2.8.1.s0:
libshella 2.8.1.s0:
libshella 2.8.1.so0:
libshella 2.8.
libshella 2.8.
libshella 2.8.
libshella 2.8.

8.

8.

l.s0
1.50
l.s0
l.s0:
1.s0
1.s50
l.50

7822FB58
7B22FGE5C
7822F66R

1 7B22FB64
1 JB22FB6EE
1 7822FB6BC

7822FB78

1 JB822FB74
1 JB22FB73
1 7B22FBTC

7822F6E8
7822F6E4
7822F688
7822FBEE
7822FBEE
7822FBEC

7B22F6BC loc_7VB22F6BC

BL
LDR

; End of function sub 7822F638

_TEZ2FE3045S (Syne

R12, R12, R®

LR, =Bx434
LR, LR, R@

R2, [R11,#-4]
R2, [LR]

R12, [R12]

RO, [SP,#8x18+var_18]

R@, R1
R1, R2

R2,
R3

R1,

R3

R12

cregte

=1

with FC, Hex View—l)

2 TIEN S
i {RiT

@ Hex View—1

7822F688
7822F698
7822F6A8
J/822F6be
7822FaC8
7822FoDa
J822FoE8
7B22FaFa
7822F 768
J822F 718
J822F 728
J822F 738
JB22F 748

atsd
aD
s

B&
Be
A

B&
B&
B&
B&

E1] &8 &

SEESSSTd SN
&

a7
a7
Bé
72
3F
Be

ar

[ B+ R w ]
[en s I Ty i |

EEE

SE&RS
SEETTETEREE0G

m
fury

9F
a0

BE

80
FF
FF
FF
FF
FF
FF
FF
FF
FF



o h e 1 T
libshella 2.8.1.s0:7822F668 STR R2, [LR]

libshella 2.8.1.s0:7822F66C LDR R12, [R12]

libshella 2.8.1.s0:7822F678@ STR Re, [SP,#8x18+var_ 18]
libshella 2.8.1.s0:7822F674 MOV R&, R1

libshella 2.8.1.s0:7822F678 MOV R1, R2

libshella 2.8.1.s0:7822F67C MOV R2, R3

libshella 2.8.1.s0:7822F689, R3, R12
lihshella_z.S.l.so:?SEEFﬁﬁt

libshella 2.8.1.s50:7822F688 L R1, =1

libshella 2.8.1.s0:7822F6E2 ; ¥nd of function sub 7822F638
libshella 2.8.1.s0:7822F683

libshella 2.8.1.s0:7822F68C

libshella 2.8.1.s0:7822F6BC floc_7B22F6EC

UNEHOWH 7E22F688: sub_7822FG30458 (Swnchronized with PO, Hex View—1)

@ Hex View—l !
7o22F6B@ @C 30 AB Elj 66 &8 AB E1 | pEpptagElm=Sa 18 28 9F E5  .@......uceuaa.
7/822F696 BB 38 9D ES5 83 268 B2 E@ 80 18 82 E5 24 EE a0 E5 S e o e o e
J822FBA8 BE DE ﬂ@ El EE SE ED ES 61 60 &0 6B 28 04 60 @B P-.........B..
2F6BB 68 66 B8 Be FF 3C 84 60 66 34 64 60 B8 ........ G
68 18 @8 88 IE ED FF 7F @1 88 @8 68 14 92 FF 7F 5 e o e
7622FaDa Eﬂ BO BB BO 28 92 FF FF AF @7 B1 B8 CC 92 FF 7F  ....{....... 2

SREIRIElibdvm.soitERBE

414CE000 + FH AR EITEBHRBEEE=4151DFAC (BRI EarmFE{HEBEE)

Library function ]l Bezular function B Instrustion Data Tnexplored External swmbol
Tebug VWiew EE

Path Base Size
G /system/Lib/Libden. so 414CE000 000E0000

Efijni_onload()BERES 4R :



Debuz ¥iew B @ Modules

IDA View—EC B
libdvm.so:4151DFEA LDR R1, =(aDalvikwvm ©® - @x4151DFF&)
libdvm.so:4151DFEC MOVS Re, #4
libdwvm.so:4151DFEE LDR R2, =(aCallingIniOnlo - @x4151DFF3)
libdvm.so:4151DFF@ MOV R3, R4
libdvm.so:4151DFF2 ADD R1, PC ; "dalwvikum™
libdvm.so:4151DFF4 ADD R2, PC ; "[Calling INI OnlLoad for %““"¥s\"]"
libdvm.so:4151DFF6 BLX unk 414EB1AS
libdvm.so:4151DFFA
libdvm.so:4151DFFA loc_4151DFFA ; CODE XREF: sub 4151DFAC+3CT]
libdvm.so:4151DFFA LDR R8, =BxFFFFFESC
libdvm.so:4151DFFC MOVS R1, #&
libdvm.so:4151DFFE LDR.W R2, [Rle,Re]

. libdvm.so:4151E882 LDR RB, [R2,#3
libdvm.so:4151E066 MOV R1, R&
libdvm.so:4151E888 MOV RS, RE
libdvm.so:4151E884 MOV Re, R7
libdvm.so:4151E@8C BL _Z15dvmChangeStatusPEThreadl2ThreadStatus
libdvm.so:4151E018 CMP.W RE, #OxFFFFFFFF
libdvm.so:4151E814 STR.W R9, [R7,#8x38C]
libdvm.so:4151E818 BNE loc_4151E@34
libdvm.so:4151E@1A LDR Rl1, =(alniErrReturned - @x4151E824)
libdvm.so:4151E8LC ADD R@, 5P, #arg_24
libdvm.so:4151E81E MOV RZ, R4

UNEHOWH 4151E004: sub_41510FAC+ES (Synehronized with PG, Hex View—1)

EITRILEALFFTIEN -



= [3 u Bemote ARMLinomc/Android debugzzer Ei?c H B D @;) & @ |'§|E| ?I. E 53 '.'-"_':': @ 53 %f E
K

Litrary function ]l Begular function B Instruction Data Unexplored External symbol

Debugz View EIE Modu
IDA View—EC B
libshella 2.8.1.s0:782205A5 DCB @x3E ; >
libshella 2.8.1.s0:782205A6 DCB a@
libshella 2.8.1.s0:782205A7 DCB a@
libshella 2.8.1.50:782ID5A8 ; ———————————————— == -~ m— —— e —m e —— — e ——— e ————————————————————————— ——
E libshella 2.8.1.s0:7822D5A8 STMFD 5p!, {R4-R7,R11,LR}
libshella 2.8.1.s0:7822D5AC ADD R11, 5P, #8xle
libshella 2.8.1.s0:782205B88 SUB 5P, 5P, #8x448
libshella 2.8.1.s0:782205B84 LDR R2, =(unk_78238F44 - Bx7822D5C8)
libshella 2.8.1.s0:78322D5B8 ADD R2, PC, R2 ; unk _783238F44
libshella 2.8.1.s0:7822D5BC SUB R4, R11, #exdee
libshella 2.8.1.s0:782205C8 SUB R3, R4, #8x1C
libshella 2.8.1.s0:7822D5C4 STR Re, [R11,#-8x18]
libshella 2.8.1.s50:7822D5C8 STR R1, [R11,#-@x1C]
libshella 2.8.1.s0:7822D5CC MOV R1, #oxd4aa
libshella 2.8.1.s0:7822D508 MOV Re, #8
libshella 2.8.1.s0:782205D4 STR RO, [R11,#-8x428]
libshella 2.8.1.s0:7822D508 MOV R&, R3
libshella 2.8.1.s0:7822050C LDR R3, [R11,#-8x428]
libshella 2.8.1.s0:7822D5E@ STR R2, [R11,#-@x42C)
libshella 2.8.1.s0:7822D5E4 MOV R2, R3
libshella 2.8.1.s0:7822D5E3 BL unk 73228108
libshella 2.8.1.s0:7822D5EC
libshella 2.8.1.50:7822D5EC loc_7B22DSEC ; CODE XREF: libshella 2.8.1.s50:78220
8.1.50:7822D5EC SUB R4, R11, #béwxdae

r' libshella 2.

UNEHOWH 75220548 : libshella 2.8.1. so: 73220545 (Symchronized with PC, Hex View—1)

@ Hex View—1
P—TREFSEEMNRBEREE, KIARAJopentI A ZEdIsymiREIFFSitit
EILEIX B EA N R SREN R # sl , IR AT LASKREN R Sttt

ERCRED, EiToiERERE— P REBE R



EiXBreturniREIFNHHIT 7 —MZIELNIE

P b e e n e N AT R R |

7814F95C ; 96:  if ( !vig )
7814F95C BEQ

loc_7814F988

v

Y
L] s 5= Ll s =
7814F958 ; 93: v = viB; 7814F988 ; 97: return 65546;
7814F96@ LDR R@, [R1l,#var 424]f |7814F988
7814F9564 LDR R1, [R11,#var 18] 7814F938 loc_ 7814F983
7814F968 LDR R2, [R11,#var 1C) 7814F983 LDR RB, =Bx1a664
7814F9B8C STR R8, [R1l,#var_ 44C]) |7B14F3B8C STR RO, [R1L1,#var_14]
7814F97@ ; 99: return vi8({v22, v21};
7814F97@ MOV R&, R1
7814F974 MOV R1, R2
7814F978 LDR R2, [R11,#var 44C]
7814F97C BLX R2
7814F98@ STR R@, [R1l,#var 14
7814F984 B loc_7814F998

Yy

ol e 55

7814F956

7814F998 loc 7814F998
7814F994 LDR

7814F994 SUB

R@, [R11,#var_14]
SP. R11. #@x1@

EEFTIRHAEEER, XEJUEERINAZS HTFFRMEMHEE, R, £F
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I_IEI LUR PLIEW L m =] 1 acuuugeuuc o
l|signed int _ fastcall sub 73885888(int al)
2lf
3| signed int vl; // rd
4 dint w23 ff rb6
5| int v4; /S [sp+th] [bp-14h
B
® 7| vl = @;
® 3| w2 = al;
® 9| v =8;
® 1a if ( (unk _788857743() )
1 £

® 12 if ( (unk_78005774)(v2, &4, 65548) )
13

® 14 if ( (unk_78@@5774)(v2, &v4, 65538) )
15

® 156 if ( (unk_78005774)(v2, &v4, 65537) )

® 17 return vl;

® 18 vl = 65537;

19 }

26 else

21 7

. 22 vl = 65538;

23 }

24 }

a5 else

26 {

HERNWH =nh FANORRON-&  (FANNRENA]

EFTLAERITRE—1



1
18
15

28
£

21
i

a3

23
24
25
26
27

-
“‘

29
38
31
32
33
34
35
36
37

8
25

A

return vlj
vl = G5537;

1

elze

1

vl = 65538;

vl = 65548;

vl = 65542;
if { va )

(unk_7sedsFER)();
(unk 788057C4) (v4);
b

return vl;

mEEEA:

BT AndroidlIASEIE R :



1llunsigned int sub_783@8@5FBB()

21

3| unsigned int result; // r@

4

5| dword 7381DB6E = “java/lang/String";

6| dword 7381DB6C = “"getBytes™;

7| dword 78@1D87@ = "{)[B":

& dword_7801DB74 =|"android/os/Build$VERSION";
3| dword_7801DB78 =|1|:m—m_ =

18| dword_7801D87C = &unk_7B@18267;

11| dword_7801D8BC = "android/content/ContextWrapper™;
12| dword 78010888 = "android/app/ActivityThread";

13| dword 78010884 = "currentActivityThread";

14| dword 73010090

15| dword 78010688 = "()Landroid/app/ActivityThread;";
16| dword_7881D6D8 = "Ljava/lang/Classloader;”;

17| dword_7801D894 = "(}Ljava/lang/String;";

18| dword 7801DBDE = “java/lang/ClassLoader™;

19 dword 7881DB9E =

28| dword_7801DE9C = "Ljavafutil/HashMap;"™;

21| dword_7801D8A0 = "Landroid/util/ArrayMap;”;

22| dword_7801D08A4 = "java/util/HashMap";

23| dword_78@1D8AE = "android/util/ArrcayiMap”;
24| dword_788108AC "{Ljavaflangfﬂhjectjijauaflannghject;"l
25| dword_788108B6 = (3 o

26| dword 788106B4 = Zunk 73818381;

Sl T O L S 1Y R e
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79| dword_7881D188 = "mInitialApplication™;
88| dword 7881D194 = "remove™;
81| dword_7881D1BC = "mInitialApplication™;
82| dword_7801D198 = “(Ljava/lang/Object;)}Z";
83| dword_7801D1Ce = "mProviderMap”;
84| dword_7801D19C = "java/util/ArraylList™;
85| dword_7801D1C4 = "values™;
86| dword_7881D1A@ =["mApplicationinio'; |
87| dword 7801D1CE8 = "()Ljava/util/Collection;™;
88| dword 78081D1A4 = "Landroid/content/pm/ApplicationInfo;™;
89| dword 783010100 =emdausdutdliic]lection™;
98| dword 7881D1A8 =] "className";
91| dword_7381D1D8 = =T
92| dword 7881D1AC =LlappTofor. |
93| dword_7801D1D4 = "()Ljava/util/Iterator;";
94| dword_7801D1B® = "mApplication”;
95| dword_7801D1D8 [ "javafutilffteratnr";|
95| dword_7801D1B4 = "makefpplication”;
97| dword_7301D1DC = "hasMext";
93| dword_7801D1B8 = "(ZLandroid/app/Instrumentation;)Landroid/app/Application;™;
93| dword 73081D1E@ = Zunk 788189AE;
188 dword 7801D1E4 = “next™;
181l| dword 7881D1E8 = "android/app/ActivityThread$ProviderClientRecord”;
) 182 dword _78@1D1EC = "android/app/ActivityThread$ProviderRecord”;
183| dword_7801D1F® = "mLocalProvider™;
184| dword_7801D1F4 = “Landroid/content/ContentProvider;™;

UNENOWN sub_7S005FES: 79 (7S0061F4)

@ Hex ¥1ew—1

fe@asFAe D7 1C @1 80 BB 22 @1 60 BS 1C 81 @8 97 22 61l w8 ..... EP T S
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L J'

28 else

21 {

22 vl = 65538;

23 1

24 b

25 else

26 {

27 vl = 65548;

i; ) h 3 [ STacK |

38| else Eatack]

a1l g [stack]

R _ [stack]

Jf Vi = 55542j [stack]

;i 1f G i) [stack]

3| 1 - [stack]
[stack]

36 (unk_73@@5FBS) fEtacki

37 (unk_7de@57C4) (v4); Fatacki

38| } ) [stack]

39| return vl; Fetme

loaddone! Affload? EEEA T —LENRETEKIEN, REEIRME

ODELSEErF
:BEDBESS8
: BEDBESA1
: BEDBESG2
: BEDBESEG3
: BEDBESE4
: BEDBESAS
: BEDBESSAE
:BEDBES@T
: BEDBES@S
: BEDBE9@S

« DCMSCHG N

L= LUM YlEW Ll Ead L= Lamuuusune o
l|signed int _ fastcall sub 788@857C4(int al)
2lf
3| int vl; // r4
4
5| w1l = (unk_7B8085788)(al, "com/tencent/StubShell/TxAppEntry™, &unk 7361DBG4, 5};
6 if [ vl })
7 return 1;
8| (unk_7BO15C3CH(3, "SecShell™, "registerNatives Fail™);
9 return vl;
10}

A, vaBZTFalteN, MREMAINN, T T FRTER, MBRITEFATAERE?

LH_ O
DCE
DCE
DCE
DCB
DCB
DCB
DCB
DCB
DCE
DCE

nroo

Lok
@xal
ax6F
axel
axed
@x26
@xed
axeF
@xeE
BxB5
@2l

bes bme dme e s

bee e lms dms s

oo Q=K




i e e e — —
llint _ fastcall sub_78885748(int al, int 82, int a3, int =a4)
2k
3| dint w43 /f rS
4 dpt ws; S/ ra
5| dint v6: M ré
6| dint v7; // rl
7| int wB; [/ r®
8
9 wvi = ad;

14| v = al;
11| wb = a3;
12| w7 = (*(*al + 24))(};
13| if [ v7 )
14| {
15 v8 = (*(*vS + 86@))(v5, v7, v6, vd);
16 w7 = 13
17 if ( v8 « @ )
8
19 |l (unk_78815C3C)(3, "SecShell", "register nativers error”);
20 —
21 1
22| }
23| return v7;
24/}
RIFEE:

A, EARANMESNEM, TVIERE, RO MEMRIZERIdex3 4

FEULrTLEEY, WNRX M RsecshellINE TN, dex34miSHibaE



EMNdumpIABERITIRENI—Z, MURREHTER, B, WVIEFRBNRASEHTIRE:

WL LR L D LS, e

debugll3: 73810203 DCB a8

debugllB:?S@lD@@d unk_7881De84 DCE 8x74 ; t ; DATA XREF: sub 7
debugll3:7salDeas ; debugll2:off_788
debugll3:78810e8s DB Bx7D ; |

debugll3:73alheas DCB 1
debugll3: 75010887 DCB @x73 ;
debugll3:75010868 DCB @x79 ;
debugll3:780108689 DCB @x/D ;
debugll3: 75010884 DCB 1
debugll13:758010888 DCB @x78 ; x
debugll3:78@1D0eC DCE Bx39 ; 9
debugll3:783al0eeD DCB ©xCB
debugll3:7381080E DCB a8
debugll3:7381D88F DCB Bx7B ; X
debugll3:738lhels DCB @x96
debugll3: 758010811 DCB @x7D ; |
debugll13:75810812 DCB 1
debugll13:7801D0813 DCB @x78 ;
debugl13:78010814 DCB @x/9 ;
debugl13:78010815 DCB @x/D ;
debugll3: 73810016 DCB 1
debugll3: 78810017 DCB Bx78 ; X

i b

i

RDEDITEERIRE:

debugll2:73817D5F ; debugll2:off 788857FCTo
debugll2:75017074 aload DCB “load™,@

debugll2:7580817072 alandroidConten_3 DCB "(Landroid/content/Context;)v™,@

debugll2:78817096 aRuncreate DCB “runCreate™,®

debugll2:780817048 aChangeenv DCB “changeEnv™,8

debugll2:788170A% aReciver DCB "reciver™,8

debugll2:788170B2 alandroidConten_4 DCB "(Landroid/content/Intent;)v"”,@

debugll2:73817DCE aTxentries DCB "txEntries™,®

debugll2:73817DD8 alLdalvikSystemD 3 DCB “(Ldalvik/system/DexFile;)Ljava/util/Enumeration;",8
debugll2:73817ERY aCallstaticvoid DCB “CallStaticVoidFunc CallStaticObjectMethodV Exception:funcName™,8
debugll2:73817E47 aCallstaticvoid 8 DCB "CallStaticVoidFunc FindClass Exception:className",@

Aahina117: TRATTETR MR GwAR «
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