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XY start() RER

if(!defined( name: ' _PHP_FILE_')) {
if(Is_c61) {

//CGI/FASTCGI
§_temp = explode( delimiter *.php’,$_SERVER['PHP_SELF']); $_temp: {"/ingex”, ""}[z]
define(' _PHP_FILE_', rtrim(str_replace ($_SERVER['HTTP_HOST'], replace: ', subject $_temp[@).'.php*), <
Jelse {
define(’ _PHP_FILE_', rtrim($_SERVER['SCRIPT_NAME'], charfist */'));
}
}
if('defined( name: '__ROOT__')) {
$_root = rtrim(dirname( path: _PHP_FILE ), charlist '/°); $_root: "\*
define("__ROOT__', (($_root=='/" || $_root=="\\')?'':§_root)); $_root: =\"
}
}
I EfLThink
require CORE_PATH.'Think'.EXT;
/I B
Think\Think: :start();

£ start() REF, #HAZ App.class.php XA4FHIERET run();

[ b LEEH
Build::checkDir($module); Smodule: *Portal”
}
}
/oo
G('loadTime');
I :
App:irun();
}
S/ ix%classmap

static public functiom addMap($class, $map='‘){
if(is_array($class)){
self::§_map = array_merge(self::§_mop, $class);
Yelse{
self::$_map[$class] = $map;
}
H

/{ Ediclassmap
static public function getMap($class=''){
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B, X—RILIFENEDN ThinkPHP RIL R

dass.php & functions.php @ MomebaseControlerclassghp @ Appclass.php @ Controllerclassphp © @ Viewclassphp @ Mookclassphp -~ o configghp -~ @
75 App:iinitl);

Hook::listen( tsg 'app_begin');
/f Sessiond
it Is_cLnd
session(C( ' SESSION_OPTIONS'));
}

G‘('lnltTll!')i
o] App: zexec();

Hook:: listen( tag: "app_end');
return ;
]

static public function Logo(){
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if(1isset(Saction)){
$action L ACTION_NAME.C(" ACTION_SUFFIX");
}
tryd
self: :imvekeAction(module, $action); S$oction: "fetch” S$modvle: {view =» Think\View, config => [8]}[2]
} cateh (\ReflectionException $e) {

$method = new \ReflectionMethod($module, name: °__call');
$method->1invokeArgs($module, array(Saction, ""));
}
return ;
,
public static function invokeAction($module,$action){
if(!preg_maten( patern: *f4[A-Za-z](\w)*$/ ", $action)){

thron new \ReflectionException():
}

$method =  new \ReflectionMethod($module, $action);
if ($method->1sPubilic() &6 !$method->isstatic()) {

BT HEN, BT 715X module, action, 9379: view B
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0 App.class.php: 71, Think|Appainvokedction() i $GLOBALS = (array} [13]
2 [0 App.classphp 10, Thinkldppcerscl] » & Constants
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string §templateFile
string fcontent

string

public function feteh

LaveFile="" Jooatent " fprafiae’

raturn parent::fefch{$tenplatef ile, Scoatent, Sprafin);

string Stemplate

SR8 IT return parent::fetch IREZIE R ZEH) Controller.php X
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View.class.php X&4HRY fetch() BREY, HITIRIRALIE,

e functions.php e Tunction.php & HomebaseController.classphp & App.class.php 8 Controller.class.php & View.class.php & Hoolkclass.php
1+ view_parse et + b O Wy ST
ob_start();

ob_implicit_flush( flag: 8);
if('php' == strtolower(C('THPL_ENGINE_TYPE'))) {

$_content = S$content;

extract(§this=>tVar, extract type: EXTR_OVERNRITE) ;

empty($_content)?include $templateFile:eval('?>'.%_content);
beise{

$params = array("var'=>§this->tVar, ' file'=>§tenplateFile, 'content'=>§content, 'prefix"=>$prefix);

] Hook::listen( tag: ‘liew_parsd’, & $params);
}

$content = ob_get_clean();

Hook::listen( tag: 'view_filter', &params: $content);

return Scontent;
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puslic functien runfES_data){

.
- $engine = strtolower{C(" THPL_ENGINE_TYPE'));
- §_centent = empty(§_data["content'])?§ file'):8_datal content*];
:_ $_oatal preficc] = tempt atal ‘prerin 1375 [ prefix:]:C0 TRPL_CACHE PREFIX");
. md A4("think" s=gengine) { F
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: . Storage:: Loas(C{ CACHE_PATH').§_datal'prefix’ |.naS(s_content) €0 THPL_CACSFILE SUFFIX'D,$_catal ‘var']);
Felsel

$tpl = Think::ingance ces

“Think\\Tesplate');

. Stpl->fetchi§_content, S aatal var'], §_owtal prefie 1);
F
Jeuned
i A W
it(strpasifenging, resdie *\\")M
$class = Sengine;
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& Controller. Haiphp L A phe L] il by ® Fleclass
r
$tapltontent = stroreploce($this->configl Layout_iten"], Stapliontent,file_get_contents($layoutFile));
- ]
|- ¥
P i
u . StaplContent = $this-»compiler(StaplContent);
| . L] Storage: :put({§tapiCacheFile, tris(§tmplContent), "tol");
- return StaglCacheFile;
- 1
- .4
» md . B
> mpl * 5 protected
g # mixed Stapliontent
s - 0 string
- »
L protected functios ceapiler($tmplContent) {
kg
- Stapicontent = $this=>parse(Stapioontent);
5 \Think © Template
Debug: ... ThinkCMERZ e php
Ik Oebugger @ Comole  Cutma Eazirv EHEe
0 Fmes

L

- 0 Template class.php:114, Mw
B phpc1 14, Thr
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1B ook clasa phpcl 53, Think| Hovk-emecl)
1 ook class.phpcild. Think| Hoalk=Frten()
B Wiewcliss php 126, Thask] V- » fetehg)
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) Appoclass.php 71, AefeatonMethod: »imokedgsd
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ession(C( ' SESSION_OPTIONS'));
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4.2.1 RAEN

EZFR: ThinkCMF 2.2.x BIBEENXH L&ERE

RS T

mmRE: X BT

CVSS 7 Tt

mEEESR: B

4.2.2 RRIA

ThinkCMF 2—E&T ThinkPHP f§ CMS (RBEERZAR) . £
ThinkCMFX 2.2.3 &R KRUBIARAEF, FE—MMEEXHF LER
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4.2.3 iR
1.6.0 <= ThinkCMFX <= 2.2.3
4.2.4 RABE

BRI BEARHER 2.x kA&, B2 AFERARE
ThinkCMF 5 2%,

4.2.5 BEDHT

7£ / application/Asset/Controller/UeditorController.class.php
, FE—LEEEO, BERELENFEE—TIRIQIE, BIE R

EZ R EtE, sIasRSEaEEANRSYA,

Project = E3 = & = @ UeditorContraller.clsss.php
T i ThinkCMFX [7\phpstudy_proiWi <?php
= B admin namespace Asset\Controller;
application
» B Ademin wse Think\Controller;
1 Api
T M Asset class UeditorController extends Controller {
* B Controller

£ AsserContreller.class,)
& DownloadController.c
& UeditorController.clas

private SstateMap = array(...);

public function _initialize() {

8 Conan: $adminid=sp_get_current_admin_id();
Commen :
i Giid Suserid=sp_get_current_userid();
S inciall if(empty($aoninia) &6 empty($vserid)){
bortal e exit(~EkEMH! =);
| User }
> da k
| plugin:
b public public function imageManager ()4
. I simplewind error_reporting( leve: E_ERROR|E_WARNING) ;
themes $path = 'upload’; .
B update $action = htelspeciaichars{$_POST[ action"]);
4 .gitignore if ($action=="get"){
i hsccess $files = $this->getfiles($path);
& config.yam| AF(14Files)raturn;

AREHNE upload HiER, ZAEXR LEZMERSH, i)
A BAIESE uploadfile O EERER, ZIEOREAT
_ueditor_uplaod() F#K;

public function upload(){
error_reporting( level E_ERROR);
header( string: "Content-Type: application/json; charset=utf-8");

$action = $_GET['action'];
switch ($action) {
case 'config':
$result = $this->_veditor_config();
break;

case 'uploadimage’:

mmmm leemY et e I o



Ldat  UPLUglabidil .
$result = $this->_veditor_upload( filetype: 'image');
break;

case 'uploadvideo':
$result = $this-»>_veditor_upload( filetype: 'video');
break;]

case 'uploadfile':
$result = $this->_veditor_upload( filetype: 'file'):
break;

case 'listimage’:
sresult = "";
break;

# A E_ueditor_upload() R#EH, EMILKINXEZET
$allowed_exts=explode(',', $upload_setting[$filetypel); KiH1TIE
XERRIREN, BPENNELEFEAOREHE, BE2ERT
$upload_setting[$filetype] IKEHNE—1EUEH, B8
upload_max_filesize 1 extensions M key, T explode FI{EFE
NEEZNSHBIFRHEOEIREAE, SHHE, KRBRET—

N Null;

HUtb 4T [‘extensions’], [FHAEENIZE
$allowed_exts=explode(‘,’, $upload_setting[$filetype]
[‘extensions’]);, LLAMHRESSEN Sallowed_exts BIEN Null, &

HEBEKRM,

paran string $filetype . Wimage, vedio,audio, file

private function _veditor_upload($filetypes'image"){
$upload_setting=sp_get_upload_setting();

§file_extension=sp_get_file_extension($_FILES['upfile']['name']);
$upload_max_filesize=$upload_setting['upload_max_filesize'][$file_extension];
$upload_max_filesize=empty($upload_max_filesize)?2897152:$upload_max_filesize;

$allowed_exts=explode( delfimites: *, ', $upload_setting[§filetypel);

$date=date( format: "Ymd");
$config=array(
‘rootPath' => . f'. C("UPLOADPATH"),
‘savePath' => "uveditor/$date/",

'maxSize' => $upload_max_filesize,//18M
‘saveName' —=» array('unigid',""},
'exts’ = $allowed_exts,
'autosub’ => false,

bH
Supload = new \Think\Upload($config);,
§file = $title = $oriMame = $state ='8';

$info=$upload->upload();

if ($infe) {



RIEFMIEIER Upload.php XA4HRI upload() XK,

BRIE

BT LR

J."ii
* GBI
+ @param string $filetype *f+ =%, wimage,vedio,avdio, file
"
i
private function _veditor_upload($filetype="image'){
$upload_setting=sp_get_upload_setting();

$allowed_exts=explode( delimiter: ', ', $upload_setting[$filetypel);

299 $date=date( format: "¥md");
D /1 fea B
$config=array(
‘rootPath’ => './'. C("UPLOADPATH"),
'savePath' => "ueditor/$date/",
‘maxSize” => $upload_max_filesize,//18/

‘saveName' => array('unigid*,''),
'exts’ = $allowed_exts,
'autoSub" = false,

I H

{ ] I$unloaa = new \Think\UpfLoad($config);// I

$file_extension=sp_get_file_extension($_FILES['upfile']["name']);
294 $upload_max_filesize=$upload_setting['upload_max_filesize'][$file_extension];
$upload_max_filesize=empty($upload_nax_filesize)?2097152:Supload_max_filesize;//®l.21

HAE upload() BEH, E#HAN—1 check();

3 return talse;
I
1 .-"’* f % |6 H 3 *J,-‘
if('$this->uploader->checkSavePath($this->savePath)){

3 $this->error = §this->uploader->getError();

7 return false;
1 }
14 Il 2.t L322 +s. X7
141 $info = array();
142 if(function_exists( function_name: 'finfo_open')){
143 §finfo = finfo_open ( options: FILEINFO_MIME_TYPE );
144 }
145 [/ oL S B A B
146 $§files = $this->dealFiles($files);
147 foreach ($§files as $key => §file) {
148 §file['name'] = strip_tags($file['name’']);
149 if(!isset($file[ 'key'1))  $File['key'] = Skey;
158 [ R Y, ATREAFLASH I E$FILES S#1i @ ¢ i R R0 */
151 if(isset($finfo)) ]
152 $file(['type'] = finfo_file ( $finfo , $file('tmp_name'] )
153 ? |
15 [ TR EAE TP, RFF EEERE T */
156 $fite[ ext') = pathinfo(§filel'name'], options: PATHINFO_EXTENSION);
156 [* THEEEN ]
159 | if C1$this->cneck(sfite{ |




check() FE#HITRERIQE checkExt();

% f

* {iparan array $file

private function kheck(Sfile) {

/* R, f +/f

if ($fite['error']) {
$this->error(§fitel error']);
return false;

[* F */

if (empty($file['name'])){
$this-»error = 'FHLEEE!

}

/* 1 +/
if ('is_uploaded_file($file['tmp_name'])) {
$this-error = 'EEFETH

return false;

if (1$this->checkSize($file['size'])) {
$this->error = ' EENHAITE!
return false;

/ Mime
//TODO: FLASH L f&  f sk Flirmime % 5% yapplication/octet-strean
if (!$this->checkHime($file[ type'])) {

$this->error = ' ERENHNIMEARFRE! ',

return false;

[y § o,

if (!1$this->checkext($file['ext’])) {
$this->error = 'FEZHERGTRAR';
return false;

g

£ checkExt 753EH, MRIZBID AT BT LAXNIE $this—>configl‘exts’]
A9 null, empty(null) 39 true, FRIAEIZIRIE] true 7, AeBHIG

s



<4 O

string Sext

private function checkExt($ext) {
return empty($this->config['exts']) ? true : in_array(strtolower($ext), $this-sexts);

1

£ check 2[5, #@id getSaveName & F R AR IRTZAIHR;

VA5 ftE */
$savename = $tnis—>($file);

if(false == $savename){
continue;
} else {

§file['savename'] = $savename;

]

FATE $rule 3 $config H#Y savename B H1E

array(‘uniqid’,”’), XHEERIE,$ext = empty($this—
>config['saveExt']) ? $ﬁ|e['ext'] : $this—>saveExt; TEERIAY £
fe &S 2 saveExt’ => “ saveExt AT, FIMAXEAR@HEN
HHEEMEERERN LEXHBNEER.

private function etSaveNang(srile) {

Srule = $this-»>saveName;
if (empty(Srule)) {

$filename = substr(pathinfo( path: *_{$file['name']}", options: PATHINFO_FILENANE), start: 1);

$savename = $filename;
}oelze {

$savename = $this->getNane($rule, $file[ name']);
if(empty($savenane)){

$this->error = 'REFGEAMMR: *;

return false;

¥
}
$ext = empty($this->config[ ' saveExt']) ? $file'ext'] : $this->saveExt;
return Ssavename . '.' . $ext;

ST HR 2 G, EEENY save F7EHTLEET ., save A&
hER%E TEAEERK, FNEEII TEEXH LE,

$ext = streolower($file ext']);

if(dn_array($ext, array('gif',’'Jpg’,"ipeg’, bmp’, png’, suf'))) {
$imginfo = getimagesize($file[ tmp_name']);
if (empty($imginfo) fext f 7 tuil$ f it M
$this-rerror = "FAEMBEA! C;

rantinae:



if (Sthis->uplosder->save($file, $this->replacel) {
unset(§file[ ‘error'], $fFilel"tep_name']);
$infolSkey] = $file;
L b oetse §
S$this-zerror = §this-suploader-sgetError();
]
}

AR json HIEFXH LENRTIR

2

$info=$upload->uplopd();
1f ($infa) {

$title = $oriName = §_FILES['upfile']["name'];
$first=array_shift{ &arsy: §info);
sifirst] size’];

$state = "SUCCESS';

if(tempty(§first url 104
iF($Filetype=="1nage" }{
Sur'l:sn_q::_|nge_nr=u:=-_ur1{ '
belse{
Surl=sp_get_file_download_url(

$First[ ‘s

}
telsel
Surl = CO"THPL_PARSE_STRING.__UPLOAD
}
} oelse {
$state = $upload->getError();

}

§response=array(
“state” => §state,
“url® =» $url,
“title” = $title,
“eriginal® =>foriNase,
b

I return json_encode{$response);

}
¥

avepath' 1. §first[" sav

$first['savepath' ] $first( savename'], supice

ename’]);

JSARN2LHIE5450) )

*).$first( savepatn® ). $tirst( savename' ];

4.3 ThinkCMF 2.x fKIB3ENRIE (display ER%R)

4.3.1 RANA
EE TR
RARS: T
AR AREEAN
CVSS ¥7: It

RREEER: St

4.3.2 AR

ThinkCMFX EEENITRE (B8

T287F GetShell)



ThinkCMF 2—EETF ThinkPHP #J CMS (RBEIEZRS) . H
F ThinkCMF 2.x {£F T ThinkPHP 3.x fEAFFRIEZR, EAIAE)
TERATREBSHBEARB TERER, SHONMERMNSE—TF
FENERREE R —aTERN PHP fKBBE AN
data/runtime/Logs/Portal B FHIHEXMHH, BREEZHE
XAAENRIEMISIR B R TERER PHP 304,

4.3.3 imagm

1.6.0 <= ThinkCMFX <= 2.2.3

4.3.4 RBEAEBE

1. ¥ HomebaseController.class.php
AdminbaseController.class.php 25 display 1 fetch FRERIE1H
52N protected

2. Bal] BERE 2.x A, BZHI0AEFPERARE
ThinkCMF 5 ZA%5i &AM LIRS AR R

4.3.5 ot
BAIMBERAOFIAEEIRER:

Stepl: B iE ThinkPHP.php AOXHE# AZI Think.class.php
X start() RELG

if('defined( name: ' _PHP_FILE_')) {
if(IS_C6I) {

$_temp = explode( defmiter '.php’,$_SERVER['PHP_SELF']); §_t index :
define(" _PHP_FILE_', rtrim(str_replace($_SERVER['HTTP_HOST'], replace: **, subject §_temp[@].'.php'),
}else {
define(" _PHP_FILE_', rtrim($_SERVER['SCRIPT_NAME'], charfist "/'));
}
}
if('defined( name: '__ROOT__')) {
$_root = rtrim(dirname( path: _PHP_FILE ), charlist '/"); §
derine(’__ROOT__', ((§_root=='/" || $_root=="\\")?'':$§_root)); 3
}
}

require CORE_PATH.'Think'.EXT;

Think\Think::start();

7£ start() REF, #HAZ App.class.php XA4FHIERET run();

Build: :checkDir($module); 3Smod
}
}



6('loadTime');

App:irun();
}

static public function addMap($class, $map=''){
if(is_array($class))q
self::$_map = array_merge(self::§_map, $class);
}esed
self::$_map[$class] = $map;
1
H

£ classmap
static public function getMap($class=""'){

HNEISXHEARE exec() KL, exec REIIERMEMITIE KAV
B, X—RILEENEDN ThinkPHP B9 IR

dassphp -~ & functions.php @ MomebaseControllercassphp < @ Appoclass.php @ Controllerclassphp < @ Viewdassphp - @ Hookclassphp < i configphp < @
App:iinit();

Hook::listen( tsg app_begin’);

if(1rs_cLnd
session(C( ' SESSTON_OPTIONS ));
}

G('initTime");
o App:zexec();

Hook::listen( tsg 'app_end');
return ;

}

static public function Logo(){

return ‘ 1IVBORWBKGgOAAAANSUREDGAAADAAAAANCAY ARARKAVEHAAAAGXRFWHR T2 Z8d2Fy I0B8ZGT 1258 IONFAZVILYNRSCCLLPARAAYBRVFNEIE IMDaNvhSShIE
¥

-

e N ]
Uetrloemie oty @ FaTepiesbeten ety @ Hockdenphe @ Vewdeashy 8 ageCiestinsinapty @ Comulndenphe 8 dopcuashs @ Momshmeloosolir ety @ Thekdmate & Seatostn

(X E-N¥ ]

BT HENT, BTE 715K module, action, Z%I7:
HomebaseController # display(), #AfR8E1d invokeAction() %X
FIREY, EUEIEARENEERIRIERE, UTEINE—ME
Y% EH BT B EZ RO TR AR 5% .

AN @ - L] ] .

nphp < Conirolaccuarshy < Sppclnaphp @ Homebaselosiroler.cla pip

red_emadl{sessiond user wser_csail’), Stithe, centent);

L
wiage "RENNEEAE. ARKERE. FuxaRien: );




1 il e DM, Tk !
0y Thirkslas phgr B8 Phink| Thinktart)
0 Pk b, st
Birdenshpts, imaniy

Step2: EEM TIRIERBZE, BEEMET
HomebaseController.php X8 display() K& ARANEIER
BT parseTemplate() BRI

RN, D RIEETE T BB path, module, DAKRENR
2, $template.html; FAGEFHITXEFQIGIATT;

8 Vamchunphe @ Comcheclungbe 8 dopdmaghp 8 Homsbeselomole dasphe L kecionphy < L becicsphp 8 Tkdunghy & Cmsdely 8§ Dueploncenshs - 8 Logceusin
- IR LI

1 PhpSterm 200018 rvaisble

@iT if(Ifile_exists_case($file))
E(L(TEMPLATE_NOT_EXIST').":".$file); I HELFE, X
HARTZE, NREEEIRE, HAF E) &, S E.



s strieg fasp
u inteper Scode
Thask| Exception

¥

@ Viemclemphp < Pegelooles denphp ©  Corbslernapi ©  dppdempby @ Homsbeelonkolerdmphy & heokgn L becomphp @ Tekcanste  § Geepbon ey

@ Log slem.php

ew008B

functien azelicestion|

[ L dermm naentis e ———————————————————
Berroel sessape ] = Be-egathessanell
strace = fa-sgtiracel);
race (8] tesctisn’]} {
= Btraceld1L iile
= Strace[a]l Lise

= eesgtale
= Beesgeriinedl;

(&

5 wor'l w Se-spatTracekritrim(l;
- Ungtrearalberees [ neainge], le LogzIEM

Pescier( wing: NTTF/L.] dlhi NS5 Foen
Aeaverl sy *SEatuniEN Wt Found

© A i g g

® limpatasaphe

fese0o®

& lemctonphy L beaice phg 8 Thskdmighp @ Euspiondsaphy @ Lagsimishe

string faestination

* Pretarn vedd
SEALIE Punetisn SavelStyes' ", SSeRtiaRtbine ') { STipe: 7" Sarstisation: D Lstestesy ses) MW PRLAKONFE| Sane] runine Lo
itfestylsele::flaa)) retirs |

antematrifontination) 1
SONTintion = C('LOG_PATH') . Sute{ format "y 08", 189"}

soert

v $type 7 : COLIGTVRE'D;
maiiiegiioriverl . vererssitreed;
ifaterape = sew RLsidl;

[

- T4 4 W Sdewiaaion  Dphpritedy g\ WA TRARC M detsantera Logar a2 11 11ag"
« I

"

O T Mhskcminphp2 11, k| Tkaaf scapnon
»




Step3: EHBRIBENT log X, AEHEET view.class.php
fEi@id display() REHH fetch() REEET B, &EMITH

==

7 =
10\ I$

TN IGN

X 4Ry

(A TN
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e :
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g LR #trieg Serefis
g - wig
. o
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o e AR i R s A B TS
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String Scastentisse
o
=
E 0 Mptta, A libh
: rare
l‘ by € F @ Vewmcpkn @ Wockceuwpk  # Comoedansh 8 Appcimiphn 8 NemsbaueCommierdanshy 4 fercionph 4 hmctiophp @ Storigecipks @ fecaaphs 8 Thnkcam
[ steing SresalateFile ikl
S wtring Schornet ;
T string ScantentTupe §
= el String Seonteat
T e string forefin
S e aived
™
» ey Bublic fusctioe cisaley(§tesglateFiles’,Scharsets’ ", fcontentTypes'",josntents" Sorerim™"] { fresplar .
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4.4 ThinkCMF 5.x
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dgAn s . 1 NINKCVIE O.X e 8a IZAET 1211 TR
%S CVE-2019-6713

KR REEAN

CVSS if%: [CVSSv2.0: 7.5] [CVSSv3.0: 9.8]
RAREER: B

4.4.2 RIAER

ThinkCMF 2—EETF ThinkPHP f§ CMS (RBEIBZRSA) .
ThinkCMF 5.0.190111 fRZSHEEY

app/admincontroller/RouteController.php XZE—MLISE
Ao ERRGHETHAZREBRTERRN PHP 15,

4.4.3 WERZIH

ThinkCMF < = 5.0.190111

4.4.4 REEE

BRI BERmAR T MEE IR, *MT IREXEHE:
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm13822
4.45 D

0x0: BEFRHATRIMEHEUREENS A: 1 payload FALIEE
Ox1: [E#ERVEHIT $allRoutes TE

0x2: W55, FEAIRILAE data/conf/route.php B NS
HBEAZEB/REAERIT

B HA1E ThinkCMF  (ThinkPHP) BOREERET N3] EBr=, B
7£ $data = self::exec($dispatch, $config); &, ABRETE,

Hook::1listen( tag: 'app_begin®, &params: §dispatch);

$request-scache(
$config[ ' request_cache'],
$configl ' request_cache_expire'],
$config['request_cache_except']
)i

] §data = self::exec($dispatch, $config);
} catch (HttpResponseException $exception) {



§data = $exception->getResponse();

1

BT EET, BITL TIERESIEE. £, UMENNERE, 235
79: RouteController.php B9 addPost &%,

public function adoPost()

i

$data = §this-»request-»paran();

SrouteModel = new RouteModel();

Sresult = §this->validate($data, walidate: "Route’);

if ($result !== true) {

§this->error($result);

1

$routeModel->allowFleld( field: troe)->save($data);

$this->suecess( meg: "HFMMM! ", wrl( wk "Rovte/index”, ['ig" = $routeModel->1d]));
i

7£ addpost() REH, BiE $routeModel->allowField(true)-
>save($data); HHY save RERFFAEEEBRIEIEES (INSERT
INTOcmf_route(full_url,url,status) VALUES (‘portal/List/index’ ,
“list/:id’, ‘1)),

P, - id  list_onder statu type  full_wrl wrl
HE ] Rsﬂiﬁ._w VALANSS B B -Es:l L SER Tl
SR AN e 13 10000 portal/Listfindex list /i fle_put_contents( 1. php, B Ipha phs
- - id  list_onder statu type full_url url
Eid i ] 1!5:1’@_&1‘15 URLANST I EFRR L BREN Ml EEET
SRR §HoE O e 13 10000 1 portal/Listfindes list/tid" fe_put_contents(1.phe’, BULTphg phe

[B]1%l] RouteController.php::iindex() FK#H, ZREFBFEIEK /
MRS A2 PR A I TE 8RS E .

public function index()
{
global $CMF_GV_routes;|
$routeModel = new RouteModel();
Sroutes = Db::name( name: 'route’)-sorder( field: "list_order asc")-»select();
$rovteModel->getRoutes( refresh: true);
unset($CHF_GV_routes);
$this->assign( name: "routes”, $routes);
return $this->fetch();

£ index() PRREUEIT getRoutes() RERIFITHY, FHAZR
$routeModel->getRoutes(true); REH, EZREF, BT
$allRoutes RIFEMEIREFREZIMNFIBEERHEANS.

public function getRoutes($refresh = false)
{

$routes = cache( name: "routes”);

$appUrls = $this->getAppUrls();

i€ (f1amnrtultrantae) 1l e annmil Enantaely CL 1€nafnachy J



1] N, F ey Wiy WE A

P S

"status", op: 1)->order( field: "List_order asc")->select();

SO TWERERE WY TR
return $routes;
}
$routes = $this->where( field:
| $allRoutes = (] ]

$cacheRoutes = [];

foreach ($routes as $er) {
$fullUrl = htmlspecialchars_decode($er[* full_url']);

l/ FiUR

$info = parse_url($fullurl);

RATE data/conf XK TAER route.php X, FIMEHEED

B35S
BB,

if (strpos(eaf_version(),
SrouteDir = CHMF_ROOT .

}oelse {

§routeDir = CHF_ROOT .

}

JRTE PHP SRS\ T ERIEE R\

PHP

reedle: '5.8,') === false) {
“data/rovte/";

“data/conf/";

if (!file_enists(§routedir)) {

akdir(§routedir);

$route_file = SrovteDir . “route.php”;
file_put_contents($rovte_file, data: "<7phph\treturn " , stripsloshes(var_export{$allRovtes, retur trued)) . ";")
return $cacheRoutes;
¥
- o

V) reute.php - SFE

wHE RE B0 =R WL
<?php  return array (
"1'==array(""),phpinfo, 2/id' ==
array (

1=
array (
)
2=>
array (
id" => \d+,
cid" == "d+'
)
),
"1'=>array(""),phpinfo(),’2" =>
array (|
0 == "portal/List/index?id=7",
1=>
array (
)
2=>
array (
i id” == d+’,
1)

array (
0 == ‘portal/List/index’,

1=

P -

0 == 'portal/Article/index?cid=7",

)
'list/:id" file_put_contents('1.php’,'<?php phpinfo();).” ==

W57 ®0R 100%  Unix (LF) UTF-8

4.5 ThinkCMF 5.x [
4.5.1 EET

) EE=E N

ThinkCMF 5.x F& mEZEABHRITKE




mE%s: CVE-2019-7580

ERE: UREN

CVSS i#4: [CVSSv2.0: 6.5] [CVSSv3.0: 8.8]
mREESNR: SfE

4.5.2 RiAER

ThinkCMF 2—E&TF ThinkPHP #§ CMS (RBEBIBERZ) .
ThinkCMF 5.0.190111 iRARFELZERE. ERERHERLER
@i [@ portal/admin_category/addpost.html TTHE &% '5l&' S
MR ZREENTEERB,

4.5.3 a0

ThinkCMF < = 5.0.190111

4.5.4 RRAEE

BRI BERMARMT MEEIRE, *MT REXHEE:
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm13822
4.5.5 REDH

0x0: BEFRHAIRTAZHEIRENS A 1§ payload HEAEIEE
Ox1: [BJ3EMYIZHI T $allRoutes TE

O0x2: WiRES|S, FHATRILATE data/conf/route.php FE NG
HBEAZEBREARNT

B EAIE ThinkCMF  (ThinkPHP) RYBR ERARAT N 03T L Hr =, D
7£ $data = self::exec($dispatch, $config); &, ABEFTE,




B tovereim dnbidoomes | ek
5 Didesphpld fmai) - iz =

o
*

BTN, BT TIEKR0IEHIES. 2. URNNELE, 25l

J9: AdminCategoryController.php B addPost %K,

® Aepote B loadeshp 8 AdmirCategerContreler.phe

fvars = [SactionMame]; focticntase: o
}oetse {

throm néw HEtpExcention] sisusCode 485, mewage 'Ethod net exists:' . get_class(finstance) . "-»* . $action . '()'); Saction: “addoest”
1

Hook:: listeal isg 'action_begin®, Epsams Scalll;

return sekfiidnvokeMethod(kcall, $wars); Feall: daspl\portallcontroller|\ddeincategeryContreller, “addpost=z] frars: [0]

PATH_TNFO)

| think|Request Srequest
arrey Sconfiy
arrey

\thisk|Exception

BUBLIE ST8TLC femction routeCheck(request, srray Sconfis)
Spath & Srecuestespathi);

$depr = Scentigl pathinfo.geer];
Sresult = false;

LA N ]

$instance.

public function addPosti)

$data = §this->request->paran();
$routetiodel = new Routetodel();
$result = §this->validate(§data, welidste: *Route’);

if ($result !== true) {
$this->error(§result);
r
$routeNodel->allowField( field: trued->save($oata);

$this->success( msg: "FMMH! ", wrl( ok "Route/index™, ['id' =» $routedodel->1d]));

7£ addPost R HEE portalCategoryModel.php HEY
addCategory() REURIEEDE:

+ public function addPost()
1
SportalCategoryModel = new PortalCategoryModel();
$data = $this->request->paran();

$result = $this->validate($oata, wvalidate: 'PortalCategory’);

if ($result !== true) {
Sthis->error($result);

ISmult = $portallategoryNodel->addCategory(Sdata);

if ($result === false) {
$tnis-2error( msg: "EI0kE!);

$this->success( msg: "FMKM! ", vrl( vk "AdminCategory/index’));




YrEEIRFZ portalCategoryModel.php::addCategory() K HFE

H, BT RouteModel.php::setRoute() BKEE alias HIEHTTIE

fif

public function padCategory($cata)

$result = true;
S#Lf: tatartTrans();
try {
1f (tempty(Sdatal more’ 1[* thumbnail 1)) {
$datal 'more’ ][ thembnadl'] = caf_asset_relative_vrl($datal sore’ 1[" thumbnail'1);
]

§this->allowField( feld true)->save(fdata);
$id = $this->ia;
1f (empty($datal’parent_1d°1)) {

$this->mnere( Seld 1a', §id)-»update(['patn’ => '8-' . $1d]);

}eise {
SparentPath = $this-sahere( feld: "ia°, Intval{$datal'parent_id']))->value( Geld 'path');
Sthis-smhere( B=ld '1a', $10)-supdate([ path' => "SparentPath-$10°]);

1y
self:icommit();

} cateh (\Exception $e) {
self:rollbackl) ;
$result = false;

}

if (fresvit 1= false) {

SrouteModel = mew RouteHodel();
1f (tempty(Sdatal alise’]) && tempty($1a)) {

SrouteNodel->setRoute(Sdatal alias'], sctor "portal/List/inges’, ['10° == $10), woee 2, fOrdes SH8E);
SroutetodeL->setRoute( urk $datal alias'] . */:ia', adion ‘portal/Articlefindex’, [‘cid’ => §id], wp= 2, GstOrden 4999);
}
Sroutemodel->getRoutes( refreshe true);

}

return §result;

7£ RouteModel.php::setRoute() BRI H, BB IZEBHEEF
£, BEAEE, MEERBBRBREFMERIZUEES.

public function setRoute($url, $action, $vars, $type = 2, $listOrder = 10888)

{

tion, $vars):
: fullurl', $fulwrl)->find(); I

$findRoute = $this->where( fi

if ($findRoute) {
if (empty($url)) {
$this->where( field: 'id", $findRovte['id'])->delete();

b oelse {
$this->where( field 'id', $findRoute['id'])->update([
‘url” = Surl,
"list_order' => $listOrder,
‘type’ == §type
1;
}
} else {

if (tempty($url)) {
$this-sinsert([
full_url' = §fulllrl,

‘url’ = §url,
"List_order’ => §listOrder,
"type’ =» §type

1;




IREREZMRT 7B url WAS, WF:

e - id list_order status type  full_url url
Bl mE  #mlEEeTEE  URUABREHEFAEL 2RSS Rl TR
& Bl 3 Y O B 14 000 1 2 portal/Ustfindextid=7 1= Sogtarray(Bquot Squot) phpinfo]), 2
ey s -3 15 4999 1 2  portalfArticlefindexfeid=7 1'=Bgtarray(Squot: Siquot) phpinfol, 2/id

[E12l portalCategoryModel.php::addCategory() 5, 1E1ZiE5E
EHEE, REMFANE $routeModel->getRoutes(true); %
B, EXREE, @1 $allRoutes SKEFEFFB NGNS EBEAS.

public function getRoutes($refresh = false)
.!
$rovtes = cache( name: "routes®);

$applrls = $this->getApplUrls();

if ((lempty($routes) || is.array($routes)) && !$refresh) {
return $routes;
}
Sroutes = $this->where( field: "status”, op: 1)-»order( field: "List_order asc")->select()
[ SallRoutes = [ |
§cacheRoutes = [];
foreach ($routes as $er) {
$fulllrl = htmlspecialchars_decode($er[”full_url'1);

/i HIUR,
$info = parse_url($fulllrl);

B4R 7E data/conf X4 FAR route.php X, ZXEFEST
BUBEFEANRER PHP (53,

if (strpos(cef_version(), reedle: '5.8.') === false) {
$routeDir = CHF_ROOT . “data/route/*;

T oelse {
$routeDir = CHF_ROOT . "data/conf/";

¥

if (!file_exists(§routedir)) {
akdir($routedir);

}

$route_file = SrouteDir . "route.php”;

file_put_contents($rovte_file, data "<7php\treturn " . stripslashes(var_export($allRovtes, retwrr trugd) . ";");

return $cacheRoutes;

T reutephp - iO8F - m] *®
O REE B0 EEY RN
<?php  return array ( =
"1'=>array("").phpinfo(, 2/id" ==
array (
0 => 'portal/Article/index?cid=7",
1=»
array (
)
2=
array (
id" =» \d+,
‘cid' =»> "\d+',
)
),
1'=sarrav("").phpinfal),'2" =>




amayd
0 == 'portal/List/index?id=7",
1=>
array (
)
| 2==
| array (
i id' == d+',
1)

)
list/id" file_put_contents{'1.php".'<?php phpinfo(;)." ==
array (
: 0 => 'portal/List/index’,
1 =2

B EwoFR 100%  Unix (LF) uTF-8
RERANRETE =TT

4.6 ThinkCMF 2.x fXEEFENIRIE (Api/Plugin)
4.6.1 fEE T

SRR ThinkCMF 2.x REBSENTEE (Api/Plugin)

mARS: T
TR AIEEAN
CVSS T4
MEREER: 5t
4.6.2 RIAHR

ThinkCMF 2—E &7 ThinkPHP #§ CMS (RBEERE) . 7
ThinkCMFX 2.2.3 &e&hR K& ARTRRAF, FE—ERENRE.
ZRER T REARNER G2 #TER, BEONREEAR™,
Hﬁfﬂi%ﬁﬁ? NHERBEHEERT, B1TTIE webshell EA
BEXMH, ABRERKEBEEFXM, XEMAINNTT

webshell,

4.6.3 iWERIm

1.6.0 <= ThinkCMFX <= 2.2.3
4.6.4 RIEAMEE

1. ¥ HomebaseController.class.php
AdminbaseController.class.php £ display 1 fetch FRERIE1H
FEN protected

2. BEl] BERE 2.x A, BEZTI0AEFERARE
ThinkCMF 5 25130 & KA LIS RRER 5 2R



4.0.0 IR

DZRE, HBOEIFMIRIE—T content ZEUEAVRE, FfiIM

BEFAOFREERER:

Step1: BFtiET ThinkPHP.php NOX4# A\Z Think.class.php

XY start() BRER

if(!defined( name: ' _PHP_FILE_')) {
if(IS_C6I) {

$_temp = explode( defmiter '.php’,$_SERVER['PHP_SELF']); #$_te

define(" _PHP_FILE_', rtrim(str_replace($_SERVER['HTTP_HOST'], replace: **, subject $_temp[8].'.php*), «
Jelse {
define(" _PHP_FILE_', rtrim($_SERVER['SCRIPT_NAME'], charfist "/'));
}
}
if('defined( name: '__ROOT__')) {
$_root = rtrim(dirname( path: _PHP_FILE_ ), charlist '/"); §_
define(’__ROOT__', (($_root=='/" || $_root=="\\')?'':§_root)); $_root:
Iy

}

require CORE_PATH. Think'.EXT;

Think\Think: :start();

ft start() REH, #HAZI App.class.php XHHRIFEREL run();

Build: :checkDir($module); Smodule
}
}

G('loadTime');

App:irun();
}

static public function addMap($class, $map='‘){
if(is_array($class)){
self::$_map = array_merge(self::$_maop, $class);
}else{
self::$_map[$class] = $map;
¥
}

static public function getMap($class=''){

HENEISTHFAE exec() RER, exec REMITEFAMEMITIE RV

B, X—RAVGIERICEN ThinkPHP ROZIERELV;

dassphp & funcions.php -~ @ MomebaseControlerdassphp -~ @ Appclass.php @ Controlerclassphp < @ Viewclassphp -~ @ Hookdlassphp -~ 3 config.php

ADD:zinitl):

€



Hook: :listen( tag 'app_begin');

if(urscend
session(C(' SESSION_OPTIONS ));
}

G("1nitTime");
o App:zexec();

Hook::listen( tag: 'app_end');
return

}
static public function Lego(){

return ' IVBORWBKGGoAAAAMSUREDGAAADARAAANCAYARARXAVEHAAAACXRFWHRTE2Z8d2Fy Z0B8ZCY1ZSBIBNFAZVILYNRSCELLPAAAAYBRVFhEIE IMDaNvBSShIE
¥

lassphp oy fencliors.php @ Homeb & Applossph & Comroberclassphp < @ Viewsclassphp -~ @ Hookclassphp -~ 3% configphp < @ Th

if(1isset(Saction)){
$action . ACTION_NAME.C(" ACTION_SUFFIX");
}
tryd
self: :invokeAction($module,Saction); Soction: “fetch® Smodule: {view =» Think|View, config =» [8]}[2]

} cateh (\ReflectionException $e) {

$method = new \ReflectionMethod($module, name: °__call');
$method->1invokeArgs($module, array(Saction, ""));
}
retuPn
,
public static function invakeAction(Smodule,Saction){
if(!preg_maten( patern: *f4[A-Za-z](\w)*$/ ", $action)){

thron new \ReflectionException():

+

$method = new \ReflectionMethod($module, $action);
if(Smetnoo->1sPublic() &6 !$methos->isstatic()) {

VThink © Amn ¢ swaefl

B REBENT, BITE 715K/ module, action, 7379 view B9
fetch, ARG8T invokeAction() REIFIIRET, EURIEMREUR
BEREVIRIERER., LA TENAE—M ERBVER B REATBY EXAV B R 8%
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Step2: EEM TIRIEREZ/E, BEEMEIT
HomebaseController.php SRR fetch() FE;
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fetenr)

e pebiLin fenctisn f

ateFiles ', Seontants . Serafaxe "1 §tpmsloteril
arseTesglate Btesalatefile), doonte

‘R string teeaiate
fore wbring

W Surmplaaelle w gl
e y

. L
» E LG0T & e 0

ke ]
At - [
i « o
* I $EACEAMS = jarrd (1)
* & Comtien

AFR18IT return parent::fetch IREEIE A ZEHY Controller.php X
HrhRy fetch() K%K

e THekCMF2 v | b I ]
oo & ® HomebaseConrolerncassphe < @ Appalsssphp 8 Conrollercusiphe @ Vewdlisghp @ Hookdleisghp < @ Thiskdassphe < & ThnkPHRghp -~

feo0ew
#tring §tesplaneFile
string fcontent L |

string Sprefic
sring

protected functisn fetch(3templateFiles", Scontents” ", $prefixs ") { 5t

RIEZ BTN BN, FEEEVEER View RFEIFENE
View.class.php X{EHRY fetch() K&, HITRIRLLIE,

e functions.php e function.php. & HomebaseController.classphp & App.class.php B Controller.class.php & View.clsssphp & Hook.cdass.php
1+ view_parse st + 4 O Y

ob_start();

ob_implicit_flush( flag: 8);
if('php’ == strrolower(C( THPL_ENGINE_TYPE'))) {
$_content = S$content

extract($this->tVar, edract type: EXTR_OVERWRITE);

empty(§_content)?include $templateFile:eval('?>'.%_content);

else{
$params = array("var'=>§this->tVar, ' file'=>§tenplateFile, 'content'=>§content, 'prefix"=>$prefix);
Bl Hook: :1isten( tag- 'fien_parsy', & $params);

}
$content = ob_get_clean();
Hook::listen( tag: 'view_filter', &params: $content);

return §content;

BATTABERZRE P, BietaE—1 ob_start();, AR
content #H1T4EfE, BiT $content = ob_get_clean(); ¥
content J&Z, ﬁLX?*ZTI]T‘EWZ):—FIi‘ﬁ,m, AREFEAENAENE
view_parase &R, @ITIRER, FAIENTH T RRSNMAOZE
ParseTempIateBehavior.php X4

P § @ hecioruphp © @ fincionphp © @ HomsbuseCorrolee claiaphp © @ Appclatiphp © @ Comrolecdumaphp < Viewdauiphp @ Hockelaghp @ PaneTempleBohmiordaviphp @ T
] tag, GfpsrsmesaoLl) { it : 131 file ot r ; .




foreach (self::ftogs[$tag] as Sname) { &
AFF_DEBUG &6 G(Sname.' start’);
Sresult = self:ienec(inane, Stap, & Sparam); fnome: “Benevier|PurseTesplarefessvioe”
AH(APP_DEBUS){

tracel('[ *.5tag." ) =<END== [ RunTime:".0($tag. 'Start", dtag. 'End'.6)."s 1°,°", "INFO');
- b

gu retern;

# A2l ParseTemplateBehavior::run() R H, HIVEEIGER
M, BIDRAERDNDZIT LS, Rt ERRER.
BRI content ERE—IRRIZENIE, KWk else 7%, MR
TRBEBRRE, BEEE—TDX, MHMEKMGHAIEH, WR
Z1FHF7IE content WETF, BIE if 73, BNFME else X,

[ ol
x £ 8 Panalemplatefebavicrclasephp 8 Viewclaee php hp P rey Recsnphp © 2 “Si0étia
B v
A o
-
y
i
5 tlass ParseTenplateBensvior {
o
an run(s$_data){
= strrolewer(C{"THPL_ENGIME_TVPE'}};
= empty($_datsl
= lespty(§_dat
19" think
&
a il
=
FEN ) Storage: ; Load(G{ CACHE_PATH').§_datal prefiz’ ] nd5es_content) OO THPL_CACSFILE_SUFFIX'D, 3 catal “var-1);
" ha
%4 $tol = Tndnk::insfance( ces: *Think'\\Tesple
i h
Aall ® $tpl->fateh (8 contant, b aatal var'], 5 antal prefin1);
-l F
a8 Jetned
o
" if(strpos(ienging, resde \\" )M
-k $class = Sengiee;

HMFIBE—R&IER poc, #HAE else 732 fetch BRER,
11233 N2 Template.class.php XA fetch K%K,

® Nadenpty L SRR  § Thekdeagtn & Dok

HATTAE R fetch FEFIEA T loadTemplate() RE, #HAEZ
BRE R, TR AE R content RRMEIHIERIT $tmplContent
=

P £ & lunctionsphp € Contreller cla php & Viewclasiphp & Hockclimuphp & ParweTemplateBehavior.class. phe € Template casa php © Storageciaunphp & File.claws
— ! e A R T —_—
B : $tmpllontent = str_replace(§this-»config[*layout_item' ], $tmpllontent, file_get_contents{SlayoutFiled);
}
}
$taplontent = $this-scempiler($taplContent);
) Storage::put(§tepliacheFile, trim($tapiContent], "tol');
return StapliacheFile;
}



mixed §eapliontent
string

pretected function compiler($taphContent) {

'R b E FERE

$tmpllontent = Sthis->parse{§impllontent);

| BT

ARG $tmplContent (content) 213 4R1FE1@I1T Storage:put REX
R1F, REBHEME data/runtime/Cache/Portal X {43,
&fa, W7 Template.class.php XHEHIEA T Storage:load
# cache Xff, RASEMENIT,
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